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1. Onucanue KOMIETEHIINH.

1.1. AKTyaJbHOCTh KOMIETEHIUH.

Kommnerenmuss «CereBoe W CHUCTEMHOE aIMUHUCTpUpoBaHHe» BXoauT B «TOII-50
HanOosiee BOCTPEOOBAHHBIX M TEPCIEKTUBHBIX Npodeccuil> B COOTBETCTBUH JIyUIINMHU
3apyOeKHbIMU ~ CTAHAAPTAMU U [EPEIOBBIMM  TEXHOJIOTUSAMHU. YTBEPXKIEHO IPHUKA30M
MunucrepcTBoM 00pazoBanust U Hayku Poccuiickoii peneparuu ot 09 nexadps 2016 roga N1548
B Buae PenepanbHoro o0Opa30BaTENBHOIO CTaHIApTa CPEAHEro NpogecCHOHATBLHOIO
oOpazoBanus 09.02.06 «CereBoe 1 CUCTEMHOE aIMUHUCTPUPOBAHUEY.

AKTyanbHOCTh KOMIETeHIIMH «CeTeBOE U CUCTEMHOE a/IMUHUCTPUPOBAHUE» 00YCIIOBIIEHA
TEM, 4TO B c(hepy AeSITeTHbHOCTH CUCTEMHOTO aIMUHICTPATOPA BXOJUT CO3aHUE U 00CITy)KUBaHUE
BBIUUCIIUTENBHBIX KOMIIJIEKCOB U CETEeH, KOHTPOJb MCIPABHOM pabOThl ONEPALlMOHHBIX CUCTEM
U TIPOTPaMMHOI0 00ECIIeYeHHUs], TIPOCKTUPOBAHUE, AAMUHUCTPUPOBAHNE U MOJCPHHU3ALUS CETH,
HOJJIEP)KKa CEpBEPOB, YCTAHOBKAa HOBOIO IpOrpaMMHOE oOecrieueHue U OOHOBIIEHHE
CYLLECTBYIOILIETO, B TOM YHUCJIE B PEKUME YJAIEHHOT0 JocTyna. OQHON U3 caMbIX OTBETCTBEHHBIX
3ajjady CUCTEMHOI'0 aJIMHHHCTpaTopa SBJsieTCss obecriedeHuu MH(OpManuMoHHONW 0e30IacHOCTH
OpraHM3aly, HacTpoiKa IpaB JOCTyIa K pa3jIMUHbIM BHYTpeHHUM U BHewHUM IT pecypcam,
TaKUM KakK IpUHTEphl, MouTa, oOume ailoBble XpaHunuma, MHTepHer. A  Takxe
npenynpexaeHue coos a00ro KOMIIOHEHTAa CUCTEMbI, JIMKBUIAIMS IOCIEACTBUNA cOosa 6e3
yiep6a i paboThl OpraHU3aIiH.

DTO0 OueHb Ba)KHAsl KOMIIETEHIUS JUIsl JIF0OON KOMITAaHUH, TaK Kak JI00asi HEMCIPaBHOCTh
OpPITEXHUKH, KaOEIbHOW CHUCTEMbl WJIM 3JIEMEHTOB JIOKAIbHON CETH MOJXKET BBI3BATH OYEHb
JOPOTOCTOSIIIMNA JIIT  OPraHM3alU MPOCTOH B (YHKIMOHMPOBAHHWH, IO3TOMY CHCTEMHBIN
aJIMUHUCTPATOpP HECET OTBETCTBEHHOCTh 3a IIOMOIIb II0Jb30BaTEIsIM B 0O0ECleYeHUn
UX TOTPEOHOCTEH B HEMPEPBHIBHOW pPabOTe KOMIBIOTEPHBIX CHUCTEM M Ciyk0. CHCTeMHBIN
aJIMUHUCTPATOP TaKXE MOXXET HPEAJIOKUTh COBETHl M PEKOMEHIALUU IO YIyYIIEHUIO
(GYHKIIMOHUPOBAHMSI CUCTEM U CIIY’KO, TEM CaMbIM IIPOJBUHYTH OPraHU3aLMIO BIIEPEI.

CereBoe M CHCTEMHOE aJMHUHUCTPUPOBAHHME TpeOyeT IIMPOKHUX CIEKTpP IO3HaHUI
U HaBBIKOB B 001acTH MH(OPMAIIMOHHBIX TEXHOJOTHHA. B CBsI3U ¢ OBICTPHIM pa3BUTHEM STOMN
o0nactu, TpeOOBAaHUS K CUCTEMHBIM U CETEBBIM aIMUHHUCTPATOPAM ITOCTOSTHHO BO3PACTAIOT.

Wwmest pemiaroniyto pojb B IOBCEAHEBHOM (YHKIMOHUPOBAHUH, JOJDKHOCTH CUCTEMHBIN
aJIMUHUCTPATOpP HMEET CIPOC B OpraHU3alUAX PA3JIUYHBIX MAaclITaboB KOMMEPYECKOTo
Y TOCYJJapCTBEHHOT'O CEKTOpa.

1.2. Ilpodeccun, Mo KOTOPHIM YYACTHUKH CMOTYT TPYAOYCTPOHUTBLCSI MOCJIEe
OCBOCHUS JTAHHOW KOMIIETEHIIUH.

CrenuanucTbl TaHHOTO Mpo@uiis HEOOXOAUMBl Ha KaXJI0M npeAnpustuu. CUCTEMHbIE
aJIMUHUCTPATOPbl MOTYT paboTaTh Kak B CHEHHATU3UPOBaHHbIX I[T-KOMMaHUsAX, Tak U B
KOMITaHUSIX, TJI€ €CTh alnapaTHOe U mporpaMmmHoe odecrieueHrne. CIIMCOK OCHOBHBIX Mpodeccuit
COOTBETCTBYeT npodeccuoHambHOMy craHaapry 06.026 «CuctemMHbII aIMUHHCTPATOP
MH(OPMaLlMOHHO-KOMMYHUKAIIMOHHBIX ~ cUCTeM». biau3kumu — saBistorcs  mpodeccuu 1o
npodeccuoHambHoMy  ctaHpapty 06.027 «AIMHUHHMCTPUPOBAHHE  CETEBBIX  YCTPOMCTB
MH(}OPMaLMOHHO-KOMMYHUKAIIMOHHON (MH()OKOMMYHUKAIIMOHHON) CUCTEMBD)

1.3. Ccblika Ha o0pa3oBaTe/bHbIi W/HIN NPOecCHOHANbHBII CTAHIAPT
(KOHKpeTHBIEe CTAHAAPTHI).

HIkoJabHUKH CryaeHTbl CnenmnajancTbl
dI'OC CIIO no ®I'OC CIIO no npodeccun [IpodeccrnonanbubIit
npodeccun 09.02.06 CeTreBoe U CUCTEMHOE crangapt 06.026

aIMUHUCTPUPOBAHUE «CucreMHbIN
aMUHUCTPATOP




09.02.06 CeteBoe u WH(POPMaIMOHHO-
CUCTEMHOE KOMMYHHUKAITUOHHBIX
aJIMMHHUCTPUPOBAHUE CUCTEM»
bakamaBpuar
02.03.03 Maremaruueckoe
obecrieueHue u
aJIMUHHCTPUPOBAHUE
WH(OPMAIIMOHHBIX CUCTEM
09.03.01 Madopmaruka u
BBIYHMCIIUTENbHAS TEXHUKA
09.03.02 MuadopmanroHHbIe
CHUCTEMBI M TEXHOJIOTHU
1.4. TpeboBaHus K KBATU(UKAIUH.

HIKoJALHUKH CTyneHTbl Crnenuajaucrsl
Anmvunuctpupoats | [IK mo ®I'OC CIIO 09.02.06 TpynoBsle yMEeHUA 110
JIOKaJIbHbIE 2.1. AIMUHUCTPUPOBATDH JIOKAJIbHbBIE npodeccuoHalIbHOMY
BBIYHCIIUTEIIbHBIC BBIYUCIIUTENIbHBIE CETH U IPUHUMATH crangapry 06.026:
CeTH. MEpBI 110 YCTPAHEHUIO BO3MOMXHBIX — Cobnromath Ipoueaypy
YcTanaBnuBarth u cboes. YCTaHOBKH MPHUKIIATHOTO
HacTpauBaTh Ymenus: MIPOrPaMMHOTO
oTepaIioHHbIe AJIMUHUCTPUPOBATH JIOKAJIbHBIE obecrieueHus B
cuctembl WINAOWS | BBIYHCITUTEIILHBIC CETH. COOTBETCTBHH C
u Linux. [TpuHMMAaTh MEpHI IO YCTPAHEHUIO TpeOOBaHUSIMU

BO3MOXXHBIX COOEB. OpraHu3aIm-
Co3znaBath U KOHPUTYPHPOBATH MIPOU3BOIUTEIS,;

YUYETHBIE 3aITHCH OT/ICJIBHBIX
N0JIb30BaTEJICH 1 MOJIb30BATEIbCKUX
TpyIIL.

ObecnieunBaTh 3alIUTy TpU
HOJKJIIOYSHUH K HH(POPMAIIMOHHO-
TEICKOMMYHUKAIIMOHHON CETH
«HTepHeTY cpencTBaMu
ONEPallMOHHOW CHCTEMBI.

3Hanun:

OcHOBHBIE HaNpaBICHUS
aJIMUHHUCTPUPOBAHUS KOMITBIOTEPHBIX
ceTen.

Twurel cepBepoB, TEXHOJIOTHIO «KJIMCHT-
cepBepy».

Crnioco0Bl YCTaHOBKH U YIIPaBIICHHS
CEepBEpPOM.

Y TuauThl, PyHKINH, yIAICHHOE
yIpaBJICHUE CEPBEPOM.

TexHomornu 6€30MacHOCTH, IPOTOKOJIBI
aBTOpPHU3AIMH, KOHPHICHINAILHOCTD U
6e3omacHocThb mpu padote B Web.
[MTopsiIoK UCTIONIL30BAHUS KIIACTEPOB.
[Topsiiok B3auMOAEUCTBHS Pa3IHYHBIX
OTIEPAI[MOHHBIX CUCTEM.

[IpumeHnsATh METOABI
3aJaHus1 0a30BBIX
rapamMeTpoB U IMapaMeTpoB
3alIUTHI OT
HECaHKITMOHHUPOBAHHOTO
JIOCTYTIA K ONepaliOHHBIM
CHCTEMaM,

Hcmonp30BaTh METOOBI
CTaTUUYECKOM U
IUHAMHUYECKOU
KOH(UTypaIuu
napameTpoB
ONEPALMOHHBIX CUCTEM,
[TapameTrpuzupoBathb
MPOTOKOJIBI KAHAIHHOTO,
CETEBOI0 U TPAaHCHOPTHOI'O
YPOBHS MOJIETTH
B3aMMO/ICHCTBUS
OTKPBITBIX CHCTEM,;
BBINONMHATE HACTPOUKY
MPUKJIATHOTO
MIPOTPaMMHOTO
obecrieueHus B
COOTBETCTBUH C




Krnaccudukanuro nporpaMMHOTO
00eCIIeYeHHs CETEBBIX TEXHOIOTHM, U
00JacTh ero NpUMEHEHHUS.

[TopsiIOK ¥ OCHOBBI JIMIICH3UPOBAHUS
MPOrPaMMHOT0 OOeCTIeueHUsI.
O1eHKY CTOUMOCTH TIPOrPAMMHOTO
o0ecre4yeHus B 3aBUCUMOCTH OT
croco0a ¥ MECTa €ro MCIOJIb30BaHMS.
2.2 AAMUHUCTPUPOBATH CETEBHIC
pecypchl B M”HGOPMAITMOHHBIX
CUCTEMaXx.

Ymenus:

YcTanaBnuBaTh HHOOPMALMOHHYIO
CHCTEMY.

CoznaBath U KOHPUTYpUPOBATH
YYETHBIC 3aIHCH OTICTHHBIX
MOJIb30BaTeNeH U MOJIb30BATEIbCKUX
TPYIIIL

PeructpupoBarh MoaKI0OuYEHUE K
JIOMEHY, BECTH OTYETHYIO
JIOKYMEHTAIHIO.

YcranaBnuBath U KOHQUTYPHUPOBATH
AHTUBUPYCHOE MTPOrPAMMHOE
o0ecrnieueHue, IporpaMMHOE
obecrieueHue 0a3 JaHHBIX,
porpaMmMHoOe o0ecredeHue
MOHHUTOPHHTA.

ObecneunBaTh 3alIUTy IpU
MOJIKJIIOUEHUU K NH(POPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHON CETH
«HTEpHET» CpencTBaMuU
ONEPAlMOHHOW CHCTEMBI.

3HaHu:

OcHOBHbIE HaNpaBJICHUS
aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX
ceTen.

Tunsl cepBepoB, TEXHOJIOTHIO «KIHEHT-
cepBepy.

YTunutel, GyHKIWH, YIaTIeHHOE
YIPaBJICHUE CEPBEPOM.

TexHonornu 6€30MacCHOCTH, MPOTOKOJIBI
aBTOpHU3AINU, KOHPUICHIIHATHLHOCTD U
6e3omacHoCTh mpu padote B Web.
[TopsimoK MCTIOIB30BAHUS KIACTEPOB.
[TopsiIOK B3aNMOICHCTBHUS Pa3TMYHBIX
OTIEPAI[MOHHBIX CUCTEM.
Krnaccudukanuro nmporpaMMHOTO
obecrevyeHns CeTeBbIX TEXHOIOTHA, U
00JacTh €ro MPUMEHEHHUS.

[TopsiIOK ¥ OCHOBBI JIMIIEH3UPOBAHUS
MIPOTrPaMMHOTO 00€CTIeUeHH .

HNPUHATBIMU KPUTEPUAMHU
ONTUMM3ALNH;
BbINonHATE HACTPOUKY
IPUKIIAJHOTO
IIPOrPaMMHOT0
obecrieueHud;
[IpousBoauTh
aBTOPHU3ALIUIO
M0JIb30BaTENEH1
IIPUKIIATHOTO
IPOrPaMMHOTO
obecrieyenus,
IIpuMeHATH IpOrpaMMHO-
anrnaparHble CpecTBa
3alUThl HH(POPMALINY,
Kondurypuposars
OIEPaLIMOHHBIE CUCTEMBI;
Kondurypuposats
CeTeBbIe yCTPOUCTBA.




O1eHKy CTOUMOCTH TPOrPaMMHOTO
obecrnevyeHns B 3aBUCHMOCTH OT
crocoba ¥ MecTa ero UCIOJIb30BAHHUS.
3.1. YcranaBnuBath, HaCTpanuBaTh,
HKCILTYyaTUPOBATh U 00CIIYy)KUBATh
TEXHUYECKUE U MTPOTPaMMHO-
anmnapaTHble Cpe/ICTBa KOMIIBIOTEPHBIX
ceTen.

Ymenus:

TectupoBarh kabenu u
KOMMYHHKAI[IOHHBIE YCTPOICTBA.
OnuchiBaTh KOHIIETIMU CETEBOM
0€301MacHOCTH.

OrnuceiBaTh COBPEMEHHBIE TEXHOJIOTUU
U apXUTEKTYpbl 0€30MaCHOCTH.
OnuceIBaTh XapaKTePUCTHKU U
aIIeMEeHTHI KoH(puryparuu 3tamnos VolP
3BOHKA.

3HaHusn:

ApXUTEKTYpY U PYHKIHH CUCTEM
YIOpaBIEHUS CETSIMH, CTAaHAAPTHI
CHUCTEM yTPABJICHHUS.

3amauyn ynpaBlieHUs: aHAINU3
MIPOU3BOUTEIHLHOCTU U HAZC)KHOCTH,
yropapiieHue 0€30MacHOCThIO, yUeT
Tpaduka, yrpaBieHUe KOH(pUTypalei.
[TpaBuiia sKCIUTyaTalli TEXHUYECKUX
CPEJICTB CETEBOW MH(PACTPYKTYPHI.
MeTtop1 yCTpaHEHUS! HEUCTIPAaBHOCTEH
B TEXHUYECKUX CPEJICTBAX, CXEMBbI
MIOCJIEABAPUMHOTO BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH CETH,
TEXHUYECKYIO U MPOEKTHYIO
JIOKYMEHTAIIUIO, CTIOCOOBI PE3EPBHOTO
KOMUPOBAHUS JAHHBIX, TPUHIIUITBI
pabOTHI XpaHUJIUII] IaHHBIX.
OcHoBHBIE TOHATHS UH()OPMAITMOHHBIX
CHUCTEM, )KU3HEHHBIN ITUKJII, TPOOIEMBI
obecrneyeHns TeXHOJIOTHUeCKON
0e30macHOCTH HH()OPMALIMOHHBIX
cUCTeM, TpeOOBaHUS K apXUTEKType
WH(OPMAIIMOHHBIX CHCTEM M HX
KOMITOHEHTaM JIJ1s1 00ecTieueHust
6e3omacHOCTH (PYyHKIIMOHUPOBAHUS,
OTIEPATUBHBIC METOIbI IIOBBIIIICHUS
6e3omacHoCTH (PYHKIIMOHHPOBAHUS
MPOTPaMMHBIX CPEJICTB U 0a3 TaHHBIX.
CpencTBa MOHUTOPHHTA U aHATTN3a
JIOKAJIbHBIX CETEM.

OcHoBHBIE TpeOOBaHUSI K CPEACTBAM U
BHJIaM T€CTUPOBAHUS TSI ONIPEICIICHUS
TEXHOJOTHYECKON 0€30MacHOCTH
WH(OPMAITMOHHBIX CHCTEM.




[TpuHTIUTIBI paOOTHI CETH aHATIOTOBOM
TeneOHHH.

Haznauyenue roocoBoro 1uio3a, ero
KOMITOHEHTHI B (DYHKIIHH.

OcCHOBHBIE IPUHLHUIIBI TEXHOJIOTHH
obecneuenust QoS 11 TOJIOCOBOTO
Tpaduka.

3.2. IlpoBoauTh MpOpUIAKTHIECKHE
paboTHI HAa OOBEKTAX CETEBOM
UHPPACTPYKTYPHI U paOOYUX CTAHLUSAX.
Ymenus:

HaGnronate 3a TpaKoM, BBITTOTHSATD
orepanuy pe3epBHOTO KOMUPOBAHUS U
BOCCTaHOBJICHUS JaHHBIX.
YcTaHaBIMBaTh, TECTUPOBATD U
AKCILTyaTHPOBATh HH(OPMAIIMOHHBIE
CUCTEMBI, COrJIACHO TEXHUYECKOM
JOKYMEHTaIuH, 00eCrieyuBaTh
AHTUBUPYCHYIO 3aIIUTY.

BEITIONTHSATS, MOHUTOPHHT U aHATH3
paboThI TOKABHOM CETH C IOMOIIBIO
IPOTPaMMHO-aNapaTHBIX CPEICTB.
OcCy1IecTBISATh JUATHOCTHKY U MTOUCK
HEHCIIPAaBHOCTEH BCEX KOMIIOHEHTOB
CeTH.

BpINoHATE AEHCTBUS IO YCTPAHEHUIO
HEUCIPAaBHOCTEH.

3HaHus:

3amaun ynpaBlieHUs: aHAINU3
MPOU3BOIUTENFHOCTH U HaJIS)KHOCTH,
ynpaBieHue 0e30MacHOCThIO, YUeT
Tpaduka, yrpaBieHHe KOH(PUTYpaIiei.
Knaccudukanuio permaMmeHTos,
MOPSIOK TEXHHUECKUX OCMOTPOB,
MIPOBEPOK U MPOPHUIAKTUIECKUX PabOT.
Pacmmpenue cTpyKTypsl
KOMITbIOTEPHBIX CeTel, METO/Ibl U
CpeICTBA TUArHOCTHKH
HEHCIIPaBHOCTEH TEXHUYECKUX CPEJCTB
Y CETEBOM CTPYKTYPBHI.

Mertobl ycTpaHeHUs: HEUCITPaBHOCTEN
B TEXHHUYECKUX CPEICTBAX, CXEMBI
MOCJICaBAPUITHOTO BOCCTAHOBJICHHUS
paboTOCIOCOOHOCTH CETH,
TEXHUYECKYIO U MIPOEKTHYIO
JIOKYMEHTALUIO, CIIOCOOBI pEe3ePBHOTO
KOITUPOBAHUS JAHHBIX, TPHHIIAITHI
paboThl XpaHUIIHII JAHHBIX.
OcHOBHBIC TIOHATHS WH()OPMAITMOHHBIX
CUCTEM, KU3HEHHBIN [IUKJI, TPOOIEMBI
o0ecrnevyeHns TEXHOJIOTHUYeCKON
0e30nmacHOCTH HH(POPMALIMOHHBIX
cucTeM, TpeOOBaHUS K apXUTEKTYpe




MH(OPMALIMOHHBIX CUCTEM M HX
KOMITOHEHTaM 11 00eCTIeYCHHUS
0e30macHOCTH (PYHKITMOHUPOBAHMS,
OTIEPATUBHBIC METO/IbI MIOBBIIICHUS
0e30macHOCTH (PYHKITMOHUPOBAHMS
MPOTPaMMHBIX CPEJICTB U 0a3 TaHHBIX.
CpencTBa MOHUTOPHHTA U aHATTN3a
JIOKAJIBHBIX CETEM.

OcHoBHbIE TpeOOBaHUS K CPEACTBAM U
BUJIaM T€CTUPOBAHUS IS OTIPEICIICHUS
TEXHOJOTMYECKON 06e30MacHOCTH
WH(OPMAIIMOHHBIX CHCTEM.
[TpuHLIMIIBI paOOTHI CETH aHAIOTOBOM
TeneOHUN.

HazHnauyeHue roocoBoro 1uio3a, ero
KOMITOHEHTHI B (DYHKIIHH.

OcCHOBHBIE IPUHILIHUIIBI TEXHOJIOTHH
obecrneuenust QoS 11 TOJIOCOBOTO
Tpaduka.

[1K 3.3. YcranaBnuBaTh, HaCTpauBaTh,
AKCILTYaTUPOBATh U O0CITYyKUBATh
ceTeBble KOH(PUTYpPAIUH.

Ymenus:

OnuceIBaTh KOHIICIIIIUU CETEBOM
0€30MacHOCTH.

OnuceIBaTh COBPEMEHHBIC TEXHOJIOTHU
U apXUTEKTYpbl 0€30MaCHOCTH.
OnuceIBaTh XapaKTePUCTHKH U
aIIeMEeHTHI KoH(puryparuu 3tamnos VolP
3BOHKA.

3HaHun:

3amaun yrpaBleHHs: aHAIN3
MIPOU3BOIUTENILHOCTH U HAICKHOCTH,
yrpaBieHue 0e30MacHOCThIO, YUeT
Tpaduka, yrpaBieHne KOHPUTYpaIHei.
[TpaBwita SKCIUTYaTaI[MH TEXHUYIECKHX
CPEJIICTB CETeBOU MH(MPACTPYKTYPHI.
OcHoBHbIE TOHATHS UH()OPMALIMOHHBIX
CUCTEM, KU3HEHHBIN UK, TPOOIEMBI
o0ecrnevyeHns TEXHOJIOTHUYeCKOM
6e3omacHoCTH HH()OPMALIMOHHBIX
CUCTEM, TPeOOBaHUS K apXUTEKType
WH(OPMAIIMOHHBIX CHCTEM M HX
KOMITOHEHTaM 111 00eCTIeYeHUS
6e30macHOCTH (PyHKIIMOHUPOBAHUS,
OTIepaTUBHBIC METO/IbI MOBBIIICHUS
6e3omacHOCTH (PYyHKIIMOHUPOBAHUS
MPOTPaMMHBIX CPEJCTB U 0a3 JaHHBIX.
CpencTBa MOHUTOPHHTA M aHATTN3a
JIOKAJIbHBIX CETEM.

OcHoBHbIE TpeOOBaHUSI K CPEACTBAM U
BUJIaM TECTUPOBAHUS IS OTNPEIeIICHUs




TEXHOJOTMYECKON 0€30MacHOCTH
WH(OPMALIMOHHBIX CUCTEM.
[TpunHLMIIBI pabOTHI CETH
TPaTUIIMOHHON TeTIeQOHUH.
HazHnauyeHue roiocoBoro 1uiro3a, ero
KOMITOHEHTHI B (DYHKIIHH.

OcCHOBHBIE IPUHLHUIIBI TEXHOJIOTHH
obecneuenust QoS 11 TOJIOCOBOTO
Tpaduka.

I1K 3.4. YuacTBOBatTh B pa3padoTKe
CXEMBI MOocIeaBapuiHOTO
BOCCTAHOBJICHHSI paOOTOCIIOCOOHOCTH
KOMITBIOTEPHOU CETH, BBITIOJIHSATh
BOCCTaHOBJICHHE U PE3EPBHOE
KOIUpOoBaHuEe HHPOpMAIUH.

Ymenus:

Habmronate 3a TpadukoM, BHITIOTHSTh
OTIepalnyy pe3epBHOTO KOMMPOBAHUS U
BOCCTAHOBJICHHSI TAHHBIX.
VYcraHaBiuBaTh, TECTUPOBATh U
AKCILTYaTUPOBaTh NHGOPMAIIMOHHBIE
CHCTEMBI, COTJIACHO TEXHHUYECKOU
JIOKYMEHTalluu, 00eCcTieunBaTh
AQHTHBHPYCHYIO 3aIUTY.

BhInonHATE A€HCTBUS MO YCTPAHEHUIO
HEHCIIPAaBHOCTEN.

3HaHun:

3amaun yrpaBieHHs: aHAIN3
MIPOU3BOIUTEIILHOCTH U HA/IEKHOCTH,
ynpaBieHue 0e30MacHOCThIO, YUeT
Tpaduka, yrpaBieHHe KOHPUTYpaIHeH.
Knaccuguxkanuio perasameHTos,
MOPSATOK TEXHUYECKHX OCMOTPOB,
MIPOBEPOK M MPODYUITAKTUIECKUX padoOT.
Pacmmpenue cTpyKTyphl, METOIBI U
CpeICTBA TUArHOCTHKH
HEUCTPABHOCTEH TEXHUYECKUX CPEACTB
Y CETEBOM CTPYKTYPBHI.

MeTob1 yCTpaHEHUS! HEHCTIPAaBHOCTEH
B TEXHHYECKUX CPEICTBAX, CXEMBI
MOCIIeaBapUIHOTO BOCCTAHOBJICHHUS
paboTOCIIOCOOHOCTH CETH,
TEXHUYECKYIO U IPOEKTHYIO
JIOKYMEHTALUIO, CIIOCOOBI pEe3epPBHOTO
KOITUPOBAHUS JAHHBIX, TPHHIIAITHI
paboThl XpaHUIIHII JAHHBIX.
OcHOBHBIC TTOHATHS WH()OPMAITMOHHBIX
CUCTEM, KU3HEHHBIN [IUKJI, TPOOIEMBI
o0ecrnevyeHns TEXHOJIOTHIeCKON
6e3omacHoCTH HH()OPMALIMOHHBIX
cucTeM, TpeOOBaHUS K apXUTEKTYpe
WH(OPMALIMOHHBIX CUCTEM M HX
KOMITOHEHTaM JIJIsl 00ecIieueHust




0e30macHOCTH (PYyHKITMOHUPOBAHMS,
OTIEpATUBHBIC METOIbI MIOBBIIIICHUS
6e3omacHoCTH (PYyHKIMOHUPOBAHUS
MIPOrpaMMHBIX CPEICTB U 0a3 JaHHBIX.
OcHoBHbIE TpeOOBaHUS K CPEACTBAM U
BUJIaM T€CTUPOBAHUS ISl ONIPEICIICHUS
TEXHOJOTMYECKON 06e30MacHOCTH
WH(OPMAIIMOHHBIX CUCTEM.

ITIK o ®I'OC bakanaspuar 02.03.03
2 Vcnonb30BaHUE OCHOBHBIX MOJIEIEH
MH(OPMALIMOHHBIX TEXHOJIOTUH U
Croco0O0B UX MPUMEHEHUS JJIs
pelleHus 3a/1a4 B IPEJAMETHBIX
obnacTsax

4 BpIOOp apXUTEKTYPhI U
KOMIUICKCUPOBAHUSI COBPEMEHHBIX
KOMITBIOTEPOB, CUCTEM, KOMILJIEKCOB U
CeTell CUCTEMHOIO
aIMUHUCTPUPOBAHUS

5 Hcnonp30BaHuEe COBPEMEHHBIX
CUCTEMHBIX IMPOTPAMMHBIX CPEJICTB:
OTIEPALIMOHHBIX CUCTEM, OMEPAIlMOHHBIX
U CETEBBIX 000JI0YEK, CEPBUCHBIX
IPOTPaAMM.

2.KonkypcHoe 3a1anue.
2.1. KpaTkoe onucanue 3aJaHusl.

HIxoabHUKH:

B Bai nepBsiii pabounii 1eHb HeOOX0IMMO MPOBECTH HACTPOUKY BUPTYaJIbHOW MAaITUHBI
Ha 0aze OC Windows 10, k koTopo#t OyayT UMETh JOCTYI HECKOJIBKO TIOJIb30BATENICH C Pa3HbIM
ypoBHeM Joctymna. llocime 3Toro mpousBecTH NepBOHayalbHbIE HACTPOWKU HOBOIO CEPBEpPA
Ha 6a3ze OC Debianl0. B Bamem pacnopsiskeHMM B JTaHHBIE MOMEHT HMMEETCSl OJMH CEepBEp
MO/ HY bl BUPTyaJIU3al1H.

Celiuac kax/plil 4ac Ha CYeTy, a IOTOMY Hallle PyKOBOJCTBO TpeOyeT, YTOObI BCE 3a/1a4u
OBLITM BBITTOJIHEHBI CETOHS B TEUECHUU 4 4acoB.

Cryaentsl 1 CienuaaucThbi:

B Bam nepsbiii pabounii J1eHb HEOOXOIUMO IPOBECTH MOJKIIIOUEHHE HOBOTO oduca,
OTKPBITHE KOTOPOTO Ha3HAYEHO Ha HAYaJIO CIEAYIOUIEH HeAenu, K Halllel KOPIOPaTUBHON CETH.
[Tocne 3TOrO0 HanMaaUTh CBA3b C OCTANbHBIMU oducamu Kommanuu. B Bamem pacnopsxeHun
B JJaHHBII MOMeHT umeetcs 2 kommyrtaTtopa Cisco 2960, 2 mapmpyrtuzatopa Cisco 2911 u ogun
CepBEp C BUPTYAIU3ALIUEN.

Ceituac kax/plif yac Ha CUeTy, a IOTOMY Hallle PyKOBOJICTBO TpeOyeT, YTOObI BCe 3a/1a4u
OBLIIM BBITIOJIHEHBI CETOJIHS B TEUEHUU 6 4acoB.

2.2. CTpyKTypa U NoAPOOHOE ONUCAHNE KOHKYPCHOIO 3aaHUSA

HanmenoBanue HanmeHnoBanue moayJis Bpems IHony4ennprit
KaTeropuu NpoBeAeHUus pe3yiabTart
YYaCTHUKA MOAYJIsd




HIkoaLHuK

Monyns 1. Korndurypamus | 2 gaca Y4acTHUKH TOTKHBI
CEPBHCOB U CITyk0 Ha 0aze o0ecrevynTh HaTnIue U
OC Linux (hyHKIIMOHMPOBAHUE B
COOTBETCTBUU C
3a/IaHAEM CITY KO U
poJiel Ha yKa3aHHBIX
BUPTYaJIbHBIX MAIIUHAX
Monyib 2. Kondurypamus | 2 gaca Y4acTHUKH JTOJKHBI

CEPBHUCOB U CIIy0 Ha 0aze
OC Microsoft Windows 10

o0ecreunTh HAJTMYUE U
(YHKIIMOHHpPOBAaHUE B
COOTBETCTBHUH C
3aJJaHHEM CITyKO U
poJteit Ha yKa3aHHBIX
BUPTYaJIbHBIX MALTHHAX

QOouwee epems 6bINOJHEHUA KOHKYPCHO20 3a0anus: 4 uaca

Crynenr,
Cnenmnajauct

Mopyns 1: 2 4Jaca Y4acTHUKH TOJKHBI
Konduryparus cereBoro yOeTUTHCS B TOM, UTO
TEJICKOMMYHHUKAIIMOHHOTO BCE HACTPOMKH HA BCEX
00opyaoBaHUS yCTpOICTBax mocine
nepe3arpy3Ku BCero
o0opyaoBaHus
(GYHKIHOHHUPYIOT
Moy 2: 2 Jaca Y4acTHUKH JOJKHBI
Kondwurypamws cepBucos 00ecreYnTh HATNIne U
u ciryk06 Ha 6aze OC (YHKIIMOHMpPOBAHUE B
Microsoft Windows Server COOTBETCTBHUH C
2019 3aJlaHueM CITyKO0 1
poJIel Ha yKa3aHHBIX
BUPTYaJIbHBIX MAIIUHAX
Monyns 3: 2 Jaca Y4acCTHUKH JTOJKHBI

Kondurypauus cepsucos
u ci1yx0 Ha 0aze
qucTpuOyTHBOB Linux -
Debian 10 u CentOS 8

o0ecreunTh HaIuuue U
(YHKIIMOHMPOBAHUE B
COOTBETCTBUHU C
3aJlaHueM CITyKO0 1
poneil Ha yKa3aHHBIX
BHPTYaJTbHBIX MAIIMHAX

QOouiee spems 6blnoIHEHUA KOHKYPCHO20 3a0anus: 6 uacos

2.3. [TocaenoBaTeIbLHOCTH BBHINMOJTHEHHUS 3a1aHUA
HIkoaALHUKHU:

Pacnipenenenue
BO3MOKHOCTH ILIOIIAIKH.

BpPpEMCHU MCKAY MOAYJIAMHU

3aBUCUT OT TEXHHUYECKOH

[To3BonbTe mpencraBUTbCA, MOW HOBbIA Koiyulera: S HadanmbHuk WMT-genapramenrta
yenemHoit ¢puHancoBoit kopropauuu «IIUC u Ko ®unaHcy», Kyaa Bel TOJIBKO YTO YCTPOUIINCH
Ha JOJKHOCTh CHCTEMHOTO aJMHHHCTpaTtopa. biaromaps coOmIOIeHHIO MpaBWI PETYISATOPOB
¥ COOCTBEHHBIM CTPOTUM BHYTPEHHHUM ITpaBUjIaM, B KPU3UCHOE BpeMsI HaIlla KOMITAHHSI COXPaHsET
CTaOUITBPHOCTh, O 4YeM CBHUJCTENLCTBYET Balla HeMaias 3apriarta. K cokaneHuro, Baill
PYKOBOJIUTEIb, HAXOAUTCA B JUIMTEILHON KOMaHIMPOBKE U €I1I€ HE ycnen BBecTH Bac B Kypc Bcex
nen. OnHako Oiaronmapsi Ballei BHICOKOW KBATH(HUKAIIMU BaM JIOJDKHO XBAaTUTh M TE€X OOPHIBKOB
uH(pOpMalKH, YTO OH YyCIIeN NepeaaTh.




B Bam niepBeIit pabounii 7eH HEOOXOAMMO MPOBECTH HACTPOUKY BUPTYAIbHON MAaITUHBI
Ha 06aze OC Windows 10, k koTopoii OyIyT UMETh TOCTYI HECKOJIBKO IMOJIb30BATENICH C pa3HbIM
ypoBHeM pnoctyna. Ilocime 3Toro mpousBecTd MepBOHAYAIbHBIE HACTPOMKH HOBOTO cepBepa
Ha 6aze OC Debianl10. B Bamiem pacniopspbkeHHH B JJaHHBIH MOMEHT MMEETCSl OJIMH CEpBEp IO
HY’K/Ibl BUPTYaJIU3aIUH.

OctanbHOe 000pyI0BaHKE 0OCIIAHO TOCTABUTH B OJFKANIIINIE THU.

Celiuac kax/plil 4ac Ha CYETy, a IOTOMY Hallleé PyKOBOZACTBO TpeOyeT, 4TOOkI BCe 3a7auu
OBLITN BBITIOJIHEHBI CETOHS B TEYEHUU 4 4acoB.

Monayasb 1: Kondurypauusi cepucoB u ciayx0 Ha 6aze OC Microsoft Windows 10.

[Ipex e, ueM NPUCTYNHTh K paboTe BAXKHO:

- O3HAKOMUTKCS CO cXeMOM IoakiroueHns Cxema 1;

- BHUMATEJIBHO u LHHEJIMKOM npouutats 3aaHueE;

- He 00513aTeIbHO BBIMOJHATH ITyHKTHI 3aJaHUs TI0 OYEpPE/I, a TAKKE 3aaHUE IIEITUKOM,
BaMm moeT He XBaTUTh Ha 3TO BpeMeHU. VX015 U3 3TOro nogymManTe, Kak ONTUMU3UPOBATH CBOKO
pabory.

I BHUMAHUE!!!

[lo oxonuanmu paboTel BaM HEOOXOIUMO TPEIOCTaBUTH Ha TPOBEPKY CETEBOE
000py/I0BaHUE B BHIKIIIOYEHHOM COCTOSHHH.

B mobom cinywae Bce mpenocraBieHHoe Bamu oOopynoBanue Oyaer mepe3arpy eHo
9KCIIEPTaMHU Iepei HadyaloM IPOBEPKH.

B cnyuae HEBO3MOKHOCTH BX0J1a B CHCTEMY, BBITIOJIHEHUE PA0OTHI SKCIIEPTAMHU I10 JaHHOU
Y4aCTH KOHKYPCHOT'O 3aJIJaHHsI HE OLICHUBACTCS.

HpI/I BBIIIOJIHCHUHU 3alaHUd YYTHTC BO3MOXHBIC BHCIOTATHBIC KPATKOBPCMCHHBLIC HIIN
JUTUTEIIbHBIE OTKITIOYCHHUS 3JIEKTPOIHEPTHH.

Hactpoiite mapamerpsr BIOS kommnbroTepa ans padotsl ¢ [1O BupTyanuzanuu.

1. Ycranosure I10 Oracle VirtualBox;

2. Cospaiite BM co cnen. napamerpamu: umsa BM — HEAD-WINCLIENT; o6bem OIT —
2 r0; MMHAMHUYHBIN BUpTyanbHbIN sxecTkuil quck VDI o0bemom 30 16; BrimtoueH PAE/NX; tun
MOJKJIFOUYEHUS CETEBOIO a/lanTepa — CETEBOM MOCT;

3. Ycranosure OC Windows 10; nmaposs yuetHoii 3amucu: Abl@dmin ;

4. 3anaiite ums komnsiotepy - HEAD-WIN;

5. M3menwnTe B HacTpoiikax mapameTpoB amantepa aapec npeamnouantaemoro DNS cepsepa
Ha 8.8.8.8;

6. Co3paiiTe moyip30BaTeNei

HNMms ydeTHoi# 3anucu IHapoas Tun yyeTHoM 3anucu
Userl Userl!@ AMUHUCTpATOP
User2 User2!@ ITone3o0Barenn

7. JlobaBbTe B bpanamaysp mpaBwiIo paspeliaronife OTBeuaTh Ha BXOMAIIME JXO-
coobmmenus nporokoina |ICMP;

8. Ycranosure Opaysep Google Chrome;

9. M3menwure manky 3arpy3ku B opay3sepe Ha C:\;

10. 3abnokupyiite TOoCTym K BeO-caiity yandex.ru;

11. BemonauTe KoMaHmy ping caiita google.com, caenaidTe CKPHUHIIOT pe3yibTara
U COXpaHHUTE ero Ha pabouuii CTOI;

12. 3ameHnuTe cTapTOBYIO CTpaHUIly Opay3epa Ha cait abimoscow.com;

13. Ocranosure ciayx0y Windows Search;




14. Tlocne BbIMOTHEHUS BCEX MyHKTOB MOAYJIS, CO3/aliTe TOUKY BOCCTAHOBJICHHUSI.
Monayasb 2: Kondurypauusi cepBucoB u cayx0 Ha 6aze OC Debianl0.

1. Cosznaiite BM co cnen. mapamerpamu: umss BM — BRANCH-DEBCLIENT; o6bem
OIl — 1 r6; BupryanbHbld xecTkud muck VDI oO0bemom 15 r6; Brkmouen PAE/NX; tunm
MOJIKJIFOUCHUS CETEBOT0 ajianTepa — CETEBOM MOCT;

2. VYcranosure  Ha  BHpTyanbHylo  MammbHy ~OC  DebianlO0  (mapoinb
cyneproiab3oBaresis: t00r!; moaHoe uMs mosib3oBaTelNs: userl; maposb Juist MoIb30BaTeNs userl:
toortoor!)

3. 3amaiite nms kommnberoTepa: BRANCH-DEB;

4, YcraHoBuUTE Maposp HA CyIEpIIoab30BaTes root: toortoor;

5. Hacrpoiite mapameTpsl ceTeBoro ananrtepa, 3agaiite IP anpec 192.168.10.5, macka
nojacetu — 255.255.255.0, nuto3 o ymomuanuo — 192.168.10.1.

6. Cozmaiite mosab3oBarened user-1, USer-2, USer-3, mapoyid IOJIb30BaTeleH:
R1123456 R!1234567 R!345678;

7. Cosmaiite Ha paboueM CTOJIe TEKCTOBBIN (haiin ¢ umenem Abimoscow, mobasbTe

B Hero ctpouky «Hello Russial».

OcoO0ble yka3anus:
Yto MOXKHO?

JU1si BBIOJTHEHUSI KOHKYPCHOT'O 33aJaHMsl KaX/Ibli yYaCTHUK UMEET MPaBO UCIOJIb30BaTh
CBOI0O KOMIIBIOTEPHYIO KJIABUATYpy W/WIIM CBOIO KOMIBIOTEpHYIO MbIlb. J[aHHBIE ycTpoiicTBa
HE JIOJDKHBI UMETh BCTPOEHHBIX MEXaHU3MOB namsaTH. [lepen HauanmoMm uyeMIHOHATa SKCHEPTHI,
Ha3Ha4YeHHbIE | TaBHBIM 3KCIEPTOM, JJOJKHBI YJJOCTOBEPUTHCS B TOM, UTO B JaHHBIX YCTPOICTBaxX
HE MPEeyCMOTPEHbl MEXaHU3Mbl XpaHEHUSI UHPOPMALUH.

Yro Henp3s?

K mponocy 3ampemiarorcs Takue JICKTPOHHBIE YCTPOMCTBA KaK MOOWIBHBIC Telle(hOHBI,
cMapT(dOHBI, TJICephl, HAYITHUKH, TUKTOPOHBI, KaMepbl, HOyTOYKH, TJIAHIIETHBIC KOMITBIOTEPHI
U TpOYre MEepPCOHaJIbHbIC DIEKTPOHHBIE yCTpoiicTBa. J[aHHBIE YCTPOWCTBA JIOJKHBI XPAHUTHCS
B CIIEI[MAIbHOM TMIOMEIICHUH B TEYEHHE KaXKI0T0 KOHKYPCHOTO JHS.

Cryaentsl 1 Cienua ucThbi:

ITo3BosbTe mpencTaBUTBHCA, MOW HOBBIM Koiuera: S HadanpHuk WT-nemapramenra
yenemHoi ¢puHancoBoil kopropanuu «II1C u Ko ®unaHcy», Kyaa Bel TOJIBKO YTO YCTPOUIINCH
Ha JIOJDKHOCTh TJIaBHOTO CHCTEMHOrO aJMUHHUCTpaTopa. biaromaps coOnrofeHuIo mpaBuil
pPeryisiTopoB M COOCTBEHHBIM CTPOIMM BHYTPEHHUM IIpaBWJIaM, B KPU3MCHOE BpeMs Halla
KOMITaHUSl COXpPaHseT CTaOWJIBHOCTh, O 4YeM CBHUJETEIbCTBYET Ballla Hemajas 3apIuarta.
K coxanenuto, Bam kosuiera, cosgaBaBmuii UT-undpactpykrypy, HaxoauTcs B JUIMTEIbHOU
KOMaHIUPOBKE U ellle He ycrel BBecTr Bac B kypc Beex nen. OiHako 6aroaapst Bamiei BBICOKOH
KBaJIM(UKAIIMK BaM JOJDKHO XBATUTh U T€X OOPBIBKOB MH(OPMALINHU, UTO OH YCIIEN NepPeaaTh.

B Bam nepsbiii pabounii aeHp HEOOXOAMMO MPOBECTH MOJKIIOYEHHE HOBOTO oduca,
OTKPBITHE KOTOPOTrO HA3HAYEHO HA HAYaJO CIEAYIOIIEH HEAENH, K HAallle KOPIOPAaTUBHON CETH.
[Tocne sTOr0 HaNAAUTH CBS3b C OCTAJBHBIMU oucamu kommanuu. B Bamem pacnopsokenun
B JJAaHHBIH MOMEHT HMEETCH:

. 2 xommyTtatopa Cisco Catalyst 2960 Plus;
. 2 mapmpytuszatopa Cisco 2911;
. OJIMH CepBEp MO HY>KAbI BUPTYATU3aLIUH.

OcranpHOE 000pyAOBaHUE OOCIIAHO MMOCTABUTH B OJIMKANIITNE THH.
Celfuac kax/blil 4ac Ha CYETy, a IOTOMY Hallle PYKOBOJCTBO TpeOyeT, YTOOBI BCE 3a/1a4u
OBLIH BBIIIOJIHEHBI CEroaHsA B TCUCHU N 6 Jacos.



Moayas 1  KoH¢urypanus cereBoro TeJiekOMMYHMKALMOHHOT0 000py10BaHHS

[Ipexne, yeM NpUCTYNUTH K paboTe BaXKHO:

- 03HAKOMUTHCS CO cxemol moakmoucHusd Cxema 1;

- BHUMATEJIBHO u HIEJIMKOM npouunTtath 3aaHKE;

- He 00s13aTeNbHO BBIMOJHATH MyHKTHI 3aJaHUsl IO OUYEPE/I, a TAKXKE 3a/aHUE LIEJIUKOM,
Bam mMoxeT He XBaTUTh Ha 3TO BpeMeHU. VIcXo1s u3 3Toro noaymaiire, Kak ONTUMH3UPOBATH CBOIO
pabory.

"1 BHUMAHUE!!!

[lo okonwyanuu paboTel Bam HeEOOXOAMMO NPENOCTaBUTh Ha IPOBEPKY CETEBOE
000py1I0BaHUE B BHIKIIIOYEHHOM COCTOSTHUU.

B mobom cinyuae Bce mpenocraBieHHoe Bamu oOopymoBanue OyaeT mepesarpyx eHo
AKCIIEPTaMU TEepe]] HauajaoM MPOBEPKH.

B ciiydyae HEBO3MOXKHOCTH BXOJa B CUCTEMY, BBIIIOJIHEHHUE Pa0OThI AKCIIEPTaMU 110 TAHHOM
YacTH KOHKYPCHOTO 3aJ[aHusl HE OLICHUBAETCHI.

[Ipy BBINIOJIHEHUHU 3aJaHHS YUYTHTE BO3MOXKHBIC BHEIITATHBIE KPAaTKOBPEMEHHbBIE HIIU
JUTUTEIIbHBIC OTKIIIOUEHUS AJIEKTPOIHEPTHH.

1. IlpousBenuTe NOAKIIOYEHUS CETEBOro0 000pynoBaHus cornacHo Cxeme 1;

2. J171st HACTPOUKHU YCTPOUCTB UCIIONB3YHTE CIAEAYIONIHE TapaMeTphl ceteit (Te N — Homep
Y4aCTHUKA):

Cetn Head oduca LAN1: 192.168.N.128/26;
Cetb Oc¢huca Branchl LAN2: 192.168.N.0/27;
Cetb Oduca Branch2 Lan3: 192.168.N.216/29;
Cers ISP: 10.0.N.248/30;

Cetb ynpasienus MNG: 176.18.N.32/28;

3 Hacrpoiite ceresnie anantepsl [IK SERVER cornacuno Cxewme 1;

4. N3BecTHO, yTO Mapuipytusatop R1 mepeexan u3 craporo 0(1)1/1ca KoMmnaHuu u ero IP-
aapec 10.0.5.254, a moruH/mMapoib KOHCOJIEHOTO MOJKIIFOUeHUs cisco. CoriiacHO mpaBuUiiamMm
olpeieNIeHusl IMEH YCTPOICTB B KOMITIAaHWH, Ha30BUTe Mapuipytuzarop CO-Router.

5. YcranoBure naponu ¢ pyHKIueil TpedoBaHus uX BBoJA (TP HEOOXOAUMOCTH):

- Ha TIPUBHJICTUPOBAHHBIN pexxumM adminin;

- Ha niepBbIe 3 (Tpu) TepmuHanbhbie uHEKA: SICICO;

- Ha KOHCOJBbHOE NoaKiIroyenue: letmeincon;

He 3al0yapre BKIIOUMTH MIMQpPOBAHME Mapoied Ha YCTPOWCTBAX C IOMOIIBIO
CIEMAJIBHOTO CEPBUCA;

6. Poyrep R2 Obu1 KymuleH chenuanbHO A HOJKIIOYEHUss HoBoro odmuca. Ero
KOH(UTrypalus He TPOHYTa U HaXOAUTCS B COCTOSHUM IO yMoauaHuto. HazoBure mapuipytusarop
ABC-Router. YcraHOBUTE TaKHe ke IMapoOJIH JOCTYIa, Kak u Ha poytepe CO-Router;

7. U3BectHo, uto KommyTatopel SW1 u SW2 Ttarke mepeexanmu u3 craporo oduca
KOMITaHWH, HO WUuX KoH(purypamuum cOpomensl. Hazoute ux CO-SWI1 u CO-SW2
COOTBETCTBEHHO. Y CTAHOBUTE TAKHUE K€ NAPOJIM JOCTYIA, KaK U Ha POYTEPE;

8. Jlns uenTpanmuzoBaHHOro KoH¢urypupoBanuss VLAN B KoMMyTHpyeMoO#l ceTu
HNPENpPUATHS UCIoNb3yiTe npotokosn VTP Bepcum 3; B kadecTBe OcHOBHOro cepsepa VTP
Hactpoiite CO-SW1; B kauecTBe foMeHa ucnoibzyite VTPFin.ru; UCIIOJIb3YHTE  Mapoib
VTPPass ans 3amutel VTP, Tabmuma VLAN nomkHa coaepkaTh CIEAYIONUE CETH:

- ceThb JokanbHOM cett LAN1 — VLAN 11, ¢ umenem LANI;

- cetb ynpaBieHuss MNG — VLAN 77, c umenem MANAGEMENT;

- ceThb Hencnoab3yeMbIx nopToB — VLAN 99, ¢ umenem DEPO;

9. Hacrpoiite IP-agpeca kommyTtaTopoB CO-SW1 u CO-SW2 coorsercTtBeHHO Cxeme 1.
Ucnonw3yiite VLAN 77 B KauecTBe CeTH YyNpaBJICHHs CETEBBHIM O0OpPYJIOBaHHEM; B KauecTBE
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Herarupyemoit VLAN ucnone3yiite VLAN 11. Bece Hencnonb3yemble HHTEPPEHCH OTKIIOUNTE
u nepeseaute B VLAN 99;

10. BxrounTe mpoTokos 0e3omacHocTu port security Ha unrepdeiice fa0/11; nazHaupTe
nopt kommyTtaropa B VLAN 11; makcumanbHoe konnuectBo MAC agpecoB Ha MOPTY JOJDKHO
O0bITh paBHO 60; MAC anpeca MODKHBI OCTaBaThCA B HACTPOMKAX MOCIE Mepe3arpy3Ku; crocod
0TpabOTKH HapyIICHHs 0€30ITaCHOCTH — OJIOKUPOBKA 0€3 YBEJIOMIICHUS;

11. Ha kommyTaTopax u poyTepax Ha BCeX BUPTYaJIbHBIX JIMHUAX UCIIOJIB3YETCS IIPOTOKOI
SSHv2 ¢ 1024 RSA xmouyoM, foctyn 1o telnet OTKIIOUEH Ui MPEIOTBPAIICHHS YTEUKH
uHpOpMaLMY, AT aBTOPU3ALMU UCHOJIb3YyeTCsl JIOKajlbHass 0a3a JaHHBIX I[10Jb30BaTEJeH.
[Tonb3oBarens ans aBropusanuu yepe3 SSH Ha ycTpoiicta cisco / SanFranCisco. OH momkeH
o0nagaTh MakCUMAaJbHBIMU IPUBUJIETUSAMHU; BCE KOMMYTATOpPbl M MaplIPyTU3aTOPbl JOJKHBI
ObITH B JOMeHe fincorp.ru;

12. Mexny KOMMyTaTopaMy HEOOXOIUMO 00€CIIeUnTh OTKAa30yCTOMYMBOCTh C TIOMOIIbIO
IPONPUETAPHOTO MPOoTOKOoNa KoMmnanuu Cisco, OpraHu30BaTh arperanuio Mexay nopramu f0/7-8
Ha koMMmyTaTopax SW1-SW2 ¢ Homepom arperupoBanHoro uarepdeiica 3;

13. Hactpoiite nnrepdeiicel Mapiipytuzaropos cornacHo Cxeme 1. Ha untepdeiice G0/1
poyrepa CO-Router peanusyercst texHosoruss RoS (poyrep-Ha-manouke). Vcnosb3yiite
nogsiaTepdericst g0/1.11 u g0/1.77 nns cereit Lanl 1 MNG coOTBETCTBEHHO;

14. Ucnone3ys cnucku KoHTpois aoctyna (ACL) oOecneubTe, uyTOOBI YyAaJIeHHOE
MOJKIIIOYEHUE K MapIIPyTH3aTOPy OBUIO BO3MOXKHO TOJIBKO C KOMIIBIOTEpA YYaCTHUKA, HO TPH
9TOM HHMKaK He OTPaHHYMBAIO TpapUK Yepe3 MapIpyTH3aToD;

15. Hacrpoiite amnammueckyro wmapmpytusanuio Ha CO-Router m  ABC-Router
¢ ucnospzoBanueM nporokosna OSPFv2 cornacno Cxeme 1, 00bABUTE CETU C UCIIOJIB30BaHUEM
md5 kmova cisco321 mis nepemaun OSPF-makeroB. MapiipyTru3aTtopsl JOJDKEHBI MOJTydYaTh
UH(POPMALIHIO O BCEX CETSX;

16. Ha o6oux mapuipyTuzaropax oTKiIrouuTe npotokos CDP ToiabpKko Ha mOpTax B CTOPOHY
cetu ISP;

17. Ha Bcex ceTeBbIX YCTPOWCTBaX JOJDKHBI ObITh HACTPOCHBI: BBIBOJ KOHCOJIBHBIX
COOOIICHN B CHHXPOHHOM PEXHUME, YTOOBI BEIBOJIUMBIE COOOIIIEHHSI HE Pa3phIBaJId BBOJ KOMaH]T
B KoHcoau;, Oannep «CooOmenune mHs» (message-Of-the-day) cremyromero comepxanus:
«Authorized access only!»;

18. B ceTeBoil HHPpacTpyKType cepBepoM CUHXpOHU3auK BpeMeHH siBisercst CO-Router.
Bce ocranmpHbIE ceTeBBIE YCTPOICTBA JIOJDKHBI HCIIOIB30BATh €r0 B KAYECTBE CepBEpa BPEMEHH.
Hactpoiite BpemeHHyl0 30HY c HazBanueM MSK, ykaxwure pasuuny c¢ UTC +5 yacos.
Hcnonw3yiite crpatym 2. Mcnonbs3yiiTe 1uisl CHHXpOHU3alUMHU KIMEHTOB ayTeHTHpuKanuo MDS ¢
KJIFOYOM timestamp ;

19. Ha CO-Router HacTpoiiTe mpOTOKOJ JUHAMHUYECKON KOHPUTYpaLlUU XOCTOB JUIsl CETH
LAN2. VcrpoiicTBa NODKHBI NOJIy4yaTh KOpPpeKTHble ip/netmask u gateway. KommnbroTep
BRANCH1-CENTOS nomxken mosrydats aapec 192.168.N.13;

20. /Ina TectoBoro 3amycka nmpotokona |Pv6 Heo0XoauMo HaCTPOUTH ClIeAyIOIIee

- BKJIIFOUUTH MOJACPKKY IPV6 MapmpyTH3anuy Ha IBYX MapUIpyTH3aTOPX 1O MPOTOKOIY
OSPFv3

- Hactpouth IPV6 anpeca na LoopBack 0 untepdeiice CO-Router 2001:765:916:C0::1/64

- Hactpouth IPV6 anpeca na LoopBack 0 wuntepdeiice ABC-Router 2001:765:916:
ABC:1/64

21. CIIK Server nomxeH o0ecriedMBaThCs OCTYI KO BCEM CETEBBIM YCTPOICTBaM.

Mopnyas 2. Kondurypanus ceppucos u cay:k0 Ha 0aze OC Microsoft Windows Server
2019

[Ipexne, ueM NPUCTYIHUTh K paboTe BasKHO:

- 03HaKOMHTHCS CO cxeMou nmoakaoueHus Cxema 1;

- BHUMATEJIBHO u LIEJIMKOM npouunTaTs 3a1aHuE;



- He 00513aTebHO BBIMOJIHATH MyHKTHI 3aJaHUs TI0O OYEpPE/I, a TAK)KE 3a/aHUE IIEITUKOM,
BaMm moskeT He XBaTUTh Ha 3TO BpeMeHU. VX015 U3 3TOro nogymanTe, Kak ONTUMU3UPOBATH CBOKO
pabory.

"1 BHUMAHMUE!!!

Bce HeoOxoauMbIe TUCTPUOYTHUBEI pacofioKeHbI Ha pabodeM ctome [TK

[To oxoHyanum paboThl Bam HE0O0XOAMMO INpPETOCTaBUTHh HA MPOBEPKY BUPTYalIbHBIC
MAIIHHBI B BBIKIIFOUEHHOM COCTOSHUU.

B nr060om ciydae Bce BM OynyT nepe3arpyeHbl KCIIepTaMu Iepe]l HadyalloM MTPOBEPKH.

B ciyyae HEeBO3MOKHOCTH BXO/Ia B CUCTEMY BBIIMIOJTHEHHE PAOOTHI SKCTIEPTaMHU 10 TaHHOM
YacTU KOHKYPCHOTO 3aJIaHMsI HE OICHHBACTCSI.

[Ipu BBITOJIHEHWW 3aJaHUS YYTHTE BO3MOXKHBIC BHEIITATHBIC KPATKOBPEMCHHBIE WU
JUTUTEIIbHBIC OTKIIFOYCHUS SJICKTPOIHEPTHH.

15.  Hacrpoiite napametpsl BIOS xommnbrotepa st pabotsl ¢ [1O Buptyanuzamnum,
YcranoBka u Hactpoiika OC cemeiicrea Windows
16. VYcranosute [10 Vmware Workstation;

17. Cozpnaiite BM co cnen. napamerpamu: umsi BM — HEAD-DC; BupTyanbHblil 1uck
B BHJie oHOTO (haiiina oobemom 40 ro; oobem OII 4 16; 4 siapa nporeccopa; BupTyainbHbIid Intel
VT-X/EPT unmu AMD-V/RVI; tun noakmouenus cereBoro aganrepa — VMnet0 (aBromocr);

18.  VYcranoBute OC Windows Server 2019; naponp yuetHoit 3anmmcu Administrator:
Ab!@dmin ;

19.  3apaiite ums cepsepy - HEAD-DC; nactpoiite cereBble mapaMeTpbl COTIACHO
Cxewme;

20.  Cpemnaiite cepBep KoHTposiepoM AomeHa - AbiMoscow.com.

Co3pmaiiTe OpraHu3aliOHHBIC EAMHUIIBI, TPYIIBI M IOJB30BaTeNieil B  JOMEHE

AbiMoscow.com coriiacHo Taduie:

Yu. IMapoJas Hoapasaenenue OUO Yuen rpynn
3anmuch

admin A!000000 HEAD/Admins Bova AJIMUHHCTPATOPBI,
(cpok nmeficTBUS Korolevich | AamuHuCTpaTOpBI
napoJis He JIOMEHa;
OTpPaHHYEH) AIMUHUCTPATOPBI

TIPEIPUSTHS

Userl Al111111 HEAD/Sales Ilya [Tonp30BaTeny qOMEHa,
(3ampeTuTh CMEHy Murovec HEAD_Sales
mapoJis
MI0JIb30BaTEIIEM;

CPOK JEUCTBUSA
napoJisi He
OTpaHHYEH)

User2 A1222222 HEAD/Managers Dobryniya [Tonb3oBarenu noMeHa,
(3ampeTuTh CMEHYy Nikitich HEAD_Managers
napoJist
MOJTb30BaTEIIEM;

CPOK JEHCTBUSA
napoJis He
OTpaHHYEH)




User3 A1333333 BRANCH1/BO _IT | Alesha ITonp30Barenu JOMEHA;
(3ampeTuTh CMEHY Popovich BOL1_IT

apoJIst
I10JIb30BaTEIICM;
CPOK JEHCTBUSA
napoJis He
OTpaHUYCH)

User4 Al444444 BRANCH1/BO_Sa | Mikula ITonp30Barenu JOMEHA;
(3ampeTuTh CMEHY les Selyaninovic | BO1_Sales

napoJis h
I10JIb30BaTEICM;
CPOK JEHCTBUSA
TapoJs He
OTpaHUYCH)

21.  Ycranoswure u Hactpoiite ciayx0b1 DNS u DHCP mnst cetu LAN1. Ciry:)x6a DHCP
JIOJDKHA MMETh ITyJT U3 7 (CeMH) apecoB, HaunHas ¢ 16-ro qoctymHoro aapeca u3 cetu LANI,
uckimouas 4 u 5 anpec; 3-uit aapec nuanazona DHCP nomxken ObITh 3ape3epBUPOBaH 1151 MAIIIUHBI
HEAD-RDS. B onuumsix 10o/pKHO niepeaBaThes TOabKO 1uto3 1 DNS cepsep

22.  Hacrtpoiite 30Hy mpsimoro u obOpartHoro mpocmorpa DNS, a taxke moGaBbTe
HeoOxoaumble 3anucu (A) st cepBepoB. CkoHpurypupyite nepecsuiky Ha anapeca: 1.1.1.1
u 8.8.8.8;

23. Cozpnaiite BM co cnen. mapametpamu: umst BM — HEAD-RDS; BupTyanbsHblii TucK
B BHJIe 0HOTO (haiiina oobemom 40 ro; oobem OII 4 16; 4 siapa nporeccopa; BupTyainbHbIid Intel
VT-X/EPT unu AMD-V/RVI; Tun moaxitoYeHus CETEBOr0 aJamnrepa — CETEBOM MOCT;

24.  YcranoBure OC Windows Server 2019 mapoas yuetHo# 3amucu Administrator:
Ab!@dmin ;

25.  3apaiite ums cepsepy - HEAD-RDS; OC nomkHa nmoiy4ars 3ape3epBUpPOBAHHBIN
IP-anpec or MAIN-DC cornacuo Cxeme 1;
26.  Bsemute cepsep B qoMeH AbiMoscow.ru. B ctpykType qoMeHa mepeMecTuTe ero

B nonpazaenenue HEAD;

27.  Ha cepsepe HEAD-RDS ckondurypupyiite:

- TEPMUHAJIBHBIA CepBep C JMIIEH3UPOBAHUEM IO KOMIbIOTEpaM (MCIHOJb3yiTe
BPEMEHHYIO JIUIIEH3HIO);

- BeO noctyn Remote App k ciayx0aM TepMHHAIOB CEpBEpa;

- nyonukamnuto nporpammel «\WordPad» Ha BeG-moptane RemoteApp mnst Bcex
cotpynuukoB otnena BO_IT.

28.  Oo0ecrieubTe OTKa3zoycroiiumBoe xpanmwiuiie Ha cepBepe HEAD-DC co3nas
3epKalbHbINA peiif, 1o6aBuB Ba aucka no 2GB. HaznaubTe emy OykBy D:
29. Ha cepsepe HEAD-DC cozmaiite cereBbie Tamnky, HACTPOHTE (UIBTPHI

OJIOKMPOBKH (paiiioB (3ampeTUTh XpaHeHue (PaifoB ay Mo U BUJE0) B COOTBETCTBUHU C TaOJIULICH:

IHanka I'pynnsi ¢aitios nis KBoTruposanue
0JI0KHPOBKH
D:\Folders\Sales daiinbl ayAuo U BUIEO; o 50 Mb

D:\Folders\IT - Jlo 150 Mb




30.  Hacrpoiite 1 MpUMEHHUTE TPYNIIOBbIE MOJUTUKU K MOIH30BATENSAM U KIMEHTCKUM
pabouYnM CTaHIIUSIM JIOMEHA:

31. Co3paiiTe MOJUTUKY YYETHBIX 3alUCed [JIsi BCEX IOJb30BaTelied JIOMEHa
AbiMoscow.com:

- BECTH JKypHaJI rmapoiieui - 7

- MAKCHUMAaJIbHBIA CPOK JeHCTBUs maponst - 60;

- MapOJIb JIOJDKEH OTBEYATh TPEOOBAHUSIM CIIOKHOCTH - BBIKITIOUYCHO;

- MUHUMAaJIbHAs JJTUHA mapois — 8;

- IPOJIOJKUTENILHOCTD OJIOKHPOBKU yUETHOM 3amucu - 5;

- IOPOTOBOE 3HAYEHUE OJIOKUPOBKH - 3;

- BpeMms J10 cOpoca cYeTunKa OJIOKMPOBKH - 2;

32. lo6aBpre momb3oBateneir oraena BRANCHI1/BO IT B jokalbHYHO Tpynmy
aJIMHUHHUCTPATOPOB ISl BCEX KOMIBIOTEPOB (HOyTOYKOB) ntomeHa AbiMoscow.com;

33. onkmounre cereBbie AUCKH COTpyAHHKaM oTaenoB Sales u IT, HazHaubTe OykBY G:

34. Bximounte yaaneHHBIA pa0OYuil CTOJI HA BCEX KOMITBIOTEPAX, HAXOISIIUXCS
B pumane (Branchl).

Moayas 3. Kondurypanusi cepBucoB u cjiayx0 Ha 0aze aucTpudyruBoB Linux -
Debian 10 u CentOS 8

[Ipexne, yeM TPUCTYNIHUTH K PabOTE BaXHO:

- 03HAKOMUTBCS CO cxeMol noakiatoueHus Cxema 1;

- BHUMATEJIBHO u LHEJIMKOM npouutats 3aaHue;

- He 0053aTeJIbHO BHIMOJIHATH MyHKTHI 3a/IaHUs TI0 OYEPEH, a TAKXKE 3aJaHUE LEIUKOM,
Bam mMoxeT He XBaTUTh Ha 3TO BpeMeHU. VIcX0/1s1 U3 3TOro nmoiymaiite, kak ONTHMH3UPOBATH CBOIO
pabory.

"1 BHUMAHMUE!!!

Bce HeoOxoaumble JUCTPUOYTHBHI paciofioskeHbl Ha padouem ctoie [TK

[lo oxonHwanuu pa®oTsl BaM HE0OXOAMMO MpPEIOCTaBUTh Ha MPOBEPKY BHUPTYaJbHBIE
MalIuHbI B BBIKJIIOUYEHHOM COCTOSIHUH.

B mo6oMm cinyuae Bce BM OyayT nepesarpykeHbl SKCIIepTaMu TIepel HauajaoM MPOBEPKH.

B ciyyae HEeBO3MOKHOCTH BXO/a B CUCTEMY BBIIIOJIHEHHUE PA0OTHI KCIIEPTAMH T10 TaHHOM
YaCTH KOHKYPCHOTO 3aJIaHUs HE OIICHUBAETCA.

[Ipu BbINOJIHEHUM 33JaHUSI YYTUTE BO3MOKHBIE BHEIITATHBIE KPAaTKOBPEMEHHbBIE WIIU
AJIUTCIIBHBIC OTKIFOYCHUA SJICKTPOIHCPTHUH.

8. VYcranosure I10 Oracle VirtualBox;

9. Cozpnaiite BM co cnen. mapamerpamu: umsi — BRANCH1-DEBIAN; o6vem OIT —
1 r0; nuHAMMYHBIN BUPTyalbHbIN xecTkuil 1uck VDI o6vemom 10 r0; Briarouen PAE/NX; tun
MOJIKJIFOUEHUS CETEBOIO aAanTepa — CETEBOW MOCT;

10.  VYcranwoBure Ha  BupTyambHyto  MamumHy ~OC  Debianl0  (mapons
cymeprioyib3oBaTensi: toor!; moHOe uMs oNB30BaTeNs: userl; mapois I moIbp30BaTeNns userl:
toortoor!)

11. 3anaiite ums komnbiotepa: BRANCH1-DEBIAN,;

12.  HWzmenute DNS-cyddukc it JTaHHON MalIMHbI Ha russia.ru;

13.  VYcranoBuTe mapoib Ha CyINepIoib3oBares root: toortoor

14.  Hacrpoiite ceteBoii uaTepdeiic cormacno Cxeme.

15.  Jlo6aBbTe mi1s Teky1ero cereBoro uHTepdeiica alias ¢ IP cormacuo Cxewme;




16. Cosnaiite monbs3oBateneit user-1N, user-2N, user-3N (rae N — HoMep y4acTHHUKA)
naposii cootBeTcTBeHHO: R1123456 R!1234567 R!345678 ;

17. Cosnaiite rpynmy ablmpx u 1o6aBbTe B Hee mosb3oBares user-2N (rae N — Homep
YYaCTHHKA);
18.  Ilponmmure B  CHOUCOK  PENO3UTOPUEB IS  CKayMBaHUS  CBOOOIHO

pactipoctpansiemoro [10 cepsep http://mirror.abimoscow.ru/deb/ ¢ HanGONBIIUM TPUOPUTETOM,
NICEBIOHMMOM pelin3a wheezy W KOMIOHEHTOM main. [IponumuTe 3amuch Kak Ha OWHApHBIC
MAKEThI, TAK U Ha MAKEThl C HCXOIHBIM KOJIOM.

19.  VYcranoBute web-cepBep Apache. 3ameHute cTapToByIO0 CTpaHuily (CTapToBas
crpanuna aomwkHa coaepxkarb TOJIBKO coobmenue «Abilympics Russia»);

20. 3arpy3ute B BHPTyalbHYIO cpeny rotoBbiii oopaz OC CentOS 8. [lns Bxoma
B CHCTEMY HCIIOJIB3YHTE JIOTHH/Taposib Foot/toortoor;

21. 3anaiite ums komnbiotepa: BRANCH1-CENTOS;

22.  YcTraHOBUTE MapoJib Ha CYNEPIOIb30BaTelNs root: t00rmoscow;

23.  Hacrpoiite ceTeBoii nuaTepdeiic cormacHo Cxeme;

24.  Uzmenute DNS-cybdukc 1t TaHHON MalIHbI Ha russia.ru;

25.  Pazpemure yganeHHOe MOJKIIOUEHHE MO poTokony SSH amns cynepmnonb3oBarens
root.

Oco0bIc YKa3aHU:
Y10 MOKHO?
Jl1si BBIIOJTHEHUST KOHKYPCHOTO 33J]aHHsI KaX/Iblii YYaCTHUK UMEET MPABO UCIIOIb30BaTh
CBOIO KOMITBIOTEPHYIO KJIABUATYPY W/WIIM CBOKO KOMIIBIOTEPHYIO MbIIb. J[aHHBIE ycTpoiicTBa
HE JIOJDKHBI UIMETh BCTPOCHHBIX MEXaHU3MOB MaMsATH. lepen HayamoM yeMIUOHATa JKCIICPTHI,
Ha3Ha4YCHHBIC [ JTaBHBIM 3KCIIEPTOM, JTOJKHBI YJIOCTOBEPHUTHCS B TOM, YTO B JAHHBIX YCTPOMCTBAX
HE TPEyCMOTPEHBI MEXaHU3MbI XpaHECHHUST HHPOPMAIUH.

Yro Henb3s?

K npoHnocy 3ampeniatorcs Takue 3JIEKTPOHHBIE YCTPOMCTBA Kak MOOMIIbHbIE Tene(oHsl,
cMapTQOHBI, TUIEEpPbl, HAYITHUKH, AUKTOPOHBI, KaMepbl, HOYyTOYKH, IJIaHIIETHbIE KOMITbIOTEPHI U
IIPOYNE NEPCOHAIBHBIE JIEKTPOHHBIE YCTPOWCTBA. JlaHHBIE yCTPOMCTBA JOJDKHBI XPaHUTHCSA B
CIIEMAJIbHOM IIOMEIIEHNH B TEUEHHUE KaK10I0 KOHKYPCHOI'O JIHSI.



R1:
GO0/0 - NocneaHnin agpec cetu ISP

Cxema 1

CO-Router

GO/1 - NocneaHue aapeca ceten LAN1 u MNG

GO0/2 GO0/0
/ o4 —/’W/ -4 —)I(-

GO0/2 - NocneaHuit agpec cetn LAN2 60/1 |
R2: RoS
LAN1

GO/0 - Nepsblit agpec cetun ISP MNG  Sswi
Loopback 22 - /lio6oin agpec cetn LAN3 iaf/j"
SW1 - Meps.bit agpec cetn MNG oTTEE

Fa0/7 Fa0/8
SW2 - Bropoi agpec cetn MNG LAN2

Fa0/7 Fa0/8

ERVER:
S -3-3-3-
Nicl - Mpegnocneannii agpec cetn Lanl; ﬁ
Fa0/11
Nic2 - MpeanocneaHnit agpec cetn Lan2;
vian Sw2
HEAD-DC - MaTtbiit agpec cetn Lanl; e
HEAD-RDS- DHCP client; Nicl =
BRANCH1-DEBIAN — 11bi14 1 120141 agpeca cetn Lan2; Nic2
BRANCH1-CENTOS — DHCP chi
/FREEEENN

ORACLE VIRTUALBOX
Branchl

BRANCH1-CENTOS

BRANCH1-DEBIAN

SERVER

GOo/0

ISP ABC-Router
OSPFv2 area O

Cetb Head odpumca LAN1: 192.168.N.128/26;
Cetb O¢uca Branchl LAN2: 192.168.N.0/27;
CeTtb Odumca Branch2 LAN3: 192.168.N.216/29;
Cetb ynpasneHua MNG: 176.18.N.32/28;

Cetb ISP: 10.0.N.248/30

, roe N —Homep y4yacTHUKa

CeTb Head odpuca CO-Router LoopBack 0:
2001:765:916:C0::1/64

CeTb ISP ABC-Router LoopBack O:
2001:765:916:ABC::1/64

VMWARE WORKSTATION
Head

HEAD-RDS

HEAD-DC




2.4. 30% wn3MeHeHNe KOHKYPCHOIO 3a/IaHUs.
N3meHeHuns B cxeMe MOAKITIOYCHHS: HOMEpPA IMOPTOB MOIKIIOYCHHSI, UHTEP(DEHUCHI;
IP-agpecanus JIOKaJIbHBIX CETEH;
CeTteBble napaMeTpbl OKOHCYHBIX YCTpOfICTB B JIOKQJIbHBIX CETAX;

CoNOR~wWNE

el
A

=
w

14.
15.
16.

17.
18.
19.
20.
21.
22.
23.
24,
25.

Jlorunsl/maponu;

Hostname yctpoiicTs;

ITapametpst VTP;

HaunmenoBanus u Homepa VLAN;
[Tapametpsl port security;

[TapameTpst SSH;

[TapameTpsl arperanuu;
Howmepa nmogsiaTepdeiicoB RoS;

[Tapamerpst OSPF;

[TapameTpst NTP;

[Tapamerpst DHCP B cetu LAN2;

[TapameTpst BM;

HaumenoBanusi opraHu3aliiOHHBIX €IUHUII, TPYII U TOJb30BaTelied B JOMEHE;
HAaUMEHOBAHUE U pacCIpe/ie]ICHHE TPYIII;
[Tapamerpst DHCP B cetu LANT;
Anpeca cepBepoB nepecbuiku DNS;

[Tapamerpsr raid;

[TapameTpsl CETEBBIX MAMNOK;
Pacnionosxenue rpynmnoBeix moauTuk B cTpykrype GPO;
HaumenoBanune DNS-cypdukcos;
HaumenoBanwus nons3oBareneii u rpynn B OC Linux;
[TapameTpsl CO3AaBAEMOT0 PEIO3ZUTOPHUS;
Texct conmepxaHus CTapTOBOM cTpaHUIBI web-cepBepa.

2.5. Kpurepun oueHKH BbINOJTHEHUS 32IaHUS.
HIxoanLHUKHA:

HaumenoBanue moayJist 3amanue MakcuMAaJIbHBI
i 0as11
1. Kondurypamus cepBucoB u VY4YacTHUKH JOJDKHBI 00€CTIEYUTh HAIUYHE U
ciyx0 Ha 6a3e OC Microsoft (YHKIIMOHUPOBAHHUE B COOTBETCTBUU C
Windows 10 3aJJaHUEM CITY>KO 1 poJiel Ha yKa3aHHbBIX 50
BUPTYaJIbHBIX MaIlIMHAX
2. Kondurypanus cepBucoB U Y4YacTHUKH JOJDKHBI 00€CTIEYUTh HAIUYHe U
ciyx0 Ha 6a3e OC Debian 10 (GYHKIIMOHHPOBAHHE B COOTBETCTBHH C
3aJJaHUEM CITy>K0 1 poJiel Ha yKa3aHHbBIX 50
BUPTYaJIbHBIX MaIIMHAX
UTOoro 100
Mopayasb 1: Kondurypauus ceppucos u ciayx0 Ha 6aze OC Microsoft Windows 10
3aganue Ne HaunmeHoBaHue Makcuman | OobekTnBHasg | Cy0beKTHBHA
KpuTepus bHbIE OlleHKA sl OLleHKA
0aJIIbI (0au1BI) (0a/u1BI)
Konduryparus 1 Hacrpoiika cucremMsl 10 10
CEpBHCOB U BUPTYaJIU3aLUU
ciyx0 Ha 6aze 9 VYcranoska OC 10 10
" | Microsoft Windows 10




OC Microsoft Hacrpoiika napameTpoB
Windows 10 3. | OC Microsoft Windows 10 10
10
4 Coznanue } 5 5
0JIb30BaTeNei
5 YCTaHOjSKa u 10 10
HACTpoiika Opaysepa
6 Coznanue Touku 5 5
BOCCTAHOBJICHHUSI
UTOIO: 50
Moayas 2: Kondurypauus cepBucoB u ciay:kd Ha 6aze OC Debian10
3aganue Ne HaunMeHnoBanue Makcumanb | O0bekTHBHAsE | CyObeKTUBH
KpuTepusi Hble 0aJUIbI OlIEHKA ast OlleHKAa
(0anbI) (0anJIBI)
Konduryparnms 1. | Hacrpoiika cucteMbl 10 10
CEPBHCOB U CIIykK0 BUPTYaIU3aluu
Ha 6aze OC 5 Ycranoska OC 10 10
Debian10 * | Debian10
3 Co3manue } 10 10
110JIb30BaTeNen
n Hacrtpoiika 10 10
1apaMeTPOB CETU
5 Co:j)laHHe TEKCTOBOT'O 10 10
daiina
HUTOI'O: 50
CTy/IeHThI U CTIeNHATUCTHI:
HaumenoBanue MmoayJist 3amanme MakcuMAaJIbHbI
i 6aJ
Mopyas 1: Y4acTHUKH 10JKHBI yOETUTHCS B TOM, UTO
Kondurypanus cereBoro BCE HACTPOMKHU Ha BCEX YCTPOUCTBAX MOCIE 40
TEJIEeKOMMYHUKALIHOHHOTO nepes3arpy3Ku Bcero o0opy10BaHus
00opy10BaHuUs (YHKIHOHUPYIOT
Monyns 2: VY4acTHUKM T0JKHBI 00€CTIeUUTh HaIuune U 30
Kondurypauus cepucos u (YHKIIMOHMPOBAHUE B COOTBETCTBUU C
ciyx0 Ha 6a3e OC Microsoft 3aJJaHUEM CITy’K0 M poJiel Ha yKa3aHHbBIX
Windows Server 2019 BUPTYAIbHBIX MAllTHHAX
Monyns 3: VY4acTHUKM TOJKHBI 00€CTIeUUTh HaJIuune U 30
Kondurypauus cepucos u (YHKIIMOHMPOBAHUE B COOTBETCTBUU C
ciyk0 Ha 6a3e TucTpUOyTUBOB | 33JJaHUEM CIIyKO U posieil Ha yKa3aHHBIX
Linux - Debian 10 u CentOS 8 BUPTYaJIbHBIX MAIIMHAX
HUTOro: 100
Moayasb 1: Kondgurypanusi cereBoro TeJieKOMMYHHMKAIIMOHHOTO 000PY/10BaHUS
O0bexkTBHa | Cy0BeKTHBHA
MakcuMasbHbI
3ananue Ne HaunmeHnoBanue e GBI Sl OLICHKA Sl OLICHKA
KpUTepus (0au1BI) (0a/u1BI)
Kondurypanus [Toaxmrouenue
CEeTEeBOTr0 1. | cereBoro 2 2
TEJIeKOMMYHUKaI 000pyA0BaHUS
2. | ba3oBasg HacTpoiika 2 2




HOHHOTO
00opyaoBaHUS

Mapupytuzaropa R1

basoBass HacTpolika
MapupyTtuszatopa R2

baszoBas HacTpolika
kommyTaTopa SW1

baszoBas HacTpolika
KoMmyTaTopa SW2

Hacrpoiika VTP

Hacrpoiika
YAQJIEHHOTO JIOCTYIIa
CO-Router

Hacrpotiika
YAAJICHHOr'o JOCTYyIla
TGO-Router

Hacrpotiika
yIAJIEHHOT0 JOCTyIa
CO-SW1

10.

Hacrtpoiika
YAAJIEHHOTO J0CTyna
CO-SW2

11.

Hacrpotiika
MIPOTOKOJIA
6e30macHOCTH port
security

12.

Hacrpoiika ciuckos
KOHTPOJIS JIOCTyTa

13.

Hacrpotiika
arperamyy KaHajioB

14.

Hacrpotiika
MapuIpyTU3aLuu
Vlan (RoS)

15.

Hacrpotiika
JTUHAMHUYECKOMN
MapuIpyTU3aLI
OSPF

16.

Hacrpoiika NTP

17.

Hactpoiika DHCP

18.

IPv6
MapuIpyTH3aLus

19.

Ob6mmas
paboToCrmocoOHOCTh
ceTn

HUTOI'O:

40

Monyasb 2: Kondurypanus cepBucos u ci1yx0 Ha 6a3e OC Microsoft Windows Server

2019
3aganue Ne HanmenoBanue Makcuman | O0bexkTuBHasg | Cy0beKTHBH
KpuTepus bHbIE OlleHKAa asi OLleHKa
0aJLIIbI (0au1BI) (0a/u1BI)
Kouduryparnus 1 Hactpoiika cucremsl 3 3

CEPBHUCOB U

BUPTYaJIN3aLNHN




ciTyk0 Ha 0aze
OC Microsoft 2.
Windows Server

YcraHoBKa 1
HAaCTpOMKa cepBepa
DC-C

10

10

2019

Ycra"noBka u

3. | HacTpolika ¢hanIoBOrO 4 4
cepBepa

YcTaHoBUTE U
4. | HacTpoiTe CIyXKOBI 4 4
DNS u DHCP

Hactpoiika n
5. | mpumeHeHue 4 4
T'PYHOIIOBBIX IMOJIMTUK

YcranoBka u
6. | HacTpoiika cepBepa 5 S)
RDS

UTOIO: 30

Monayas 3: Kondurypamnusi cepBucoB U ¢J1yxk0 Ha 6a3e qucTpudyTusoB Linux -
Debian 10 u CentOS 8

3aganue Ne HaumeHoBaHue Makcuman | O0bexkTuBHasi | Cy0ObeKTHBH
KpUTepus bHbIE OLICHKA asi OLleHKa
0aJIIbI (0aJ11BI) (0aJIBI)
Kondurypanus 1. | Hacrpoiika cucteMbl 2 2
CEpPBHUCOB U CITyKO BUPTYyaJTU3aIIH
Ha Oase , | YcraHoskau 6 6
AUCTPUOYTUBOB " | macrpoiika OC Debian
Linux - Debian 10 Hacrpoiika
u CentOS 8 3 MOJI30BAaTENCH U TPYIIN 6 6
4 Pabora c 6 6
pPEnO3UTOPUSIMU
5 YcraHoBka u 5 5
Hactpoiika OC CentOS
6 VY nanennoe 5 5
ynpasieHHue no SSH
HUTOI'O: 30
3.JlepedyeHp HCHOJAB3YyeMOro OOOpPYAOBaHHMS, HWHCTPYMEHTOB M PacCXOAHBIX
MaTepHuaJoB.
3.1. HIkonbHUKHN
OBOPYJIOBAHME HA 1-T0 YYHACTHHUKA
Oo6opynoBanune, uHCTpyMeHThI, I10, mebenanb
Ne | HaumeHoBaHue dDoto TexHuuyeckue XapaKTepuCTUKHA En. Heo0x
n/n o0opynoBanu | o0opyaoBaHMs, MHCTPYMEHTOB H | H3Mepe | 0quMoe
o, CCHLIIKA Ha caliT MPOM3BOANTEJIS, HUA KOJI-BO
UHCTPYMEHTA, NOCTABIIMKA
WIN Me0esn
1 IK ' Intel Core i5 MmuaUMyM 8 HITYK 1
nokosieausi, |6GB RAM u Gonee,
256GB SDD wu 6omee, COM (RS-




232), 3 Ethernet NIC, OC

WINDOWS 10.

2 MonuTop 22 moiima u 6onee MTYK 1
3 KommnbrorepHas USB MITYK 1

MBIILIb
4 KnaBuatypa uUSB HITYK 1

(mms HE3pSTUUX

Y4aCTHUKOB

Bpaiins)
3) Y nHUTENb 220B, 3 metpa, 6 po3eTok LITYK 1
6 WBII He menee 1000 VA HITYK 1
7 [Taty-xopn UTP S5e, 10 meTpoB HITYK 2
8 | OC Windows 10 npeaycraHosieH Ha [1K IITYK 1

Enterprise (en) yudactHuKa, ISO o6pa3
9 | OC Debian 10 ISO o6pa3, Ha padouem ctone [1IK | mtyk 1

(en) yYaCTHHUKA
10 | Oracle @aiin ycTaHOBKH Ha pab0YeM CTOJE | ITYK 1

VirtualBox
11 | Cron 1400x700 MM HITYK 1
12 | Cryn OducHbplit HITYK 1

=
by
PACXO/IHBIE MATEPHUAJIBI HA 1 YYACTHHUKA
Pacxoonvie mamepuanwi
Ne | Haumenosanue Domo Texnuueckue xapakxmepucmuku Eo. Heoox
n/n Pacxoonvlx 000pyOosanus, UHCIMPYMEHMOB U | uzmepe | ooumoe
Mamepuanoe | ccobliKa HA CAlim NPOu3eooumens, Hus K0J1-80

nocmaesuwiuka




1 | bmokHoT A5 AS5 (32 nucra) MTYK 1

2 | Pyuka ™ [IlapuKoBBIC WK TEIHEBHIC HITYK 2
AN

3 | Kapannam / [Ipocroit TM HITYK 2

4 | Jluctel A4 | D MTYK 10

PACXOAHBIE MATEPUAJIbBI, ObOPYJIOBAHUE U HHCTPYMEHTbDI, KOTOPBIE
YYACTHUKU JOJKHbI UMETD I1PU CEBE (npu HeobxoaumocTn)

1 \ B 1aHHOM KOMIIETEHIIMU HE NPEYCMOTPEHO
PACXO/JHBIE MATEPHUAJIBI U OBOPYJIOBAHMUE, 3AIIPEILIEHHBIE HA
IJIOINAJIKE
1 MoOunbHbIN TenedoH win Apyroe
AQHAJIOTUYHOE JIEKTPOHHOE
YCTPOMCTBO
JOHNOJHUTEJBHOE OBOPYJAOBAHUE, THCTPYMEHTBI KOTOPOE MOXKET
MMPUBECTHU C COBOM YYACTHUK (mpu HE0OXOTMMOCTH)
Ne | Haumenosanue Domo Texnuueckue xapakxmepucmuku Eo. Heoox
n/n Heo0X00umo20 | 000py008aHUsA, UHCMPYMEHMOB U | umepe | ooumoe
000py006anusa | cColiiKa HA cailin nPOU3600UmeIs, Hus K0/1-60
, nocmaguiuka
UHCmMpyMenm
a, unu mebenu
1 CpenctBa peabuUTaIMH 110
HO30JIOTUSIM, KOTOPbIE€ YYaCTHUK
WCIIONB3YET MOCTOSIHHO, HAIIPUMED,
3BYKOYCHJIMBAIOIIAs anmapaTtypa
WHIMBHUIYaJIbHOTO TIOJIb30BaHUS
(mporpammy NVDA, knaBuatypy ¢
KOJIoM bpaiins i He3psuux,
CIIyXOBOM anmapar Juisi y4aCTHUKOB
¢ npobaemMamu cayxa)
3.2. CTyaeHThBI, CIENUATUCTHI
OBOPYJIOBAHUE HA 1-TO YYACTHHUKA
Qobopyoosanue, uncmpymenmst, I10, mebdens
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n obopyoosanus xXapakmepucmuku usmepe | ooumoe
: o0oopyoosanus, Hus K0J1-60
UHCIMPYMEHM | UHCMPYMEHMOG U CCHLIKA HA
a, unu mebenu caiim npou3eooumes,
nocmaswiuKka




1 ITK Intel Core i5 unu OpICTpEE, HITYK
16GB RAM u 6onee, 256GB
SDD u 6onee, COM (RS-232),
3 Ethernet NIC, OC
WINDOWS 10.
2 Mownutop 22 moiima u 6osee MTYK
3 KommnbrorepHas USB MTYK
MBIIIIb
4 KiaBuatypa USB MTYK
(nns HE3psSUUX
YYaCTHUKOB
Bpaiinst)
5 Kabenb kabenb koHconbHBI CISCO MTYK
KOHCOJIbHBIN
6 KommyTartop Cisco 2960 HITYK
—
7 MapupyTtuzaro Cisco cepun 29xx HITYK
p
8 VY nnuHuTens 220B, 3 metpa, 6 po3eTok HITYK
9 2101 - He menee 1000 VA HITYK
10 | ITatu-xopn Q UTP 5Se, 10 meTpoB LITYK
11 | ITaTu-xopA @ UTP Se, 2 meTpa LITYK
13 | OC Windows ISO o6pa3, Ha paboyem cTOJIe | MITYK
Server 2019 1K ydacTHuKa
Standart (en)
14 | OC Windows 10 npemycraHoBieH Ha [TK MITYK
Enterprise (en) YYaCTHHKA
15 | OC Debian 10 ISO o6pa3, Ha paboyem cTose | MTYK
(en) 1K yyacTHHKa
16 | OC CentOS 8 ISO o0pa3, Ha paboueM cTone | IITYK
(en) 1K yuyacTHHKa
17 | Putty IIpenycranosnen Ha 1K LITYK
y4acTHUKa, Ha pabo4yeM cToiie
1K yyacTHUKa.
18 | Oracle daiin ycTaHOBKM Ha paboyeM | IITYK
VirtualBox cTOJIe
19 | Vmware daiin ycTaHOBKH Ha pabodyeM | IITYK

Workstation

CTOJIC




20 | Cron 1400x700 mMm MTYK 1
I !
21 | Ctyn !- OducHsrii LITYK 1
PACXO/JHBIE MATEPHUAJIbI HA 1 YYACTHHUKA
Pacxoonvie mamepuanni
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n PaAcxooHvIx Xapakmepucmuku uzmepe | ooumoe
Mamepuanos o0bopyoosanus, Hus K0J1-60
UHCIMPYMEHMOB U CCHLIKA HA
caitm npouzeooumens,
nocmaswiuKa
1 | baokuot A5 . A5 (32 nucra) MTYK 1
2 | Pyuka ‘\ [[MapyKoBbIE UM T'EIUEBHIE HITYK 2
N
3 | Kapanpam / [pocroiit TM HITYK 2
4 | Jluctel A4 D HITYK 10

PACXO/JHBIE MATEPHUAJIBI, OBOPYJIOBAHUE U UHCTPYMEHTDI,
KOTOPBIE YYHACTHHUKH JOJXKHbI UMETbD ITPU CEBE (n1pu He00X0AMMOCTH)

1

| B naHHOW KOMITETCHIIMM HE MPETYCMOTPEHO

PACXO/JHBIE MATEPHUAJIBI U OBOPYJIOBAHMUE, 3AIIPELHIEHHBIE HA

TUIOIIAJIKE

=

MoOupHBIN TeneOoH HiTH
Jpyroe aHAJIOTHYHOE
AIEKTPOHHOE YCTPOHCTBO

IMPUBECTHU C COBOM

JOHNOJHUTEJBHOE OBOPYJIOBAHUE, UTHCTPYMEHTbBI KOTOPOE MOXET
YYACTHHUK (nmpu He00X01MMOCTH)

No
n/n

Haumenosanue

Domo
Heo0x00uMoz0
obopyoosanusn

)
UHCmMpYyMeHm
a, unu mebenu

Texnuueckue
Xapakmepucmuku
o0dopyoosanus,
UHCMPYMEHMO8 U CCLIIKA HA
caiim npouszeooumes,

nocmasujuKka

Eo.
usmepe
Hus

Heoox
ooumoe
KOJ1-60

CpenctBa peabUIMTALIUU 110 HO30JIOTHSIM,
KOTOPBIE€ YYaCTHUK UCIOIB3YET MOCTOSHHO,
HarpuMep, 3ByKOYCHIIMBAOIIAs arapaTypa

WHIUBUAYATBHOTO MOJE30BaHUs (TIpOrpamMmy

NVDA, knaBuatypy ¢ kojaom bpaitnst mmst

HE3pSYHX, CITyXOBOM ammapar st y49aCTHUKOB C

npobyieMaMu cIyxa)

OBOPYJAOBAHME HA 1-T'0O DOKCIIEPTA (npu Heo0xo0au

MOCTH)

Qobopyoosanue, I10, mebenv, uncmpymenmol 011 IKCnepma

No
n/n

Haumenosanue

Domo
Heo0xX00UuMo20
obopyoosanusn

Texnuueckue
Xapakmepucmuku
o0bopyooeanus,
UHCMPYMEHMO8 U CChLIKA HA

Eo.
uszmepe
Hus

Heoox
ooumoe
K0J1-60




UHCMpPYyMeHm caiim npou3eooumens,
a, unu medenu nOCMAaguiuKa
1 | Cryn " OducHbrii MTYK 1
2 | KommyraTop Cisco 2960 HITYK 1/Bcex
—a=
3 | Mapmpyrtusaro Cisco cepun 29xx LITYK 1/Bcex
Y
Kabemnb Kabenbs koHcompHBIN Cisco MTYK 1/Bcex
KOHCOJIbHBIN
IK I1K v HOyTOYK, MTYK 1/Bcex
BBICTYIAKOLIUI B KAYECTBE
cepsepa
UBIT He menee 1000 VA MTYK 1/Bcex
13 | llerka u coBok HITYK 1/Bcex
14 | YanunuTensb 220B, 5 meTpoB, 6 po3eTok HITYK 3/Bcex
15 | Kiermm st Telecom HT-500R ITYK 1/Bcex
ooxumku UTP (https://www.mediamarkt.ru/ite
Kabenst m/1340498/telecom-ht-500r-
Kleshhi-dlya-obzhima)
16 | IIK 1K namn HoyTOYK ITYK 1/Bcex
17 | Ilpuntep x Jlazepnslit LITYK 1/Bcex
18 | ®aunuapr Ha ycMoTpenue opranusaropa | IITyK 1/Bcex
Tectep cereBoi TectupoBanue kabens TUIa ITYK 1/Bcex
8P8C RJ-45 o UTP (Cat 5, 5e, 6)
[TaTu-xopx 8P8C RJ45 Kabens UTP Cat. | metpoB | 50
Se 24AWG 4P
KoHHekTopbl 2 Konnekropsr RJ45 LITYK 100
RJ45 s
PACXO/JHBIE MATEPHUAJIBI HA 1 Dkcnepra (mpu He00X0AMMOCTH)
Pacxoonvie mamepuanwt
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n pacxoonvix xXapakmepucmuku usmepe | ooumoe
Mamepuanos 0bopyooeanus, HUsA K0J1-60

UHCMPYMEHMO6 U CCHLIIKA HA
caitm npou3eooumens,
nOCmAaguWuKa



https://www.nix.ru/computer_hardware_news/hardware_news_viewer.html?id=188190

er'ICI(PICJ]OTHBIfI

1 | Pyuka \ [[TapukoBas wiu reaueBas MTYK 1
\ CUHSS
2 | briokHOT l A5 (32 nucra) ITYK 1
3 | Memku nox e 120 — 180 nutpoB LITYK 10
Mycop
4 | XomyThl https://leroymerlin.ru/product/h | mtyk 50
KabenbHbie omuty-kabelnye-2-5h200-mm-
2.5x200 cvet-belyy-100-sht-81927654/
10 | YnakoBouHas [[Inpuna 48 mm nuHa 50 MTYK 1
KJIEHKas JIEHTa e METPOB
11 | Hoxxuumsl ) ' Jmuna 100 mm ITYK 2
12 | Kanuenspckuii < HITYK 1
HOX \
e
by | bymara ey A4, 500 nucros Vi 2
Ma "
ra
9. | Pyuknu [ITapukoBbIEC UIIK rEIUEBBIE, . 2
MUHUMYM 4 11BETa
0. bymara mis Ha ycmotpenue opranusaropa | smctoB | 20
(baumyapra
1. Mapxkepsb! 11 Ha ycMoTpenue opranusaropa | MITYK 4
¢bmmmyapra
I[BETHBIE
2. Qaitnsl A4 MTYK 100
3. CkopocimBaren | Ayql = MITYK 10
b A (haioB w
A4 -
OBIIASI MHO®PACTPYKTYPA KOHKYPCHOM IIJIOMIAIKH (nipu
HEO0XO0UMOCTH)
Jlononnumenvnoe 0b6opydosanue, cpedcmea uHOUGUOYATbHOU 3AU{UMbL
Ne | Haumenosanue ®Domo Texnuueckue Eo. Heoox
n/n Heo0xX00umo20 XapakxmepucmuKku uzmepe | ooumoe
obopyoosanusn o0bopyooeanus, HusA K0J1-60
, cpeocmea UHCIMPYMEHMOB U CCHLIKA HA
UHOUBUOYATIbH caiim npou3eooumes,
oil 3augumol nocmasujuka
1 | Orueryumrens == Ha ycmotpenune oprannsartopa | IITYK 2




2 | bak on 120 — 180 nmutpoB MTYK 2
o0pe3ku
(mycop)
18 | Bemanka Munumym Ha 10 enuHum HITYK 1
rapaepooHast OJIeXK bl
19 | Cron 1400x700 MM MTYK 4
20 | Cryn OducHerii HITYK 5
21 | Cton 880x880x760 HITYK 2
MEepErOBOPHBII
30 | Anreuka Ha ycmoTpenue opranusaropa | IITyK 1
MEepBOM MOMOIIH
KOMHATA YYACTHUKOB (npu He00X01uMOCTH)
O6opynoBanue, MedeJib, PACX0IHbIEe MATEPHUAJIBI (IIPU HEOOXOTUMOCTH)
Ne | HammeHnoBaHue dDoto Texuuueckue En. Heo0x
n/n He00X0AuMOr XapaKTePUCTHUKH u3Mepe | oaumMoe
0 o0opynoBaHmusi, HUSA KOJI-BO
000pY10BaHM | MHCTPYMEHTOB H CChLIKA HA
1 WU caiiT npou3BOAMTEIS,
HHCTPYMEHTA, NMOCTABIIUKA
WM MebeJTu,
WIn
PacxoaHbIX
MATepHaJIoB

JAOINOJIHUTEJIBHBIE TPEFOBAHUA K IVIOINAAKE/KOMMEHTAPUN

KoanuecTBO TOYEK IJCKTPONMUTAHUA H MX XaPAKTCPUCTUKHU, KOJTUIECCTBO TOUCK
HHTEPHETA U Tpeﬁonamm K HEMY, KOJIUYECTBO TOYCK BOJAbI H TpeﬁoBaHI/Iﬂ (I‘Opﬂ‘laﬂ,

X0JI0/THAs1)
Ne | HammeHoBaHue doro Texnnueckue En. Heo0x
n/n HE00X0AMMOr XapaKTepUCTUKHU usMepe | oxuMoe
0 odopynoBaHus, HUA KOJI-BO
000py1OBaHM | MHCTPYMEHTOB H CChLIKA HA
A1 WM caiiT Npou3BOAUTEJIS,
HHCTPYMEHTA, NMOCTABIINKA
WM medesiu
1 ONEKTPUUECTBO 220 BousbT 6 po3eTok 1 KBT
Ha | moct s
y4acTHHUKA
2 DIEeKTPUIECTBO 220 BOJIBT 2 PO3ETKH 2 KBT
JUISL DKCIIEPTOB
3 Wurtepuer WIFI Munaumym 20 MOuT/c
4 PesepBHbIit 1 TIK, 2 kommyTaropa, 2 HITYK 1
KOMILJIEKT MapLIpyTU3aTopa U T. 1.




o0opyI0BaHUS

y4acTHHUKA
CrakaHsl [TnactukoBbie 200mt MTYK 100
OJTHOPa30BbIC
.
Kynep Kynep nns OytunupoBaHHOM MTYK 1
BOJIBI
Bona ByTtunupoBannast Boga Juist HITYK 2

KyJiepoB 19 nutpoB

5 [Taty-xopn

UTP Se, paznuuHoil JyIMHBI (2, | IITYK 20
5, 10, 15 meTpoB)

4. MuHuMAaJIbHbIEe TPeOOBAaHUA K OCHALLEHHIO Pa004YMX MeCT ¢ Y4eTOM BcCeX

OCHOBHBIX HO30JI0T Ui

HaumenoBanue | Ilnomann,

HIunpuna npoxoaa

Cneuna.ﬂnmponaﬂﬂoe

Y4acTHHKA ¢
HapylieHHeM
3peHust

HO30JI0TUH M.KB. MeK1Yy padounMu o0opyoBaHue, KOJIHYECTBO*
MeCTaMH, M
PaGouee mecTo 4 0,75 Paguoxnacc, ayJIMOTeXHUKa
Y4YaCTHHKA C (akycTudeckuit YCHIINTEI H
HApyIIeHHeM KOJIOHKH )
cayxa
PaGouee mecTo 4 0,75 TekcToBOe onucanne KOHKYPCHOTO

3aJ]aHus JOJDKHO OBITH
IPEJOCTAaBIICHO B JOCTYITHOM JIJIst
MHBAJIMOB 110 3pDCHUIO BUJIC: B
IUIOCKOTIEYaTHOM (C KPYIHBIM
pasmMepoM MIpUQTa, YUUTHIBAIOIIAM
COCTOSIHHE 3PUTEIBHOTO
aHaJIM3aTOpa yYacTHUKA C
OCTaTOYHBIM 3pEeHUEM), IIpUPTOM
Bpaitis uim B 371€KTPOHHOM BHUE B
dopmare Microsoft Word ast
MIPOYTEHHSI C TIOMOIIBIO
CIIELUAIILHON KOMITBIOTEPHOU
TEXHUKH U MIPOTPAMMHOTO
oOecnieuenus. Pabodee mecto
YYacCTHHKA C HAPYIICHUEM 3PCHUS
ClIeZlyeT OCHACTUTh NEePCOHATBHBIM
KOMITBIOTEPOM C OOJIBIINM
MoHHTOpOM (19 - 24"), ¢
IPOTPAMMO¥ SKPAaHHOTO JTOCTYTIa
JAWS, nporpamMmMoii 5KpaHHOTO
yBenuuenuss MAGIC) u aucruieem,
UCIIONIB3YIOIUM cucTteMy bpais
(penbedHO-TOUEHHOTO MIPUPTA).
Heo6xonumo nmpeaocTaBuTh JIymy,
JAMITY-JIyTy (HaCTOIBHYIO WIJIH




HaIOJIbHYIO), OpailJIeBCKY1O
JIMHEUKY.

Pabouyee mecTo
YYACTHHKA C
HapylIeHHeM
OA

0,75

[TepcoHanbHBIN KOMITBIOTED,
OCHACTUTh BEIHOCHBIMU
KOMITBIOTEPHBIMHM KHOIIKAMHU U
CIIELUAJILHOM KJIABUATYPOU;
MEPCOHAIbHBIN KOMITBIOTED,
OCHACTHUTh HOKHOM WJIM T'OJIOBHOM
MBIIIBIO U BUPTYaJIbHOW SKPaHHOMN
KJIaBUATyPOU, NEPCOHAIBHBIN
KOMIIBIOTEDP, OCHACTUTH
KOMITBIOTEPHBIM JIKOUCTHUKOM WU
KOMITBIOTEPHBIM POJLIEPOM U
CIIELIMAJILHOM KJIaBUATypPOMU.
Tpanchopmupyemblie 3€MEHTHI
obopyaoBaHus U MeOenb Ha
pabounx mMecTax, crenuaibHbIe
MEXaHU3MBI U yCTPOMCTBA,
MO3BOJISIIOIINE U3MEHSTDH BBICOTY U
HaKJIOH paboyeil MOBEPXHOCTH,
MOJIO’KEHUE CHICHbs pabovero
CTYyJIa 110 BBICOTE U HAKJIOHY,
o0opyaoBaHue, o0ecreurBaroIee
BO3MOXKHOCTb MOJbE3/1a K
paboueMy MecTy U pa3BopoTa
Kpeca-KOJISICKU

PabGouee mecTo
YUYACTHHKA C
COMATHYECKHMH
3200J1eBaHUSIMH

0,75

HECT

Padouee MmecTo
YYACTHHKA C

MEHTAJILHBLIMH
HAPYUIEHUSAMH

0,75

HET




5. CxeMa 3acTpOHKH COPEeBHOBATEJIbHO MI0IIATKH
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6. TpeOoBaHusi OXpaHBI TPY/AAa U TEXHUKH 0€30MACHOCTH.

HNucTpyKkTaxka mo oxpaHe TPy/aa AJsl Y4ACTHUKOB.

1.00uwue mpebosanusa oxpanvl mpyoa.

Jlnst yyacTHUKOB 110 14 net

1.1. K camocrostensHoit padote ¢ 1K momyckaroTcs y9acTHUKY ITOCTIE MPOXOKACHHUS UMH
MHCTpYKTaxka Ha pabodeM mecte, 00ydeHus: 0e30IacHbIM METOAaM padOT ¥ MPOBEPKH 3HAHUH 110
OXpaHe TpyZa, MPOIIECIIINE MEAUIMHCKOE OCBHUAETEIbCTBOBAHME HA IPEAMET YCTAaHOBJICHUS
IIPOTUBONOKAa3aHUI K paboTe C KOMIIBIOTEPOM.

1.2. IIpu padore ¢ IIK pekomenmyercs opraHu3aius mnepepbiBoB Ha 10 MuHyT depes
kaxaple 50 MUHYT paboTel. Bpemsi Ha mepepbIBbI yXKe yYTEHO B OOIIEM BPEMEHHU 3aJaHMs,
Y JOTIOJHUTENBHOE BpEMs YYACTHUKAM HE ITPEA0CTABIIAETCA.

1.3. ITpu pabote Ha [1IK MOTYyT BO3/IEHiCTBOBATh OMACHBIC U BPEIHBIE TPOU3BOICTBEHHBIC
(dakTophI:

- ¢u3nyecKkre:  TOBBIILICHHBI  YPOBEHb  JJEKTPOMArHUTHOTO  W3Iy4YEHUS;
NOBBILICHHBIH YPOBEHb CTATUYECKOTO JJIEKTPUYECTBA; IOBBILIEHHAS SPKOCTh CBETOBOTO
M300paKeHUs; TMOBBIIICHHBIH YPOBEHb MYJbCAIlMM CBETOBOTO MOTOKA; MOBBIIMIEHHOE 3HAUYECHUE
HaIPsKEHUS
B DJIEKTPUYECKOM LIEMH, 3aMbIKAHUE KOTOPOMl MOXKET MPOU30WTH Yepe3 TeJI0 YeJIOBEKa;
MOBBIIICHHBI WJIM MOHW)XEHHBIA YPOBEHb OCBEIICHHOCTH; IOBBILICHHBI YPOBEHb MPSAMOU
U OTPaKEHHOM 0JIeCTKOCTH;

- MCcUX0(U3HOJIOTHUECKHE: HANIPSDKEHUE 3PEHUS M BHUMAHMS; WHTEIUICKTyallbHbIE
Y SMOLMOHAJIbHBIE HAIPy3KU; JUINTEIbHbIE CTATUYECKUE HArPY3KU; MOHOTOHHOCTb TPY/a.

1.4. 3anpemaercs Haxoguthes Bosiie [1K B BepxHel onex e, NpUHUMATh MUILY U KypUTb,
YIOTPEOIIATH BO BpeMs pabOTHI aJIKOTOJIbHBIC HAIUTKY, & TAK)KE OBITh B COCTOSIHUN aJTKOTOJIBHOTO,
HapKOTUYECKOTO WM JIPYTrOTrO ONbSHEHHUS.

1.5. Y4acTHUK COpPEBHOBAHHUS JIOJKEH 3HATh MECTOPACIIONIOKEHHUE MEPBUYHBIX CPEICTB
MOKAPOTYIIEHUSI U YMETh UMH T10JIb30BaTHCA.

1.6. O xaXI10M HECYACTHOM CJydae MOCTPAJaBIIMKI WM OYEBUICI] HECHACTHOTO CITydast
HEMEJICHHO JIOJKeH U3BECTUTDH ONMKANIIIEero SKCIepTa.

1.7. YyacTHHK COpEBHOBAHMS JOJKEH 3HATh MECTOHAXOXKIACHUSI MEAUIIMHCKON anTeyKH,
NpaBUJIBHO TIOJIb30BAaThCS MEIMKAMEHTaMHU; 3HaTh MHCTPYKLIMIO [0 OKAa3aHUIO IEepBOM
MEAMIIMHCKOW TIOMOIIM TOCTPaJaBIIMM U YMETh OKa3aTh MEIUIUHCKYI0 Tmomolb. [lpu
HEOOXOJUMOCTH BBI3BAaTh CKOPYIO MEIUIIMHCKYIO IMOMOIIb WIU JOCTaBUTh B MEIUIIMHCKOE
yupexJIeHue.

1.8. ITpu padote c¢ IIK yyacTHHK COpeBHOBaHUS TOJKHBI COOMOIATH MpaBUIa JTUYHON
TUTHEHBI.

1.9. PaboTa Ha KOHKYPCHOH IUIOIIAJIKE pa3pelaeTcss MCKIIOYUTENBHO B MPHUCYTCTBUU
JKCIepTa. 3anpeniaercss IpUCyTCTBUE Ha KOHKYPCHOM MJIOIIaAKe TOCTOPOHHUX JIULL.

1.10. TTo Bcem BompocaM, CBS3aHHBIM C pabOTO KOMIbBIOTEpa? cleayeT oOpamiarbes
K PYKOBOJUTEIIIO.

1.11.  3a HeBBINOJIHEHHWE  JAaHHOW  WHCTPYKUMHM  BHHOBHBIE  IIPUBJIEKAIOTCS
K OTBETCTBEHHOCTH COIJVIACHO IIpaBWJIaM BHYTPEHHETO paclopsiika WJIH B3bICKAHUSM,
onpezaeneHHbIM Konexcom 3akoHOB 0 Tpyne Poccuniickoii @enepanuu.

Jns yaactHukoB oT 14 no 17 ner.

1.1. K camocrostensHoit padote ¢ [IK gomyckaroTcs y4acTHUKH MOCIIE MPOXOKISHUS UMU
MHCTpyKTaXka Ha paboueM MecTe, oOydeHus 0e30macHbIM MeTo/JaM paboT U MPOBEPKH 3HAHUUN
10 OXpaHe TpyJa, MPOIIEAIINE MEIUIIMHCKOE OCBUIETEIHCTBOBAHNUE HA MPEAMET YCTAHOBICHUS
IIPOTUBONOKA3aHUH K paboTe C KOMITBIOTEPOM.



1.2. TIpu pabote ¢ IIK pexomenayercs opraHu3anus nepepbiBoB Ha 10 MUHYT uepes
kaxzaple 50 MuUHYT paboTel. Bpems Ha mepepbIBbl yXe YYTEHO B OOLIEM BPEMEHHU 3aJaHMsl,
Y JIONIOJIHUTENIBHOE BPEMsI yUaCTHUKAM HE MPEAOCTaBIISETCS.

1.3. IIpu pa6ote Ha [IK MoryT Bo3/1elicTBOBAaTh OMACHBIC M BPEIHBIC TPOU3BOJICTBEHHBIC
(daxTopsI:

— ¢u3nyeckue:  TOBBILEHHBIH ~ YPOBEHb  DJIEKTPOMArHUTHOTO  HM3JIyYeHHUS,
NOBBILICHHBI YPOBEHb CTATUYECKOTO JJIEKTPUYECTBA; IIOBBILIEHHAS SPKOCTh CBETOBOIO
n300pakeHNsl; MOBBIIIEHHBIH YPOBEHb IYyJIbCALIMM CBETOBOIO IOTOKA; MOBBIIIEHHOE 3HAYEHUE
HaIPsSKEHUS
B OJIEKTPUYECKOM LIeNH, 3aMbIKaHUE KOTOPOM MOXKET IPOM30UTH 4Yepe3 TeJO YEJOBEKa;
HOBBIIICHHBIA MM MOHWKEHHBIM YPOBEHb OCBEILEHHOCTH; IOBBIIIEHHBIH YPOBEHb MPSIMOM
U OTpakeHHOH OnécKkocTH;

— NCUXO(HU3MOIOTHYECKHE: HANpPsHKEHUE 3pEHHUsT M1 BHUMAHMS, MHTEIUICKTYyaIbHbIC
Y SMOLIMOHAJIbHBIE HAIPY3KH; JUINTEIbHbIE CTATUUECKUE HArPY3KU; MOHOTOHHOCTb TPY/Ia.

1.4. 3anpemaercs HaxoauThbes Boziie [IK B BepxHel ojiexie, MPUHUMATh MUIIY U KYPHUTh,
yHOTPeOIIATH BO BpeMs pa0OThI aJIKOTOJIbHBIE HAIUTKH, @ TAK)KE OBITh B COCTOSIHUH JIKOTOJIBHOTO,
HapKOTHYECKOT'O WM APYTOro ONbSHEHHUS.

1.5. Y4acTHUK COpPEBHOBAHHUS JIOJKEH 3HaThb MECTOPACIIONOKEHUE MEPBUYHBIX CPENICTB
HOXKApOTYIIEHUS U YMETh MU I0JIb30BATHCS.

1.6. O xaXI10M HECYACTHOM CJydae MOCTPAJaBIIMKI WM OYEBUICI] HECHACTHOTO CITydast
HEMEJUIEHHO JIOJKEH M3BECTUTh OJMrKallero skcmepra.

1.7. Y4acTHUK COpEBHOBaHUS JI0JKEH 3HaTh MECTOHAXOKICHUSI MEJUIIMHCKON aNTeuKH,
IOPaBWIbHO IOJIb30BAaThCSl MEAMKAMEHTaMM; 3HAaTh MHCTPYKLHUIO II0 OKa3aHWIO IepBOH
MEAMIMHCKOW TOMOIIM TOCTPAJaBIIMM W YMETh OKa3aTh MEIUIMHCKYI0 momolls. [Ipu
HEOOXOMMOCTH BbI3BaTh CKOPYI0 MEAMLMHCKYIO TOMOIIb WJIM JOCTaBUTh B MEIUIMHCKOE
yupexKJIeHUE.

1.8. IIpu pabore c¢ IIK ydyacTHMK COpeBHOBaHMS JOJKHBI COONIOATh MPAaBUIA JTUYHOM
TUTUEHBI.

1.9. Pabora Ha KOHKYPCHOH IUIOMIA/IKE Pa3peIaeTcsi UCKIIOYUTEIHHO B MPHUCYTCTBUU
9KcHepTa. 3anpenaercs NpucyTCTBUE Ha KOHKYPCHOM IUIOIIAKe TOCTOPOHHUX JIUII.

1.10. Tlo Bcem Bompocam, CBS3aHHBIM C PaOOTOH KOMITBIOTEpA, CIeAyeT oOpamarbes
K PYKOBOIUTEIIIO.

1.11. 3a HeBBIIOJIHEHHWE JAaHHOW  WHCTPYKUMHM  BHUHOBHBIE  IPUBJIEKAIOTCS
K OTBETCTBEHHOCTH COIVIACHO IIPAaBWJIaM BHYTPEHHETO pACIOpPSIKAa WIA B3bICKAHUSAM,
onpeneneHHbIM Koaekcom 3akoHOB 0 Tpyae Poccuiickoit @enepanum.

Jlig ydacTHUKOB cTapuie 18 ner

1.1. K camocrostensHoii padote ¢ [IK gomyckarorcs yyacTHUKH MTOCIIE MPOXOKACHUS UMU
UMHCTpYKTaXxka Ha paboueM MmecTe, o0yueHHsI 0€30MacHbIM MeToJaM paboT U MPOBEPKU 3HAHUH
[0 OXpaHe TPyAa, NPOIIEIINe MEIULINHCKOE OCBUAECTEILCTBOBAHUE HA MPEAMET YCTAaHOBIICHUS
IPOTHBOIOKA3aHUN K pabOTe ¢ KOMIIBIOTEPOM.

1.2. Ilpu pabore c IIK pexomenayercst opranuszanusi nepepbsiBoB Ha 10 MUHYT uepe3
Kaxaple 50 MUHYT paOoTel. Bpemsi Ha mepepbiBbl yXe YYTEHO B OOIIEM BpPEMEHHU 3aJlaHMs,
U JIONIOJIHUTENIbHOE BpEMs yYaCTHUKAaM He TPe0CTaBIseTCs.

1.3. IIpu pabore Ha ITIK MoryT Bo3/1elCTBOBaThH ONacHbIE U BPEIHbIE MPOU3BOACTBEHHbBIE
dakTopsI:

- ¢u3nueckue:  TOBBIIMIEHHBIM  YPOBEHb  3JEKTPOMAarHUTHOTO  W3Iy4YEHUS;
NOBBILIEHHBI YPOBEHb CTATHUYECKOTO JJIEKTPUYECTBA; IOBBIIIEHHAS SPKOCTh CBETOBOIO
M300pa)KeHUsl; TOBBIIIEHHBIH YpOBEHb MYJbCAIlMM CBETOBOTO IMOTOKA; MOBBIIIEHHOE 3HAUYEHUE
HanpsOKeHUs
B OJIEKTPUYECKOM IeNH, 3aMbIKaHHE KOTOPOH MOXET MpPOM30MTH uepe3 Tello YeJOBeKa;
NOBBIIICHHBIA WJIM TIOHWXEHHBIH YpPOBEHb OCBEIICHHOCTH; IOBBIIICHHBIM YpOBEHb NPSMOM
1 OTPa)KEHHOM OJIECTKOCTH;



- NcuXxo(U3UOJIOTHUECKHEe: HANPSDKEHUE 3PEHUS M BHUMAaHUS;, UHTEIJIEKTYyaJbHbIe
Y SMOLIMOHAJIbHBIE HATPY3KU; JUIUTEIbHbIE CTATHUECKHE HATPY3KHU; MOHOTOHHOCTh TPY/ia.

1.4. 3anpemaercs HaxoauThes Bo3ie IIK B BepxHell ofexie, NpUHUMATh MUILY U KYPHUTb,
yHoTpeOsSTh BO BpeMsi pabOThI aIKOTOJIbHbIE HAIUTKH, a TAK)KE OBITh B COCTOSIHUH aJIKOTOJIBHOTO,
HapKOTUYECKOT'O WJIU JIPYTOro ONbSHEHUS.

1.5. YdacTHUK COpeBHOBAaHHUS JOJDKEH 3HATh MECTOPACIIONIOKEHHUE MEPBUYHBIX CPEICTB
MOXKapOTYIICHUSI U YMETh UMHU T0JIb30BATHCA.

1.6. O KaxJ0M HECYaCTHOM Cllydae MOCTPaJaBIIUNA MM OYEBHJICI] HECUACTHOTO CIydas
HEMEIJIEHHO JJOJDKEH U3BECTUTDH OJIMKAMIIIEro SKCIIEpTa.

1.7. Y4acTHUK COpEBHOBaHUS JIOJKEH 3HATh MECTOHAXOXKICHUSI MEIUIIMHCKON alTEeuKH,
MPaBWJIBHO TIOJb30BAaThCS MEAMKAMEHTAMU; 3HaThb MHCTPYKIMIO II0 OKa3aHWIO TepBOil
MEIUIIMHCKOM TOMOIIM TMOCTPAJaBIIUM M YMETh OKa3aTh MEIUIMHCKYIO momonlb. [lpu
HEOOXOJMMOCTH BBI3BaTh CKOPYIO MEIUIIMHCKYIO IMOMOIIb WU JIOCTaBUTh B MEAHIIMHCKOE
yupexKJIeHHUE.

1.8. Ilpu pa6ote ¢ IIK yyacTHUK COpeBHOBaHHS JTOJDKHBI COONIIOAATH IMpaBUjIa JTUYHOU
TUTHEHBI.

1.9. PaboTa Ha KOHKYpCHOHM IUIOLIQJIKE pa3peniaeTcs HUCKIIOYUTENbHO B NMPUCYTCTBUU
JKCIepTa. 3arpeiaeTcss IPUCYTCTBUE Ha KOHKYPCHOM IJIOMIAAKe IOCTOPOHHUX JIMII.

1.10. TTo Bcem Bompocam, CBS3aHHBIM C pabOTOl KOMIIbIOTEpa, cieayeT oOpalarbes
K PYKOBOJUTEIIIO.

1.11. 3a HEBBINOJHEHUE JAHHON MHCTPYKIIMM BUHOBHBIE IIPUBIIEKAIOTCS

K OTBETCTBEHHOCTH COIJIACHO IPaBHJIaM BHYTPEHHETO pacHopsiKa MWW B3bICKAHUSM,
onpeneneHHbIM Koaekcom 3akoHOB 0 Tpyae Poccuiickoit @enepannu.

2.Tpebosanusa oxpansvt mpyoa nepeo HaA4a10M 6bINOJIHEHUA KOHKYPCHO20 3A0aHUSA

2.1. Tlepen BKJIIOYEHHEM HCIIOJIB3YeMOro Ha pabodeM mecte 000pyAOBaHUS Y4aCTHUK
COpPEBHOBAHUS 0053aH:

2.1.1. OcmoTpeTh U TpUBECTH B MOPSAIOK pabodee MecTo, yOpaTh Bce MOCTOPOHHHE
MIPEAMETHI, KOTOPhIE MOTYT OTBJIEKATh BHUMAHHE U 3aTPYIHATH padboTy.

2.1.2. IlpoBepuTh MPaBUIBHOCTh YCTAHOBKHU CTOJA, CTyJa, MOACTABKU TOJ HOTH, yroll
HAKJIOHA 3KpaHa MOHUTOpPA, IOJIOKEHMSI KJIABUATYphl B LIENSAX HCKIIOYEHHUS HEYJOOHBIX 1103
U JUINTEIbHBIX HampspkeHuil Tena. Ocobo oOpaTuTh BHUMaHHE Ha TO, YTO JUCIUICH IOJDKEH
HaXOJIUTHCS Ha paccTosTHUU He MeHee 50 cM oT ria3 (ontumanbHo 60-70 cm).

2.1.3. IIpoBepuTh NMPaBUIBHOCTH PACIIONOKEHUS 000PYIOBAHHUS.

2.1.4. Kabenu sneKTpONUTAHUS, YAJTUHUTETU, CETEBbIE (PMIBTPHI JOHKHBI HAXOIUTHCS
C TBUTBHOW CTOPOHBI pabo4yero mMecra.

2.1.5. YO0enuThcs B OTCYTCTBUU 3aCBETOK, OTPAKEHHI 1 OJTMKOB Ha SKpaHe MOHUTOPA.

2.1.6. Yoemutbcs B TOM, uTo Ha yctpoictBax I[IK (cucremHblit 610K, MOHMTOP,
KJIaBUATypa) HE pacloJiaraloTcsi COCybl C KMJIKOCTSIMH, CHITyYUMU Marepuanamu (4dai, kode,
COK, BOJa H Tp.).

2.1.7. BKIIIOUUTH 3JEKTPOMUTAHUE B [TOCIIE0OBATEILHOCTH, YCTAHOBIEHHON HHCTPYKLIMEN
MO OKCIUTyaTallud Ha 00OpyAOBaHHE; YOEIUThCS B MPABHJIBHOM BBIMOJHEHHH TPOLETYPHI
3arpy3Ku o0opy/10BaHUS, IPAaBUIIbHBIX HACTPOUKAX.

2.2. Ilpu BBISBICHUM HEMOJAJ0K COOOIIUTH 00 3TOM SKCIEPTY M A0 MX YCTpPaHEHUs
K paboTe HE NMPUCTYNAaTh.

3. Tpebosanus oxpanvl mpyoa 6o épems 6bINOJIHEHUA KOHKYPCHO20 3A0AHUS

3.1. B TeueHue Bcero BpeMeHU pabOTHI CO CPEICTBAMU KOMIIBIOTEPHOH U OPITEXHUKU
Y4aCTHUK COPEBHOBAHUS O0s3aH:

coJiepKaTh B OPSAKE M YUCTOTE pabouee MecTo;

CIIETUTH 32 TEM, YTOOBI BEHTUJISIIMOHHBIE OTBEPCTHS YCTPONCTB HUYEM HE OBLITH 3aKPBITHI;

BBITIOJTHATH TPEOOBAHUS MHCTPYKIIUHU TI0 IKCILTyaTalli 000pYA0BaHUS;

co0oaaTh, YCTaHOBJICHHbBIE pacnucaHuemM, TPYJIOBBIM pacnopsi KoM
pEerIaMeHTUPOBAHHBIE TEPEPBhIBHI B paboTe, BHINOJIHATh PEKOMEHIOBaHHBIC (DHU3UUECKUE
YIOPaKHEHHUS.



3.2. CTyneHTy 3aIperaeTcsi BO BpeMsi padoThI:

- OTKJIIOYATh M MOJAKII0OYATh HHTEp(ericHbIe Kabenu nepudepuitHbIX YCTPOICTB;

- KJIaCTh Ha YCTPOICTBA CPEJCTB KOMIIBIOTEPHOM M OPITEXHMKHM OyMaru, Mamnku H
[IPOYME TOCTOPOHHUE IIPEMETHI;

— MIPUKAcaThCs K 33HEH MMaHelln CUCTEMHOTO0 0JI0Ka (Tipolieccopa) MpH BKIOYEHHOM
UTAHUY;

- OTKJIIOYATh 3JIEKTPOIMTAHUE BO BPEMS BBIIIOJHEHUS IPOTpaMMBI, IIpoLiecca;

- JIOIyCKaTh IMONAaJaHue BJaru, TPsi3d, ChIIYYMX BEIIECTB Ha YCTPOMCTBa CpPEICTB
KOMITBIOTEPHOU U OPITEXHUKH;

— MIPOU3BO/IUTH CAMOCTOATEIBHO BCKPHITHE U PEMOHT 000y I0BaHHUS;

— IIPOU3BOJIUTh CAMOCTOSATEIBHO BCKPBITHE U 3allpaBKy KapTpUIKEH IPHUHTEPOB
WM KOIIHUPOB;

— paboTaTh CO CHATHIMU KOXKyXaMH YCTPOWCTB KOMITBIOTEPHOI U OPTTEXHUKH;

— pacrionaratscs mpu padboTe Ha paccTostHUK MeHee S0 cM OT 3KpaHa MOHHUTOpA.

3.3. Ilpu pabore ¢ TekctamMu Ha Oymare, JMCThl HaJ0 pacrojaraTb Kak MOXHO OJinmxke
K 9KpaHy, 4To0bI n30€KaTh YacCThIX ABMKEHUI rOJ0BOM U TIIa3aMH MIPU NEPEBOJIE B3TIISAA.

3.4. PaGoune cronbl ciegyeT pa3MellaTb TakUM 00pa3oM, 4TOObI BHUJCOJUCIICHHbIE
TEPMHHAJIBl OBUIM OpPHUEHTUPOBAaHbI OOKOBOW CTOPOHOM K CBETOBBIM IIpO€MaM, 4YTOOBI
€CTECTBEHHBIH CBET MaJjaJl IPEUMYLIECTBEHHO CJIEBa.

3.5. OcBeleHne He JOKHO CO3/1aBaTh OJIMKOB HAa IOBEPXHOCTHU DKpaHa.

3.6. IlponmomxurensHocTs paboTel Ha IIK 0e3 persiaMeHTHpPOBAaHHBIX MEPEPHIBOB
HE JIOJDKHA HpeBbllaTh 1-ro yaca. Bo Bpems perinaMeHTHpPOBAHHOIO IIE€pephiBa C LENbIO
CHIDKEHHMSI HEPBHO-3MOLIMOHAJIBHOIO HANpPSDKEHMs, YTOMJICHMS 3pHUTENbHOTO ammnapata,
HE0O0XO0JUMO BBIIOJHATh KOMIUIEKCHI (PU3NYECKUX YIPAXKHEHUH.

4. Tpeoosanusa oxpansl mpyoa é agapuiiHbIX CUNYAUUAX

4.1. OG0 Bcex HeucmpaBHOCTSAX B paboTe 00OpYJOBAaHMS W aBapUNHBIX CHUTYyalUSIX
co00LIaTh HEMOCPEACTBEHHO IKCIEPTY.

4.2. Tlpu oOHapyXeHWH OOpBIBA IMPOBOJOB IMMHUTAHUS WJIA HAPYIICHHUS [EIOCTHOCTH
UX H30JISILIMH, HEUCHPABHOCTU 3a3€MJICHHS U JAPYTMX MOBPEXICHHH 3J1EKTpo0OOpyrI0BaHMS,
NOSIBJICHUS 3alaxa rapH, IOCTOPOHHUX 3BYKOB B paboTe 000PYJOBAHUSI U TECTOBBIX CUTHAJIOB,
HEMEJUIEHHO MIPEKPaTUTh pabOTy U OTKIIOUUTH MUTaHHE.

4.3. Tlpu mnopakeHHWHU TMOJIb30BATENS AIEKTPUUECKUM TOKOM MPUHATH MEPBHl MO €ro
OCBOOOXKJICHUIO OT JEHCTBUS TOKA MyTEM OTKJIIOUEHMS HJIEKTPOIUTAHUSA U JIO IPUOBITHS Bpaya
0Ka3aTh NOTEPIEBIIEMY NEPBYIO0 MEAUIIMHCKYIO ITOMOIIIb.

4.4. B ciydae BO3ropaHusi o0OpylOBaHMS OTKIIOUUTH MHUTAHUE, COOOIIUTH IKCHEPTY,
MO3BOHUTH B MOXAPHYIO OXpaHy, MOCJIE Yero MPUCTYNUTh K TYLICHHUIO M0XKapa WMEIOLIUMUCS
CpEICTBaMH.

5.Tpebosanue oxpansl mpyoa no okonuanuu paoom

5.1. Ilo oxoHUaHMM PabOTHl YYaCTHUK COPEBHOBAHUS 00s3aH COOJIIOJATH CIIEAYIOLIYIO
MOCJIEI0BATEIBHOCTh OTKIIIOUEHUSI 000pY10BaHUS:

- IIPOM3BECTH 3aBepIIeHUE BceX BoINoHAeMbIX Ha [1K 3anay;

- OTKJIIOUNTh THTAaHUE B IIOCIEAOBATEIbHOCTH, YCTAHOBJIEHHOM MHCTPYKLIMEN
0 HKCIUTyaTalui JaHHOTO 000pYy10BaHMSL.

- B nr060Mm ciydae ciieoBaTh yKa3aHUSAM 3KCIIEPTOB

5.2. YOpats co crona paboune MaTepuaibl U IPUBECTH B MOPSIIOK pabouee MecTo.

5.3. 060 Bcex 3aMEUYEHHBIX HETOoJIaKaxX COOOLIUTh HKCIEPTY.

HNHcTpykuus mo oxpaHe Tpyjaa sl IKCIEPTOB

1.06uwgue mpebdosanus oxpansvt mpyoa

1.1. K pabore B xkadectBe »kcnepra Kommerenuun «CeTeBoe U CUCTEMHOE
aJIMUHUCTPUPOBAHMUE» JOMYCKAIOTCS DKCIEPTHI, MPOLIEANINE CIHelUuanbHoe Oo0y4YeHHe
U HE UMEIOIHEe TPOTUBOMOKA3aHHUM 110 COCTOSIHUIO 310POBbSL.



1.2. Dkcmepr ¢ 0COOBIMH TOJHOMOYMSMH, HAa KOTOPOTO BO3JIOXKEHA OO0S3aHHOCTh
3a MPOBEACHHUE WHCTPYKTa)ka Mo OXpaHe TPyJa, AOJKEH MUMETh JNEHCTBYIOIINE YAOCTOBEpEHUE
«O npoBepke 3HaHUI TpeOOBaHUI OXpaHBI TPYIay.

1.3. B mpouecce KOHTPOJsS BBIOJHEHHUS KOHKYPCHBIX 3aJaHH W HaxO0XIACHUSA
Ha KOHKYPCHOM IJIOMaKe DKCIePT 00s13aH YeTKO COOIOIATh:

— MHCTPYKLIMU IO OXpaHE TPYJla U TEXHUKE OE30M1aCHOCTH;

- MpaBWiia TMOXApHON 0€30MacHOCTH, 3HAaTh MECTa PACMOJOXKEHHUS MEePBUYHBIX
CPEJCTB IOKApOTYILIEHHUS U IJIAHOB 3BAKYaLIUU.

— pacriucanne W rpaduK TNpOBEACHHUS KOHKYPCHOTO 3a/1aHus, YCTaHOBJICHHBIC
PEXUMBI TPYJla ¥ OTAbIXA.

1.4. Tlpu pabGoTe HaA TEPCOHAILHOM KOMIIBIOTEPE M KOMUPOBAIHLHO-MHOXKHTEIHHOU
TEXHUKE Ha OJKcllepTa MOTYT BO3ACHCTBOBATH CIEAYIOIIME BpeaHble M (WIM) ONacHbIe
IIPOM3BOJICTBEHHBIE (DAKTOPHI:

— DIIEKTPUYECKUH TOK;

— CTaTHYECKOE DJIEKTPUYECTBO, OOpasyrolieecss B pe3ysibTaTe TPEHHS JBHXKYLICHCS
Oymaru
¢ pabounMHU MEXaHU3MAaMH, a TAKXKe MIPU HEKAYeCTBEHHOM 3a3€MJICHUH alllapaToB;

— 1IyM, 00yCIIOBJIICHHBIN KOHCTPYKIIEH OPITEXHUKH;

— XMMHUYECKHE BEIIECTBA, BBIICIAIONINECS TPU PadOTe OPTrTEXHUKH;

— 3puTeNnbHOE NepeHanpsokenue npu padore c [1K.

1.5. Ilpumensemple BO BpeMs BBIIOJHEHUS KOHKYPCHOIO 3a/laHus CpEeJCTBa
WHAUBUAYAIbHOMN 3aIUTHI:

- Oepymim.

1.6. 3naku 0e30MacHOCTH, WUCIIOJIb3yeMble Ha pabouyMx MecTax Yy4YacTHHUKOB,
JUIsl 0003HAYEHUS PUCYTCTBYIOLIMX OMACHOCTEM:

- F 04 Orueryuurenb

1.7. IIpu HecyacTHOM cilyyae MOCTPAAABIINI MM OYEBHJIEL] HECUACTHOTO ciydas 00si3aH
HEMEJUIEHHO COOOUIUTH O ciryunBIeMcs [ maBHOMY DKcmepTy.

B nomemienun DKCHepTOoB HAXOMUTCS anTeyka NEepBOM MOMOINM, YKOMIUICKTOBAHHAs
U3JIEUSIMU MEUIIMHCKOIO Ha3HA4YeHMsI, €€ HE0OXOAMMO HCMOIb30BaTh JUIsl OKa3aHUs NEpBOMU
MIOMOIIH, CAMOIIOMOIIY B CIIy4asiX IOJyUYEHUS TPABMBI.

B cnyuae BO3HMKHOBEHHSI HECUACTHOTO clydas Wiu Ooyie3HH OKcmepra, 00 3TOM
HEMENJIEHHO yBeAoMIIsieTcsl [ 1aBHbIN SKCIEPT.

1.8. DkcnepTsl, JOMYCTUBILINE HEBHIIOJHEHUE WM HAapyLUIEHHE MHCTPYKIMH MO OXpaHe
TPyAa, MPHUBIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBUHM C PeriiamMeHTOM «AOWUIMMIIUKCY,
a Ipy He0OXOJUMOCTH COTJIACHO JIEHCTBYIOIIEMY 3aKOHO/1ATEIbCTBY.

2.Tpebosanusa oxpanvt mpyoa nepeo Hauanom padoomal.

[Tepen Hauamom paGoThl DKCIEPTHI JOJKHBI BHITIOTHUTH CIIEAYIOIIEE:

2.1. B nens C-1, Dkcmnept ¢ 0coObIMU OJTHOMOYMSIMH, OTBETCTBEHHBIH 3a OXpaHy Tpy/a,
00s13aH TpoBeCTH MOAPOOHBIN MHCTpyKTax o «lIporpamme MHCTpyKTaka MO OXpaHe Tpyla
U TeXHHKEe 0e30IacHOCTH», 03HAKOMUTH HKCIEPTOB U YYACTHUKOB C MHCTPYKLHUEH MO TEXHUKE
0€30MacHOCTH, € IUIaHaMU 3BaKyallMM MPU BOSHUKHOBEHMHU I0Kapa, ¢ MECTAMU PACIIOIOKEHHS
CaHUTAapHO-OBITOBBIX ~ IMOMENIEHUH, MEAMLIMHCKUMH  KaOWHeTaMH, MUTbEBOH  BOJBI,
MPOKOHTPOJIMPOBATh MOATOTOBKY pa0OYMX MECT YYaCTHHUKOB B COOTBETCTBUHU C TEXHUYECKUM
ONMCAHNEM KOMIIETEHIINH.

[IpoBepuTh crenuanbHyI0 OJEXKITy, O0yBb U JIp. CPEACTBAa MHIAMUBUAYaTbHOW 3allUTHI.
Opnetp HEOOXOAMMBIE CPEACTBA 3ALIUTHI JUIS BHITOJHEHHUS TMOATOTOBKU U KOHTPOJIS MOATOTOBKU
y4acTHUKaMU pabouuXx MeCT, MHCTPYMEHTa U 000py10BaHUSI.

2.2. ExenHeBHO, INepes HAdajJoM BBINOJIHEHHMS KOHKYPCHOIO 3aJaHUsl Y4YaCTHHKAMH
KOHKypca, ODKCIEepT C OCOOBIMH IMOJIHOMOYHUSIMU IPOBOJUT HHCTPYKTaX IO OXpaHe Tpy[a,
DKcnepTbl KOHTPOJIIMPYIOT MPOIECC MOArOTOBKH padouero Mecra yyaCTHUKAMHU, U MPUHUMAIOT
ydacTue B MOJrOTOBKE paboyuX MECT YYaCTHHKOB B Bo3pacTe Mojoxe 18 ner.




2.3. ExenHeBHO, mepesn HayaJioM padOT Ha KOHKYPCHOM IUIOIIAJKE M B TOMEIIECHUH
9KCTIEPTOB HEOOXOAMMO:

- OCMOTpETh paboune MecTa SKCIEPTOB M YUACTHUKOB;

-[IPUBECTHU B MOPSIOK pabouee MECTO IKCIEPTa;

-IPOBEPHUTH MPABUIBHOCTD MOJKIIOUYECHUS 000PYAOBAHUS B AJIEKTPOCETD;

- 0/1eTh HEOOXOMMBbIE CPEJICTBA NHAMBUTYyaIbHOMN 3alllUTHI;

- OCMOTPETh UHCTPYMEHT B 000pyI0OBaHNWE YYAaCTHUKOB B BO3pacte /10 18 jeT, y4acTHUKHI
cTapiue 18 jeT ocMaTpuBarOT CaMOCTOSATENIbHO HHCTPYMEHT U 000py/I0BaHUE.

2.5. IloaroToBUTH HEOOXOIUMBIE 1151 paOOTHI MaTEpPHAIIBI, IPUCIIOCOOICHHS, U PA3TIOKHUTh
UX Ha CBOM MecTa, yOparh ¢ pabouero croiia BCe JHILHEE.

2.6. DKcrnepTy 3ampeniaercs NpUucTynaTh K padore mpu oOHapyKEHUH HEUCTPABHOCTH
oOopynoBanus. O 3aMEUEHHBIX HENOCTaTKaX W HEHCIPABHOCTSAX HEMEIUIEHHO COOOIIUTh
TexauueckoMy DKCHEpTy U 10 YCTPaHEHHUS HETIONIAZ0K K paboTe He MPHUCTYIAaTh.

3. Tpebosanusa oxpansl mpyoa 60 épemsa padomsul.

3.1. M3o0paxenne Ha dKpaHaX BUICOMOHHTOPOB JIOJDKHO OBITH CTAOWIBHBIM, SICHBIM
U TNpelieNbHO YETKHM, HEe UMETh MEpLaHMi CUMBOJIOB M (DOHA, Ha HKpaHaX HE JOJDKHO OBITh
OJIMKOB M OTPa)KEHUI CBETHJILHUKOB, OKOH M OKPY)KAIOIINX MPEIMETOB.

3.2. CymmapHOe BpeMsi HENOCPEICTBEHHOW paboThl ¢ MEPCOHAIbHBIM KOMIIBIOTEPOM
U Ipyroil OpPrTeXHUKON B TEUEHUE KOHKYPCHOTO JIHS JOJKHO ObITh HE OoJiee 6 4acos.

ITpoaoKUTENTLHOCTh HENIPEPBIBHOM paboOThl C MEPCOHAIBHBIM KOMIIBIOTEPOM M JIPYTroi
OPITEXHUKOH 0e3 periaMeHTHPOBAHHOTO NepepbiBa HE JOJDKHA IMPEBHIMIATh 2-X dacoB. Yepes
KaX/Iblii 9ac paboOThl CleqyeT J1eNaTh perjJaMeHTUPOBAaHHbBIN MepPephIB MPOAOIIKUTEILHOCTHIO 1
S MuH.

3.3. Bo uzbexanue nopaxxeHus TOKOM 3alpeIiaeTcs:

- MPHUKAcaThCsl K 3aJHEH MaHeln NEepCOHAIBHOTO KOMITBIOTEpA M JAPYIOM OPIrTEXHUKH,
MOHHUTOpA MPH BKJIFOYEHHOM ITUTaHUH;

- JIONyCKaTh TOMAJaHUs BJArd Ha MOBEPXHOCTH MOHHUTOpPA, pabodyr0 IMOBEPXHOCTH
KJIaBHATYypPBbl, AUCKOBOJIOB, IPUHTEPOB U APYTUX YCTPOICTB;

- IPOU3BO/IUTH CAMOCTOSITEIILHO BCKPBITHE U PEMOHT 000PYAOBAHMS;

- IEepeKIYaTh pa3zbeMbl HHTep(peHCHbIX Kabeneil nepupepuilHbIX yCTPOMCTB
IpY BKIIFOYEHHOM IUTaHUH,

- 3arpOMOX/1aTh BEpXHHUE MAHENIN YCTPOUCTB OyMaraMu ¥ MOCTOPOHHUMU NpEeIMETaMu;

- JOIMyCKaTh TOMNaJaHHE BJIard Ha IOBEPXHOCTh CHUCTEMHOTO OJjoka (Ipoieccopa),
MOHUTOpA, pabOYyI0 MOBEPXHOCTh KIaBHATYpPhl, TMCKOBOJIOB, IPUHTEPOB U JIp. YCTPOMICTB;

3.4. Ilpu BHINOJHEHHMH MOAYJIEH KOHKYPCHOTO 3aJaHHs Yy4YaCTHUKaMHU, OKCIEPTY
HE00X0MMO ObITh BHUMATENIbHBIM, HE OTBJIEKATbCS MOCTOPOHHMMHU pa3roBOpaMHU U JleaMHu
0e3 He0OXOAMMOCTH, HE OTBJIEKATh IPYTMX DKCIEPTOB U YUaCTHUKOB.

3.5. DkcrnepTy BO BpeMsi pabOThI C OPITEXHUKOM:

- oOpamath BHUMaHHE Ha CHMBOJIBI, BBICBEUYMBAIONIMECS Ha TMaHETd OO0OpYIOBaHUS,
HE UTHOPUPOBATH MX;

- HE CHMMAaTh KPBIIIKHA W TIAHEJH, KECTKO 3aKPEIJICHHbIE Ha YCTpOWcTBE. B HEKOTOPHIX
KOMIIOHEHTaX YCTPOWCTB HCIOJb3yeTCs BBICOKOE HAIpPsDKEHHE WM JIAa3epHOE H3IydYeHHeE,
YTO MOXKET IPUBECTH K MOPAKEHUIO JIEKTPUIECKUM TOKOM HJIM BBI3BATh CIIETIOTY;

- HE MPOU3BOJUTH BKIIIOUEHUE/BBIKJIIOYEHUE alllapaToB MOKPHIMH PYKaMHU;

- HE CTaBUTh HA YCTPONCTBO €MKOCTH C BOJIOW, HE KJIACTh METAJUTMYECKHE MTPEIMETHI,

- He DKCIUTyaTHpOBaTh armapar, €CId OH Ieperpesics, CTal JAbIMUTHCS, MOSBUIICS
ITOCTOPOHHUH 3aIlax WIH 3BYK;

- HE KCILTyaTUpOBAaTh amrmapar, €ciid €ro ypOHWIH WK KOPITyc ObUT HOBPEXK/ICH;

- BEIHMATh 3aCTPSBIINE JINCTHI MOXHO TOJIBKO TIOCJIE OTKITIOYCHHUST YCTPOICTBA U3 CETH;

-3alperaeTcs nepeMeIaTh anmnaparsl BKIIOYEHHBIMU B CETh;

- Bce paboOTHI MO 3aMEeHE KapTpUKEH, OyMarn MOKHO TMPOW3BOAUTH TOJIBKO MOCTE
OTKJIIOYEHHUS amIapara oT CeTH;



- 3aIlpelaeTcsl OMUPATHCS HAa CTEKJIO OPUTHHAIOACPKATENs, KIACTh Ha HETO KaKue-Inoo
BEIIN IOMUMO OpPUTHUHAJIA;

- 3amperiaercs paboTaTh Ha anmapare ¢ TPECHYBIIUM CTEKJIOM;

- 00513aTE€IbHO MBITh PYKH TEIUIONW BOJAOW C MBUIOM IOCJIE KaXIAOW YUCTKU KapTPHUIKEH,
y3JI0B U T.J.;

- MPOCHINAHHBIA TOHEP, HOCUTENIb HEMEJIEHHO cOoOpaTh MBLJIECOCOM WM BIAXKHOU
BETOLLBIO.

3.6. BxitoueHne M BBIKJIIOUYEHUE MEPCOHAIBHOIO KOMIIBIOTEPA M OPITEXHHUKHU JOJHKHO
MIPOBOAMTHCS B COOTBETCTBUU C TPEOOBAHUSIMH WHCTPYKIIUU TI0 SKCILTyaTaIuu.

3.7. 3anpemiaercs:

- YCTaHaBJIUBaTh HEU3BECTHBIE CUCTEMbI MAPOJUPOBAHUS U CAMOCTOSITEIILHO MPOBOIUTH
nepeopmMaTupoBaHue TUCKa;

- IMETh TIpH ceOe JIF00BIe CPENICTBA CBS3H,

- 1OJb30BaThCsl JIIOOOM JIOKyMEHTalueld KpoMe MpelyCMOTPEHHOW KOHKYPCHBIM
3a/laHuEM.

3.8. Ilpu HeucmpaBHOCTH 0O0OpPYAOBaHUSA — IMPEKPATUTH PabOTy U COOOMIUTH 00 ITOM
TexHn4YecKoMy IKCIEPTY, a B €r0 OTCYTCTBUE 3aMECTUTENIO TJIAaBHOTO DKCIIEPTA.

3.9. Ilpu HaxX0X/I€HUHU HA KOHKYPCHOM IIJIOIIAKe DKCIEPTY:

- 0ICTh HEOOXOIMMBIC CPEJICTBA UHANBUIYTBHOMN 3aIIUTHI;

- IEpeIBUTaThCs MO KOHKYPCHOM IUIOIIAJKE HE CHella, He Jenas Pe3KuX ABMKCHUH,
CMOTpSI TIOJ] HOTH;

4. Tpeoosanusa oxpanvl mpyoa é agapuiiHbIX CUNLYAUUAX .

4.1. Tlpm oOHapyXeHWH HEHCIPABHOCTH B pPabdOTE AIIEKTPHUYECKUX YCTPOUCTB,
HAXOSAIIUXCS MO HApsbKEHUEM (MTOBBIICHHOM MX HarpeBe, MOsIBICHUS UCKPEHMsI, 3a1laxa rapH,
3aIBIMJICHUS. U T.J.), DKCIEPTY CJIEAYET HEMEUICHHO OTKIIIOUUTh HUCTOYHUK AJICKTPOIUTAHUS
U TPUHATH MEpPhl K YCTPAHEHHMIO HEUCIPABHOCTEH, a Takke COOOIIUTHh O CIIy4YHBILEMCS
TexHnueckomy OKcrepTy. BrinonHeHHe KOHKYPCHOTO 3aJaHusi MPOJOJIKATh TOJIBKO IOCTe
yCTpaHEHUs! BO3HUKIIECH HEUCIIPABHOCTH.

4.2. B ciay4yae BO3HMKHOBEHUS 3PUTEIBHOTO JUCKOM(pOpTa U APYTrUX HEOIArompHsITHBIX
CyOBEKTUBHBIX OIIYIIEHUH, CIeIyeT OTPAaHHYUTh BpeMsi paboThI C IepCOHATbHBIM KOMIIBIOTEPOM
U JPYrol OPITEXHUKOW, MPOBECTH KOPPEKIUIO JTUTEIHLHOCTH TEPEPHIBOB MJisi OTAbIXa
WIM TPOBECTH CMEHY JEITEIbHOCTH Ha JIPYyryl0, HE CBS3aHHYK C MCIOJIb30BaHUEM
MEPCOHAILHOTO KOMIBIOTEPA U IPYTON OPTTEXHUKHU.

4.3. Ilpu nopaxeHUH >SJIEKTPUYECKUM TOKOM HEMEJIEHHO OTKIKOYHUThH SJIEKTPOCETH,
OKa3aTh NEPBYIO IMOMOIIL (CaMONOMOIIb) MOCTpaAaBiIeMy, cooOmMTh [aBHOMY OKcmepry,
pv HEOOXOIMMOCTU 0OPATUTHCS K Bpady.

4.4. Tlpy BO3HUKHOBEHUHM TIOKapa HEOOXOJAMMO HEMEIJIEHHO OIOBECTUTh [J1aBHOTO
skcriepta. [Ipu mocnenyromeM pa3BUTHU COOBITHI ClelIyeT PYKOBOACTBOBATHCSA YKa3aHUSMU
['maBHOrO »SKcmepTa WM JOJKHOCTHOTO JIMIA, 3aMeHstouero ero. I[Ipunoxuts ycumus
JUTS1 UICKITFOUEHHUSI COCTOSTHUS CTpaxa U MaHUuKH.

[Ipu oOHapyx’eHHH oyara BO3TOpaHHs HA KOHKYPCHOM IUIOIIAJKEe HEOOXOAUMO JHOOBIM
BO3MOXXHBIM CIIOCOOOM TOCTaparbCs 3aracuth Iams B '"3apojbinie” ¢ 00s3aTelnbHBIM
COOJTII0ICHHEM Mep JTUYHOU 0€301acCHOCTH.

[Tpu Bo3ropaHuu 01X IbI MOMBITATHCSI COPOCHUTH ee. Ecu 3To cenarh He yaeTcs, ynacTh
Ha TIOJI W, TIEPEKaThIBasCh, COMTH TIaMs; HEOOXOAMMO HAKPBITH TOPAIIYIO OACKIY KYCKOM
TUIOTHOM TKaHH, OOJHUTHCS BOJOM, 3ampeniaercs 0exaTh — Oer TONbKO YCUITUT WHTCHCHUBHOCTH
TOpPEHUS.

B 3aropeBmiemcsi MOMEIIEHHH HE CIEAYeT MOXKHUAATHCSA, MOKa MPUOTUZUTCS TUTAMS.
OcHOBHas OITaCHOCTH TOXkKapa JJIs 4esioBeka — JAbIM. [Ipy HacTyIIeHHN TPU3HAKOB YIYIIIbS JIEUb
Ha TOJI ¥ KaK MOXKHO OBICTpEe MOJI3TH B CTOPOHY IBAKYaIlHOHHOTO BBIXO/IA.

4.6. ITpu oOHapyKEHUH B3PHIBOOTIACHOTO HJIH TTOA03PUTEILHOTO MIPEAMETa HE TTOAXOAUTh
ONM3KO0 K HeMy, NPEAyNpeAuTb O BO3MOXKHOM OMACHOCTH HAXOMASIIUXCS TMOOJIU30CTH
OTBETCTBEHHBIX JIHII.



[Tpu npouciecTBIH B3pbIBa HEOOXOIUMO CIOKOHHO YTOYHUTH OOCTaHOBKY U IEHCTBOBATh
[0 YKa3aHUIO JOJDKHOCTHBIX JIMII, IPU HEOOXOAMMOCTH 3BaKyalllH, 9BaKyHpOBATh yYAaCTHUKOB
U IPYTUX SKCIEPTOB, U KOHKYPCHOM TUIOIIAIKH, B3SITh T€ ¢ COO0M TOKYMEHTHI U IPEMETHI IIEPBOH
HEOOXOMMOCTH, NPH MEPEIBUKEHUN COONIIOIaTh OCTOPOXKHOCTh, HE TPOraTh MOBPEXKICHHbIE
KOHCTPYKIIMHM, OTOJIMBIIMECS SJIEKTPHUECKUE MPOBOJA. B pa3pylIeHHOM MM MOBPEXKICHHOM
IIOMEIIIEHUH HE CIIEAYET M0JIb30BaThCsl OTKPHITHIM OTHEM (CIMUYKAMU, 3KUTAJIKaMU U T.I1.).

5.Tpebosanue oxpanvi mpyoa no OKOH4AHUU GbINOJIHEHUA KOHKYPCHOZ20 3A0QHUAL.

ITocne oxkoHYaHMS KOHKYPCHOT'O JTHS DKCIEpT 00s13aH:

5.1. OTKIIOUUTH 3JEKTPUUECKUE MPUOOPBI, 000pyI0BaHNE, HHCTPYMEHT M YCTPOWCTBA
OT UCTOYHHUKA ITUTAHUS.

5.2. IlpuBectn B mOpAOOK pabouee MecTO DKCHepTa U IMPOBEpPHUTH paboune MecTta
YYaCTHHKOB.

5.3. CooOmuts TexHHMYEeCKOMYy O3KCIEpPTy O BBIABICHHBIX BO BpPEMS BBIITOJHEHHS
KOHKYPCHBIX 3aJaHMH HeNoJaJkaXx W HEHCIPABHOCTAX OOOpYJOBaHUS, U APYrux (akropax,
BIUSIONINX Ha 0€30MacHOCTh TPya.
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