HNudopmanuonnbsie MaTepuaibl 00 AKTYaJIbHbIX HETATUBHBIX SBJIEHHAX
B IH(POBOM NPOCTPAHCTBE U CIOCO0AX NPOTHBOAECHCTBUSA TAKHM TeHICHIUAM

1. He3akonHoe noTpediieHne U 000POT HAPKOTUYECKHX CPEICTB
Brimyck onmaitH-mapadona [Imwxenus [lepBoix «llepBbie. HaBbIKU 111 5KU3HIY
NOCBAIIIEH TOMY, KaK MPOTUBOCTOATh PACIPOCTPAHEHUIO 3alPEIICHHBIX BEIIECTB Yepe3
COLMAIBHBIE CETH, MECCEHKEPHI U OHJIANH-UTPHI:

https://vk.com/wall-214524833 291092

2. MomeHHHYEeCTBO

[{ukn BHEYpOUHBIX 3aHSATHH MO BOMpPOCaM HHQPOPMAIMOHHON O6e30MacHOCTH
U OU(PPOBOM THUIHEHBl MIKOJBHHKOB, PEKOMEHJOBaHHBIN Poccuiickoil akageMuen
00pa3oBaHus, BKIIOYAET METOJAMYECKUE PEKOMEHJIAIMK JIS MMPOBEICHHUS BHEYPOUYHBIX
3aHATHH 110 TeMe « MomeHHn4YecTBO» 11d 2-6 u 7-11 kiraccos.

https://cifrateka.ru/teachers/?sectionld=56

[{udpoBoit cepBUC MO KU3HEHHOW CUTyalluu «3alluTa OT MOIIEHHUKOB B CETH
Ha EauHoM mopTalie TrocyJapCTBEHHBIX W MYHHUIMMAIBHBIX yciyr (QyHKIui)
(moptan I'ocycmayr).

https://www.gosuslugi.ru/scammer_protection

CepBuC TIPEIOCTABIISAET BHIOOP CICAYIOMMX CUTyaruii: « MOIIIEHHUKH THITAIOTCS
noiayuuth jgoctyn kK locyciyram» (3Ta cuUTyaluusi HampapjieHa Ha TOMOIIb
B BOCCTAaHOBJICHMM KOHTPOJISI HAJ YYETHOM 3amuchio) M «S Xody 3alllUTUThCA
OT MOIIICHHUKOB B CETH» (B JaHHOW CUTYallUH PeYb HUICT O MEpax MpPeIOTBPAIICHUS
MIPECTYIHBIX IEUCTBUM).

B pamkax mepBoii cuTyaluu npejcTaBieHa moaApoOHast MHCTPYKIIHS, B KOTOPOH
coziepkuTcs HHGOPMAITUS O TOM, YTO JeNaTh, €CIU TPAKIAHUH YK€ COOOIINI MapoJb
i kox n3 CMC MollleHHUKaMm.

B pamkax BTOpO¥ CUTyalluud pacCMaTPUBAIOTCS MEPHI, HAMPABJICHHBIE HA 3aIUTY
OoT KUOepHpecTynmHUKOB (3ampeT Ha 0¢GOpMIIEHHE JOTOBOPOB CBSI3M, 3aIlpeT
Ha MOJy4YeHUEe KPEAUTOB U 3aiMOB, MpaBuiia 0€30MACHOCTH MPHU TeIePOHHBIX 3BOHKAX,
CIOCOOBI 3alTUTHI OT (PUHAHCOBOTO MOIIIEHHUYECTBA), & TAKXKE MPECTABICH YEK-JIUCT
1o LU(PPOBOU TUTHEHE.

PerynsipHo oOHoOBisiemass 0a3a MOIIEHHUYECKHX CXEM Ha JIaHHBIM MOMEHT
BKJIFOYAET 86 CXEM C UX KPATKUM ONHUCAHUEM
https://www.qosuslugi.ru/scammer protection/schemes?s=9&p=1

3. BepOoBka
Metoanueckue pEKOMEHIalun TUTST neAarornueCcKux pabOTHUKOB
0011e00pazoBaTeIbHBIX OpraHu3anun «OnnaifH-BepOOBKa MOJIPOCTKOB:

npoduIakTHIeckast paboTa B IIKOJIE)
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPeH/bI B COUAJIBHBIX CETAX
Nudopmaniondsie  kapTtoukd, noarotoeieHHble AHO  «HanmonanbHbIC
IIPUOPUTETHI COBMECTHO C AJIbSIHCOM (JOCTYITHBI Ha pecypcax O0bsicHaeM.pd)

lMMpymvepbl pUCKOBAHHbLIX
TeM B coLceTax:

+

Urpbl C yAyLUbEM U 3a4ePXKON AblXaHNS

4+

MPbLIKKN C BbICOTbI, MAAEHNS], SKCTPEMa/lbHble
«MPOBEPKMN»

CaMOMoBpeXAeHMe «paan BUAEO»
NPUEM TabNeToK UK APYrX BELLECTB «Ha Crop»
arpeccmBHbIe PO3bIrpbiLLN

+ 4 4+ <+

onacHble nanpxaku
T ———————————:..
Ecnn Bbl yBUAENN, UTO pe6EHOK MHTepecyeTcA

NOCTaMW Ha 3T TeMbI, 06513aTe/IbHO
noroBopuTe C HUM.




Nouemy peb6eHKyY
MHTEepPecHO:

4+ XenaHue bbITb «Kak BCe»
4+ CTpax CcTaTb U3roem
4+ NOTPebHOCTb B NPU3HAHUW N NaiKkax

4+ HeJoCTaTO4YHas 3pe0CTb 30HbI MO3ra,
OTBeYaroLLen 3a NocneACcTBUS

NHTepec pebéHKa ycMnmMBaloT U aJirOPUTMbI
couceTel: OHV aHAN3UPYHOT, YTO CMOTPUT

NoNb30BaTe b, I CHOBA M CHOBA MNOKa3blBakOT
MOXOXKMe POINKNA,



Ha uto o6paTuTh @
BHUMaHue

PebéHoK

BPSA4 X BaM paccKaxer,
YTO XOYEeT y4acCcTBOBATb
B OMAacHOM YenneHaxe.
CTOUT HACTOPOXKNTbLCH,
ecnun:

4+ pebEHOoK YacTo npsayeT TenedoH

4+ N3MEHWNI0Ch NoBeAeHe, MOosiIBUNACH
TPEBOXHOCTb

4+ Bbl 3aMeyvaeTe CUHSKN WA Nopesbl,
PEBEHOK HEe MOXET 06BACHUTb, OTKYAA OHU

4+ eCTb AaBJIeHVe CO CTOPOHbI Apy3ei

4+ roBOPUT BaM: «Tbl MPOCTO HE MOHMMAaELLb,
3TO TPEHA»



Kak pearnpoBaTthb

poguTenam

CTpax 3a pe6éHKa — 3T0O HOPMaJIbHO.
Ho pa3roBop nyylle Ha4yMHaTb, KOrja asMoLmnm
YTUXHYT.

He cTonT: NoBbILWATL roN10C, KpU4aTb, CTbIAUTD,
yrpoXxaTb, 0OTénpaTb TefiePpoH 6e3 06 bACHEHU.
Takas peakumsa MoxeT NOATONIKHYTb pebéHkKa

K TOMY, YTO OH ByAeT CKpbIBaTb OT BaC CBOE
yyactme B NOA0OHbLIX YesiIeHaKax.




Kak npaBuibHO
pasroBapuvBaThb

He o6BuHaANTE! CKaXkxure:
BmecTo: «Thl BOObLLIE «$1 BOJIHYHOCb
AyMaellb ro0BOV?» 3a Te6a» N «/laBa
NN «5 3anpeLuaro — pasbepémcs

N BCE» BMeCTe».

NHorga pebéHky BaXkHO He 06bsACHeHMe,
a BO3MOXHOCTb ObITb YC/bILLIAHHbIM,
He nepebuBauTe ero.

B pasroBope onvpanTtecb Ha ¢aKThbl.
Hanpumep:

«Bnpgeo B nHTepHeTe «[1pn yayLbe
OCTaEeTCHa HaBceraa» K1eTK MO3ra

nornéaroT
33 HECKOJIbKO MUHYT»




NMpegnoXxure

a/lbTepHaTUBbI

XXenaHwue puycKkoBaTb — YacCTb B3POC/1EHUSA

N noucka cebs. BaxHo He NoAaBUTb ero,

a HamnpaBWTb 3HEPIr10 B BEPHOM Hanpas/eHUN.
BO3MOXHble anbTepHaTUBbI:

4 CNOPT N aKTUBHOCTb, €CN HYXEH
ajpeHanvH

4+ TBOpYecCTBO, 6101 1 X066K, YTOOLI MoNyYaTb
60/ibLLe BHUMAHUSA

4+ noaaepxka 1 noxesana AoMa, ecnv pebeHky
He XBaTaeT NpU3HaHUS



UTo eLé MO)KHO
caenarThb:

' 68
2 L

4+ 06cyanTe, Kak NpaBUIbHO MOb30BaTbLCA
couceTamum

\
g 3

- O

+ HacTpoliTe BO3pacTHbIE OrpaHNYeHMs

+ 0bcyxaanTe C pebEHKOM TO, UTO OH CMOTPUT
B UHTEpHeTe

4+ Hay4yuTe NpoBepsiTb MHPOPMaALMIO

Bawla 3agava — He 3anpewiatb WK nyraTb,
a Hay4YnTb pebéHKa BUAETb OMacCHbIe TPeHAb!

N oUueHNBATb X NOC1eagCcTBUA.

5. TpaBas (Ku6epOy/amHr)
[{ukn BHEYpOUHBIX 3aHATHH MO BOMpPOCaM HH(POPMAIMOHHON O0e30MacHOCTH
U UMdpoBOM TUTHEHBI NIKOJBHUKOB, PEKOMEHIOBaHHBIM Poccuiickoll akanemuei
oOpa3oBaHMsl, BKIIOYAET METOAMYECKHE PEKOMEHAAIMU JIJIsl IPOBEICHUSI BHEYPOUHBIX
3a”saThil o TeMe «TpaBis» aig 2-6 u 7-11 knaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[IpoekT B dopmare JIEHAUHTOBOW CTpaHULBI B ceTH MHTEpHET, pealin30BaHHbBIM
Munuudpsr Poccuu B paMkax BCepoCCHICKOM TPOrpaMMbl KUOEPTUTUEHBI U TTOBBIILICHUS
rpaMoTHOCTH rpaxiaaH Poccuiickon @Penepaumu. Ha cailite mnpoekra pasmelieHa
uHopmalus I KKIOTO W3 YYaCTHUKOB KUOepOyJUIMHra: »EepTBbI, arpeccopa
1 HaOmoAaTens

https://xnbep-Oymunr.pd/

Nndopmanmonnsie  kaptouku, mnoarororieHnsie AHO  «HaumnonanbHbie
MIPUOPUTETHI COBMECTHO C AJIBSTHCOM (IOCTYITHBI Ha pecypcax OObsicHsaeM.pd)

@

Ecnn Bbl yBUAEnu B Yate KOHPJINKT, HE CTOUT
pearnpoBaTb 3MOLMOHANbLHO. DTO MOXeT
yCyrybuTb CUTyauuio.

He Hy>XHO: NyJywie:

* MUcaTb rHEBHbIE * cAaenaTb
coobuieHus CKPVHLLOTHI
B 06U YaT nepenmncku
BbIACHATb * 3adpuKcmpoBaTb
OTHOLLEeHUs KOHTEeKCT 1 AaTty
ny6an4Ho * CMOKOMHO

* 06BUHATL obaymaTh
UYXKUX geTen AanbHenLwmne

Larum



https://кибер-буллинг.рф/
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NMoapepixka,

a He gonpoc

CrnoKowvHO norosopuTe ¢ pe6eéHKoOM.
OH 0/1XeH NOHATb, YTO Bbl Ha €ro CTOPOHE.

Pa3roBop MO>XHO HauyaTb Tak: «f yBuaen(a)

COObLLIeHMS B YaTe N XOUY NOHATb, KakK Thbl Cebs
YyBCTBYeLlUb. Pacckaxu, YTo TaM NPOUCXOAMUT.
Tbl B 6€30MacHOCTN?»

Ba)xHo:

* ClywaTtb
6e3 ocyxaeHus

* He obecueHVBaTb
npob6nemy

* He 06BUHATbL
pebéHka
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Ecnu Ball pe6€HOK —
XepTBa

Al

e A~

* NycTb pe6EHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl NOAAEPXNTE €ro

* O6BbACHUTE, UTO TPaBNA —
3TO OTBETCTBEHHOCTb 06UAYMNKOB

« CoxpaHuTe goKa3aTesibCTBa 6y/IINHra
N coobLnTe 06 3TOM MCUXONOrY, KNacCHOMY
PYKOBOAWTENHO, @ NPV HEOHBXOAUMOCTU —
PYKOBOACTBY LLUKOJIbl
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Ecnu BaLl pe6eHoK —

o6naunk

He nbiTarTtecb cpa3y HakasblBaTb
NN oNpaBAblBaTb pebéHka — pasbepuTtech
B CUTyauuun. 3agante Takme BONpochbl:

+ «Kak, no-tBoemy, 4yBCTBYET Q N

cebs Apyrovi pebEéHoOK?»
.
Ba>kHo:
* BbI3BaTb Yy pebEHKa conepexmnBaHme
* 06BACHUTbL NOCNEACTBUS

* NMOMOYb NCNpaBnTb CNTYaUUNHO

v

A

«4YTO Tbl YyBCTBOBA,
KOoraa nncan ato?»

T ——
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Ecnu pe6eHoK —

Ha6bnwaarenn

O6cyauTe c pe6EHKOM:

* YTO MONYanuBble CBUAETENN YCUTUBAIOT
TpaBJIko 1, NO CyTW, CTAHOBATCHA
eeé coyyacTHUKamu

* Kak noagep>KaTb XXepTBY 6yN/INHra

* K KOMY 13 B3POC/IbIX MOXXHO 06paTUTbLCA
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Hy>XHO i nucaTthb

B o6LLMN yaT?

O6cyauTe cUTyaL Mo C KJ1IaCCHbIM
pyKkoBoAauTesieM 11 BMecTe peLunTe, Kak flyylule
AencTeoBaThb. Bawa 3agava — crnpaBuUTbCA

C Nnpob6aemow, a He A0Ka3aTb, YTO Bbl MPasbl.

NMyénuyHblie KOHPNUKTDI
poauTenem Moryr:

*  YyCyrybuTtb nosoxeHuve
feten

* CNPOBOLMPOBATL
arpeccuto B knacce

* pasAenuTb B3POC/bIX
Ha Bpa)ayroLime
nareps
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Hy>XHO nn nagTm
B NOJINLLUIO

06paTVITbCﬂ B aAMUWHUCTPAUNKO LLUKOJIbI
Wi NpaBoOXpPaHUTEJIbHbIE OPraHbl HY>KHO,
eCc/in Bbl BNAUTE B UaTe.

* Yyrpo3bl

* CUCTEMATNYECKYH TPaBKO

* pacnpocTpaHeHne NNYHbIX GOoTO
* BbIMOraTe/ibCTBO
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6. CepBuchl U MaTepuaJbl 10 HH(POBOI 06€30MACHOCTH
KaraJjor 00yJaromux KYpPCOB o dpoBoi
IPAaMOTHOCTH — OT TIPaBWJI PE3EPBHOIO KOMHPOBAHUS JIAHHBIX JI0 METOJ/IOB
pacrno3HaBaHus TUIdenkon
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo ungpoBoii rPAMOTHOCTH, ONPEICIISIIOMINN YPOBEHb OCBEIOMIIEHHOCTH
B 9TOM cdepe
https://www.gosuslugi.ru/scammer_protection/quiz

Pasnen na noprane ['ocycnyr «Kubepoe3onacHocTs — 3T0 MpocTo!», rae coOpana
nojie3Hass MHQOpMalnMs O pa3HooOpas3HbIX Kubepyrpozax. B oraenbHbIX Onokax
pa3MelleHbl PEKOMEHJIAlluK, CIELHMaIbHO pa3paboTaHHbIE B TOM 4YHCIE Ui JIETEH.
[Tomumo 3TOr0 0CO60€ BHUMAHUE YAEJIECHO 3alIUTE OT (PUILNHIA, CO3/IaHUIO HAJEKHbBIX
napoJjei u npouiaakTUke Teae(OHHOTr0 MOIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprane Iocycnyr «be3omacHocTts Jaereii B HHTepHere»,
IJI€ MPEACTABICHBI PEKOMEH AU U MHCTPYKIIMH 110 HACTPOUKE CPEACTB POJAUTEIBCKOTO
KOHTpOJs,, uHpoOpMalusg O OECIUIaTHBIX CEepBUCAaX U Marepuaiax Mo IudpoBoit
0€30IMMacCHOCTH W ONIHUSIX JIETCKOIO PEXHUMa B PA3JIUYHBIX MOIMYJISIPHBIX CEpBUCAX
Y MPUJIOKECHUSIX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoektr «(IIUP®POBOM JIMKBE3», peamnmsyemsiii Munmmdpsl Poccun
comectHo ¢ AHO «lludpoBas »sxoHOMHMKa». B pamkax mpoekTa TOCTYITHBI
BUJICOPOJIUKU OT BEIYIIMX TEXHOJOTHMYECKHUX KOMIAHUM, MOCBSIIEHHBIE aKTyaJIbHbIM
yrpo3aM HH(QOPMAIMOHHOW O€30MacHOCTH (COIMaibHAasl WH)KEHEPHUsi, JIPOIIEPCTBO,
MOIIICHHUYECTBO ¢ Aunderkamu, Kpaka aKKayHTOB, JOKCHHT W Jp.) M crocodam

NPOTUBOJICUCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI130807036

Ipoexr «YPOK HUDPPbI», peanuzyembiii Munuudpsl Poccunm coBmecTHO
¢ AHO «lludpoBas 5>KOHOMHKA», NPEAOCTABISIOMIMN BO3MOXHOCTh TMOJTYYUTh

CIeNHaTN3UPOBAHHbIE 3HAHUS M TO3HAKOMUTHCS ¢ akTyaabHbIMU U T-nipodeccrsmu
https://ypoximdpsl.pd/?ysclid=mmui90d6uv290511431

Be6-mopran Anbsaca «lIUPPATexka. budanoreka nmpakTUYeCKUX 3HAHUIN,
Ha KOTOPOM TIpEJICTaBlieHa Moje3Has MHopMamus OT BEAyIIUX JKCIEPTOB B cdepe
Oe3omacHocTH B IHTepHETE 1 TICHXOJIOTMHU HE TOJIBKO JJIS ASTEH M ITOPOCTKOB, HO U JIJIs
poauTenel U yI9uTeNeu, craTbi, 00pa3oBaTeIbHbIC KBU3BI, @ TAKKE YEK-JIUCTHI, KOTOPHIC
IIOMOTYT ITPOTUBOCTOSITh OMMACHOCTSAM B IHTEpHETE

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Mertonuueckoe mocobue «Puckm B nudpoBoil cpeae: AHATHOCTHKA,
npopuIaAKTHKA, KOPPEKIMS», A[PECOBAHHOE Te€/IaroraM, ICUX0JI0raM, BOCIIUTATENSIM

nu pOI[I/ITCJIHM
https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoa5kktti.pdf

['0OTOBBII UMK/ BHEYPOYHBIX 3aHATHH MO BONpocamM HHGPOPMALMOHHOU
0ezomacHocTH W HU(POBOW THrHMeHbl MKOJAbHHKOB (2-6 m 7-11 KimaccoB),
pexkoMeHoBaHHBIN Poccuiickoii akagemueit obpaszoBanms (I{udparexa. Bipocnwie /
VUHATEISIM / MeToAndeckue MaTepruaibl). OCHOBHBIME (hOpMaTaMu TIPOBEICHUS 3aHATUN
SABJISIIOTCSL Oecellbl C DJIEMEHTAMHU WUIPOBOW JICSTEIBHOCTH, a TaKKe MPAKTUKYMBI,
OpUEHTHPOBAHHBIC Ha CO3JaHHE COOCTBEHHBIX MPOEKTOB B cepe MHPOpPMAMOHHON
0€30MacHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmanuoHHO-MeTOAMYECKHE MAaTepuajbl JA poauTenei (3aKOHHBIX
npeacraBuTeneil) «bezonacHocts nereit B MinTepuere»
https://disk.yandex.ru/i/KDIIgrf1IL9XiA

Buneoypok ot npencenarens Anbsiaca bemsakoBoit E.A. «Kak opueHTHPOBATHCHA
B OHJIAH-NIPOCTPAHCTBE», OATOTOBIEHHBIN (poHIOM «CTpaHa sl IETei» B paMKax
akuun «be3onacHocTh AercTBa» YmnosHomMoueHHoro npu Ilpesumente Poccuiickon
®denepanuu 1o npaBaMm pedenka M.A. JIbBoBoli-benoBoii.

https://vkvideo.ru/video-207180658_456239300?t=1m42s

Iliuardopma nu@ppoBoi rpaMOTHOCTH AJIA HE3PAYMX JeTed - COBMECTHAs
nannuatuBa [TAO «Beimnenkom», Everland m AnpsiHca, HampaBieHHass Ha TIOMOIIb
MOAPOCTKAM C HApYIICHUSIMH 3PEHUS B OCBOCHUH 1T (PPOBBIX HABHIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

