[MpopunakTuka TUCTAHIUOHHOTO MOILIECHHUYeCTBA!

JIMCTaHIIMOHHOE MOIIICHHUYECTBO, MPEUMYIIICCTBEHHO, COBEPIIACTCS CIICTYIOIIUMU
crioco0amu:

— HOTCpHGBIHI/Ie IIoJa pasyIMdHbIMAU  IIPpCAJIOTaMHU  IICPCUUCIAIOT JCHCKHBIC
cpeacTtBsa MOMICHHHUKAaM.

— IlorepmeBmme coOOOIIAIOT MOIIEHHUKAM PEKBU3UTHI U MApOJIU  JIOCTYIIA
K OMepalusiM 10 c4eTy mnocpeacTBoM mnoctynuBinero uM CMC-cooOienus,
YTO MPUBOJIUT K XUIICHUIO ICHEKHBIX CPE/ICTB.

— 3HAUUTENbHYIO PACHPOCTPAHEHHOCTh MMEIOT MNPECTYIICHUS, COBEPILICHHBIC
C UCIIOJIb30BAHUEM BBICOKUX TEXHOJIOTUH, TO €CTh B ceTh MHTEpHET, B TOM YHCIIe
OOBSIBIICHUS O MIPOJIAIKE U PACCHUIKH BUPYCHBIX CCHUIOK B COLUANIbHBIX CETSX.

AHanu3 MPEeCTYIUICHUH, COBEPIICHHBIX JHCTAHIMOHHBIM CIIOCOOOM, TOKa3bIBACT,
YTO OJJHUM W3 MPH3HAKOB IMOArOTABINBAEMOr0 MM COBEPIIIAEMOI0 MPECTYIUICHHUS
TeJIe(OHHOrO MOIICHHUYECTBA SIBJISICTCS, KOTJa MOIICHHUKH BBICTYHAIOT B POJIH
«COTPYIHUKOB CITYObI O0e30macHOCTH OaHKOB» M B X0J1€ TeJe(OHHOrO pa3roBopa
HoJIy4yaroT HH(OpPMAIMIO 10 0AHKOBCKOH KapTe (HOMep OaHKOBCKOH KapThl,
a Taxke CV-kon).

JlanbHEeHIIMM OCHOBHBIM (DaKTOpPOM SIBIISIETCSI TIOMYYCHHE 3JI0yMBIIUICHHUKAMU
pazoBoro napoJs (B Busge CMC-coob11ieHust), KOTOPbIN NOCTYMAaeT HA aDOHEHTCKUM
HOMEp, TMPHUBS3aHHBIN K OaHKOBCKOW Kaprte. Jlepkarenb OaHKOBCKOW KapThl
COOOIIaeT pa3oBbIN IMAPOJIb MOIICHHUKAM, TEM CaMbIM MPEIOCTABISIET JOCTYII
K JICHS)KHBIM CPEICTBaM

VYBaxaemble TpaxaaHe, B LEIAX MPECEYEHUS] U MPOTHUBOJACHCTBUS MPECTYITHBIX
HaMepeHud u aencteuil momeHHukoB, YBJ[ mo [AO I'Y MBJI Poccun mor.
MockBe wuHbopMupyer Bac o TomM, UTO B HacTosiiee BpeMs  aKTUBHO
pacrpocTpaHeH BHUJ T€1e()OHHOIO MOIIEHHUYECTBA, 3J0YMBIIUICHHUKN 3BOHST
U TIPEJICTABIISIOTCS. COTPYAHUKAMH CIIy)O 0€30MmacHOCTH OaHKOB, IOCJIE Yero
Ne3uHGOPMUPYIOT 0 TOM, YTO C KapThl OCYILECTBIISIOTCS MOMBITKU
HECAHKI[MOHUPOBAHHOI'O CIIMCAHUS JICHEKHBIX CPEACTB.

OCHOBHBIE MOMEHTHI:
1. He nukTOBaTh MapoIM U3 CMC-COOOIEHUIN

2. Ilpm mocTymieHnn TOJO00HOTO poja 3BOHKA, HE3aMEIJIUTEIbHO 3aBEPIIUTH
pasroBop, ¥ MEPE3BOHUTH 110 OUIMATEHOMY TenehoHy OaHKa.

3. Bcayuae yrepu TenedoHa — HE3aMEMIMTEIBHO  COOOIMTE B OaHK
0 MPUOCTAHOBJICHUH (OJIOKUPOBKE) UMEIOIINXCS HA CUETax COEPEeKCHUH.



HawnOomnpmiee KOIUYECTBO MOIICHHUYECTB JIAHHOTO BHJIa 3apETHCTPUPOBAHO
B KPYIIHBIX TOpoJax, 4To coctaBisier Oonee 70% OT Bcero KOJIMYECTBA
3apEruCTPUPOBAHHBIX MOIIICHHHYECTB.

B maccuBe 3aperucTpupoBaHHBIX «IUCTAHIIMOHHBIX» MOIICHHUYECTB Haubosee
pacrpoCTpaHEHHBIMH I10 CITOCO0Y COBEPIITCHHMSI SBIISTFOTCS

— Ilonyuenue cBeneHuii O OAHKOBCKOW KapTe NpH KyIUIe-TIPOJaxe TOBApOB
Ha caliTax OSCIUIATHBIX OOBSIBICHUM;

— Ilokymnka niam npoaaxa ToBapa Ha MIHTepHET-TUIONIaAKaX, KOI/1a HCIONIb3YIOTCA
CallTbI-IBOMHUKH, B JIOMEHE KOTOPBIX  HMeEeTCsl  HeOOJbIlIoe  pa3iauydue
C OPUTHHAJIOM, 3a4aCTYIO JIUIb B OJJHOM CUMBOJIE;

—  Ilpocsba B mpeAoCTaBICHHMH  JEHEXHBIX  CPEICTB  POJACTBEHHUKY
WIM 3HAKOMOMY, 4Yallle BCEro 4Yepe3 COLUAIBHBIE CETH, JOCTYI K KOTOPBIM
B3JIaMBIBAETCA 3JI0YMBIIUIEHHUKAMU;

— B cdepe rpy3onepeBo30k, KOrja 3I0yMBIIUIEHHUKH IyTEM B3JIOMa aKKayHTOB
JI0OPOCOBECTHBIX MEPEBO3UYHMKOB, 3aBJIAJIEBAIOT I'PY30M, IPUUYMHSIS MaTepUaIbHbIe
ylepObl, HCUUCIIIEMbIE MUJUTMOHAMHU pyOJIeH;

YBaxaemble rpaxkaaHe!

Yo6exnaiitech B JOCTOBEPHOCTH WH(MOpMAIUH, TTOJIYYCHHOU B X0J1¢ TelIe(OHHOTO
pasroBopa M MHTEPHET TMEPEIUCKH C HCU3BECTHBIMU. MOIICHHUKA MOTYT
MIPEICTABIIATHCS COTPYAHUKAMH ITPABOOXPAHUTEIBHBIX OPTaHOB, MPEICTABUTEIISIMA
OIIEpaTOPOB COTOBOW CBS3W M OAHKOBCKHX YYPEKICHUH, 3HAKOMBIMU U JaXKe
Bammivu poncrBenHukamMu. O05S3aT€IbHO CBSKUTECh C TEMH, OT YbEro WMEHU
JEHCTBYIOT HE3HAKOMIIBI, U YOSAUTECh B MPaBIUBOCTH UHGOPMAITUH.

Hu IIPpHU KaKuXx 00CTOSATCILCTBAX HE COO6III8,I>'IT€ PCKBHU3UTBI CBOUX OaHKOBCKHUX
CUCTOB M KapT, TCM Oonee napoJjin OT HHUX.

QOUIIMHT —MOIIIEHHUYECTBO  I10 MOJYYCHUI0  KOH(MUICHIIMATBHBIX  JTAHHBIX.
DTO caMbli pacnpoCTpaHEHHBIN croco0 WHTEPHET-MOILICHHUYECTBA
Ha CETOAHSIIHUN JIeHb U HE CBS3aH C 0AHKOBCKMMH KapTamMH HAMpsIMYIO.
Brl monyuaere mmcebmo  (Oynro  Obl OT OaHKA  WJIM OT APYTrOoM  peayibHOM
OpraHu3alliy), MNEPEeXOJHUTE, HUYEro HE MOJI03peBas, IO CCbUIKE, KOTOpas €cTh
B nucbMe. J[71sl BX0/la B aKKayHT BBOJMTE CBOM JIOTHMH U MApOJib, YTO U MOITYYaIOT
3JI0yMbIIUIEHHUKU. [loToMy 4YTO calT ObUI cAeaH MOIIEHHUKaMu i cOopa
KoH(pUIeHIMaIbHO uHpopManmu. g co3aHus COOOIICHUM HCTIONb3YEeTCs
JOTOTHI, CTUJIb OPTaHU3AIINH, OT KOTOPOH AKOOBI OTIPABIECHO MUCHMO, OHO MOXKET
ObITb UMeHHbIM. Wnu npuxonutr SMS-coobiieHne, 4YTO ¢ KapToil MPOOJIEMBI,
C HEHl COBEpIIEHbl MOIICHHUYECKHUE JEHCTBUS, a YTOOBl YCTPaHUTh Yrpo3y,



HEO0OXOJMMO TMO3BOHUTH 1O YKazaHHOMY TenedoHy. XKepTBa 3BOHUT, U €€ MPOCST
Ha3Bath PIN-kox mnu maposs.

Pexomenpanuu rpaxaanam:

1. Tonmbko MOIIEHHUKHA MOTYT 3armpamuBaTh Bair Homep moOmibHOro tenedona
U IPYryl0  JONOJHUTEIbHYI0  WH(GOpMALHWIO, TOMHMO  HJIEHTHU(HUKATOpA,
MOCTOSIHHOTO M OJIHOPA30BOr'0 MapOJIEH.

2. TonbKO MOIIEHHUKM MOTYT 3alpallidBaTh MAPOJIM JUIsl OTMEHBI Olepanui
i mabiaoHoB B «Coepbank On-naitny. Ecnu Bam npemmaraercst BBectu mapoib
JUI OTMEHBl WM NOATBEpKIAEHUs —omnepauuid, kortopsle Bbl HE coBepuanu,
TO MIPEKPATUTE CEAHC UCIIOJIb30BAHUS YCIYTH U CPOYHO OOPATUTECH B OAHK.

3. Hukomy He coobmats nuH-, CVC— wnmu CVV— koapl 0aHKOBCKOHM KapThl
¥ O/IHOpPA30BBIE TAPOIIH;

4. B TOproBeIx TOYKax, pecTopaHax u kKade Bce ACHCTBUS C OAHKOBCKON KapTOu
JOJKHBI TPOUCXOJUTHh B IMPUCYTCTBUU JEPHKATENId KapThl. B mpoTHBHOM cCiydae
MOILIEHHUKH MOTYT TMOJYYUTh PEKBU3UTHI KapThl, JUOO CHelaTh KOIHUIO
IIPY TIOMOILM  CIICHIMAIBHBIX  YCTPOMCTB W UCIIOJIB30BaTh MX B JaJbHEUIIEM
JUIS U3TOTOBJIEHUSI TIOJJICIIKY;

5. Becmnysae mnorepu OaHKOBCKOM KapThl HEMEJIEHHO II03BOHUTH B OaHK
TUTs1 OJTOKUPOBKU — ATO TIOMOYKET COXPAHUTH JICHEIKHBIE CPEJICTBA;

6. Iomxmrounts ycinyry CMC-undopmupoBanue — 3TO 00ECIEYUT KOHTPOJIb
3a MPOBEAECHUEM JTHOOBIX ornepauun I10 Kapre. IIpu nonyuyeHun
CMC 0 HECaHKIIMOHUPOBAHHOM CITMCAaHUM CPEJICTB CO CYeTa, 3abJOKHpPOBATh

Kapry;

7. YCTaHOBUTH JIMMUT BBIJAYU JECHEXKHBIX CPEICTB B CYTKH U 3a OJHY OIEPALUIO
(3TO MOKHO cJenaTh B OTjAeNieHHH OaHka wiM ynain€HHo B MHTepHeT-0aHke).
MOoILIEHHUKHN HE CMOT'YT BOCIIOJIb30BAaThCS Cpa3y BCEM CYMMOM, KOTOpast HAXOAUTCS
Ha Kapre;

8. Ilpu BBOZE MHMH-KO/Ia MPUKPHIBATh KJIABHATYPYy. BBOIUTH MHUH-KOI OBICTPHIMU
OTpaOOTAaHHBIMU JIBIJKCHUSIMU — 3TO IMOMOXET B Clydae, YCTAHOBKH CKPBITHIX
BHJICOKAMEDP MOIIEHHUKOB;

9. BoiOupaTh Ju1sl 10JIb30BaHUS TEPMUHAIIBI M OAHKOMAThI, KOTOPBIE PACIIONOKEHBI
HENOCPEJCTBEHHO B OT/IEJIECHUAX OAHKA WM JIPYTUX OXPAHSIEMBIX YUPEKIACHUIX;

10. Hcnonb3oBaTh OaHKOBCKYHO KapTy B TOPTOBBIX TOYKaX, HE BBI3BIBAIOIIMX
IIOJ03PEHU;



11. ITepen Tem kKak BCTaBUTh KAapTy B KapTONPUEMHUK, BHUMATEIBHO OCMOTPETH
OaHKOMAT Ha MPEAMET HATMIUS MTOJO3PUTEIBHBIX YCTPOUCTB, TPOBEPUTD, HATCIKHO
JIX OHU 3aKPEIUICHBI.

12. B cnyyae HEKOpPpeKTHOW paboThl OaHKOMaTa — €cld OH JOJIroe Bpems
HaXO/JWTCA B PEKUME OXUIAHUS WM CAMOINPOU3BOJIBHO Iepe3arpykaercs,
PEKOMEH/1yeTCs 0TKa3aThCs OT €ro MCIOIb30BaHUS.

13. He cooOuiate pexkBU3UTHI KapThl HUKOMY. IIpencraBurenu OaHka uX 3HaIOT!
Hu onna opranmzanusi, Bkiatodas 6aHk, He Bapase TpedoBath [IMH-koxa! [dns Toro,
YTOOBl MPOBEPUTh TMOCTYNUBINYIO HHGMOpPMALUIO O OJIOKUPOBAHUU  KapThI,
HEO0OXO0JIMMO TTO3BOHUTH B KIIMEHTCKYIO CIIYKOY MOIIEPKKN OaHKa.

BHUMAHME: OcHOBHOH NpHU3HAK «3€pKaJTBHOT0» CAalT OaHKa — IOCie BBOJA
JOTMHA WM MMapoJid  Ha CTPAHMIIE  TOSBJISAETCS  HAMMHUCh O TEXHUYECKOM
oOCTy>KMBaHHUM caiiTa wiu ao0as uHdopmalms, B KOTOpoi OyJeT ykazaHo O TOM,
9TO 00paTUThCSA Ha caliT MokHO mo3aHee. [Ipw 3Tom Ha TenedoH He mocTymaer
CMC-coobmenre oT 6aHKa O BXOJE B JIMYHBIM KaOMHET, ecnu Takas Qopma
OTOBEILEHUS NTPEAYCMOTPEHA.

Coger rpaKaaHaM: IIPY HACTYIJICHUHU BBIIIICONMCAHHBIX COOBITHIA
HE3aMEIIUTEIbHO  0o0paTuThCs B OaHK 1O TeneQoHy  TOpsSdYedl  JMHUU
¥ 3a0JIOKUpOBaTh  cueT. Pa30J0KUpoOBaTh €ro CO CMEHOW Tapolii  MOXHO
Py TUYHOM OOpAaIlleHnH B OTJENCHUE OaHKa ¢ MacmnopToM u kaproil. O0 3ToMm
coobmaer "Pambiep".

https://news.rambler.ru/other/42675167/?utm_content=news_media&utm_medium
=read_more&utm_source=copylink



