NudopmanuoHHas NaMATKA AJI51 00yYAKOIIHXCS

C KaXIAbIM TOAOM MOJIOACKHN B HMHTCPHCTC CTAHOBHUTLCA 6OJH>IH€, a

MKOJbHUKKM OJHH M3 CaMBbIX AKTHBHBIX MOJIb30BaTeNCH PYHCTa. MGH(,ZIY TCM,

IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO>KHOCT€I>1, HHTCPHECT HCCCT U HpO6JIeMI)I.

OTa mamsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOOUTHCA B CCTH.

Komnviomepnuie supycoi

KoMmnproTepHBId BHPYC - 3TO Pa3sHOBHUIHOCTH KOMIIBIOTEPHBIX IIPOIPAMM,

OTIIMYUTEIBHON 0COOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.

B AOIIOJIHCHUC K 3TOMY, BUPYCBHI MOT'YT IIOBPCAUTDb MJIK IIOJHOCTBIO YHHUYTOKHUTDH

BCC @aﬁnm N JAHHBIC, IIOAKOHTPOJIBHBIC IIOJIB30BATCIIIO, OT UMCHHU KOTOPOI'O OnLIa

3allyIICHa 3apa>1<éHHa;1 I[IporpaMma, a TakKKC ITOBPCAUTb HJIIM OAKC YHHUYTOXKUTDH

OIIEPALIMOHHYI0 CUCTEMY CO BCeMHM (haiizamu B LeJOM. B OOJIBIIMHCTBE CiIy4acB

pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHLBIX ITPOrpaMm:

1.

Hcnonb3yil COBpeMEHHBIE ONEPalMOHHBIE CHUCTEMbI, WUMEIOLIUE CEpPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

[locTtossHHO  ycTaHaBnuBail mauytu  (MUQPOBBIE  3aIUIaTKH, KOTOPbHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IEJIbIO IOPAOTKU MPOTpaMMbl) U IpYyrue
OOHOBJICHUSI CBOEH OmepalMoOHHON cucteMbl. CKauuWBal HMX TOJIBKO C
odpurmanpHoro caiita pazpadorunka OC. Ecnu cymecTByeT pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

PabGoTaii Ha cBOoeM KOMIIBIOTEpE TIOJI TpaBamMH I[IOJH30OBATENsl, a HE
aIMUHHUCTpATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
WHCTAJNIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

Wcronb3yit  aHTUBUPYCHBIE  MPOTPAaMMHBICE  MPOAYKTHI  W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

Orpanuyb (pU3UUECKU JOCTYI K KOMIIbIOTEPY AJI MIOCTOPOHHUX JIULL;

Hcnonb3yil BHEIIHUE HOCUTENN UHPOpPMALIMU, TaKue Kak (uiellika, TUCK UIn
¢aiin U3 MHTEpHETA, TOJBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

He oTkpeiBaii koMmblOTepHBIE (halbl, TOMYYEHHBIE €3 HEHAIEKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpPBIE MpHUCTAT TBOW 3HAKOMBIA. Jlyure
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE HX.

Cemu WI-FI

Wi-Fi - 3T0 He BHJ mepenayn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OPEHI,

Mapka. Eme B 1991 roay HujaepiaHjckass KOMIIAHUSI 3apervucTpupoBaja OpeH.I
«WECA», uto o0o3nauano cinoBocoueranue «Wireless Fidelity», xoTopsiii

NEPEBOAUTCA KaK ((6€CHpOBO,Z[Ha}I TOYHOCTB».



Jlo Hamiero BpeMeHu jaonuia apyras abOpeBuarypa, KOTopas SBISETCS TaKOU
ke TexHosorued. Oto abOpesuatypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJapT BBICIIMKA 3ByKoBOM TexHuku Hi-Fi, uto B mepeBoxe
03HAYaeT «BBICOKAS TOYHOCTHY.

Jla, OecruiaTHBI WHTEPHET-IOCTYI B Kade, OTEeNsIX U adpornopTax sBISETCS
OTJIMYHON BO3MOXKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIepThl CUHMTAIOT,
gto obmenoctynHsie WiFi cetu He siBIIsiIoTCS 0€30aCcHBIMH.

Cogertsl 10 Oe30omacHOCTH padoTe B odmenoctynHbix cetsx Wi-fi:

1. He nepenaBaii cBoro JuuHy0 HHpOpMaImio depe3 obmeaoctymnabie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnionb3yit 1 OOHOBIISIM aHTUBHPYCHBIE MIporpamMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPycCa Ha TBOE YCTPOUCTBO;

3. [lpu wucnomp3zoBanmu WIi-Fi otkimroun ¢ysknuio «OO0mui  gocTyn K
daitnam u mpuHTepam». [laHHas (YHKIHS 3aKpbITa MO YMOJIYaHHUIO, OJHAKO
HEKOTOPHIC MOJIb30BATENIN aKTUBUPYIOT €€ JJIsl y100CTBa UCIIONIB30BaHus B paboTe
i yueoe;

4. He wucnonws3yil nyOmmussidi WI-FI g mepegaud JMYHBIX JTAHHBIX,
HaIpUMeEp ISl BBIXOAA B COLIMATIBHBIE CETH WM B 3JIEKTPOHHYIO MOYTY;

5. Ucmmonw3y#t Tosbko 3amuiieHHoe coeauaenue uepes HTTPS, a e HTTP,
T.¢. IpH Habope BeO-aapeca BBOAU KMEHHO «https://»;

6. B moOunsHOM Tenedone otkiaroun (yHkiuio «llogkmouenune k Wi-Fi
apTomMaTnueckn». He pomyckail aBTOMAaTH4YE€CKOrO MNOAKIIOYEHUS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

Couuaﬂbubte cemu

CoruanbHble CeTH aKTUBHO BXOJST B HAIly >KW3HB, MHOTHE JIFOAN PadOTAIOT
U )KMBYT TaM MOCTOSHHO, a B Facebook yike 3apeructprpoBal MUILTHAP]] YETTIOBEK,
YTO SIBJIIACTCSI OJHOM ceAbMOM BCeX KUTEJIeH IUIaHeThl. MHOTHe IOJIb30BATCIIN HE
MOHUMAIOT, YTO WH(pOpMAIHs, pa3MEICHHas UMHU B COIMAIBHBIX CETAX, MOXKET
ObITh HalJieHa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJI€ HE 0053aTEIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COILIMAIBHBIX CETAX:

1. OrpaHuub CIHUCOK Jpy3eil. Y TeOs B APY3bsAX HE JOJIKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIFOJCH;

2. 3amuMinai cBOI YaCTHYIO KHU3Hb. He ykaswiBail mapomu, TenedoHsl, aapeca,
JIaTy TBOETO POXKIEHUS U APYTYIO JIMUHYIO UH(MOPMAIINIO. 3110YMBIIIJIECHHUKH
MOTYT HMCIOJIb30BaTh Ja)ke MH(GOPMAIMIO O TOM, KaK Thl U TBOM POJUTEIU
IJIAaHUPYETE POBECTU KAaHUKYJIbL;



3. 3ammiuai CBOIO pemyTaluIio - JEp>KU €€ B YUCTOTE U 3ajaBail cebe BOIpoC:
XOTeN OBl Thl, YTOOBI JPYTHUE IMOJIb30BATEIN BHUJEIH, YTO Thl 3arpy’kaciib?
[Tomymaii, mpesk/ie 9eM 4To-TO OIMyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecaum Thl roBopulllb C JIOJbMHU, KOTOPBIX HE 3HACIIb, HE HCIOIB3YHl CBOE
peajsbHOEe UMS U JIPYTYI0 JUYHYIO UHGOpMAIMK: UM, MECTO >KUTENIbCTBA,
MECTO y4eObl U IIpoyee;

5. W36erait pasmemienus ¢ortorpaduit B MHTEpHETE, T/ie Thl M300pa)ke€H Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTHh TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpanuu B COUUAIBHON CETH HEOOXOIUMO HCIOJB30BATh CIOKHbBIE
napoJiu, cocrosimue u3 OykB ¥ LU(p U C KOJMYECTBOM 3HAKOB HE MEHEE §;

7. Jlis counanbHOM CETH, MOYTHl U IPYTUX CAaUTOB HEOOXOAMMO HCIIOIb30BATh
pasHble napoiu. Toraa ecnu Teds B3IOMAIOT, TO 3JI0YMBIIUIEHHUKN TOJIy4YaT
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

Inexmponnwie /lenveu

BHGKTPOHHBIC JCHBI'M — 3TO OYCHDb YIIO6HLIﬁ crroco0 HH&TGH(Gﬁ, OJHAaKO
CyCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTDb 3TH ACHbLI'H.

QHGKTpOHHLIC JCHBI'H ITOABHUIIMCH COBCCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HEC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM QYHKITMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe UX
pa3zeNaioT Ha HECKONIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
WUJIeHTU(PUKAIINY TT0JIh30BaTENs, a B HCAHOHUMHBIX MJICHTHU(MUKAIIUH TI0JIb30BaTEIs
SIBJISIETCS 0053aTEIIHLHOM.

Taxke cremayer pasnuuaTh OJCKTPOHHBIC (QHATHBIC JEHBIH  (paBHBI
rOCYAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE ACHBI'M (HE paBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C IIEKTPOHHBIMU JE€HbIAMU:

1. IlpuBsxu K cueTy MOOMIIbHBIN TenedoH. ITO caMblil yIOOHBIM U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsi3aHHBbIA TenepOH MOMOXKET, €CIH
3a0y/enb CBOM IJIATSKHBIM Tapoib WM 3aiielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonb3yit onHOopasoBble maponu. [locine mnepexoma Ha yYCHIEHHYHO
aBTOpM3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KpPaXH WM TepexBaTa
IJIATEKHOTO MAPOJIs;

3. BeiGepu cnoxubiii maponb. [IpectynmHukam Oyner He MPOCTO yrajaaTh
CIIOXHBIM maposb. HanexHble mapoiau — 3TO MapoJid, KOTOPbIE COAEpk aT He
MEHee 8 3HAKOB M BKIIIOUAIOT B Ce0sl CTPOYHBIE M MPOMHUCHBIE OYKBBI, TUGPHI U



HECKOJIBKO CIMBOJIOB, TaKHe KaK 3HAK Jojuiapa, GyHTa, BOCKIMIATEIbHBIN 3HAK U
T.11. Hampumep, $tRONQ!»»

4. He BBOJH CBOM JIMYHBIC JaHHBIC Ha CaﬁTaX, KOTOPBIM HC JOBCPACIID.

Qﬂekmponuaﬂ nouma

DJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MPEAOCTABIIEMBIE €10 YCIYTH 110
MIEPECHUIKE U MOTYUYEHUIO JIEKTPOHHBIX COOOIECHUH, KOTOPHIE PACTIPEACIISIIOTCS B
KOMITBIOTEpHON ceTH. OOBIYHO SJICKTPOHHBIA TIOYTOBBIM SIMIAK  BBITJISINAT
CJIEIYIONTUM 00pa3oM: UMsI_TTOJIh30BaTEIA(WHUMS_JIOMEHa. Takke KpoMe Tepeaadn
MPOCTOr0 TEKCTAa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (hauibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM PabOTE C IEKTPOHHOM MOUTOM:

1. Hajmo BbIOpaTh MpaBUJIBHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBINM
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4llle JOBEPATh TE€M, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He ykaspiBail B JM4yHOM mouTe JIWuyHyro uHbopmaruio. Hampumep, myurie
BBIOPATh «MY3bIKaJIbHBIN QaHaT@» win «pok2013» BMecTo «teMal3»;

3. Hcnosb3yil IBYX3TAllHYIO aBTOPU3ALMIO. DTO KOTJa MOMHUMO MHapoJisi HYKHO
BBOJIUTH KOJI, MPUCHUTaeMbIi 10 SMS;

4. BpiOepu cioHbIN naposib. {115 Kak10ro Mo4TOBOIO SIIHUKA JOJIKEH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1ApOJIb;

5. Ecin ecTh BO3MOKHOCTH HamuMcaTh CaMOMY CBOW JIMYHBIM BOINPOC, MCHOJIb3YH
3Ty BO3MOYXHOCTb;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [I€pBBIN /111 4YaCTHOM MEPENUCKHU C
aagpecaTaMy, KOTOPBIM Thl JOBEpSClIb. JTO SJIEKTPOHHBIA aApec HE HaJo
WCITOJI30BATh TIPU PErUCTpaliui Ha GopyMax u cailTax;

7. He oTkpsiBail Qaitnbl U Ipyrue BIOKEHUS B MUCHbMaXx, JaXKe €CIU OHU MPHIILTH
OT TBOMX Jpy3el. JIyune yTouHu y HUX, OTIIPaBIIsUIM JIU OHU TeOe 3TU (ailibl;

8. [locne okoH4yaHust pabOTHl HA OYTOBOM CEpPBHCE MEpPE] 3aKPHITUEM BKIIAIKHU C
caiiToM He 3a0yJb HaXXaTh Ha « BeIATIY.

Kubepoynnunz unu eupmyanvroe u3oeeamenbcmeo

KubepOymimar npecie0BaHue COOOIIIEHUSIMH, COJICpKAIUMU
OCKOpOIIeHMS, arpeccuro, 3aIlyTUBAHUE; XYJIUTaHCTBO; COIHMATbHOE
OOMKOTUPOBAHUE C TIOMOIILIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcCHOBHBIE COBETHI 110 O0pHOE C KHOEPOYIITUHIOM:

1. He Opocatics B 0oii. Jlyummii cnoco0: mOCOBETOBATHCA Kak ce0sl BECTU U, €CIH
HET TOT0, K KOMy MOXHO OOpaTHTBCS, TO BHAYaje YCIOKOUThCA. Ecimu Th
HAYHENIb OTBEYATh OCKOPOJICHHUSIMU Ha OCKOPOJICHHSI, TO TOJBKO €Ile OOJIbIIe
Pa30AOKEITb KOH(IIHKT;



2. YnpaBisi cBoei kubeppernyTaiuei;

3. AHOHUMHOCTb B CETH MHHUMAS. CYIH€CTBYI-OT CITOCOOBI BbIICHHUTDL, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4, He croutr BecTHM XyJdWraHCKud oOpa3 BUpPTyalbHOW Ku3HU. WMHTepHer
(buKcupyeT Bce TBOM JCHCTBUSA M COXpaHSET UX. YJAIUTh UX OyleT KpaiiHe
3aTPYAHUTEIIBHO;

5. CoOmrofait CBOI BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyil enuHuuHbId HeraTuB. OJHOPa30BbIE OCKOPOUTEIIbHBIE COOOIIECHUS
Jydiiie uirHOpupoBaTh. OOBIYHO arpeccus MpeKpaaeTcs Ha HadaabHOW CTaIuu;

7. ban arpeccopa. B mnporpammax oOMeHa MTrHOBEHHBIMH COOOIIICHHUSIMHU, B
COIIMATIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKHM OTIIPABKU COOOIIECHUM C
OIPEEICHHBIX a/IPECOB;

8. Ecniu Th1 cBuuerens kuOepOyiuHra. TBOWM JEHCTBUA: BBICTYNIUTH HPOTHUB
IIpeciIeIoBaTeNs, OKa3aTb €My, YTO €ro ACHCTBUS OLIEHWBAIOTCS HETAaTUBHO,
HOJIIEpKaTh KEPTBY, KOTOPOU HyXHa INCUXOJIOTMYECKas MOMOIb, COOOLIUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MOBEICHUS B CETH.

Moounvuuiit meneghon

CoBpeMmeHHbIE cMapTHOHBI U IIAHIIETHI COJICPXKAT B ce0e BITOITHE B3POCIBIM
GyHKIIMOHAT, U TENepb OHU MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOAUT HE Tak
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U .MOOWJIbHBIX MPUIOKECHUH.

CoBpeMeHHbIE  MOOWIbHBIE Opay3epbl YK€ MPAKTUYECKH  JIOTHAIU
HACTOJIbHBIE AHAJOTH, OJIHAKO paclIMpeHue (yHKIMOHANa BIEYeT 3a coOou
OOJBIIYIO CIIO)KHOCTh Y MEHBIITYIO 3aIUIIIEHHOCTD.

Jlaneko He BCe MPOM3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKpbIBAIOLINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€301TaCHOCTH MOOUIILHOTO TeliedoHa:

1. Hudero He sBisieTCs MO-HACTOSIIEMY OecIUIaTHBIM. Byab OCTOpPOXKEH, Belb
Korjga Tebe mpejyiaraloT OCCIJIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIATHBIC YCIIYTH;

2. Mymaii, mpexne uem otnpaButb SMS, dboTo wim Bugeo. Tol TOYHO 3HACHIH, TIC
OHM OyIyT B KOHEYHOM UTOTE?

3. HeoO6xoauMo 0OHOBIISTE OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
4. Vicrionib3yii aHTUBUPYCHBIC TIPOTPAMMBI JJIsI MOOMITBHBIX TeJIe(DOHOB;

5. He 3arpyxail NpWIOXKEHHUS OT HEU3BECTHOTO HCTOYHHMKA, BE€Ib OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUEHHE;



6. [Toce TOro kak Thl BBIMJCIIL C CaiiTa, TI€ BBOAWJ JUYHYIO HH(POPMAIUIO,
3aliId B HACTPOMKH Opay3epa u yaaau CookKies;

7. HepI/IOI[I/I"IeCKH HpOBGprI KaKHC IUIATHBIC YCIYI'M AKTHBHPOBAHBI Hd TBOCM
HOMCPC,

8. [laBaii cBOIf HOMEp MOOMIIBHOTO Tesie(OHA TOIBKO JIOSM, KOTOPBIX Thl 3HACIIH
U KOMY JIOBEpSICIIb;

9. Bluetooth momkeH ObITH BBIKIIOYEH, KOIIa Thl UM HE HOJIb3yelbes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online uzpwr

CoBpeMeHHBIC  OHJIAMH-UTPBI — 3TO  KPAcCOYHbBIC, 3aXBaThIBAIOIINC
pas3BiIeUCHHS, OOBEAMHSIONINE COTHH THICSY YEIOBEK IO BCeMy MuUpy. Wrpoku
UCCIICAYIOT JaHHBIA UM MHp, OOIIAIOTCSA APYr C APYrOM, BBIMOJHSIOT 33JaHMS,

CpakaroTCca C MOHCTpAaMHM M IIOJJYYarOT OIIBbIT. 3a YAOBOJIbCTBUC OHH IIJIATAT:
IMOKYIIaOT AUCK, OIIAYMBAIOT aOOHEMEHT WU HpI/I06peTaI-OT KaKHC-TO OIIIIHH.

Bce 31U cpenctBa uayT Ha MOAACPKAHUE U PA3BUTHE UTPHI, @ TAKXKE HA cCaMy
0€30MacCHOCTh: COBEPILICHCTBYIOTCS CUCTEMbI aBTOPU3AIMU, BBIITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJIsl IPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOUT OIAacaTbCsl HE CTOJIBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)Xd TBOETO TMapoJjisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AINH
OOJBIITMHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAayHTaA:

1. Ecniu npyroit urpox BemeT ceOsi IUIOXO WM CO37aeT Tebe HEeNpUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxkanyiicda aIMHUHUCTpPAaTOpaM WIPbl Ha IUIOXOE MOBEAEHUE ASTOTO HWIPOKAa,
YKEJIATEJIbHO NPUJIOKUTHh KAKHE-TO JI0KA3aTENIbCTBA B BUJIE CKPUHOB;

He yxa3biBail muuHyo nHpopMaluio B mpodaiisie urpsr;
YBaxkail Ipyrux y4aCTHHUKOB I10 UIPE;
He ycranaBnuBaii HeopuianbHble MATYU U MO/IBI;

Hcnonb3yl CIIO)KHBIE U pa3HbIE TAPOJIH;

N o g B~ ow

Jlaxxe BO BpeMsl UTpbl HE CTOUT OTKJIFOYATh aHTUBUPYC. [Ioka ThI urpaemnis, TBOM
KOMITBIOTEpP MOTYT 3apa3uTh.

Dumune unu Kpaxca 1UYHbIX OAGHHBIX
OOBIYHON Kpa)ked JIEHEr U JOKYMEHTOB CETrOAHS YK€ HUKOrO HE YAMBHUUIb,

HO C PpPa3BUTUCM HHTCpHCT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKKW ICPEMCCTUIIUCEL B
HHTCPHCT, U IIPOJOJIKAIOT 3aHUMATbCs «TIOOMMBIM» JACIIOM.



Tak mosBHIach HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA WU (DHUIIKHT,
IJaBHAs I€JIb KOTOPOTO COCTOMT B MOJYYEHUM KOH(DHICHIUAIBHBIX JaHHBIX
10JIb30BaTeN e — JIOTHHOB U mapoJicii. Ha anrimiickoM si3bike phishing uuraercs
kak ¢umuHr (ot fshing — peiOHas a0BIIsA, PasSWOrd — mapoib).

OcHoBHbIe coBeThl 0 00pbOe ¢ PUIITMHI'OM:

1. Cnenm 3a CBOMM aKKayHTOM. ECIIM ThI 1Moj03peBaeiib, 4TO TBOS aHKETa
Oblma  B3IOMaHa, TO HeoOXoAWMMO  3a0JIOKUpOBaTH €€ W COOOIIHTH
aJIMUHICTPATOpaM pecypca 00 ITOM KaKk MOXKHO CKOpeE;

2. Ucnonp3yi Oe3onacHbple BEO-CAThl, B TOM YHUCIIE€, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonwe3yit cnoxkHble W pasHble mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JIOCTYI TOJIBKO K OJHOMY TBOEMY
npoduIIIo B CETH, a HE KO BCEM;

4, Ectm TeOs B3IOMaiM, TO HEOOXOAUMO TPEAYINPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J100aBICHBI y T€OS B JIPY3bsIX, O TOM, UTO T€Os B3JIOMAJU H,
BO3MOXHO, OT TBOETO UMEHH OYyJIET pacChlIaThCs CIIaM M CCHUIKU Ha (DUIIIMHTOBBIC
CaMThI;

5. YcranoBu HagexHbli napoiib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpsbiBail (ailibl U Jpyrue BIOXKEHUS B MHUCbMax, JaXe €CIU OHU
NPUILIM OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOE ITH
(baibl.

Hudgposas penymayusn

[MudpoBas pemyranusi - 3TO HEraTUBHASA WJIM MO3UTHBHAs WHOOpMAIUsS B
cetu o Tebe. Kommpomerupyromass uHbopmaius pa3MmellleHHas B WHTEpHETE
MOXET CEPhE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peasnibHOW ku3HU. «[{ndposas

pernyTarusy» - 3T0 TBOM UMUK, KOTOPBIA (hopmupyercs u3 uHbopmaiuu o Tede B
UHTEPHETE.

TBoe MeCcTO JKHUTENIbCTBA, Y4yeObl, TBO€ (DUHAHCOBOE IOJIOXKECHUE,
OCOOCHHOCTH XapaKTepa U pacCcKasbl 0 OJIM3KMX — BCE 3TO HAKAIIMBAETCS B CETH.

MHorue mMOAPOCTKU JIETKOMBICICHHO OTHOCATCS K IyONHMKAllud JTUYHON
uHdopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXHBIX MOCHAEACTBUN. ThI naxke HE
CMOJKEIIb JIOTaaThCs 0 TOM, 4To (hoTorpadus, pa3MemieHHas S5 JeT Ha3aja, craja
NPUYUHON OTKAa3a MPUHATH T€OS HA paldoTy.

KommenTtapuu, pasmenienne TBoux (ororpaduit U apyrue IeHCTBHUS MOTYT
HE MCYE3HYTh Ja)Xe MOCJe TOro, Kak Thl MX yAaluiib. Thl HE 3HaEllb, KTO
COXpaHWw1 3Ty HHPOpPMAILMIO, Monajga JU OHAa B IIOMCKOBBIE CHUCTEMbl H



COXpaHWJach U OHA, a TJIABHOE: YTO MOAYMAalOT O TebOe OKpy’Karollee JI0/u,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTu MH(OpMaIMIO MHOTO JIET CITYCTS CMOYKET
0001 — Kak W3 JOOpBIX MOOYKJIEHUN, TaK U C HAMEPEHUEM MPUYUHUTH BPE/l.
OT0 MOXET OBITh KTO YTOHO.

OCHOBHBIE COBETHI I10 3aIIUTe IUGPOBOI permyTaluu:

1. Iomymaii, mpexae 4eM 4To-TO MyOJUKOBATh U MepeaaBaTh y ceds B O6iore
WJIM B COLIMAJILHOM CETH;

2. B mactpoiikax mpodunasi yCTaHOBH OTpaHHUYEHHUS HA MPOCMOTP TBOETO
npouUIs ¥ €ro COAEP>KUMOTO0, CIeTIail €ro TOIBKO «JIUJIsS IPY3eiD»;

3. He pasmemiaii u He ykaspiBall MH(pOpMAIMIO, KOTOpas MOXET KOTro-Iu0o
OCKOPOJIATH MJIH OOMKATh.

Aemopckoe npago

CoBpeMEHHbIE IIKOJIBHUKKA — aKTUBHBIE TOJB30BaTeNH  LU(PPOBOTO
npoctpancTBa. OAHAKO JAleKOo HE BCE 3HAIOT, YTO I0JIb30BAaHME MHOTMMHU
BO3MOXHOCTSIMM  LM(ppoBoro  Mupa TpeOyeT  coONOIeHHs TpaB  Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «WHTEUICKTyadbHass COOCTBEHHOCTHY» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HA4yMHAs C HOBBIX H300pETEHUN U 3HAKOB,
0003HaYaIOMMX COOCTBEHHOCTh HA TIPOJYKTHI U YCIYTH M 3aKaHUMBas KHUTaMH,
dboTorpadpusiMu, KUHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE MpaBa — 3TO MpaBa Ha MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHUE IIPABa BBICTYIIAIOT B
KAueCTBE T'apaHTUU TOrO, YTO HMHTEJUIEKTYaJIbHBIN/TBOPUECKHUI TPy aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBEeMJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yiapTaTax CBOETO TpPyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukto 06e3
paspelieHuss  aBTopa HE  MOXKET  BOCIHPOM3BOJUTL  €ro  IPOU3BEIECHHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaThb B MPOKAaT, MyOJIMYHO HCIOJNHSATH, MMOKA3bIBATH/UCHOIHATh B 3hUpe WU
pasMerars B MIHTEepHeTe.

Vcnonp30BaHue  «IIMPATCKOr0»  IPOrPaMMHOIO  OOECIIEYEHUS]  MOXKET
IIPUBECTM K MHOTMM pHUCKaM: OT IIOTEPU MAAHHBIX K TBOMM aKKayHTam J0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, I/I€ YCTAHOBJIECHHBIM HeJeTalbHas Mporpamma.
He crour Taxke 3a0bIBaTh, YTO CYIIECTBYET JieTajbHble W OecIUIaTHbIE
IIPOTPaMMBbI, KOTOPBIE MOKHO HAUTH B CETH.

O nopmane



CeteBUUYOK.p(h) — TBOU TJIABHBIM COBETYHK B CETH. 37I€Ch Thl MOXKEIIh y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM S3BIKOM, a NP BO3HUKHOBEHUU
KPUTUYECKON CHUTyallud OOPATUTHCS 3a COBETOM. A TaKkXe MPUHATH y4acTUE B
KOHKypcax U CTaTh caMbIM U (POBBIM IpaKIaHUHOM!






