N\

KOHKYPCHOE 3AJIAHUE
KOMIIETEHIUU

«CeTeBOe U CUCTEMHOE AIMUHUCTPHUPOBAHUCY

PernonanbHbIN 3Tan Y4€MIIMOHATA
" "
no npodeccuonanbHoMy MacTepcTBy "lIpodeccrnonansl

PecniyOonuku Mapuii 911 B 2026 rony

2025-2026r.



KonkypcHoe 3amanue pa3pabOTaHO  AKCIEPTHBIM  COOOIIECTBOM U YTBEPKACHO
MeHeKxepoM KOMITETEHIIMH, B KOTOPOM YCTAaHOBJICHBI HUKECIIEIYIOIINE MPaBHIa U HE0OX0AUMbIEe
TpeOOBaHUs BIajeHUsT MNPOPECCHOHATHPHBIMA HABBIKAMH JIJIsl y9acTUsT B COPEBHOBAHHUAX

1o npodeccuoHaIbHOMY MacTEpCTRY.

Komcypcnoe 3ajJlaHie BKJII0YaeT B cedst cjeayrmue pasjaelibl:

1.OCHOBHBIE TPEBOBAHUMA KOMITETEHLIM........c..oooiiiiiiieieieeeeeee e 4
1.1. O0mue cBeneHHS O TPECOOBAHMIX KOMIICTCHITH . .....cccuvveeereeesereeenereeesseeessseesssseessssessssseesnsseennnes 4
1.2. [Tepedenb mpohecCHOHANBHBIX 339 CIICIIHATHCTA .....eeuvveeureenrreenreeseeenseenseeenseesseesseesseesseensnns 4
110 KomreTeHIIMU «CeTeBOe U CUCTEMHOE aIMUHUCTPHPOBAHUE ....cvveeeenreenreanrenreeneesieenseensesseenseenne 4
1.3. TPEOOBAHUS K CXEME OLICHKH ... . eceruvreeereeerureeenureeesseeasseessssesasseessssesssseessseesssseesssessssesensesenses 9
1.4. CienrPUKALHS OTICHKH KOMITETEHIIH . ... . vveeeveeeereeessseeesseessssessssseesssseesssssesssseessssessssssesssessnsses 9
1.5. Conep:KaHUE KOHKYPCHOTO BAAHMSL . ....ceeuvveeeereeeireesireenireesneeenseeesneeenaseesssseesnsseesssseessnseesnnes 10
1.5.1. Pa3paboTKa/BBIOOP KOHKYPCHOTO BAMIAHUS .....evveenereenreeeeeenseensaesnseenseessseenseesseensessssessseesssenns 11
1.5.2. CTpyKTypa MOAYICH KOHKYPCHOTO BATAHMS. ... eeeeuvrreenrreennrreennreeensseesssseeanssessnsseesssseesssesessseens 11
2. CIIEHUUAJIBHBIE TTPABUJIA KOMIIETEHIMMU ......ceviiiiiiiiieeeeeee e 24
2.1. JINYHBIA HHCTPYMEHT KOHKYPCAHTA . ...eeeueveeruereerureeenureeenseeeniseesnsseesssseesnsseesssseesnsseessseeessseessnseens 24
2.2. Marepuaiibl, 000PYIOBAHUE U MHCTPYMEHTDL,........ccuveereerureereensreeseenseesseesseesseessesssseenseesssenns 24
T00101S1 113203 0 (G 5 F 10 1 A ()11t 4 X< RS 24
R 10070 (07 (XS] £ 12§ SR SSRSPPRSNY 24



S o B

NCHOJIB3YEMbBIE COKPALIEHUA
OI'OC — denepanbHbIi TOCYIapCTBEHHBIN 00pa30BaTENIbHBIN CTAaHAAPT
I1C — IlpodeccnonanbHbIi cCTaHIAPT
K3 — KonkypcHoe 3a1anue
NJT — UudpacTpyKTypHBIH JIUCT
HNKC — NUadopmainoHHO KOMMYHHKAIIMOHHAS CUCTEMA
KC — KoMnbrorepHast ceTh

OC — OnepaimonHasi cucrema



1.0CHOBHBIE TPEBOBAHUS KOMIIETEHIIUU
1.1. O61mue cBegeHUs 0 TPEOOBAHUAX KOMIIETEHIIUU

TpeboBanus KOMIIETCHIIUH (TK) «CereBoe u CHCTEMHOE
aMUHUCTPUPOBAHUE)» OTPEACIIAIOT 3HAaHUS, YMEHUS, HABBIKU U TPYIOBbIE (PYHKIIUH,
KOTOpBIE JIeXKaT B OCHOBE HauOoJiee aKTyallbHbIX TpeOoBaHuil paboTojareneit
oTpaciu.

Llenpi0 copeBHOBaHUM MO KOMIIETEHUMHU SIBJISETCA JAEMOHCTpPALUS Jy4YlIUX
NPAaKTHK ¥ BBICOKOTO YPOBHS BBITIOJHEHUS pabOThI M0 COOTBETCTBYIOIIEH paboueit
CHenuaIbHOCTH UK TIpodeccum.

TpeOoBaHUsA KOMMIETEHIUMU SIBIAIOTCS PYKOBOJICTBOM JUISi IOATOTOBKHU
KOHKYPEHTOCTIOCOOHBIX, BHICOKOKBATH(UITUPOBAHHBIX CICIIHAINCTOB / pabounx u
y4acTHs X B KOHKYypcax npohecCuoHaIbHOTO MacTepCTBa.

B copeBHOBaHMAX MO KOMIIETEHIIMU NPOBEPKA 3HAHWW, YMEHUW, HABBIKOB U
TPYAOBBIX (YHKUMH OCYIIECTBISETCS IOCPEJACTBOM OLIEHKH  BBIIOJHEHUS
IPAKTUYECKON paOOTHI.

TpeOoBaHUs KOMIIETEHUMH pa3/eieHbl HAa YETKUE pa3leibl C HOMEpPAMH U
3aroJIOBKaMu, KaKJIOMY pas3felly Ha3Ha4eH MPOUEHT OTHOCHUTEIbHOW Ba)KHOCTH,

cymMMa KoTopheix coctasisieT 100.

1.2. Ilepeyenn npodeccHOHATBHBIX 32124 CHIEIHATHUCTA

0 KOMIICTCHII NN «CeTeBoe U CHCTEMHOE AIMUHUCTPUPOBAHUC)

HepequL BUI0B Hqu)eCCPIOHaHLHOﬁ JACATCIBbHOCTH, yMeHI/Iﬁ, 3HAHUI PIHpO(l)eCCI/IOHaJ'ILHLIX TPYAOBBIX

¢ynkumii cietmanucra (13 @IOC/IIC/ETKC) 6a3upyercs Ha TpeOOBAaHHUSAX COBPEMEHHOTO PBIHKA TPYAa K JaHHOMY

CHCI_[I/IaJ'II/ICTy.
Tabmumna 1
Ilepeyenn npodeccuoHANBHBIX 32124 CHIEIUATINCTA
Ne P Ba:xkHOCTDL
a3aeJa
n/m B %
Boino/siHeHHe padoT MO BHIABJIEHHI0O U YCTPAHEHHI0O MHIMIEHTOB B
HH(OPMANMOHHO-KOMMYHUKANMOHHBIX CHCTEMAX
1 CroenuanucT JOJHKEH 3HAaTh U IIOHUMATh: 20
— JluneH3uoHHble TpeOOBaHWS IO HACTPOMKE M OJKCIUTyaTaluu
YCTaHABJIMBAEMOTO ITPOTPAMMHOTO 00eCIIeUeHUS




n/n

Pa3zgen

Ba:xxHoCThH
B %

OCHOBBI ~ apXUTEKTYpbl, yCTPOHCTBA W  (YHKIMOHUPOBAHUS
BBIYHMCIIUTEIBHBIX CHCTEM

[TpyHIMOBI OpraHU3allMKU, COCTAaB M CXEMbI pabOThI ONEpPalMOHHBIX
CHCTEM

CrannapThel ”HGOPMALIMOHHOTO B3aUMOAECUCTBUS CUCTEM

PernmameHnTsl  mpoBeAeHUS ~— NPOQHUIAKTHUECKUX  paboT  Ha
aJIMUHUCTPUPYEMOI HHPOPMALIMOHHO-KOMMYHHUKAITMOHHOW CHCTEME
WHCTpYKIIMY TIO yCTaHOBKE 3 IMUHUCTPUPYEMBIX CETEBBIX YCTPOICTB
WHCTpYyKIIMM 1O JKCIUTyaTallid  aIMHUHHCTPUPYEMBIX  CETEBBIX
YCTPOMCTB

WHCTpYKIIMM 10 YCTaHOBKE aJMHHHCTPHPYEMOTO IPOTPAMMHOTO
o0ecrniedeHus

WHCTpYKIMK 1O SKCIUTyaTalluy aJIMUHHCTPUPYEMOTO MPOTPAMMHOTO
obecrieyeHus

TpeboBanus 0XpaHbl TpyJa Ipu padoTe ¢ anmnapaTHBIMU, TPOTPAMMHO-
anmapaTHPIMA ¥ TPOTPAaMMHBIMH CPEJICTBAMH AJAMHUHUCTPUPYEMOM
MH(POPMAMOHHO-KOMMYHUKAITMOHHOW CUCTEMBI.

CrenmanucT JOJIDKCH YMCTh!

NnentndunmpoBath WHIUIEHTHI, BO3HHUKAIOIIME IIPH YCTaHOBKE
MIPOrpaMMHOTO OOECIICUCHHS, U TPUHUMAThH pelieHue 00 M3MEHCHUH
MPOLEAYPHI YCTAHOBKHU

OneHuBaTh CTENEHb KPUTUYHOCTH WHIIMACHTOB TMpH  paboTte
MPHUKIJIATHOTO MPOTPAMMHOT0 00eCTICUCHUS

YcTpaHsaTh BO3HUKAKOIINE UHIHICHTBI

Jlokann30BaTh OTKa3 1 MHULIMMPOBATh KOPPEKTUPYIOLINE JCUCTBUA
[Tonp30BaThCsI HOPMATUBHO-TEXHUYECKOW TOKYMEHTAIMEH B 00JIacTH
MH()OKOMMYHHMKAITMOHHBIX TEXHOJIOTUMA

[Tpon3BOAUT, MOHUTOPHUHT AIMUHHUCTPUPYEMOW HH(POPMAIIMOHHO-
KOMMYHHUKAIIMOHHOW CUCTEMBbI

KongurypupoBaTh onepanroHHbIe CUCTEMBI CETEBBIX YCTPOHUCTB
[Tonb30BaTbcsi  KOHTPOJBHO-U3MEPHUTEIBHBIMU  TpuOOpaMu U
anmnaparypou

JIOKyMEHTUPOBAaTh YYETHYIO HWH(POpPMAIUI0 00 HCIOJIb30BAHUN
CETEBBIX PECYPCOB COTJIACHO YTBEPKJIECHHOMY rpaduKy

OobOecnieyeHue padoOTbl TEXHUYECKHX W MPOrpPaMMHBIX CPeICTB
HH(OPMANMOHHO-KOMMYHUKAIMOHHBIX CHCTEM

CHCI_[I/IaJ'II/ICT JOJIXKCH 3HAaTh U ITIOHHUMATb

OOue npUHUUIEI (PYHKIMOHUPOBAHUS aNlapaTHbIX, TPOTPAMMHBIX
Y IIPOrPaMMHO-AMNIAPATHBIX CPEACTB aMUHUCTPUPYEMOH CETH
ApXHUTEKTypa  ammapaTHblX, MPOTrpaMMHBIX U  MIPOTPaMMHO-
anmnapaTHbIX CPEICTB aIMUHUCTPUPYEMOU CETH

WMHCTpyKIMY 1O yCTaHOBKE aAMHUHHUCTPUPYEMBIX CETEBBIX YCTPOMCTB;
WHCTpyKIMM 1O OKCIUTyaTallUd — aJIMHUHUCTPUPYEMBIX  CETEBBIX
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n/n

Pa3zgen

Ba:xxHoCThH
B %

YCTPOMCTB

— HWHcTpykuuM 1o yCTaHOBKE aJMUHHCTPUPYEMOrO IMPOrPaMMHOIO
o0ecrniedyeHus

— HHcTpykumu Mo 3KCIUTyaTallud aJIMUHUCTPUPYEMOTO MPOTrPaMMHOTO
obecrieyeHus

— IIpoTokonbl KaHAIBHOTO, CETEBOTO, TPAHCHOPTHOIO U MPUKIATHOIO
YPOBHEW MOJIENIA B3aUMOJICCTBHS OTKPBITBIX CUCTEM

— basoBas sTaioHHas MOJIEINIb B3aUMOICHCTBUS OTKPBITBHIX CUCTEM;

—  MexyHapoHbIe CTaHIAPThI JTOKATBHBIX BHIYUCIUTEIBHBIX CETEH;

— Mogenn MH(POPMAITMOHHO-TEIEKOMMYHHUKAITMOHHOM ceTu
«HTepuer

— Pernmamentsr  mpoBeneHuss — mpoduIaKTHYECKMX ~— paboT  Ha
aJIMUHUCTpHPyEeMOr HHHOPMAITMOHHO-KOMMYHHUKAIIMOHHON CUCTEME

— YcTpolcTBO U IPUHIKI PabOThI KAOETHHBIX U CETEBBIX aHAIM3aTOPOB

— CpenctBa 1ay00KOro aHainu3a UHPOPMALMOHHO-KOMMYHHUKAITMOHHON
CUCTEMBI

— Mertpuku MPOU3BOAUTEIBHOCTH aIMHUHUCTPUPYEMOI
MH()OPMAITMOHHO-KOMMYHHUKAIIUOHHON CUCTEMBI

— Permamentsl  mpoBeneHUs ~— MPOPMIAKTHYECKUX  paboT  Ha
aJIMUHUCTpHUPYyEeMON HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHON CUCTEME

— TpebGoBanusi oxpaHbl Tpyna mpu paboTe C CETEeBOMl ammaparypoi
aJIMUHUCTPHUPYEMON HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHOM CUCTEMBI

Crenuanuct J0JKEH YMETh:

— Hcnonb30BaTh COBpEeMEHHBIE METOIbI KOHTPOJIS TPOU3BOUTEIHLHOCTH
MH()OPMAITMOHHO-KOMMYHHUKAIIUOHHON CUCTEMBI

— Ananu3upoBaTh cO0OImEeHUsT 00 OmMOKax B CETEBBIX YCTPONCTBAX H
OTIepaI[MOHHBIX CUCTEMAaxX

— Jlokanu3oBaTh OTKa3 U MHUIIMUPOBATH KOPPEKTUPYIOIIHE NEHCTBUS;

— IlpumensTs mporpaMMHO-ammapaTHble CPeACTBA Ui JTUATHOCTHUKU
OTKa30B M OIIMOOK CETEBBIX YCTPOUCTB

— IlpumeHsTs 1ITaTHBIE MNpPOTpaMMHO-aNNapaTHble CpEeACTBa  AJiA
KOHTPOJISI ~ TPOU3BOJUTEILHOCTH  CETEBOM  HMH(PPACTPYKTYpHI
WH(OPMAITMOHHO-KOMMYHUKAIIHOHHOW CUCTEMBI

— IlpumeHsT, BHENMIHWE MPOTPAMMHO-aNMNapaTHble CPEACTBA IS
KOHTPOJISI ~ IPOU3BOJUTENLHOCTH  CETeBOM  HMH(PACTPYKTYpbI
MH(GOPMaLMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMBI

Peasm3anms cxeMbl pe3epBHOI0 KONMPOBAaHHUS, APXMBHPOBAHUS H
BOCCTAHOBJICHHS] KOH(UIypauuii TeXHHMYeCKHUX M HNPOrpaMMHBIX
cpeAcTB  MHGOPMALMOHHO-KOMMYHMKAIMOHHBIX  CHCTeM IO
YTBEpPKAeHHBbIM IJIAHAM

Crenuanuct 10JDKEH 3HaTh M IOHUMATh:
— OOmue npuHUUIBE GYHKIIMOHUPOBAHUS alapaTHBIX, TPOrPaMMHBIX
u MPOrpaMMHO-aIaPaTHBIX CpEeICTB aJIMMHUCTPHUPYEMOM
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n/n

Pa3zgen

Ba:xxHoCThH
B %

MH(}OPMaLMOHHO-KOMMYHUKAIIUOHHOW CUCTEMBI

ApXUTeKTypa  anmapaTHbIX, [POrPaMMHBIX M  IPOTrPAMMHO-
anmapaTHblX  CpPEeJICTB  aJMMHUCTPUPYEMOH  HMH(OpPMaIMOHHO-
KOMMYHHUKAI[MOHHON CHCTEMBI

WMHCTpyKIMK 10 YCTaHOBKE aJIMUHUCTPUPYEMBIX CETEBBIX YCTPOMICTB
MH(POPMALMOHHO-KOMMYHUKAITUOHHON CHCTEMBI

WHCcTpyKlMM 1O 3KCIUTyaTallud — aJIMUHUCTPUPYEMBIX  CETEBBIX
YCTPOUCTB HH()OPMAITIOHHO-KOMMYHHKAIIMOHHON CHCTEMBI
WHCTpyKIMM 1O yCTaHOBKE aJAMMHUCTPUPYEMOIO IPOrpPaMMHOIO
o0ecrniedyeHus

MHCTpyKIMK 1O 3KCIUTyaTald aJMHUHUCTPUPYEMOTO MPOrpaMMHOIO
o0ecrnieueHus

ITpoTOKONIBI KaHAJIBHOTO, CETEBOr0, TPAHCHOPTHOTO M INPHUKIATHOTO
YPOBHEN MOJENIN B3aUMOJEHCTBUS OTKPBITBIX CUCTEM

ba3oBast 3TaoHHas MOJENb B3aUMOAEUCTBUSA OTKPBITBIX CUCTEM JUIS
YIpaBJICHUS CETEBBIM TpahuKoMm

Me:x1yHapOAHbIE CTaHJAPThI JIOKAIBbHBIX BHIYUCIUTENbHBIX CETEH
PernamenTsl  mpoBeaeHuss — NpodMIAKTHYECKHX  paboT  Ha
aJIMUHUCTPUPYEMOM HHPOPMALIMOHHO-KOMMYHHUKAIIMOHHON CHCTEME
TpeboBanus oxpaHbl Tpyda Ipu paboTe C CETEeBOM ammapaTypoi
aJIMUHUCTPUPYEMOM HH(POPMALIMOHHO-KOMMYHHUKALIMOHHOM CUCTEMBI

CHeI_[I/IaJ'II/ICT JOJIKCH YMCTh!

Hcnonb30Bath NpoLeaypbl BOCCTAHOBJICHUS JaHHBIX

Ornpenenarb TOYKA BOCCTAHOBJIEHUSI TAHHBIX; paboTaTh C cepBEpaMu
apXUBUPOBAHUS U CPEJCTBAMU YIIPABICHHS ONIEPAMOHHBIX CUCTEM
[Tonp30BaThCSI HOPMATUBHO-TEXHUYECKOW TOKYMEHTAIMEH B 00JIacTH
MH()OKOMMYHHMKAITMOHHBIX TEXHOJIOTUMA

BrIMoHATE TIIaHOBOE apXWBHUPOBAHWE MPOTPAMMHOTO OOCCTICUCHHS
MOJIb30BATEIBCKUX YCTPOICTB COrNacHO rpaduky

BHeceHue u3MeHeHHMiIi B TeXHHYEeCKHe W MPOrpPaMMHbIe CpeICTBa
HH(OPMANMOHHO-KOMMYHUKANIMOHHBIX CHCTEM MO YTBEPKIAEHHOMY
IJIa”Hy padoT

CHCHI/IaJ'H/ICT JOJIXKCH 3HAaTh U IIOHHUMATh:

OO6mwme mpuHIUIE (YHKIIMOHUPOBAHUS allapaTHBIX, MPOTPaMMHBIX
1 TIPOTrPaMMHO-AIIAPATHBIX CPEJCTB aIMUHUCTPUPYEMOM CETH
OCHOBBI ~ apXUTEKTypbl, YCTpoiicTBAa W  (YHKIMOHUPOBAHUS
BBIYHCIIUTEIIBHBIX CUCTEM

MNHcTpyKIMU 10 YCTAaHOBKE aJIMHUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB;
NHcTpykMM 1O OKCIUTyaTallMd  aIMUHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB

NHcTpykMM 10 YCTaHOBKE aJIMHHHCTPHPYEMOrO MPOrPaMMHOTO
obOecreyeHus

Jlunien3nonHple TpeOOBaHHMA IO HACTPOMKE YCTaHABJIMBAEMOTO
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Ne Ba:xxHocTh
w/n Paszpnen 5%
MpOrpaMMHOTO 00ecTeueHus

— HHcTpykuuu mo 3KCIulyaTallud aJIMUHUCTPUPYEMOTO MPOrPaMMHOIO
o0ecrniedyeHus

— TumnoBple NPUYMHBI WHIUACHTOB, BO3HUKAIOIIUX MPH YCTAaHOBKE
MPOrPaMMHOTO oOecTieueHust

— CrannapTsl ”HPOPMAITMOHHOTO B3aUMOICUCTBUS CUCTEM

— IIpoTokonbl KaHAIBHOTO, CETEBOTO, TPAHCHOPTHOIO M MPUKIAJHOTO
YPOBHEW MOJIENIA B3aUMOJICCTBHS OTKPBITBIX CUCTEM

— IlpuHIMOB OpraHU3AIMK, COCTaB U CXEMbI pabOThI OMEPAIMOHHBIX
CUCTEM

— TpeGoBanus oxpaHbl TpyJda TpH pabOTe C CETEBOW ammaparypou
aIMMHUCTpHUPYyEeMON HHPOPMAIITMOHHO-KOMMYHHUKAIIMOHHONW CUCTEMBI

Cnenuanuct J0JKEH YMETh:

— Hcnonb30BaTh COBpEeMEHHBIE METObI KOHTPOJIS IPOU3BOJUTEIHLHOCTH
nH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHOU CUCTEMBI

— AHamM3MpoBaTh COOOIIEHUST 00 OMMOKaX B CETEBBIX YCTPOWCTBAX U
OTEePAIMOHHBIX CUCTEMAaxX

— CoOnropate mpoueAypy YCTaHOBKHM MPHUKIATHOTO IMPOrPAMMHOIO
o0ecrieueHHUss B COOTBETCTBHMHM C TpeOOBaHUSIMU OpraHU3allUu-
MIPOU3BOIUTEIIS

— WnpentudunupoBaTs HHIUICHTH, BO3HHUKAIOIIME TIPU YCTAHOBKE
MPOrPaMMHOTO OOeCTeueHus], U MPUHUMATh PEUICHHE M0 U3MEHEHUIO
MpOLIeIyPbl YCTAHOBKU

— IlpumeHsTh NMporpaMMHO-amNapaTHbIE CPEICTBA I JIUATHOCTUKU
OTKa30B U OMIHNOOK CETEBBIX YCTPONCTB

— IlpumeHsTs mITaTHBIE MNPOTPAMMHO-aNMNapaTHbIe CPEACTBA IS
KOHTPOJISI ~ TPOU3BOJUTENLHOCTH  CETeBOM  HMH(PACTPYKTYpbI
MH(GOPMaMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMBI

— IlpumeHsTh BHEIIHWE MPOTpaMMHO-aNNapaTHbIE CpeIcTBa s
KOHTPOJISI ~ TPOU3BOJUTENLHOCTH  CETeBOM  HMH(PACTPYKTYphI
WH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHOM CUCTEMBI

— Cobmiogate mpoUEAypy YCTaHOBKM TPHUKIATHOTO IPOrPaMMHOTO
oOecriedeHrss B COOTBETCTBHH C TpPEOOBAaHHMSIMH OpraHH3aIWu-
MIPOU3BOUTEIIS

5 Bepe:xxkauBoe npou3BoaACTBO 5

Creunainct JOMKEeH 3HaTh U TOHUMATh:

— TIpunumns (GyHKIIMOHUPOBAHUS nH(GOPMaIMOHHO-
KOMMYHHKAITUOHHBIX CUCTEMBI

Criennanuct JOJIKEH YMETh:

— BruImoynHATE  MepompuATHS ~ MOACpPHU3ANWK  HWH(DOPMAIMOHHO-
KOMMYHHMKAIIMOHHOM  CHUCTEMbI, CIIOCOOCTBYIOIIHE COKPAIICHUIO
AIEKTPOIOTPEOICHUS

6 Oxpana Tpyna 5




Crienanuct J0JDKEH 3HATh U IIOHUMATh!

— TpebGoBanusi oxpaHbl Tpyna npu paboTe € CeTeBOil ammaparypoi
aIMUHUCTPUPYEMO HH(OPMALIMOHHO-KOMMYHUKAIIHOHHOM CHCTEMBI

Crnennanuct JOKEH yMETh:

— Ilonw3oBatbes HOpMaTHBHO-TCXHHqCCKOﬁ I[OKYMCHTaHHCﬁ B 00JacTH
HH(bOKOMMYHHKaHI/IOHHBIX TEXHOJIOT Uit

1.3. TpeGoBaHus K cxeMe OLEHKH
Cymma 0amioB, MPUCYKAAEMBIX MO KaXKIOMY AacleKTy, JOJDKHA TOMajaTh
B IMana3oH OajioB, OMNpPENEJICHHbIX [UIsl KaXJOro paszjiena KOMIIETEHIIUH,
0003HAYEHHBIX B TPEOOBAHUSAX U YKa3aHHBIX B TaOnuIle 2.

Tabmwua 2

Marpuna nepecuera Tpe0OBaAHNI KOMIIETCHIMHM B KPUTEPHH OLIEHKH




1.4. Cnenudukanus olleHKH KOMIIETEHIIM U

Ouenka KoHkypcHOoro 3amanusi OyJeT OCHOBBIBAaTbCS Ha KPUTEPHSIX,

yKa3aHHbIX B Tabnuie 3.

Tabmura 3

O1eHKa KOHKYPCHOTO 3a/IaHUs

Omnpenenena pernoHOM B COOTBETCTBHH C MCTIOIB3YEMBIMU
OC wu cereBBIM  OOOpPYJOBAaHHMEM:  HCIIOJIB3YETCS
BUPTYaJIU3alUs U CKPUIITHI.

3amanue, YyKa3aHHOE B OTOM JOKYMEHTE, SIBISETCS
MPUMEPHBIM KOHKYPCHBIM 3afaHueM. Kaxaplii peruoH
OTIpeieNIIeT COCTAaB 3TOT0 MOIYJISl CAMOCTOSITEIIBHO.

OneHUBaeMbI€ ACTIEKThI UMEIOT Pa3HbIN BEC B 3aBUCUMOCTH
OT UX cIOXHOCTH. CXeMa OLEHKH MOCTPOeHa TaK, YTOOBI
KaXblil aCMIEKT OLIEHUBAJICA TOJIBKO OAWH pa3. Hampumep,
B 33/IaHUU TIPEANUCHIBAETCS] HACTPOUTh KOPPEKTHbIE HMEHA
JUI BCEX YCTPOICTB, JaHHBIM acleKkT OyAeT OLEHEH B
NEpPBbI JI€Hb TOJBKO OJMH pPa3 M IOBTOpPHas OILICHKA
JAHHOTO acleKTa MPOBOAUTHCA He Oyaer. OJauMHAKOBBIC
MyHKTBI MOTYT OBITh TPOBEPEHBI U OLIEHEHBI OOJIBIIE, YeM
1 pa3, ecnu i UX BBINOJHEHUS MPUMEHSIIOTCS pa3HbIe
HaCT'pOfIKPI HUJIM OHHU BBIIOJHAKOTCA Ha pPa3HbIX Kiaccax
ycrporctB. [Ipouenypa OueHKH pe3yiabTaTOB BBIITOJTHEHUS
3amaHus OyJIeT MPOU3BOIAMTHCS B KOHIIE JTHS KOHKPETHOTO
MOJYJISI.

OrneHnBaeMbIe acleKThl UMEIOT pa3HbIN BEC B 3aBUCHMOCTH
OT uX CJ0XHOCTU. CXema OIEHKH MOCTPOeHa TaK, YTOOBI
KKl aCTeKT OIEHUBAJICS TOJIBKO OAWH pa3. Hampumep,
B 3a/IaHHUU TIPEANMUCHIBAETCS HACTPOUTHh KOPPEKTHBIC NMEHA
JUISE BCEX YCTPOWCTB, JAHHBIM acleKT OyJeT OICHEH B
MEPBBI JIGHb TOJBKO OJWH pPa3 M TOBTOpPHAs OIICHKA
JTAHHOT'O acleKkTa IpOoBOAUTbCA He Oyzaer. OJuHaKoBBIE
IIyHKTBl MOTYT OBITh IPOBEPEHBI U OLIEHEHBI OOJIbIIE, YeM
1 pa3, ecnu Ans MX BBINOJHEHHS] MPUMEHSIOTCS pa3HbIE
HACTPOWKM WM OHHU BBHIMOJMHSIOTCS Ha Pa3HBIX Kiaccax
ycTpoiicTB. [Iponienypa oleHKH pe3yiabTaToOB BBITOIHEHUS
3aanusl OyJIeT MPOU3BOJUTHCS B KOHIIE JHS KOHKPETHOTO

MOJYJISL.
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1.5. Conepxanne KOHKYPCHOTO 3aJaHUS

O6mas MpoOKUTENBHOCTE KOHKYpCHOTO 3ananus': 16 yacos

KonnuecTBo KOHKYPCHBIX THEH: 3 THA

Bxe 3aBucrMoCTH OT KOoJIMuecTBa MoAyJiel, K3 BKiItouaeT OLieHKy 110 KaXKI0MY
U3 pa3zesioB TpeOOBAHUI KOMIIETCHITUU.

OueHka 3HaHUI KOHKYpPCaHTa IPOBOJIUTCS Yepe3 MPAKTUUECKOE BBIIIOJIHEHUE
KonkypcHoro 3aganus. B jomonHeHWe MOTyT YYHUTBIBATBCS —TpeOOBaHUs

paboTomareneit 11 MPOBEPKU TEOPETUUECKUX 3HAHUM / OIEHKH KBaTU()UKAIUH.

1.5.1. Pa3pa6oTKa/BbI00OP KOHKYPCHOTI'O 32IaHMSI

KonkypcHoe 3agaHue cOCTOMT U3 3 MOJIyJieH, BKIIOYAeT 00sA3aTeNbHYIO K
BBITIOJIHEHUIO YacTh (MHBApUaHT) — 2 MOJYyJeH, 1 BapUaTUBHYIO 4acTh — | MOIYJIb.
OO6miee KOIMYECTBO OAIOB KOHKYPCHOTO 3a/JIaHHsI 1O BCEM MOJYJISIM COCTAaBJISET
100.

OOs3arenpHass K BBINOJHEHUIO YacTh (MHBAPHUAHT) BBIMOJHIETCS BCEMHU
pervoHaMu 0€3 HMCKIIFOYEHMs] Ha BCEX YPOBHSAX YEMIMOHATOB. BapuaTuBHas yacThb
MOXKET TOJIBEpraThCsi U3MEHEHUSM, B 3aBUCUMOCTH OT MOTPEOHOCTEHl peruoHa B
TEXHOJIOTUSAX U CHEIUATUCTAX.

B cnydae eciim HU OWH U3 MOJYJIEM BapUATHBHOM YaCTH HE MOJAXOIUT IO
3anpoc paborojaTenss KOHKPETHOIO pErvoHa, TO BapUATUBHBIN(€) MOyJb(H)
dopMupyeTcsa(foTcsi) PErmoHOM CaMOCTOATEIBHO IO 3ampoc  paboTomaTens.
Ucknrouarh BapUAaTUBHYKO 4YacThb W3 KOHKYPCHOTO 33JlaHMsSl  3alpeliacTCs.
JHomyckaercsi 0O0beAMHEHHE BapHATHBHBIX MOAYJEH, OJHAKO oOliee Bpems,
OTBEJICHHOE Ha BBITIOJHEHNE BapUATUBHOTO(BIX) MOYJISI(€H) U KOJIMYECTBO OAJIIIOB
B KpUTEpHUSX OILIEHKM Mo acnekram He uMensawotTcs ([Ipunoxkenue 2. Marpuna

KOHKYPCHOTO 3aJ]aHus).

1 .
Vkasvieaemces cymmapnoe epemst na svinoanenue écex mooyieti K3 00HumM KOHKYpPCAHMOM.
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1.5.2. CtpykTrypa MoayJieii KOHKYPCHOTIO 3aJaHUsI

Moayab A. Ayaut (BapuaTus)

Bpemsi Ha BbIOJIHEHUE MOaYyJIsi: 4 yaca

3aganun:

PykoBOACTBO, B JMIIE HENOCPEACTBEHHOTO HaudajbHUKA, IOCTaBUJIO BaM
3a7ayy — IPOM3BECTH HE3aBUCHMYIO OLEHKY pPE3yJbTaTOB  BBINOJIHEHUS
KBAIM(PUKALMOHHOTO HCHBITAHUS Balllero BO3MOXHOIo Kosuieru. Kowmruiekt
JOKYMEHTAIMU Ul TPOBEJICHNS HCHBITAHUS BKIIOYAET B CEOsl HEMOCPEICTBEHHO
3aJlaHue U HabOp OLIEHOYHBIX BeJOMOCTel. B BamieM pacnopsbkeHun OyAeT U TO U
apyroe. ITomumo 3Toro, oTAen KaapoB TpeOyeT OT HaYaJIbHUKA OT/ENA, a 3HAYUT U
OH OT Bac, 33J0KyMEHTHPOBATh OLIEHKY, COCTaBUB OTYET B TEKCTOBOM JOKYMEHTE
¢opmata ODT, rme kaxnaplii U3 acnekTOB OLIEHKM (IO HOMEpaM AacleKTOB
OLICHOYHOT0 JIUCTa) OyJEeT UMETh MOATBEPKICHHE, B BUJIE CHUMKA (DparMeHTa FKpaHa
¢ uH(popmanuen, Ha OCHOBaHUU KOTOPOM BBl IPUHSAIU CBOE PELICHUE U MOSCHEHUS
K He. YBBI, BapuaHTa OTMETUThH BBIIIOJIHEHHE IYHKTOB 3aJlaHWs, HE TJSAsS Ha
UH(PACTPYKTYpy BaM HE OCTABHUJIM — B HEKOTOPOM CMBICIIE 3TO M Balla aTTeCTalus,
caMH IPOCHJIY MOBBILIEHUS U TpubaBku K oknany. [llabnon u TpeGoBaHus K OTUETY

PAacCIIOJIOKCHBI HA pa60qu CTOJIC TCKYLICTO ITI0JIb30BAaTCIIA.
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Moayas b. Hacrpoiika TeXHHYECKHMX M MPOrpaMMHBIX CPeEACTB
UH(OPMALMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM (MHBAPUAHT)
Bpems Ha BbINOJIHEHHE MOAYJIsI: 7 YaCcOB

3aganus:
CxeMa MOAKJIIOYCHUSA:

isp

rtr-cod rr-a
office.ssa2026.region

/ cod.ssa2026.region

fw-cod swi-a
]
T =
=7 -
-l’l =
-'/ -
cli-cod sw2-cod swl-cod?
- =l
-p- -—p-
g = dc-a
el 15 <= I
=}
sip-cod srvl-cod srv2-cod admin-cod
K !I !I
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isp
L-1

netl net2

cod.ssa2026.region

office.ssa2026.region

net3
\ sw2-a

cliz-a
netd
netl

net3

neto
sip-cod

netd

- netd
netl admin-cod

isp
L-2
g rtr-cod rtr-a
cod.ssa2026.region office.ssa2026.region
802.1g
fw-cod I swi-a
-
-p
=
S,
stz SW2-a cliz-a
802.1q
cli-cod sw2-cod swl-cod |
- =
- i
= ) =
o ::::;33/ :1::;;';/ L
sip-cod srvl—cod/‘ ser-cog/; admin-cod
— Em— —
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Ha BupTya/ibHbIX MAIIKHAX U 000PYA0BAHMHU MCIIOJIb3YIOTCH CJIeYIOIIHe

Bepcru OC U TEXHOJIOTMYECKHE PeIICHHS:

Ha3Banue ycrpoiicTBa ocC
rtr-cod EcoRouterOS (7-jasmine)
fw-cod Ideco NGFW NOVUM 21

swl-cod AnbT Cepsep 11
sw2-cod Anbet Cepiep 11
cli-cod Aner Pabouas cranmmsg 11
srvl-cod Anbt Cepaep 11
srv2-cod Anbt Cepaep 11
sip-cod SNG7-PBX16
admin-cod Anper Pabouas cranmmsa 11
rtr-a EcoRouterOS (7-jasmine)
swl-a Anbt Cepsep 11
sw2-a Anbt Cepaep 11
dc-a Anbt Cepiep 11
clil-a Anbet Pabouas crannms 11
cli2-a Aser Pabouas cranmusg 11

ITapaMeTpsl  MHTEPHET-NPOBANACPOB, MNPEIOCTABJIAKIIUX  YCIAYIH

OopraHm3alimi WIN KIHECHTaM

IIposaiinep Anpec [Pv4/Macka [nro3 IPv4 AS
GIGAFON COD 178.207.179.4/29 178.207.179.1 31133
GIGAFON A 178.207.179.28/29 178.207.179.25 31133

B cetu GIGAFON COD caenanbl HacTpoiiku BGP

1. CocenctBo ycranaBnuBaetcs 1o IPv4 ¢ aapeca nuiro3a Ha BblIETSIEMBbIN
npoBaiiepoM aapec vepes (u3MUECKUi MHTEep(dec M yKa3aHHBIC BBIINIC HOMEpa
ABTOHOMHEIX CHCTEM.

2. Bce npoBaiiiepsl aHOHCUPYIOT JIeTIETHpyeMble PeUKCH B “UHTEPHET .

Ha DNS-cepBepel100.100.100.100 nacTpoena 30Ha ssa2026.ru
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VLAN - cod:

VLAN Ha3Banue YcrpoiicTtBO
100 SRV-COD srvl-cod, srv2-cod
200 DATA srvl-cod, srv2-cod
300 MGMT-COD fw-cod, swl-cod, sw2-cod,

admin-cod
400 CLI cli-cod
500 VOIP sip-cod
VLAN - a:
VLAN Haszpanue YcrpoiicTBo
100 SRV dc-a
200 CLI clil-a, cli2-a
300 MGMT rtr-a, swl-a, sw2-a

IIpoBepka OyaeT NPOU3BOAMTHLCS C HCIOJIb30BAHNEM JOMEHHBIX HMEH.
IIpoBepka no IP-agpecam BbINOJIHATHCA He OyaeT.
ba3oBasi HacTpoliKa
1. Hactpolite uMeHa yCTPOMCTB COTJIACHO TOIMOJIOTUU
a. Ucnone3yiite fqdn hostname
1. mist LIOJ] - cod.ssa2026.region
11. ju1s office - office.ssa2026.region
2. HacTpoiite aAMUHUCTPATUBHBIN TOCTYI
a. Ha rtr-cod, swl-cod u sw2-cod myist ayreHTUUKAIIMN Yepe3 KOHCOJb U T10
SSH ucnons3yitte RADIUS-cepBep
1. B kauectBe RADIUS-cepBepa ucnomnssyiire srvl-cod
1. Mcnonw3yiite nonb3oBaTens netuser ¢ naposiem P@sswOrd
1) Ans rtr-cod monp30BaTeb HE TOJKEH CYIIECTBOBATH JIOKAJIBHO.
2) Ilonp30Barens 10KEH UMETh BO3MOXXHOCTh KOH(DUTYpUPOBAThH
MapIIpyTHU3aTOP
ii1. [IpemycmoTpuTe BXOJ MO JIOKATBHON YUETHOM 3aMMKUChIO TaKe TIPH

noctynHoctd RADIUS-cepBepa

Hacrtpoiika koMMyTanuu
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1. Ckondurypupyiite KoMmyTatopsl swl-cod u sw2-cod, swl-a u sw2-a.

a. Bce mopthl, y4acTByroIMe B KOMMYTallUM, JOJKHBI OBITh HACTPOCHBI B
CcOoOTBETCTBUM ¢ Auarpammoit L2 u tabnuneir VLAN-oB.

b. HactpoiiTe marucTpajibHble KaHaJbl B COOTBETCTBUMU C Auarpammont L2,
paspemute Toiabko Tpedyembie VLAN.

c. Hactpoiite IP-anpeca uatepdeiicoB ynpapieHusl.

1. Ins «cod» B kadyecTBe ceTH yrpaBiieHHs ucnoib3yite VLAN -

MGMT-COD.

1. Jlnga oduca «a B kauecTBe ceTu ympasieHus ucnonb3yiite VLAN -

MGMT.
ii1. Jlns o6paboTku Tpaduka ynpasineHus ucnoib3yite NativeVLAN.
iv. Jus «cod» Ttpapuk VLAN - DATA He 10omKeH
MapIIpyTH3UPOBATHCS.

2. Hactpoiite arperanuto mexay ycrpoiictBamu swl-cod u sw2-cod:
a. Peanmuszynte arperupoBaHHbIC COCIUHEHUS CpPEACTBAMH  siapa C
NoCIIeyoITIel nepenadeit uarepdeiica B yrpaBieHue KOMMYTaToOpPYy.
b. Ucnonw3yiite active-backup.
3. Hactporite npotokon STP Ha kommyTaTopax swl-a u sw2-a.
a. 3aImycTuTe MpoIecc spanning-tree Ha KOMMYTaTOpax.
b. KommyTtarop swl-a 10keH UMETh HAUMEHBIITUN TPUOPHUTET.

c. Ucnonb3yiite 802.1w.

Hacrpoiika TyHHeJ1eil MexKay 0pucoM «a» U «cod»:
1. Hactpoiite GRE Tynnens mexmy rtr-a u rtr-cod
a. B kauecTBe ceTeBoro auarnasona ucnosb3yire cetb 10.10.10.0/24

b. JIns Ka)Ka0ro TyHHENS UCIIOJIb3yITe MUHUMAIbHO BO3MOKHYIO MAacKy

Hacrpoiika Mmapumpyru3anuu
1. BeimomauTe HEOOXOIUMEBIE HACTPOIKH ceTu 1 MapmipyTusanuu BGP ¢ ISP

a. AS TIO]I 64500
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b. AHOHCHpPOBaTh BHYTPEHHHE CETU «cod» B MpoBaiizepa 3anperieHo.
¢. Mapuipytuzarop LHO/l nomxen noiyyats MapupyT no ymondanuto no BGP
1. Pyunoe co3ganne mapuipyra no ymonuanuto 3ATIPEHEHO!
2. Hactpoiite TuHaMHYECKYIO MapIIpyTU3AIUIO0 MEXIY 0hHUCcOM «a» U «cod»
a. Ucnonw3yiite OSPF niig mapuipytuzamnuu mMexnay rtr-a, rtr-cod u fw-cod
b. Ha mapmipytuzaTopax Bce nunTepdenchl, KpoMe TYHHEIbHBIX, IOJKHBI ObITH
NIEpEeBEICHBI B TACCUBHBIN PEXXUM
c. Ucnonwsyiite ayrentudukamnmo B OSPF
1. B xauectBe mapoins ucnons3yirte P@sswOrd
11. [1aponp qoiKeH nepeaaBaThCs ¢ MCMOJIb30BAHUEM XEIIMPOBAHHOTO

kimroua MD5

Hacrpoiika nocryna B UnTepuer

1. Hactpoiite MapiipyTu3atopsl Juist o0ecredeHus focryna B UHTepHeT.

Hacrtpoiika CHHXpOHU3ALUH BPEMEHHU MEXKAY CeTeBbIMH YCTPOMCTBAMU
1. Bce ycTpoiicTBa OMAKHBI CHHXPOHU3UPOBATH CBOE BPEMS C CEPBEPOM TOYHOTO
Bpemenu no aapecy 100.100.100.100.

2. Vcnonb3yiTe Ha BCEX YCTPOMCTBaX MOCKOBCKHI 4acOBOM MOSC.

Hacrpoiika ciayx0bl JOMEHHbIX MMEH
1. Peanuzyiite ocHoBHOM DNS cepBep cetu «cod»
a. B xauectBe DNS-cepBepa ucnomnbiyiite srvl-cod.
b. Jlns yerpoiictB «cod» HeoOxoaumo co3marh 3amucu A u PTR.
2. Peanuzyiite ocHoBHOM DNS cepBep cetu oduca «a»
a. B kauectBe DNS-cepBepa ucnonnsyiitre dc-a.
b. Jlns yerpoiicTB oduca «a» HeoOXxoaumo co3aarh 3amucu A u PTR.
3. B kauectBe DNS cepBepa nepecbuiku ucnodibdyire aapec 100.100.100.100
4. Bce ycTpoiicTBa TpeANpPUATHS TOJDKHBI OBITh HACTPOCHBI HA HMCIIOJIB30BAHUE

COOTBETCTBYIOIIMX UX pacrnonoxenuto DNS cepsepos.
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5. Hactpotite B3aumocBsi3b Mexay BceMu DNS cepBepamu mpeanpHsITUs.
a. HactpoiiTe nepeHamnpaBiieHle KaK MPsIMbIX, TaK U1 OOPaTHBIX 30H.

6. Bce ycTpoiicTBa mpeanpusaTHs: JOTHKHBI OBITH TOCTYIIBI IO UMEHH.

Hacrpoiika uenrpa ceprupukanmuu
1. Ha cepBepe srvl-cod pa3BepHuTE HIEHTP cepTUdUKaIuy Ha 6aze openssl
a. Cpok KH3HU KOPHEBOTro cepTudUKaTa JOJKEH COCTaBIISITh S JIeT.
b. Kox crpansr - RU
c. Hazpanue opranuzanuu - IRPO
d. Ims nentpa ceprudukanuu - ssa2026
e. Bce ¢aiiner moymKHBI XpaHUTHCSA B /var/ca
2. Bce paboumne cTaHlMM OpraHu3aliy, JOJDKHBI JOBEPSATh CO3JIaHHOMY ILIEHTPY
cepTudukanuu
3. Ucnonw3yiiTe co3gaHHBIA LEHTP CEPTUPUKANMHM JJs1 BBITyCKAa TPeOyeMbIX

cepTUu(UKaTOB

Hacrpoiika cepBepa 06a3 JaHHBIX
1. B xauecTBe cepBepa 0a3 TaHHBIX UCMOIB3YHTE sTv2-cod
a. B xauectBe CYB/] ucnomns3yiite PostgreSQL
1. Mcnionb3yiite Bepcuto He Huxke 17
c. Coznatite cynepronb3oBatens superadmin ¢ maposieM P@sswOrdSQL
i. Cynepnonp30BaTeNb TOJKEH UMETh MOJIHBIN JTOCTYI KO BceM 0azam
JTAHHBIX
2. J1st anMUHUCTPUPOBAHUS cepBepa 0a3 MaHHBIX UCTIOIB3yHTe admin-cod

a. B xauectBe nporpammei-kinuenTa st CYB/l ucnonssyiite DBeaver

Hacrpoiika ycTpoiicTBa XpaHEHUs JaHHbBIX
1. Ucnions3yiiTe xXocT srv2-cod.

a. Ucnonssyrite VLAN DATA.

b. Hactpoiite iSCSI target.
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1. Hcnonw3yiite UMl uenu 1qn.2026-0<Ne TEKYILIETO
Mecsia>.region.ssa2026.cod:data.target
1. Hactpoiite otnaay o iSCSI cBo601HOTO (HE UCTIONB3YyEMOTO) IUCKA
2. Ucnonp3yiiTe xoct srvl-cod.
a. Jlo6asnbTe target iISCSI .
1. Ucnonesyiite ID ¢ umenem iscsi
i1. Jlst noGaBnenus target ucnonw3yire cetb DATA
iii. He ucnone3yitre LUN Hanpsimyto
b. Jlo6aBbTe Xpanmuiie LVM.
1. Ucnionw3yiite target iscsi B KaueCcTBE PV
i1. Ucnonp3yiite vg ¢ umernem VG
1il. WUcnonesyiire 100% muckoBoro mpoctpaHcTBa g lv ¢ umenem
DATA
iv. Ucnionw3yiiTe dainoByro cucremy xfs.
v. Hactpolite aBTOMaTyecKoe MOHTUPOBAHUE TOMA
vi. Touka MouTHpOBaHus /opt/data
c. Hactpoiite cepBep cereBoit (haiinoBoii cucrembl NFS
1. B KaueCTBE MaIku o0I11ero A0CcTyIa BeiOepuTe /opt/data
11. JOCTYII JIJIs1 YTEHUS U 3anucu s Beert cetu MGMT-COD

3. Ha admin-cod HacTpoiiTe aBTOMOHTHpOBaHUE B nanky /mnt/nfs

HacTtpoiika cepBucoB B ceTH opuca «a»
1. Pa3zBepuute koHTpOsuiep AomeHa office.ssa2026.region Ha 6aze SambaAD.

a. B xauecTBe cepBepa ucnomnpiyite dc-a.

b. B kauectBe DNS-cepBepa ncnomnssyiire dec-a.

1. B kauectBe DNS backend ucnonb3yiite BIND9 DLZ

c. B kadecTBe mapos JOMEHHOTO aIMUHHUCTpAaTOpa UCroas3yite P@sswird
2. 1ns ynpaBieHusi KOHTpoJuiepoM AoMeHa ucnoibzyiute ADMC c clil-a
3. Cozpnaiite noapasaeseHus, IPyIIIbl U IM0JIb30BaTeIeH

a. Coznaiite nonpasaenenus ofadmins u ofusers
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b. Cozmaiite rpynmsl ofadmins u ofusers
1. Jlo6aBbTE TpynIbl B COOTBETCTBYIOLIME MOAPA3ICTIEHUS
c. Cosnarite mons3oBareiier ofadminl, ofuserl u userl
1. JloGaBbTe moOJIb30BaTENIe B COOTBETCTBYIOUIUE MOAPA3ACICHUS U
TPYIIIBI
1) ITonws3oBatens userl He mobapisiere B rpynmbl ofadmins u
ofusers
ii. B xadectBe maposst ucronsiyite P@sswOrd
4. lns clil-a u cli2-a HaCTpONTE MOTUTUKY U3MEHEHHS pab0vero CToyia Ha KapTUHKY
KOMITaHHH, & TAaK)KE 3alPETUTE MCIOIb30BAHKE TI0J30BATEISIM H3MEHEHHUE CETEBBIX
HACTPOEK M U3MEHEHNe TpauuecKux mapaMmeTpoB pabodero croia.

5. Beenure clil-a u cli2-a B nomen office.ssa2026.region

Hactpoiika cucreMbl MOHUTOPUHIA
1. B xauecTBe cepBepa cucTeMbl MOHUTOPUHIA UCTIONB3yiTE Srv1-cod
2. B kauecTBe cUCTEeMbl MOHUTOPUHTA UCIIONB3YHTE Zabbix Bepcun He HIDKE 7.0
a. B xauectBe CYB/] ucnonssyiite PostgreSQL Ha srv2-cod
1. Ims 0a3wl naHHbIX: Zabbix
i1. [Tonp3oBaTenp 6a3bl TaHHBIX: Zabbix user
i11. [Tapons mosib3oBarens 0a3wl faHHbIX: P@sswOrdZabbix
b. B xauecTBe BeO-cepBepa ucnonas3yiite Apache
3. Cucrema MOHUTOpMHIA [IOJDKHAa OBITH JOCTyIHA MO ajapecy srvl-
cod.cod.ssa2026.region, monitoring.cod.ssa2026.region, <IP anpec srv1-cod>
a. AIMUHUCTPATOPOM CUCTEMBI MOHHTOPHHTA JOJDKEH OBITH IMOJIh30BaTEIh
Admin ¢ nmaponem P@sswOrd
b. HacoBoii nosic Mo yMoI4aHuio 10JKeH ObiTh Europe/Moscow
c. Hactpoiite nepuanpasnenue ¢ http Ha https
1. Jloctym k Be6-untepdeiicy nomkeH npousBoauThes mo TLS

COEIMHEHHUIO C MCTOb30BaHueM cepTudukara BeimymenHoro CA srvl-cod
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ii. Ilpu oOpamennn k BeO-unrtepdeiicy He HOMKHO OTOOpa)KaThCS
OIIKMOOK U IPeyIpeKICHUN
4. HactpoiiTe y3J1bl CUCTEMBI MOHUTOPHUHI A
a. B xauecTBe y370B CETH UCTIOIB3YHTE
1. Bce ycTpoiicTBa opraHuzaiuu KpoMe KINEHTOB
b. Ims y3ma cetu JOKHO COOTBETCTBOBATH MTOJITHOMY UMEHHU yCTPOMCTBA
c. Bce cereBbie yeTpoiicTBa (MapipyTU3aTOPbl © KOMMYTATOPbl) HEOOXOUMO
IOMECTUTH B Tpymiy y310B Network devices
1. Ucnionwzyiite madnon Cisco [OS by SNMP niist mapuipyTusaTopoB Ha
EcoRouter
11. Ucnonp3yiite mabdmnon Linux by Zabbix agent ans fw-cod
i11. Ucnonw3yiite mabnon Linux by Zabbix agent aiis swl-cod, sw2-cod,
swl-amsw2-a
d. Bce cepBepa He0OX0AMMO MTOMECTUTH B TPyIITy y3710B Linux servers
1. Ucnon3yiite mabsnon Linux by Zabbix agent mis srvl-cod, srv2-cod

u dc-a

Hacrtpoiika IP Teaedonun

1. Ha sip-cod ycranoBure cuctemy SNG7-PBX16
a. Ucnonw3yiite yxe noakaoueHHbn [SO-o00pa3

2. g admin-cod momkeH UCToNb30BaThes BHyTpeHHU Homep 1001

3. dns cli-cod nomkeH ucnonb3oBaThCsa BHyTpeHHUN HoMep 1002

4. ns clil-a qomxkeH ucnosib3oBaThecsl BHyTpeHHU HOMep 2001

5. Ans cli2-a gomxeH ucnoib30BaThCsl BHyTpeHHU HOMep 2002

6. Ha paGouwne crantiuu ycranosute Jiro6oit Coptdon

7. Qns peanu3anuyl BHyTPEHHUX 3BOHKOB He00xo1umo ucnoiibzoBate CHAN SIP
a. B xkauectBe nmopta SIP Heo6xoaumo ucnonb3oBath 5060

b. CeaHc cBsI3M 1OKEH YCTaHABIUBATHCS MEXIY BCEMU PAOOYMMU CTAHLIUAMHU
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Moayas I'. OGecniedyeHue 0TKa30yCTOMYMBOCTH (MHBAPUAHT)
BpeMs Ha BBINOJIHEHUE MOYJISL S 4acoB
3aganus:
1) IMoaroroBka mamunsl Cloud-ADM.
a. Co3zpnalite BupTyanbHblii HHCTaHC ¢ UMeHeM Cloud-ADM, noakiirouute
€ro K He0OXOAMMBIM CETSAM, aCCOIMUPYNTE ¢ HUM TutaBatomuid [P-aapec.
b. YcraHoBuTe clieyroiire napameTpsl JJIs CO3/1aBaeMOIo HHCTaHCa:

1. Tun BuptyansHoii Mamuuel: 2 VCPU, 4 I'b RAM;

2. Pazmep nucka: 20 I'b.

c. B kxauecTBe omnepainMOHHOM CHUCTEMBI HCTONB3yWTe AnbT Pabouas
crannus, mabjaon alt-workstation-10.4-p10-cloud.

d. Hactpoiite BHemHee noakiodeHue mo SSH coxpaHuB KI0UEBYIO Tapy
JUIsl AoCTyma ¢ Bamiero jJokanbHoro 1K Ha paGodem cTolie ¢ pacluIiupeHrueM .pem:

1. Coznaiite B PuTTY npoduns ¢ umenem Cloud-ADM;

2. Peanu3yiiTe  BO3MOXHOCTb YCTAaHOBJIEHUS COEOUHEHHS C
nHctancoM Cloud-ADM c nokansHoro 11K yepe3 PuTTY, 6e3 HeoOXxoauMocTy BBOA
JIOTIOJTHUTEINIbHBIX TapaMETPOB.

e. Hactpoiite BHemnee noakmouenue no RDP coxpanuB Ha paboyem
crosie mpodmiib ¢ umeHeM Cloud-ADM:

1. Jlns moakIIroueHHsl UCMOJIb3yHTe UM moJib3oBatens altlinux u

napoias P@sswOrd.

2)  Project 01
a. Ha  BupryansHoii mamubHe Cloud-ADM  co3paiite  ckpunt
«deploy_project 01.shy.
b.B  kauectBe  nOMamIHEHd ~ AMPEKTOPUU  HUCIOJIb3YyHTE  MYTh
/home/altlinux/Projects/Project 01.
c. CKpuNT J0HKEH peaan30BbIBaTh CIAEAYIOMUNA (PYHKIIMOHAI:
1. ABTOMaTnueckoe pa3BEPThIBAHUE BUPTYaJbHBIX MAalIMH B

COOTBETCTBHH C Tomojorueit (cMm. Tomomorust Project 01).
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2. Xapakrepuctuku BuptyanpHbix Mamui: 1lvCPU, 1 I'b O3V, 10
I'b pa3mep aucka.
3. O0pa3 onepanronHoit cucteMsol: alt-pl1-cloud-x86 64.qcow?2.
4. lna BupryanbHoii MamnHbl haproxy0l nomkeH co3gaBarbes U
accouuupoBarbcs [linaBarommii-1P.
d. Ha  BupryampHoit  mammuHe Cloud-ADM  co3paiite  ckpunt
«configure project 01.sh».
e. B kadecTtBe = nmOMamHEM ~— JUPEKTOPUM  MCHOJB3YyHUTE  IIyTh
/home/altlinux/Projects/Project 01.
f. Ckpunt nomkeH peaqn30BbIBaTh CICAYIOMINN (YHKITMOHAT:
1. YcraHOBKY  HEOOXOJUMBIX  KOMIIOHEHTOB ISl 3aImyckKa

npunoxkenus (cMm. [lpunoxxkenue Project 01) Ha BuUpTyanbHBIX MamuHax: gamell,

game(2, game03 B Buse Docker-konTteitHepos.

2. O0pa3 mpWIOKEHUS HYXKHO CcJlieJaTh JIETKOBECHBIM uepes
MYJIBTUCTEUKHHT .

3. Ha BupryanbpHoit mamnsae haproxy01 macTpoiiky pacnpeneneHus
BXOJSIINX 3alIpOCOB uepe3 haproxy.

4. HacTpoiiky nocTyna K IpOoCMOTPY COOpaHHOM CTaTUCTUKHU B BEO-
untepdeiice ¢ BupryanbHoi MmamuHbl Cloud-ADM no haproxy0l.dev.au.team
/haproxy?stats

5. IlpunoxeHue JOKHO ObITh JOCTYITHO C BUPTYaJIbHOW MaIlIMHbI
Cloud-ADM  wu3  BeG-Opay3epa 1o  HWMeEHaMm: game(l.dev.au.team,
game(2.dev.au.team u game(3.dev.au.team Ha 80 nopry.

6. [Ipunoxxenue 1OMKHO OBITH JOCTYTHO 13 BHE 10 [li1aBarmemy-
IP BuptyansHoil mamvnabl haproxy01 na nopty 443.

7. C BupryansHoil MammHbl Cloud-ADM nocTyn K NpHIIOKEHUIO
JOJDKEH OBITh 110 https://game.au.team.

8. [Ipobsiem ¢ cepTrdrkaTOM BOZHUKATH HE TOKHO.

g. Ha BupryansnHoii Mamumue Cloud-ADM  co3paiite  ckpunt

«destroy project 01.shy.
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https://disk.yandex.ru/d/uhpN6U6UYRK_Nw
https://game.au.team

h.B  kauectBe  nmoMamiHell  AUPEKTOPUU  HUCIOJIB3YyHTE  MYTh
/home/altlinux/Projects/Project 01.
1. CKpHINT JOHKEH Peasin30BbIBATh CICAYIOMUN (yHKIIMOHAT:
1. Yianare Bce aBTOMaTUYECKU CO3JaHHBIE PECYPCHI YEPE3 CKPUIIT
deploy_project 01.sh.
2. Eciiu ckpunt destroy_project 01.sh He peann3oBaH, y4acTHUK
HE MOJY4YUT OAJIJIOB 3a JAHHBIA MYHKT 3aJaHusl, a SKCHEPThl BPYUYHYIO BBIMOJIHST

yIIaJICHUE PECYPCOB.

TomoJiorus Project 01:

Cloud-ADM

haproxy01

A o
Internet E = E
(Floating IP) e~ . &
s gt g" l:
= ]

Cloud-Network

L

Ipunoxenue Project 01:

https://disk.yandex.ru/d/uhpN6U6UYRK Nw (y npunoxenus ectb README ot

IPOrpaMMHUCTa-pa3pabOTINKA)


https://disk.yandex.ru/d/uhpN6U6UYRK_Nw

3) Project 02
a. JItoObIM ciocoOOM pa3BEpHUTE HEJOCTAIOUINE BUPTYaIbHbIE MAIlIUHbBI
B o0J1aKe B COOTBETCTBHUHM ¢ Tomosnoruei (cm. Tonomorus Project 02).
1. XapakTepucTUKHU BUPTYaIbHBIX MAIIUH:
o ACM-Server: 1vCPU, 2 I'b O3V, 10 I'b pa3mep aucka.
o DB-Server: 1vCPU, 1 I'b O3Y, 10 I'b pa3mep aucka.
o BAR-Agent01: 1vCPU, 1 I'b O3Y, 10 I'b pa3mep
2. O06pa3 oneparmonHoit cucrtemsl: alt-pl11-cloud-x86 64.qcow?2.
b. Ha pa3BEpHYThIX BUPTYyaIbHBIX MAIIMHAX PEATU3YHTE CIIeTyIONTUI
(GyHKUIHOHA:
1. YcranoBky cepBepa ynpasienus Kubep bakan (Bepcun He HUKe
18) na BuptyansHoii Mamune ACM-Server.
o Cepsep ymnpaBiienus AojixeH ObITh goctyreH ¢ Cloud-
ADM 1o umenu cb.au.team na nopty 9877.
o Hoctyn B BeO-uHTEpPEic cepBepa yrpaBieHUs J0HKEH
OBITh U3-110/ IT0JIB30BATENS o0t C maposem toor.
° Jlnst ycTaHOBKM cepBepa ynpasieHus B kadectBe CYB/]
HE00X01MMO ucmonb30BaTh PostgreSQL.
2. YcranoBky aredta aisg Linux Ha BuptyansHoi MamuHe BAR-Agent(01 c
NOCJIEYIOUIEH perucTpalueil Ha cepBepe ynpaBIIeHHUS.
3. YcranoBky arenta ais PostgreSQL Ha BupTyansHoit MamuHe DB-Server ¢

MOCJICAYIOIIEH PETUCTPALIMEN HA CEPBEPE YIIPABJICHHUS.

Tononorus Project 02:

26



Cloud-ADM

ACM-Server

I
el

DB-Server

A
- =1

Internet -
(Floating IP) =

<= -

Cloud-Router C.Ioud-Network
BAR-Agent01

4)  Project 03
a. J[toObIM criocoOOM pa3BEpHUTE HEJAOCTAIONIME BUPTYaAJbHBIE MAIIUHbI
B 00JIake B COOTBETCTBHH ¢ Tomojiorueit (cM. Tomomnorus Project 03).
1. XapakTepucTUKN BUPTYaJIbHBIX MAIIUH:
o master01: 1lvCPU, 1 I'b O3V, 10 I'b pa3mep aucka.
o worker(01: 1vCPU, 1 I'b O3V, 10 I'b pa3mep aucka.
o worker02: 1vCPU, 1 I'b O3Y, 10 I'b pa3mep
2. O6pa3 onepanmonHoi cucremsl: alt-p11-cloud-x86 64.qcow?2.
b. Ha pa3BEépHYTHIX BHUPTyaJIbHBIX MAaIIMHAX PEATU3YHUTE CIEAYIOIIHNA
(GyHKUIMOHA:
1. Chopmupyiite knacrep Docker Swarm.
° Ucnonsiyiite BM master01 B kauecTBe MeEHeIKepa
kiactepa, worker01 u worker(2 - B kauecTBe UCIIOTHUTENEH.

o 3anmyckaTtbh KOHTEHHEPHI HA MEHEKEPE 3aMPEILIEHO.
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2. Pazmecture B knactepe Docker Swarm service st opraHu3aiuu
COOCTBEHHOI'0 XpaHUJIUIIA 00pa30B KOHTEHHEPOB:
o B xauectBe oOpa3a ucnonb3yiiTe registry:3
e JlokanbHOE XpaHWIHILE O0OpPa30B JOMHKHO OBITh JOCTYIMHO CO BCEX Y3JIOB
kiactepa Ha nopty 5000
3. Pasmecture B kmactepe Docker Swarm stack nnsi opranuzanuu paboThI

npunoxenus (cm. [Tpunoxenne Project 03)

¢ B xauectBe uMenu s stack ucnonn3yiite school-site-project

¢ [Ipunoxenue aomxHO ObITh nocTynHO ¢ Cloud-ADM mo http://school-
site.au.team u https://school-site.au.team

¢ B ciyuae noctymy o https, mpo6iem ¢ cepTudukaTroM BO3SHUKATH HE JOTHKHO.

4. Ha naHnHbIf MOMEHT 3TO MPOCTO CTATHUYECKUI CalT, HO CTOUT MPEAYCMOTPETh
BO3MOKHOCTh Pa3BEPTHIBAHMS TAKUX CEPBUCOB B CTEKE KaK:

¢ redis - 1151 pemenHus 3a1a4, TpeOyONMX ObICTPOI 00pabOTKH TaHHBIX

o CYB/I: PostgreSQL — s XxpaHeHHs JaHHBIX

¢ BeO-npuiioxxeHue Noka HE ymeeT paldoTaTh C JaHHBIMU CEpBUCAaMHU, HO
CEpBUCHI JIOJDKHBI OBITH pa3BEPHYTHI B pamMkax creka school-site-project mis

Oyayuieit pa3paboTKu

TomoJsiorus Project 03:
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https://disk.yandex.ru/d/ItDZh8DTdK5kAA
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IIpuio:xenue Project 03:

https://disk.yandex.ru/d/ItDZh8DTdKSkAA

2. CIIEIIMAJIBHBIE ITPABUJIA KOMIIETEHIIUH?
1. Konkypcantam mpu BBITIOJIHEHUH BCEX MOJYJIEH MOHO HCIIOJIb30BaTh
WHTEPHET-PECYPCHI, 32 UCKITIOUECHUEM:
— CucrteM KOHTpOJIS BepCcuid
— OO61enus MIOCPEICTBOM (bopyMOB/MECCEHIKEPOB/UHBIX CpEACTB
KOMMYHUKAIINH — BUJICOXOCTHHTOB

— Cpencts, TpeOyrOIIMX aBTOPU3ALUIO JIF000H (HOpMBI

2
Vkazvieatomes ocobennocmu komnemenyuu, KOMopvle OMHOCIMCS KO 6CeM 603PACIHBIM KAME2OPUAM U YEMNUOHAMHBIM
JUHeUKam 0e3 UCKIOYEeHUSL.
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2. KoHkypcaHTbl HMMEIOT 1IpaBO 3a1aBaTh YTOYHSIOIIME BOIPOCHI
sKcrepTaM (Kpome 3KCIepTa HACTABHUKA) U BIIPaBe MOJYYUTh OTBET, €CJIU BOIPOC

HE TIPeIIoIaraeT morydeHuss HHGOPMAIINH O PeaTu3aIlii KOHKPETHON TEXHOJIOTHI

2.1. JInYHBIM HHCTPYMEHT KOHKYPCAHTA
¢ Knasuarypa, MbIllIb HE IPOrPAMMUPYEMBIE

L Cpe;lcma 3alIUTEI ClIyXa U rjas

2.2. MarepuaJjibl, 000py0BaHHe W HHCTPYMEHTBHI, 3alpelleHHble Ha
IUIOIIAIKe
MoOunbHbIE YCTPOWMCTBA, YCTpocTBa (OTO-BUICO (PUKCAIMH, HOCUTEIH

uHpopMarmu.

3. TIPUJIIOXKEHUSA
[Tpunoxenue 1. MHCTpyKUHMS O 3aMOJHEHUIO MATPUIbI KOHKYPCHOTO 3a/IaHUs
[Tpunoxxenue 2. Matpuiia KOHKYpCHOTO 3aJJaHUS
[Tpunoxenue 3. MHCTpYyKILKS IO OXpaHE Tpyaa

[Tpunoxenue 4. Yek-1uCT KOMIIETEHINU
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