Nupopmanuonnas namsirka

AJIs1 00y4aKOIIMXCH AJIsl pa3MeleHns Ha opuunaabHbIx UHTEpHET-pecypcax
KomnbloTepHble BUpYChI

KOMMNbIOTEPHLIN ~ BUMPYC -  3TO  Pa3HOBUMAHOCTb  KOMMbIOTEPHLIX  MporpamMm,
OTNNYNUTENBHON OCOBEHHOCTBLIO KOTOPOW SABNSAETCS CMOCOOHOCTb K pa3MHOXeHu. B
AOMNOSIHEHME K 3TOMY, BUPYCbl MOTYT MOBPEOUTb WU MOSIHOCTBI YHUYTOXWUTb BCe
annbl M JaHHble, NOOKOHTPOSIbHbIE MONb30BaTEN, OT MMEHUW KoToporo 6bina
3anyuleHa 3apaxeéHHas nporpaMmma, a Takke MNoBpeauTb WM Jaxe YHUYTOXUTb
OnepaumoHHy0 CUCTeMy CO Bcemu dannamu B uUenomM. B 6GonblMHCTBE cryvaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToAbl 3aWMTbI OT BPeAOHOCHbIX NporpamMm:

1. icnonb3yn coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMEKOLLME CEPbE3HbIN YPOBEHb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;

2. lNocTosiHHO ycTaHaBnuBan nadtn (LUMcpoBbIE 3annaTtkyi, KOTopble aBTOMaTU4eCKu
yCTaHaBNMBalTCA C Lenblo AopaboTkM nporpaMmmbl) U Apyrne OOHOBMEHUA CBOEN
ornepaumoHHon cuctembl. CkadmBanm UX TOSNbKO C opuumManbHOro canta paspabotyvka
OC. Ecnu cyliecTtByeT pexnum aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN ErO;

3. Pabotam Ha cBoeM KoMMblOTEpe Mo4 nMpaBaMmy MNoONb3oBaTensl, a He
agMuHUCcTpaTopa. 3TO He MNOo3BONUT  OOMbLUMHCTBY BPEAOHOCHBLIX Mporpamm
WMHCTannMpoBaTbCs Ha TBOEM MNepPCOHarnbHOM KOMMbLIOTEPE;

4. Ncnonb3y aHTUBUPYCHbIE NpPOrpaMMHbIe NPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcKMM obHoBNeHnem 6as;

5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY ANt NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLHWE HOCUTENW MHpopMaLnn, Takue Kak drieLlka, gUck unu gamn ma
WHTEPHETA, TONbKO 13 NPOdEPEHHbBIX NCTOYHUKOB;

7. He oTkpbiBa KOMNblOTEpPHblE hansibl, NONyyYeHHbIE U3 HEHaOAEXHbIX UCTOYHUKOB.
Haxe Te dannbl, KOTopble Npucan TBOW 3HAaKOMBbIN. Jlyylle yTOYHW y Hero, oTnpasnsn
I OH Tebe unx.

Cetu WI-FI

Wi-Fi - 3T0 He BuA nepefayn faHHbIX, HE TEXHONOrUs, a BCero nuwb 6peHn, mapka.
Ewe B 1991 rogy Huaepnanackas komnaHua 3apermctpupoBana 6peHg « WECA», yuTo
obos3Havano crnosocovetaHne «Wireless Fidelity», KoTopbli nepeBOAUTCS  Kak
«becnpoBogHasa TOYHOCTbY.

[lo Hawero BpemeHu powna gpyras abbpesuatypa, KOTopas SABNSAETCS Takon xe
TexHonornen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHue 6bINO JaHO C HAMEKOM Ha
cTaHOapT BbiCWMK 3BYKOBOM TexHukM Hi-Fi, 4To B nepeBoge O3HayaeT «BblCOKas
TOYHOCTbY.



[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENAX U adponopTax ABNSETCA OTMYHON
BO3MOXHOCTbIO BbIxo4a B WHTepHeT. HO MHOrMe 3akcnepTbl CYUATAKOT, 4TO
obwepoctynHble Wi-Fi ceTn He aBnstoTca 6e3onacHbIMU.

CoBeTbl o 6e3onacHocTn paboTe B 00wenoctynHbix cetax Wi-fi:

1. He nepepaBan cBot nu4Hyto MHopmauuio vepes obuwenoctynHoele Wi-Fi cetu.
PaboTtas B HuX, )xenaTtenbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;

2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE Nporpammbl U GpaHamayep. Tem cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. Mpun wncnonbsoaHum Wi-Fi oTknoun dyHkumio «O6wmn goctyn Kk dannam wm
npuHTepam». [aHHas QyHKUMA 3akpbiTa MO YMOSYaHW, OAHAKO HeKoTopble
nofib3oBaTeNM akTMBUPYIOT €€ Ang ygobcTea ncnonb3oBaHus B paboTte nnm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIX04a B coumnarnbHble CETU UIU B ANIEKTPOHHYIO MOYTY;

5. Inonb3yi TONbKO 3alumLLieHHOe coeanHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN UMEHHO «https://»;

6. B mobGunbHOM TenedgoHe oTkmouM  pyHKumo  «logknoveHne k- Wi-Fi
aBToMaTtmnyeckm». He gonyckam aBTOMaTUYECKOro NOAKMKYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble ceTu

CoumanbHble CETU aKTUBHO BXOOAT B HaLy XW3Hb, MHOrMe nioaun pabotatT n XuByT
TaMm MOCTOsiHHO, a B Facebook yxe 3apeructpupoBaH mMunnmapg 4YenoBeK, 4TO
ABNAETCA OOHOW CeadbMON BCexX Xutenew nrnaHeTtbl. MHoOrme mnonb3oBaTenn He
NMOHUMALOT, YTO UHdOPMaLUS, pa3MeLleHHass UMN B COUMarbHbIX CETSX, MOXET ObliTb
HangeHa W UCMonb30BaHa KeM YrogHo, B TOM 4ucre He obsasaTtenbHo ¢ 6narumm
HaMepeHNAMMN.

OcHoBHbIE COBETHI N0 6E30NaCHOCTM B COLMANbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Opy3bsiX He [OOMKHO OblTb CryYamHbIX ©
He3HaKOMbIX JTIOOEWN;

2. 3awmuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 pPOXAEHUS W OPYryI0 JUYHYK0  UHGOPMauuUio.  3fOYMbILLNEHHUKN  MOTYT
MCcnonb3oBaTbh Aaxe WHOPMaUMK O TOM, Kak Tbl U TBOM poOAUTENU NnNaHupyeTte
NPOBECTU KaHUKYIbI;

3. 3awumwan ceow penytauuio - AEpPXU €ee B YNCTOTE U 3agaBan cebe BOMpoc: xoTen
Obl Thl, YTOObLI Apyrve nonb3oBaTenu BUAENW, YTO Thl 3arpyxaewb? Nogyman, npexae
4YeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nThb;

4. Ecnu Tbl roBopyLb C MOAbMU, KOTOPbIX HE 3Haellb, He UCMOMb3y CBOE pearbHoe
NUMSI U OPYrYHO NIMYHYI0 MHAOPMALIMK: UMSI, MECTO XXUTENbCTBA, MECTO y4elbbl 1 Npoyee;



5. N3beran pasmelueHnsa cotorpadum B IHTEpHeTe, rae Tbl M306paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OnpeaenTb TBOE MECTOMOSNOXEHNE;

6. Mpwn pernctpaumm B coumnanbHoOM ceTn HeoBXO04MMO MCNONb30BaTh CIIOXHbIE NAPOIN,
cocrosime n3 BykB 1 LGP N C KONUYECTBOM 3HAKOB HE MeHee 8;

7. [Ana coumanbHOW CeTU, NoYThbl U apyrnx canToB Heob6xo0aAMMO MCNonNb30BaTb pa3Hble
naposnu. Torpa ecnn Tebsa B3nomaroT, TO 3M1I0YMbILWWTEHHUKKX nony4aT OOCTYN TOJIbKO K
OQHOMY MEeCTY, a HE BO BCE Cpagy.

ONEeKTPOHHbIEe AeHbIM

OJIEKTPOHHbIE AEHbIN — 3TO OYeHb YAOOHLIM cnocob nnaTtexen, 0gHaKo CyLLeCTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

OneKTPOHHbIE AEHbMN MOSIBUNUCL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOIMX
rocyaapcTBax 4O CMX MOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccun ke OHM (PYHKUMOHMPYIOT M O HUX YXe MpPOnMcaHO B 3akoHe, rae ux
pas3nenstoT Ha HECKONbKO BMAOB - @aHOHUMHbIE U HE @aHOHMMHble. PasHuua B ToMm, 4To
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspewaeTca npoBoauMTb onepaunn 6e3
noeHTMdrKaumm nonb3oBaTens, a B HEAHOHUMHbIX MAeHTMdMKauMM nonb3oBaTens
ABnseTcs obA3aTenbHOMN.

Takke crniegyeT pasnuyaTtb 3NEKTPOHHbIE PMaTHble OeHbIN (paBHbI roCyAapCTBEHHbLIM
BanTaM) W 3NEKTPOHHble HeduaTHble [eHbr (He paBHbl roOCy4apCTBEHHbIM
BanTam).

OcHoBHbIE COBETHI N0 Be3onacHon paboTe ¢ SNEKTPOHHLIMWU AEHbraMM:

1. MNpuBsXKM K cHETY MOOWNbHBLIM TenedoH. ATO cambin yaobHbIN U BbICTPbIN cNocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [puBsa3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOK
nraTeXHbl Naposib UK 3anfellb Ha cCanT C HE3HAKOMOro YCTPOUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUMEHHYK aBTOpU3aLnio
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KPaxu UNn nepexasaTa nraTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTtynHukam OyaeT He MpoCTO yragaTtb CrOXHbIN
naponb. HagexHble naponn — 3TO Naponn, KOTopble CoaepXaT He MeHee 8 3HaKOB U
BKMOYaOT B cebs CTPOYHbIE M MPOMUCHbIE BYKBLI, UUAPbLI U HECKOSTbKO CUMMBOJSIOB,
Takue Kak 3Hak gonnapa, oyHTa, BoCcKnmuaTenbHbIn 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEpPSELLb.
ANeKTpOoHHas no4Ta

OJIEKTPOHHAs NoYTa — 3TO TEXHOSOMMA U NpefocTaBngdemMble et YCIyrn no nepechisike
N NOSTYYEHUIO ANEKTPOHHBIX COOBLLEHNI, KOTOPbIE pacnpedensaTCa B KOMMNbIOTEPHOM
ceTn. OO6bIMHO O3MEKTPOHHbIA MNOYTOBbLIA SAWMK BbIMMSAUT  cnegylowmumMm  obpasom:
UMs_nonb3oBaTtenda@ums_aomMeHa. Takke Kpome nepegadun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.




OcHOBHbIe coBeThbl N0 be3onacHoV paboTe ¢ 3NEeKTPOHHOW NMOYTOWN:

1. Hapo BbIGpaTth NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpHETE eCTb OrpOMHbIN BbIGOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4ylle AO0BEPATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NIMYHOM NOYTE NMYHYIO MHopMaumo. Hanpumep, nydwe Bbibpatb
«My3blKanbHbIi_haHat@» unm «pok2013» Bmecto «Temal3y»;

3. Mcnonb3yi AByxaTanHyto aBTopM3aumio. OTO Korga NOMUMO Mapons HYXXHO BBOAUTb
Koa, npucbinaembii no SMS;

4. Bblibepn crnoxHbIi naponb. [Ons KaXgoro MOYTOBOro silMKa AO0SMKEH OblTb CBOM
HaOeXHbIN, YCTONYMBBIN K B3ITOMY Maporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb caMomy CBOW NNYHbIN BOMpPOC, I/ICI'IOJ'Ib3)/I?1 Ty
BO3MOXXHOCTb;,

6. Mcnonb3yn HecKonbKO MOYMTOBLIX SAWMKOB. [lepBblM A58 YaCTHOW Nepernucku ¢
agpecatamu, KOTOpbIM Tbl AOBeps€llb. JTO 3MEKTPOHHbIA adpec He Hago
Mcnonb3oBaTh NpU perncTpauum Ha oopymax u cantax;

7. He oTkpbIiBan channbl 1 Apyrve BIIOXKEHUA B NMUCbMax Adae ecrniv OHW MpULnn oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASann v oHn Tebe aTn hannsi;

8. MNocne okoH4yaHus paboTbl Ha MOYTOBOM CepBUCE Neper 3akpbiTUEM BKNAAKU C
canToM He 3abyab HaxaTtb Ha «BbInTny.

Knb6epOynnuHr unu BupTyanbHoe nsgeBaTesibCTBO
KnbepbynnuHr — npecnegoBaHMe COOOLEHMSIMKW, COAEPXaLMMU  OCKOpOneHus,

arpeccuto, 3arnyrmBaHue; XynuraHcTBO; couuaribHoe OGOWKOTMPOBaHWE C MOMOLLbIO
PasnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeThl N0 bopbbe ¢ KNOepOYNIMUHIOM:

1. He 6pocancs B 6on. Jlyywmit cnocob: nocoBetoBaTbCA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMY MOXHO 00paTuTbCs, TO BHa4yane YycnokouTbcHa. Ecnm Tbl HayHellb
oTBeyaTb OcKkopbneHusiMn Ha ockopbneHusi, TO TOMbKO eule Oonblue pasoxKellb
KOHQOINKT;

2. YnpaBnsi cBoen kubeppenyTtauven;

3. AHOHUMHOCTb B ceTu MHuMasi. CyllecTBYHT crnocobbl BbISICHUTb, KTO CTOWUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTounT BECTU XynuraHckui obpas BUpPTYyarnbHON XU3HW. HTEpPHET ouKcupyeT BCe
TBOM AENCTBUS U COXpaHSET nx. Yaanutb nx 0yget kpanHe 3aTpygHUTENbHO;

5. Cobntogan cBon BUPTYyaribHYt0 YeCTb CMOSIOAY;



6. WrHopupyn eaunHunyHbIi HeratuB. OpgHopasoBble OCKOpOUTENbHbIE COOOLEeHUNA
nyywe urHopuposatb. OBbLIYHO arpeccus nNpekpawlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSIMU,
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLLEHUA C
onpeaeneHHbIX aapecos;

o}

8. Ecnn Tbl cBugetenb kubepbynnuHra. TBOM [OEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, nokasaTb €My, 4YTO €ero [JOeucTBus OLEHUBAKTCH HeraTmsBHO,
noagepaTb XepTBY, KOTOPOM HYXXHa NCUXONornyeckas MoMoLLb, COOOLWNTL B3POCHbIM
0 paKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CcMapTgoHbl W MnaHweTbl cogepxaTt B cebe BMofnHe B3POCHbIN
yHKUMOHAN, 1 Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHaAPHbLIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3awWwmThbl Anst NogobHbIX YCTPOMUCTB Noka oYeHb Mano. TecTupoBaHune
M NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUNA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yXe nNpakTU4Yecku [[OrHanm HacTombHble
aHanoru, ogHako paclmnpeHune yHKLMoHana BneyveT 3a cobon 60mbLUy0 CIOXHOCTb U
MEHbLLYIO 3aLUULLIEHHOCTbD.

[laneko He Bce MPOWU3BOAUTENN BbINyCKalOT OOHOBMEHWS!, 3aKpblBalOLNE KPUTUYECKUE
ySI3BUMOCTU A1151 CBOMX YCTPOWCTB.

OcHoBHbIe coBeThbl Ang 6e30nacHOCTU MObUIbHOro TenedoHa:

1. Hnyero He siBnsieTca no-HactosweMy GecnnaTHbiM. byab ocTopoxeH, Beab koraa
Tebe npegnaraoT 6ecnnaTtHblA KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To nnaTHble
ycnyru;

2. lyman, npexge 4yem otnpasuts SMS, oTo nnun Bnaeo. Tebl TOYHO 3HAELLb, F4e OHU
OyayT B KOHEYHOM UTOre?

3. Heobxogmmo oOHOBNATL ONepaumMoHHy0 CUCTEMY TBOEro cMapTdoHa;
4. /icnonb3yn aHTUBMPYCHbIE NporpamMmmMbl 4t MOBUIbHBIX TENEOHOB;

5. He 3arpy>|<a|71 NPUIOXeHnaA OoT HEM3BECTHOIO MCTOYHKUKA, BE€b OHU MOIyT coAepXaTb
BpeOoHOCHOeE rnporpaMmmMHoe obecneyeHue;

6. MNocne Toro kak Thl BbINgELWb C CanTa, rge BBOAWM NIMYHYK MHGOpMaUUIo, 3auan B
HacTpownku bpaysepa n yganu cookies;

7. I'Iepmo,u,mquKM nposep;uh Kakune nrnaTtHble YCIyrn aktTuBnMpoBaHbl HA TBOEM HOMEPE,

8. [laBain cBown HOMep MOBUIbLHOro TenedoHa TONbKO JIOASAM, KOTOPbIX Thbl 3HAELLb U
KOMY [OBepSsiELLb;



9. Bluetooth gorkeH ObITb BbIKMOYEH, KOrga Tbl UM He nonb3yelbcd. He 3abbiBan
NHOrAa NPoBepATb JTO.

Online urpbl

CoBpeMeHHbIE OHMAaMH-Urpbl - 3TO KpaCOYHble, 3axBaTblBalOLME pa3BevYeHUs,
00beMHALWME COTHM ThICAY YerloBEK N0 BCeEMY MUpY. Urpokn nccnenyot aHHbIA UM
Mup, obwalTca Apyr ¢ APYroM, BbIMOMHAKT 3aJaHusi, CpaXKaklTCa C MOHCTpamMu U
nony4arT onbiT. 3a yOOBOMNbCTBME OHWM NNATAT: MOKYNakT AWUCK, OnfadvBatoT
aboHeMeHT nnun nprnobpeTaroT Kakme-To Onunn.

Bce aTM cpeactBa vaoyT Ha noadepaHWe M pasBUTME WUIPbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLUEHCTBYOTCS CUCTEMbI aBTOPM3aLIMK, BbiNyCcKalTCA HOBbIE NaTym
(umdbpoBble 3annaTky 4ns NporpamMM), 3aKpblBaOTCs YSAI3BUMOCTY CEpPBEpPOB.

B nogo6HbIX urpax CToMT onacaTbCs He CTONbKO CBOWMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro Maporisi, Ha KOTOPOM OCHOBaHa cMcTema aBTopu3aummn 60MbLLNMHCTBA Urp.

OcHoBHbIe cOBETHI N0 6€30NaCHOCTN TBOErO MTPOBOrO akkayHTa:

1. Ecnn gpyron urpok Beget cebs nrioxo unv cosgaet Tebe HenpusTHOCTK, 3abNoKNpyn
€ro B CNu1cke Urpokos;

2. [loxanynca agmMuvHUcTpaTopamM WUrpbl Ha nroxoe MoBefeHWe 3TOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpPMaLmIo B Npodanne urpsbl;
4. YBaxan gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble NaTyn n Moabl;

6. Micnonb3ymn crnoxHble 1 pasHble naponu;

7. Oaxe BO BpeMsi Urpbl He CTOUT OTKMHOYaTb aHTMBUpyc. lMoka Tbl Mrpaellb, TBOW
KOMMNbIOTEP MOTYT 3apa3unTb.

PULINHT Unun KpaXxa NIMYHbIX AaHHbIX

OObIYHON Kpaxkel OeHer M [OOKYMEHTOB CErofHs y)Xe HUKOro He yaMBULb, HO C
pPasBUTUEM WHTEPHET-TEXHOMOMMI 3MOYMbILLIMEHHUKN MEePEMECTUIINCE B MHTEPHET, U
NPOAOMKAOT 3aHMMAaTbLCS «OOUMbIM» AENOM.

Tak nosiBMnacb HoBas yrposa: UHTEPHET-MOLUEeHHUYEeCTBa UNn PULLNHT, rnaBHasa uernb
KOTOPOro COCTOUT B MONyYEHUN KOHMUAEHUMAmNbHbIX [aHHbIX MNorib3oBatenen —
norvHoB 1 naponen. Ha aHrnunckom a3bike phishing yntaetca kak cdovwmHr (oT fishing
— pbIbHaga nosns, password — naponb).

OcHoBHbIe coBeTbl N0 bopbbe ¢ PULLMHIOM:




1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3noMaHa, To HeobxogMmo 3abnoknpoBaTtb €€ 1 coobLNTbL agMUHUCTPaATOpam pecypca
00 3TOM Kak MOXHO CKOpeE;

2. MCHOﬂbSyVI OGes3onacHble BebG-canTbl, B TOM 4uCreE, MHTEepPpHET-MaraamHoe w
NMOUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebsa B3nomaroT, TO
3M10yMbILLNIEHHUKM NOoslydaT LOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMUIII0 B CETU, a He KO
BCEM,;

4. Ecnn 1ebsa B3nomanu, TO HeobGXxoaMmo npenynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3fiomanu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbINIKM Ha (OULLNHIOBLIE CalThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;

6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTKpbiBan hannbl U gpyrme BrIOXEHUS B NUCbMax JaXe ecnu OHW Npuwnm ot
TBOUX ApYy3en. Jlyylle yTOYHN y HUX, OTNPaBnsany N oHn tebe aTu dannsl.

LUndposas penytaums

LindbpoBas penyTaums - 3TO HeraTMBHas UM NO3NMTUBHAA MHpopMaums B ceTu o Tebe.
KomnpomeTupytowias uHpopmauus pasMmelleHHass B MHTEepHeTe MOXeT Cepbe3HbIM
obpasom oTpasnTbCa Ha TBOeW pearnbHoOn xu3Hu. «Lindposasa penytaumsi» - aTo TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MECTO XUTeNnbCTBa, Yy4ebbl, TBOE (PMHAHCOBOE MONOXeHUEe, OCOBEHHOCTM
XapakTepa 1 pacckasbl 0 6rM3KKX - BCe 9TO HaKannMBaeTCs B CETU.

MHorne noapoCTKN NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm nM4HOW UHgopmaummn B
WHTepHeTe, He NOHMMasa BO3MOXHbIX NOCNeAcTBUI. Thl JaXe HE CMOXellb JoraaaTbCs
0 TOM, YTO poTorpadusi, pasmeLleHHas 5 neT Hasag, ctana NPUYMHON OTKa3a NPUHATb
Teba Ha paborTy.

KommeHTapun, pasmelwieHme TBoux doTtorpapmn n gpyrme AOenctBusi MOryT He
NCYE3HYTb JaXke MNocrie TOro, Kak Tbl UX yoanuuwb. Tbl HE 3Haellb, KTO COXpaHUm 3Ty
MHdOpMauuio, nonana fMm OHa B MOUCKOBbIE CUCTEMbI M COXpaHuUnacb N oOHa, a
rmaBHOE: YTO NoayMalrT O Tebe OKpyxatollee Noan, KOTopble HanayT U YBUAOAT 3TO.
Hantn nHgpopmaumto MHOro fnieT Cnycta cMoXeT Nobon - Kak U3 4obpbix NodyxaeHun,
TaK U C HAMEPEHNEM MPUYUHUTL Bped. OTO MOXET ObITb KTO YroAaHo.

OcHOBHbIE COBETHI NO 3aLUMTE UMGPPOBOM penyTaLuu:

1. Nogyman, npexae 4em 4T0-TO NybrvkoBaTb M NepefaBaTb y cebsa B 6rore vnun B
counanbHoOu CeTu;

2. B HacTpownkax npodunga yCTaHOBWU OrpaHMYeHns Ha NpoOCMOTP TBOEro Npodounis n ero
COOEPXKMMOro, caenam ero TonbKo «4Nna Apy3eny;



3. He pa3melsan n He ykasbiBan MHopmMauno, kKoTopasd MOXeT KOro-nmbo ockopbnsaTb
nnm obumxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIE  LUKOMbHWUKM- aKTUBHblE MNONb3oBaTenM UUGPOBOro MNpPOCTPaHCTBA.
OpHako ganeko He BCe 3HaKT, YTO NOSMIb30BaHNE MHOTMMU BO3MOXHOCTAMU LLIMGIPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMUH «UHTENNeKTyanbHasi COGCTBEHHOCTb» OTHOCUTCS K PasfiMYyHbIM TBOPEHUSIM
YenoBEeYECKOr0 yMa, HayMHasi C HOBbIX M300peTeHuMn U 3HakoB, O06O3HaYarLLMX
COOCTBEHHOCTb Ha MPOAYKTbI M YCRyrM , WU 3akaHuMBasi kHUramu, doTorpadusimu,
KMHOOUNIbMaMmM U My3blKanbHbIMU NMPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyarlbHYyt0 COOCTBEHHOCTb HAa NPOM3BEAEHNS
HayKu, niMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalOT B Ka4ecTBe rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emMy
crnpaBeaniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyada, noslyuyvTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHnss aBTopa HE MOXET BOCMPOU3BOOUTb
ero npouvsBedeHune, pacnpocTpaHATb, My6fMYHO OEeMOHCTpUpoBaTh, NpoAaBaTh,
MMMOPTMPOBATb, NycKaTb B MNpokaTt, NyGrMYHO MCMONHATb, MNOKa3blBaTb/MCMOMHATL B
admpe unu pasmewatb B IHTEpHeTE.

Mcnonb3oBaHne «nNmMpaTcKoro» NporpamMmMHoOro obecneyvyeHns MoXeT NPUBECTU K MHOTUM
pyckam: OT NOTEePW AaHHbIX K TBOMM akkayHTam 40 GrOKMPOBKM TBOEro YCTPOWCTBA, rae
YCTAHOBMNEHHbIN He neranbHas nporpamma. He cTouT Takke 3abbiBaTb, 4TO
CyLLeCTBYeT ferasnbHble U 6ecnnaTHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETW.

O nopTane

CeTteBMYOK.pcp - TBOW [MNaBHbIN COBETYMK B CeTU. 34eCb Thbl MOXelWb Y3HaTb O
6e30nacHOCTM B CETUM MOHATHbIM W OOCTYMNHbIM A3bIKOM, @ MpPU BO3HUKHOBEHWN
KpUTUYECKON cuTyauum obpatntbCa 3a coBeTOM. A Takke MpPUHATb y4yacTne B
KOHKypCax 1 cTaTb caMbIiM LMUPPOBLIM rpaxxgaHMHoOM!



