HNudopmanmonnas naMsirka UIsi HeCOBEPIICHHOICTHHX
1o Bonpocam kudepbesonacuoctTu B cetu «Murepuen

Komnblorepubie BH PYChI

KoMnbroTepubli  BHpPYC - JTO Pa3sHOBHIAHOCTH KOMIIBIOTCPHBIX IIPOIpamm,
OTITHYHTEILHOH OCOOEHHOCTBIO KOTOPOH SIB/ISETCS CHOCOOHOCTH K pazsMHOKEHHIO
(xormmpoBanuio). B jgomonHenue K 9TOMy, BUPYChI MOTYT MOBPEIAUTH HIIH OJIHOCTHIO
VHUYTOXHUTh Bce (halyibl M JIaHHBIE, MOAKOHTPOJIBHBIC I10JIB30BATEIIIO, OT HMMCHH
KOTOpOro ObLia 3alylieHa 3apaxEéHHas IporpaMma, a TakkKe [OBPeJIUTh WM JlaKe
YHHYTOXUTH ONECPAIIMOHHYIO CHCTEMY €O BceMH (Qainamu B 1esioM. B OoabninHcrse
CJIy4aeB pacnpOCTPaHsAIOTCs BUPYChI Yepe3 HHTEPHET.

MCTOJII)I 3AIHUTDBI 0T BPCAOHOCHBIX IPOIrpamMm:

1P Mcnonb3yi coBpeMeHHbIe ONEPALHOHHBIE CHCTEMBbI, UMEIOIIHE CepLE3HDI
YPOBEHbB 3alIHUThI OT BPCAOHOCHBIX [IPOrpaMM;
2. ITocrositnHo  ycranasinuBaii  maryu(mmdpoBeie  3aIUIaTKH,  KOTOPBIC

aBTOMAaTUYECKH YCTAHABIHBAIOTCS C 1eJILIO J0pabdOTKH IIPOrpaMMbl) W Jpyrue
oOHOBJIEHHSI CBOEH ornepalMoHHON cucrembl. CkauMBail UX TOJIBKO € O(QUIMAIBHOIO
caitita paspaborunka OC. Ecim cymecrByeT peXuM aBTOMATHYCCKOIO OOHOBIICHMS,
BKJIIOYH €ro;

3. PaGoraii Ha cBoeM KOMIIBIOTEpE I10]I IIpaBaMu 10Jb30BaTels, a He
aJIMHHMCTpATOpa. ITO HE [103BOAMT OOJBIIMHCTBY BPEAOHOCHBIX  IIPOIPAMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIbLHOM KOMITBIOTEPE;

4. Mcnonb3yit  aHTHBHpPYCHBIE  [POrpPaMMHbIE  TPOAYKTBI  M3BECTHHIX
IIPOM3BOAUTEIICH, ¢ aBTOMAaTHYECKUM 00HOBIIEHHEM 0a3;

5. Orpaanyb GU3NYCCKHHA J0CTYTT K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIHIL;

6. Mcnonb3yit BHEIIHME HOCUTE/IM MHGOpMAIMK, Takue Kak duenika, JIMCK
uin dain u3 Unrepuera, TOJILKO U3 IPOBEPEHHBIX HCTOYHUKOB,;

7. He oTKpbiBaif KOMIbIOTEpHbIE (alibl, MOJYYEHHbIE H3 HEHAEKHBIX

ucroyHukos. Jlaxe te akiibl, KOTOpbIC IIpUCIAl TBOH 3HAKOMBIA. Jlyume yroduu y
HEro, OTIpaBJIsiL JIM OH Tebe uX.

Cern WI-FI

C nomompio WI-Fi moxno mnonyuunth OecniaTHbIA HHTEPHET-A0CTYI B
obuiecTBeHHBIX MecTax: Kade, OTelsX, TOProBbIX IEHTpax M ajpornoprax. lak xe
ABISAETCA OTJIMMHOH BO3MOKHOCTBIO Bbpixoaa B Murtepmer. Ho mmorume okcrieprn
cunTaioT, yto odmieoctynubie WiFi cetn He siBisiiores 6e30macHbIMH.



Cogernl no 6e3onacHocTH padoTbl B 00meaocTynnbix cerax Wi-fi

[f He nepenasail ¢Bolo JinuHyio undopmanmnio yepes odmeaocrynibie Wi-Fi
ceTd. Paborasi B HUX, JKe/laTe/lbHO HE BBOJIMTH IAPOJIM JIOCTYyINA, JOIMHBI M KaKHe-TO
HOMeEpa;

2. Hcnonn3yit 1 OOHOBIISIH aHTHBUPYCHBIC TIpOrpaMMbl M OpanMayasp. Tem
caMbIM ThI 0Oe30macHIIb ceds OT 3aKauKH BUPYyca Ha TBOE YCTPOHCTBO;
3. Ilpu wucnounsosanmu Wi-Fi orkmoun ¢ynkumio «Odmmii 1octyn K

daiinam u npunaTepam». JlaHHas QyHKIMS 3aKpHITA 110 YMOJIYAHHIO, O/(HAKO HEKOTOPhIC
M01530BaTe M AKTHBHPYIOT e€ JUIs y100CTBa UCTIONB30BaHUS B paboTe wiH ydeoe;

4. He wucnons3yit myOamunsii WI-FI juist nepegaum JHYHBIX JIQHHBIX,
HAIpUMep, /Ul BIXOJ(a B CONMAIbHBIC CETH MJIH B DJIEKTPOHHYIO 110YTY;

o 3 Hcrons3yii ToinbKo 3auuieHHoe coeauuenune dyepes HTTPS, a ne HTTP,
T.€. lpu Habope BeO-ajpeca BBOAM MMeHHO «https://»;

6. B mobGuisHoM Tenedone orkimoun Qynkumio «lloakmodenne k Wi-Ii
aBTomMaTuudecku». Ie joryckaii aBToMaTH4yecKoro IMOAK/IIOYCHHUSI YCTPOHCTBA K CCTAM
Wi-Fi 6e3 TBOEro cornacusi.

ConmaibHbIC CETH

Comanpiasi ceTh - 9TO CaWT, KOTOPBIH ITPEAOCTABIACT BO3MOKHOCTE JHO/ISM
OCYLIECTBISITH ObleHre MeK/ly coboil B uHTepHere. Yaie BCero B HUX JUISL Kax/10I0
yeJloBeKa BhIJIJISIETCS CBOS JIMYHAsl CTPAHUM4YKA, HA KOTOPOH OH ykaspiBaeT O cebe
pazJinuiyio MHQOPMAIINIO, HAYWHAS OT MMEHHM, (aMuIuM M 3aKaHYUBAs JIMUHBIMH
dororpadusmMu. Muorue 1OJNB30BAaTEIM  HE  NOHMMAIOT, 4TO  MH(OpMaIms,
pasMellleHHasi UMM B COLIMAIBHBIX CEeTSX, MOKET OBbITh HaMjeHa W MCII0JIb30BaHa KM
YIOJIHO, B TOM YHCIIE HE 00s13aTelIbHO ¢ O1arnMy HAMEPEHHAMU.

OcunoBHbIe COBETHI 110 0€30MACHOCTH B CONHAJIBHBIX CETHX:

1 Orpanndb CIUCOK Jpy3ei. YV 1e0s B 1pY3biX HE JIOJDKHO ObITh C.Iy4anHbIX
M HE3HAKOMBIX JIIOJICH;
2. ammmiaii  cBoI0 4acTHyro Jku3nb. He ykaspiBait naposu, Ttencdorbl,

ajpeca, JlaTy TBOEI'O POKJICHHS W JPYIYIO JIMYHYIO HH(GOpPMAIHMIO. 3I0YMBIILICHHHKH
MOI'VT MCII0/Ib30BaTh Jla’kKe MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJIMTEIN IUIAHUPYCTC
[IPOBECTH KaHUKYJIbI;

3 3amuinail CBOIO PeIlyTaLMIO - JICPKH e B YMCTOTE H 3a/1aBai cebe BoIpoc:
XOTen OBl Thl, YTOOBI JAPYTHC IOIL30BATEIM BHJIEIH, YTO ThI 3arpyzxaems?’ [lojaymaii,
[PEXK/Ie YeM YTO-TO OIYOIHKOBATE, HAUCATH U 3aIrPy3HTh;

4. Eciii ThI TOBOPHILEL C JIIOJIbMH, KOTOPBIX HE 3HACIb, HE HCIIOJIL3YyH CBOC
pealibHOe UM U JIPYTYIO JIMIHYIO HHOOPMAIIMU: UMSI, MECTO JKUTEJILCTBA, MECTO YHCOb
H rIpoyee;

. M3beraii pazmemenus ¢ororpaduit B IHTEepHETE, I1€ Thl M300paXeH 1a

MECTHOCTH, 110 KOTOpOf’i MOKHO OIIPE/ICIIHTE TBOC MCCTOITOIOKEHHUEC,



6. [Ipn perucrpami B COINMATHHON CeTH HeOOXOIMMO HCIIOJIb30BaTh
CJIOKHBIE NTAPOJIH, COCTOSIIIME M3 OYKB U IU(P U ¢ KOJIMIECTBOM 3HAKOB HE Meree §;

7.  Jlns COUMAlbHOM CEeTH, TMOYTBI M JPYrMX CaHTOB HEoOX0MMO
HCIIONIBL30BAaTh pasHble mapoiid. Toraa eciau Tedsi B3JIOMAIOT, TO 3IOYMBINUICHHAKH
IOJIy4aT JIOCTYIT TOIBKO K OJIHOMY MECTY, & He BO BCe cpasy.

JIeKTPOHHbIE JIeHbI'H

DNEKTPOHHBIC ACHBIH — 9TO O4YeHb YHAOOHBIH CrIOCOD TUIATEKEH, OJIHAKO
CYIIECTBYIOT MOIICHHHKH, KOTOPBIE XOTST IOJIYUHTh ITH JIEHBIH.

DIEeKTPOHHBIC JIEHBIU MOSIBUIMCH COBCEM HEJABHO M MMEHHO M3-3a JTOTO BO
MHOIMX FOCYAApCTBAax /10 CHX [10p He IPOITUCAHO NPO HUX B 3aKOHAX.

B Poccun ke oHM (DyHKIIHOHHPYIOT U O HUX Y)KE€ NPOIMCAHO B 3aKOHE, I'JIC MX
pa3/IelIsioT Ha HECKOJILKO BHJIOB - aHOHHMHBIE H HE aHOHMMHBIC. PazHulia B TOM, 410
AHOHHMHBIE - 9TO Te, B KOTOpPBIX pa3peliaeTcs MPOBOAMTH olepaiinn  Oe3
HieHTH(GUKALMK [10Jb30BaTellsi, @ B HE AHOHMMHBIX WJICHTH(UKAIMK [101b30BATC/IA
sBJIsIeTCH 00sA3aTe/IbHOMN.

Takxke cieiayeT pas3iudarh JJICKTPOHHBIC  (uarHbie  JCHBIM  (paBHbI
rOCY/lapCTBEHHBIM BAJIOTaM) ¥ JJIEKTPOHHBIC HepHaTHbIC JCHLIM (HC paBibl
roCy/IapCTBEHHBIM BATIOTAM).

OcHoOBHBIC COBETHI 110 De30macHoN paﬁoTe C DJICKTPOHHBIMH JICHBI'AMH!

1. Tlpussxu K cueTy MOOHILHBIH TeedoH. DTO caMblil y/I0OHBIH H ObICTPLI
CIIocOo0 BOCCTAHOBMTL JIOCTYN K cdery. lIpuBsi3aHHBINA TejieOH IOMOXKET, eCliiu
3a0y/1elb CBOM IJIaTeKHBIH [TapoJb WK 3aii/Ielh Ha CalT ¢ HE3HAKOMOI'O YCTPOHCTBA;

2. Hcnons3yidi ojmopaszoseie mapoau. Ilocie mnepexomxa Ha yCHICHHYIO
aBTOpM3allMIO Tebe yXKe He OyneT yrpoxkarh OINACHOCTh KPaXW MIM [epexsara
IJIATEAKHOIO I1apoJis;

3. Beidepu cioxubiii nmaposb. IIpecrynHrkam Oyjer He MpocTo yraiarb
CJI0KHBIHA mapois. Hasexkusie mapoin — 5TO MapoJii, KOTOpIE CoJiep/ar He mexee 8
3HAKOB M BKJIIOYAIOT B ceOsi CTPOYHBIE M IPONMCHBIE OYKBBI, IUQPLI H HECKOJILKO

CHMBOJIOB, TAKHE KaK 3HAK J1o/u1apa, GpyHTa, BOCKIMIATEIbHBIN 3HaK 1 T.11. Harpumep,
StROng!; :
4. He BBO/IY CBOM JIMYHbBIE JIAHHbIEC HA CalTaX, KOTOPLIM HE JIOBEPsCIIb.

JIeKTPOHHAN N0YTA

DIeKTPOHHAS [109Ta — JTO TEXHOJOIHs M IPEJOCTABISICMbIC CIO YCIYI'H 110
MepechlIKE M IOJYYCHHUIO DICKTPOHHBIX COOOIICHHH, KOTOpBIE pPacrpe/essiorcs B
KOMIIbIOTEpHO#M ceTh. OOBIYHO IEKTPOHHBIA MOYTOBBIA SIIHK BBIMJISIUT CIIC/YIOUIHM
00pa3oM: UMsl_110JIb30BaTeIs(@HMS_jloMeHa. Takxke KpoMme repe/iadn pocToro TeKera,
MMEETCs BO3MOKHOCTB Iepe/iaBath (aiiibl.



OcnoBuble coBeTsl 110 He3onacHoli padoTe ¢ MIEKTPOHHON HOYTOIH:

1 Hano BeiOpars npasuibHbll 1ouToBbIH cepBuc. B Murepnere ecis
OrpoMHblid BbIOOp OecriaTHBIX ITOYTOBLIX CEPBUCOB, OJAHAKO JydIle JOBEPSTHL TEM,
KOro 3Haelllb ¥ KTO NepPBbIid B PEUTHHTE;

2 He ykaspiBaii B JIMUHOM noure JuuHylo uHdopmanuio. Hanpumep, iaydie
BBIOPATh «MY3bIKaIbHBIH _(aHaT@» uim «pok2013» BMecTo «Temal3»;
3. HMcnonb3yH ABYXOTAlHYIO aBTOPU3alMIO. DTO KOIJIa [OMHMO Haposs:

HY’KHO BBOJMTB KOJ, IIpUchLIaeMbiit 1o SMS;
4. *BeiOepu ci1okHBI 11apoiib. Jlis Kaxk10ro moYToBOro siMKa JI0IKeH ObITh
CBOM HaJIe)KHBIH, yCTOMYMBBIN K B3/IOMY [1ap0OJlb;

3 Eciu ecth BO3MOKHOCTH HalMcaTh CaMOMY CBOM JIMYHBIH BOIpOC,
HCIIONIB3YH ITY BO3MOKHOCTE;
6. Mcrnons3yii HECKOJIBKO TMOYTOBLIX SIIMKOB. IlepBbiit  juis  wactHoii

MeperMcKu ¢ ajjpecaTaMu, KOTOPBIM ThI JIOBEPSieNlb. JTO IEKTPOHHBIN ajipec He HAJ10
MCTI0IL30BATh IIPU perucTpanuy Ha Gpopymax u cairax;

% He orkpbiBait Qaitiibl ¥ JApyrue BIOKEHHS B ITUCHMax JIaKe €clii OHH
MPUIILTA OT TBOMX Jipy3eii. JIydiie yTo4HH v HUX, OTIIPABIISUIM JIM OHHU TeOe 3Th (aiib;
8. ITociie okoH4anusi padoOThl Ha IOYTOBOM CEpBHCE Nepesl 3aKphITHEM

BKJI&/IKM C caiTOM He 3a0y/1b Haxarh Ha «BbIdTH».

Ku0epOy. uimHI HJIH BHPTYAJLHOE H3/1EBATCILCTBO

KubepOymunr — rpeciie/iloBaHue COOOIICHUAMH, COJICPKAIIMMH OCKOPOIICHHS,
arpeccuio, 3aryruBaHHUe; XyJIMIaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C IIOMOIILIO
pa3IMYHbIX HHTEPHET-CEPBHCOB.

OcuHoBHbIe coBeTHI 110 Dopule ¢ KHOepOyIIHHIOM:

ks He Opocaiics B 60ii. Jlyummii crioco6: nocoseroBaThesi Kak ceOs BeCcTH M,
€CJIM HeT TOro, K KOMY MOXHO OOparuThCs, TO BHa4aje YCHOKOMThCs. Eciu 1ol
Ha4Helllb OTBEYATh OCKOPOJIEHUSMM Ha OCKOpOJIeHusi, TO TOJIBKO emie Ooblie
Pa30IKeNIh KOHPIUKT; T

2. Vnpagisiii cBoelt kubepperryranuei; _

3. AHOHUMHOCTE B ceTH MHHMMas. CyllecTBylOT Croco0bl BBISICHUTH, KTO
CTOMT 3a AaHOHUMHBIM aKKayHTOM; g

4. He crout BecTH XyJIMrauckuil o0pa3 BHpTyalbHOW Ku3uu. Murepuer
(GuKCUpyeT BCe TBOM JICHCTBMS M COXpaHsieT HX. YIaIuTh HX Oyjer kpaifHe
3aTPY/IHUTEIBHO; | :

5. Bem cebsi BEKIMBO;

6. HUraopupyit exunnunbsii  HeratuB. OaHOpa30oBble  OCKOPOHTCIIBHBIC

cooOuIeHUs J1ydine urHopuposatTh. OOBIMHO arpeccus IpekpailaeTcs Ha HavalbHoM
CTanH;



A Ban arpeccopa. B rnporpamMmax oOMeHa MIHOBEHHBIMH COOOIICHUAMH, B
COLMAIBHBIX CETAX €CTh BO3MOKHOCTH OJIOKHPOBKM OTIIPaBKH Cco0OmICHMI ¢
OIlpe/IeJIEHHBIX a/IPeCcoB;

8. Ecau el cBujerebs kubepOysutnHra. TBoM AEHCTBUSA: BBICTYIIHTH IIPOTHB
peciejoBaresisi, IoKa3aTb €My, 4YTO €ro JICHCTBMS OLICHHBAIOTCS HErarusio,
NOJUICPIKATH JKEPTBY, KOTOPOIl HyKHA MICUX0JI0OTHIECKas IIOMOIIb, COOOIINTE B3POCIIBIM
0 (haKkTe arpecCHBHOIO IOBE/CHHA B CCTH.

MoOunabubii TeJiehon

Cospemennble cMapThOHBI U IUTAHIIETHI COJEp)KaT B cede BIIOJHE B3POCIHbIH
GyHKIMOHAN, W Temnepb OHH MOIYT KOHKYPHUpPOBaTh CO  CTAllHOHAPHBIMH
KoMmIibioTepaMu. OJIHAKO, CPeICTB 3allUThl JUIS 11000HBIX YCTPOHCTB I10Ka O4YCHb
masio. TecTupoBaHue U MOMCK YA3BUMOCTEH B HUX MPOUCXOAUT HE TAaK MHTCHCHBHO, KaK
s TIK, To e camoe KacaeTcsi 1 MOOMJIbHBIX MPHIIOKEHUH.

CoBpeMeHnHble MOOWIbHBIC Opay3epbl YKC ITPAKTHYCCKH JIOIHAJIN HACTOJILHLIC
aHaJIOrW, OJIHAKO pacliuperne pyHKIHOHANA BiIeYeT 3a c000H GOJbUIYIO CIIOKHOCTE H
MEHbIIYIO 3aIHILICHHOCTD.

Jlajleko HE BCEe [POM3BOJMTE]N BBIITYCKAIOT OOHOBJICHHUS, 3aKpbIBAIOIIMC
KPUTHYECKHE YS3BHMOCTH JUISI CBOMX YCTPOHCTB.

OcnoBubIE COBETHI /LIS 0e30nacHOCTH MOOMJILHOTO TCJIC(‘)O"QZ

l. Byibs ocTopoxkeH, Bejb Korja tebe npearaior OecIuiaTHbIH KOHTEHT, B
HEM MOI'YT ObITh CKPBIThI KAKME-TO TUIATHBIE YCIIYIH;

2. Jlymaii, npex;e yem ornpasurs SMS, ¢oro uinu Bujaeo. Thl TOUHO 3HACIID,
rje oHu OyJIyT B KOHEYHOM uTore?

3. Heo6x01uM0 0OHOBJISTE ONEPAIMOHHYIO CHCTEMY TBOEIro cmaprdona,

-+ Hcnonb3yit aHTHBUPYCHBIC TIPOrPaMMBbl JUT MOOHIIBHBIX TeJ1e()OHOB;
3 He 3arpyail [puJIOKCHHS OT HEM3BECTHOIO MCTOYHMKA, BC/Ib OHU MOLYT
COJIepKaTh BPEJIOHOCHOE IIPOrpaMMHOE 00eCIICUCHHUE;

6. [Tocse TOro Kak Thl BBIJIEIIb C CaTa, I/Ie BBOIWI JIMYHYIO HH(DOPMALIHIO,
3aii/i1 B HACTPOIKK Opay3epa n y/anu cookies;

7 [Tepro i ecKr MPOBEPsNA KaKue TUIATHBIC YCJIyTrH aKTHBHPOBAHbI Ha TBOCM
HOMepe;

8. JlaBait cBOH HOMEpP MOOHMIILHOIO TeIe(OHA TONBKO JIOJIAM, KOTOPLIX Thl
3HACIIL U KOMY JIOBCPSICIIb;

9. Bluetooth jio/oken ObITh BBIKIIOYEH, KOT/l@ ThI MM He noJjib3yemncs. IHe

3abbIBail HHOT/1A TIPOBEPATH ITO.

@DUIIHHT HJIH KPaka JHYHBIX IaHHBIX

['mauas neis puimmHr- Buja MHTepHeT-MONIEHHHYECTBA, COCTOMT B ITOJIYYCHHH
KOHGMHICHIIMAILHBIX JIaHHBIX M0Ib30BaTeIel — JIOTHHOB U maposied. Ha anrimiickom



s3bike phishing uwraercs xaxk ¢uummmur (ot fishing — peidnas nosns, password —
1apoJib).

OcuHoBHbIE cOBETHI 110 Dopbie ¢ pumuHrom:

1 Cnenm 3a cBOMM akkayHTOM. EciM Tl 1ojo3peBaeliib, 4TO TBOsS aHKCTa
Obl1a B3JIOMaHa, TO HEOOXOAUMO 3abJI0OKMpOBaTh €€ U COODMIMTH AJAMHHUCTPATOPAM
pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Hcnoan3yii 6ezonacHeie BeO-calThl, B TOM YHCIE, HHTEPHET-MAra3nios M
IIOMCKOBBIX CHCTCM;
3. Hcnonb3yit cioKHBIE M pa3Hble Mapoiad. TakuMm oOpasom, cciu 1eds

B3JIOMAIOT, TO 3JIOYMBIILICHHUKH TI0JIy4aT JAOCTYTI TOJIBKO K OJHOMY TBOEMY HPOdHIIo
B CETH, a HE KO BCEM;

4. Ecnu T1ebs B3goMalnd, TO HEOOXOAHMMO IPEaAYIpe/UTh BCEX CBOMX
3HAKOMBIX, KOTOpbi€ J00aBlieHbl y TeOs B JPy3bsX, O TOM, 4YTO TeOs B3JIOMAIM W,
BO3MOXHO, OT TBOEro MMEHH OY/JEeT pacChUIaThCA CIlaM M CCBIJIKM HAa (QUIIMHIOBBLIC
CauThl;

5 VYeranosu Hazexkubii napois (PIN) Ha MoOuibHbli Tesedon;
6.  Orkio4u coxpaHeHue napois B Opaysepe;
7.  He orkpsiBaii ¢aiiabl U Jpyrde BIOKEHWS B [MTUCbMAX JIAXKC CCIM OHH

MPUIILTH OT TBOUX Jpy3eit. Jlydure yro4nu y HUX, OTIIPaBIIsUIM 1M OHU TeOc 911 daiiibl.



COB/TIOOJANTE OCHOBHbIE

NMPABUJIA

BE3OMNACHOCTU

KaK 3aluTuUTb NepcoHasibHblie faHHble
B ceTu UHTepHeT:

Mpasuna 6e30nacHoOCTA

1. Kaxnoe Hauwe feuctsue B CETU
WUHTepHeT octazsngeT undposon cneq
Crapaics pasMeWsTs Kak MOWHO
MEHbLUEe KOHKPEeTHBIX AaHHbIX O CBOe#
MUIHK.

2. He pnoeepai BaxHylo uHpopmMauuio
HeNpoBepeHHbIM CalTaM: BHUMaTENb-
HO CMOTPM Ha anpecHyio CTPOKY.
Crapancs NOMNb30BaTLCH 3alUMLIEHHbI-
MW pecypcaMu (CChinka B CTpoke Gpay-
3epa A0NKHa HauMHaThes ¢ https.//).

3. He nybnukyn WHGOpMauwio, nNo
KOTOPOM MOXHO Onpenenute TBOW
AOMAWHKUI agpec, He MNPOBOAKX PYM Ty-
pbl NO CBOEMYy AOMYy, HE pa3Mellaw
nocTsl © AOPOroCTORIUMX NOKYNKax w
MHGOPMaLMIO, YTO yewaelllb € poauTe-
NAMK B OTNYCK

4. He cTaBb METKM reonokauuu nog
CBOMMM NOCTaMHM

5. He pasmewan ¢otofckaHbl cBomux
AOKYMEHTOR B OTKPbITOM AoCTyne.

CoumaribHblie ceTu

1. NpUAYMbIBaN CNOXHbIE Naponv nNpu
perucTpauMm - pazHole N7 PasHbix
yueTHbIX 3anucen. He 3abblsail MEHATD
Ux, He ucnonbayit B HUX CBOWU Nepco-
HEMNbHLIE QaHHbIE.

2. 3alMLUEN CBOK HacCTHYIO MW3HDL!
MONb3YUCA HACTPOMUKAMWU MPHUBATHO-
CTW, paspellan nucath coobueHna w
OCTaBnATh KoMMewTapun noa d¢orto
TONBKO APY3bAM

3. UKDO BHMMATENEH N OCTOROMEH Npy
obwernn ¢ Heanakomuamm B Cetu.

4. He otnpaenaun ¢poro n sugeo YACT-
HOMW YXXU3HWU HeaHakoMUaM, KOTOPbIX
He 3Haelb B peanbHOW MU3HU.

5. He BcTpeyalcn B peanbHOW MU3HU
C OHNaWH-3HaKOMbiMK 6e3 paspeuue-
HUA poauTenen. Ecnu 8Ce He pelunncs
Ha BCTpedy B odbnanHe, viv B Conpoeo-
NASHUAA ﬂ.,ODSﬂm._:M.Z wmwnm AHSKOMBLX
B3POCAbIX

2NeKTpoHHan noyra

1. 3aseqn ABa appeca 3NEKTPOHHOM
noYThl — MNPMBATHBLIK, 0NA YACTHOM
nepenucku (He nybGnuikyn erc B obLue-
ADCTYMHLIX MCTOMHMKEX), U NYSNUYHBIA
— N8 QOPYMOB, YaT0B, PeIVCTRELNN B
COLCETAX U OKNanH-cepBucax

2. He nepexoam no cchinkam C Henpo-
BEPEeHHbIX CAWUTOB WM He 3arpyxan
He3HaKOoMble NpUNoXeHusa u dannol.

3. He OTKpbiBaU nNOAO3PHTENbHBLIE
MACbMA C HEW3BECTHLIX 2/1EKTPOHHbIX
NMOYTCBbLIX SUIMKDSB.

4. Ypanan nucema c uHdopmauuen o
BbIUIPLILLAX B NOTEPENAX, B KOTOPLIX He
yqacTaosan, v cocBlerua o nonyde-
HUK Hacheicisd ol HEMNIBECTHbLIX
POACTREHHUKOS,

OHNanH-NOKyNKu1

1. Ecnu Tebe npeanaralet GecnnatHylo
caenky B o6MeH Ha TBOM NepcoHans-
Hble AaHHbIe, IHAYMUT, TOBAp B 3TOW
cpenke - Thi.

2. He MeHsl cBOM nepcoHanbHbie
AaHHbIE Ha COMHHWTENLHYIO BbIFOAY,
a[IPEC INEKTPOHHOI NOYTH UK HOMep
TenedoHa MokeT DBhiTh UCNONb3IoBaH
IR PacCuink pexiaMHbix O@gmbﬁ.
HK.

3. BHMMaTENbHO M3y4aill NONMUTUKY
catoB B uwactu o6paborkm nepco-
HanbHbIX AAHHBIX (NONUTKMKE KOHbMU-
AeHUMANbHOCTU/MONb30BATENbCKOE
COTnaWeHue), Npexae YeMm CraBuTe
eranouKys O cornacuu Ha obpaborky
NERCOHANBHBIX AAHHRIX.

4. TIpUHUMan YCNOBUS NONb3oBaTeNb-
CcKOro cornawieHus. 7ol no6posonsrHo
nepenaeulb cBon nepcoHzanbHbIEe
HaHHble snapgensuy nm—u:m. Hd KOTOPOM
DETUCTPUPYRLLILCA,

5. OTKa3biBaicA OT nepeaavun nepco-
HanNbHbLIX OAHHBIX B LenaX, KoTtopbie
Tebr He UHTepecyoT.

Bepern cBou v yBaXau YyXmne nepcoHanbHble AaHHbIe

1. He coxpaHsii CBOM nepcoHanbHble
AaHHble HA O6WEAO0CTYNHBIX KOMMbIoTe-
pax.

2. ECav 33X04MIUb C YYMHUX KOMNBIOTEROS

UAKN C TeneoHOB Ha CBOK) CTPAHKULLY UNK B
urpy. He 3abbiBad BbIXOAUTH U3 CBOEro
aKKayHTa.

3. Momuu, uto 3abasHblie HoTo U BUAEO,
KOTOPGLIE Thl pasMeulaellb B CeTH, OCT3I0T-

CR TaMm Haepcerna. Cnycis MHOro net

OHU MOIYT Nepectath Ka3adThCl CMEeLLIHLBIMK
1 MOTYT 6bITb MCNONB30BaHbl ANA TPABNHK
- KkubepbynnuHra.

4. Henb3a MCNoNb30BaTh MM pa3MellaTs
B Cetn Sl,_,m.UIm.A nepcoHansHbie aHHbe
(doTo, Buaeo) apyrux nopgen 6e3 ux
COrNacus v paspeLLeHus.

5. MoMHY, UTO KOMUpPOBaHWEe U pacnpo-
CTPAHEHUE HYXNX NePCOHANbHbLIX AaHHblX
MOXKET COeNaTh ﬂm,.@n ANOYyMLIWNEHHUKOM
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f He nozeonb nuparam B UHTepHeTe
y3HaTb CBOM MMS, Naponu u HoMep TenedoHa!l
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