HNuadopmMmanmunoHHasa NaMATKA JJIA O0YYAIOIINXCA IJIA pa3dMelleHuA Ha
opunuaabHbIX NHTEpHET-pEcypcax

C KaxIpIM TOIOM MOJOAEKH B HHTEPHETE CTAaHOBUTHCS OONBINE, a MIKONGHHUKH OJHU W3 CAMBIX AKTHBHBIX
nosik3oBateneil Pynera. Mexmy TeM, TOMHMO OIPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U MpOoOJIeMbl. DTa
maMsITKa JTO0JDKHA IIOMOYB Tebe 6e30IIacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUpYCHI

KomMrmbroTepHBlii BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX IPOrpaMM, OTIUUUTENIbHOW 0COOEHHOCTBIO KOTOPOi
SIBJIIETCS] CIOCOOHOCTh K Pa3MHOXKEHUIO. B TOMONIHEHNE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WU MOJHOCTHIO YHUUTOXKUTD
Bce (paiyibl M JaHHBIE, MOJKOHTPOJIBHEIC MOIH30BATEII0, OT UMEHH KOTOPOTo ObLIA 3amyllieHa 3apakEHHAs Mporpamma, a
TaKXe TMOBPEANTH WU AaXKe YHHUTOKUTH ONECPAIIHOHHYIO CHCTEMY cO BceMH (paiamu B 1ienioM. B GOJBIIMHCTBE ciiydacB
PacIpOCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToBI 3aIIUTHI OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnonb3yld COBpEMEHHbIE OIEpalMOHHBIE CHCTEMBI, HMEIOIINE CEepPbE3HBIH YpOBEHb 3allUThl OT BPEIOHOCHBIX
porpamw;

2. IlocTosHHO ycTaHaBNIWBai mautu (UGPOBBIC 3aILIATKH, KOTOPble aBTOMATHUECKH YCTaHABIMBAIOTCA C IENbI0 T0paOTKU
MporpamMMbl) W Jpyrue OOHOBJIEHHs CBOEH omepalroHHOM cucTembl. CkauMBail MX TOJIBKO ¢ O(UIMANBHOTO caifta
pazpabotunka OC. Ecim cymecTByeT pekuM aBTOMaTHIECKOT0 OOHOBIICHUS, BKIIFOUH €T0;

3. Pabortaii Ha cBoOeM KOMIIBIOTEpE TIOA MPaBaMH IIOJF30BATENS, a HE aIMUHICTPATOpa. DTO HE IO3BOJHUT OONBIIHHCTBY
BPEIOHOCHBIX MPOTPaMM WHCTAILITHPOBATHCS Ha TBOEM IIEPCOHAIEHOM KOMIIBIOTEPE;

4. Wcnonp3yii aHTUBUPYCHBIE MPOrpaMMHBIE MPOIYKTHl U3BECTHBIX MPOU3BOAUTENICH, C aBTOMATHUYECKMM OOHOBJIEHHUEM
0as;

5. OrpaHuub (GU3NUECKUN JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIUII;

6. Hcmonp3yit BHEUIHWE HOCHTENH HH(MOPMALNH, TakWe Kak (uiemka, OTUCK win (ailm w3 HWHTepHETa, TOIBKO M3
poQepeHHBIX HCTOYHUKOB,;

7. He oTkpeiBali KOMIBIOTEPHBIE (haiiiIbl, IOJYYCHHBIC W3 HEHAIEKHBIX HCTOUHUKOB. [lake Te (aiiibl, KOTOpbIe MpHCIal
TBOH 3HaKOMBIH. JIydIlie yTOUHH y HETO, OTIPABIISII JIW OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepemaun JaHHBIX, HE TEXHOJOTHS, a BCEro JHIIb OpeHa, Mapka. Emie B 1991 romy HuaepiaHacKas
komnaHust 3apeructpupoBasia Opern «WECA», uro o6o3Hawano crnoBocouetanue «Wireless Fidelity», koTopsrii
MIEPEBOUTCS KaK «OeCIpOBOTHASI TOYHOCTH.

Jlo Hamrero BpeMeHH JIomuia npyras abOpeBuaTypa, KOTopas sSBISIETCS TaKOH JKe TeXHoJoruei. to abopeBnarypa «Wi-Fix.
Takoe Ha3BaHWe OBUIO JAaHO C HAMEKOM Ha CTaHAAPT BBICIIWH 3ByKoBOW TexHuku Hi-Fi, 4To B mepeBome o3HayaeT
«BBICOKAsI TOYHOCTH.

Ja, OGecrimaTHBIN MHTEPHET-IOCTYI B Kade, OTeNSIX U a3poropTax SBISETCS OTIMYHONH BO3MOXKHOCTBIO BBIXOJIa B HUHTEPHET.
Ho mMHoTHE 5KCepThl cYnuTaroT, 4to obmenoctymubie Wi-Fi cetn He sIBIsIOTCst G€30MacHBIMH.

Cogetsl 10 6e30macHOCTH paboTe B 00Ieq0CTyHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro iy uHpopManuio yepe3 oomenoctynasie Wi-Fi cetn. Paborast B HUX, jkenaTeIpbHO HE BBOJHUTH
MapoJIx AOCTYIA, JJOTUHBI U KaKHe-TO HOMEpa;

2. Wcrons3yit u OOHOBIIAHA aHTHBHPYCHBIC MpOrpaMMbl B OpaHamayep. TeM caMbIM ThI 00€30macHIIb ce0s OT 3aKavKd
BHUpYCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonms3oBanun Wi-Fi otkmroun ¢yaknnio «O0mmit noctyn K ¢aitnam u npuntepam». JlaHHas QyHKIMS 3aKpbITa
0 YMOJIYaHUIO, OJTHAKO HEKOTOPBIE TI0JIH30BATEIH aKTUBUPYIOT €€ JJIs yI00CTBa UCIIOb30BaHMS B paboTe miu yueobe;

4. He ucnonw3yit myonuunbiii WI-FI ans nepenaun JUYHBIX JaHHBIX, HAIPUMEP JJIS BHIXOJIA B COIMATBbHBIC CETH WM B
3JIEKTPOHHYIO MOUTY;

5. Wnone3yit Toapko 3ammiieHHoe coequHenne yepe3 HTTPS, a ne HTTP, T.e. nmpu Habope BeG-aapeca BBOAM MMEHHO
«https://»;

6. B moOunbHOM Tenedone otkiroun ¢pynknuto «Ilogkimrodenue k Wi-Fi aBromarndyeckm». He nomyckait aBToMaTndeckoro
MOJIKITIOYCHUS yCTPOiCTBa K ceTsiM Wi-Fi 6e3 TBoero cormacus.

CorunaibHbIe CETH

CounanpHble CETH aKTHBHO BXOIAT B HAIIY XH3Hb, MHOTHE JIIOJW PabOTAIOT M JKUBYT TaM MOCTOSHHO, a B Facebook yxke
3apErucTpPUPOBaH MUIIMAPA YENIOBEK, YTO SBJISETCA OIHOM CeIbMON BCeX JKuTeNled IulaHeThl. MHOTHEe MOoJb30BaTeIn He
MOHUMAIOT, YTO MH(OpMaLus, pa3MellleHHass MU B COLIMAJIbHBIX CETSIX, MOKET ObITh HailieHa U MCIOJIb30BaHa KeM
YIOIHO, B TOM YHCJIE HE 0053aTENIbHO ¢ OJJaTUMU HAMEPEHUSAMU.

OCHOBHEIE COBETHI 110 0€30MaCHOCTH B COIMATIBHBIX CETSIX:



1. Orpanuyb CIMCOK JIpy3ed. Y TeOs B APy3bsiX HE NOJKHO OBITh CIIy4alHBIX U HE3HAKOMBIX JTFOJICH;

2. 3amuiail cBOr 4acTHYIO U3Hb. He ykasbiBail mapoinu, TenedoHbl, aapeca, 1aTy TBOSTO POXKACHUS H APYTYIO JTHYHYIO
nHpopMaIHio. 3M0yMBIIUIEHHUKH MOTYT HCIIOIBb30BaTh Jlake HH(OPMAIIMIO O TOM, KaK Tl M TBOM POJUTENH IUIAaHUpPYyETe
MIPOBECTU KAHUKYJIBI;

3. 3amminaii CBOIO peryTaluio - JepKH ee B YHCTOTe M 3ajaBail cebe BOIpoc: X0Tel OBl ThI, YTOOBI IpyrHe MOIb30BaTeIH
BUJIETIH, UTO ThI 3arpyxaeiib? [logymail, mpexze ueM 4To-To OIyOJIMKOBATh, HAIIMCATh U 3arpy3UTh,

4. Ecnu THI TOBOPHILG C IFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIONIB3YH CBOE peallbHOE UMS M APYTYIO JINYHYIO WHPOPMAIHH:
UM, MECTO JKHUTEICTBA, MECTO y4eOBI U Ipoyee;

5. Usberaii pasmemenus ¢ororpaduii B IHTEpHETE, TIe ThI M300paK€H Ha MECTHOCTH, IO KOTOPOW MOKHO OIPEIIEITUTh
TBOE MECTOIOJIOKEHUE;

6. [Ipn perucrpanyu B COIMAIBHON CETH HEOOXOIMMO HCIIOIB30BATh CIOXKHBIE ITApOJIH, COCTOSAIIME U3 OyKB U IU(P U C
KOJINYECTBOM 3HAKOB HE MEHee §;

7. JAas couManbHOM ceTH, MOYThl M JPYrux cailToB HEOOXOAMMO HCIONB30BaTh pas3Hble mapoiau. Torma eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH TOIy4YaT JOCTYII TOIBKO K OHOMY MECTY, a He BO BCE Cpasy.

DONEeKTPOHHBIE IEHBT U

DNeKTPOHHBIE JEHBTM — O3TO OYEHb YOOOHBIM CIOCOO ITaTeXeW, ONHAKO CYIIECTBYIOT MOIICHHHKH, KOTOPBIE XOTST
MOJIY4UTh 3TU ACHBTU.

OJNEeKTPOHHBIE AECHBIU TMOSBUINCH COBCEM HENABHO M MMEHHO H3-3a 3TOr0 BO MHOTHMX TOCyIapcTBax IO CHX IOp He
MPOMUCAHO NPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIHOHHPYIOT M O HHX yXK€ MpPOIHCAaHO B 3aKOHE, TJEC WX Pa3leiaioT Ha HECKOJIBKO BHIOB -
AQHOHVIMHBIC U HE aHOHUMHBIC. Pa3HuUIIa B TOM, 9YTO aHOHHUMHBIE - 9TO T€, B KOTOPBIX pa3pelraeTcs IPOBOAUTE OIepannu 0e3
UACHTH(HUKAINH TOTH30BATENs, @ B HEAHOHUMHBIX HACHTH(DHUKAIINH OIH30BATENS SBISACTCS 0053aTEIHHOM.

Taroke cuemyeT pa3muuaTh DIEKTPOHHBIE (pHaTHBIE AEHBIM (PaBHBI TOCYNAPCTBCHHBIM BalIOTaM) W DJIEKTPOHHEIC
HedHaTHBIC JEHbIU (HE paBHBI FTOCYJApPCTBEHHBIM BATIOTAM).

OcCHOBHBIE COBETHI 110 O€30MacHON paboTe C INEKTPOHHBIMU JICHBIaAMHU!

1. IlpuBspku K cueTy MOOMIBHBIN TesneoH. OTO camblil yIOOHBINM M OBICTPBIM CHOCOO BOCCTAHOBUTH AOCTYIl K CUETY.
[IpuBsizaHHBIA TelneOH MOMOXKET, €cli 3a0yaellb CBOW TUTATEKHBIM Mapoibh WM 3aiijenih Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonesyii omHopa3oBele mapond. llocime mepexola Ha YCHICHHYIO aBTOpH3anUIo TeOe yke He OyIeT yrposkaTh
OITACHOCTH KPaXXH WITH TepeXBaTa IDIaTeKHOTO ITapois,

3. BeiGepu cnoxsblii maponb. [lpectynHukam OyneT He MPOCTO YrajaaTh CIOXHBIA mapoib. HagexHble mapomu — 3To
MapoJIH, KOTOPBIE COZlepkKaT HE MEHEEe § 3HAKOB U BKIIOYAIOT B c€0s CTPOUHBIC M IPOMHUCHBIE OYKBBI, HU(PEI 1 HECKOIBKO
CHMBOJIOB, TaKHe KaK 3HaK JoJuIapa, (PyHTa, BOCKIMLATEIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOIIM CBOM JINYHEIE TaHHEBIC Ha caiiTaX, KOTOPBIM HE TOBEPSICIIb.

DONeKTpOHHAS TIOHTA

DNeKTpOHHAsT MOYTa — 3TO TEXHOJOTHS U IPENOCTABIIEMBIE €0 YCIYTH 110 MEPECHUIKE W MOJIYYCHHIO SJICKTPOHHBIX
COOOIIEHUH, KOTOPBIE PACHPEACISIOTCS B KOMOBIOTEpHOW ceTH. OOBIYHO SIIEKTPOHHBIA TTOYTOBBIA SIIIUK BBHITJIIIUT
CIeyIomuM 00pa3oM: WMs_IONB30BaTeSI@UMS_JOMEHA. Takke KpoMe Iepeladyd MpOCTOr0 TEKCTa, HMEETCs
BO3MOXKHOCTB TIepeaaBaTh (aitiibl.

OCHOBHEIE COBETHI 110 Oe30nmacHON paboTe C ANEKTPOHHON TOYTOM!

1. Hano BEIOpaTh MpaBUIIGHBIN OYTOBBIH CepBHC. B MHTEpHETE eCcTh OrpOMHBII BEIOOP OECINIATHBIX MOYTOBBIX CEPBHCOB,
OJIHAKO JIy4llle JOBEPSITh T€M, KOTO 3HACIIb U KTO IEPBBII B pEUTHUHTE;

2. He yka3pIBaif B NTHMYHON TOYTEe JIMUHYIO HH(popMaruio. Hanpumep, mydine BBHIOpPAaTh «MY3BIKATBHBIN (haHAT@» WiIn
«pok2013» Bmecto «Temal3dy;

3. Mcnonp3yii ABYX3TalHYIO aBTOPU3aLMI0. DTO KOI/la IOMUMO IIapoJis HY’KHO BBOIUTH KO, IPUChUIaeMblii 10 SMS;

4. BoiOepu cioxHBIH maponb. JJIs Kaka0ro MOYTOBOTO SANIMKA JTOJHKEH OBITh CBOM HAJC)KHBIA, YCTOHYMBBHIN K B3JIOMY
MapoJs;

5. Ecnu ecTh BO3MOXHOCTb HAIIUCATh CAMOMY CBOM JIMUHBII BOIPOC, UCIONB3YH 3TY BO3MOMXKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIUKOB. [lepBblil 1 4acTHOH mepenucku ¢ agpecaTaMu, KOTOPbIM Thl AOBEPSCIb.
3OTO 3IEKTPOHHBIH aipec He HaJl0 UCIIOJIBb30BATh NIPU PETUCTpaluU Ha (GOpyMax U cailTax;

7. He otkpsiBaii (haidipl U qpyrye BIOXKEHHS B MMChMaX JIaXKe €CIIM OHU MPHIIUTA OT TBOMX Apy3el. Jlydine yTouHu y HHUX,
OTIIPABJISIIN JTX OHU TeOe 3TH (HaiIibl,

8. [Tociie okoHYaHUS PAOOTHI HA IIOYTOBOM CEPBHUCE MEPEIl 3aKPBITUEM BKJIAJIKU C CAUTOM HE 3a0y/Ihb HaXKaTh HA «BBIATHY.
KubepOyuiHT Wiiv BUPTYyalIbHOE W3ICBATEILCTBO



KubepOymmmHr — mpeciieioBaHue COOOMICHUSIMHU, COACPKAIIMMU OCKOPOJICHUS, arpecCchio, 3aIyrHBaHHE; XYJIUTaHCTBO;
conuansHoe OOWKOTHPOBAHKE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHEIE COBETHI 110 0OpBOE ¢ KHOEPOYILTHHIOM:

1. He Gpocatics B 6oit. JIyummii cmoco0: mocoBeTOBaThCs KaK ce0sl BECTH M, €CIIM HET TOT0, K KOMY MOXHO 00paTUThCS, TO
BHAYaJe YCIOKOUTHCS. ECITU ThI HAYHENIb 0TBEYATh OCKOPOJICHUSIMH HA OCKOPOJICHUS, TO TOJBKO eIlle OOJBIIEe Pa30kiKellb
KOH(JIHKT;

2. Ynpasnsii cBoeil kubeppernyTanuei;

3. AHOHUMHOCTE B ceTH MHIMas1. CyIIECTBYIOT CIIOCOOBI BEISICHUTD, KTO CTOUT 33 aHOHHUMHBIM aKKayHTOM;

4. He cTouT BecTH XylUTaHCKHHA 00pa3 BUPTYalIbHOH >XuU3HU. IHTEpHET (PUKCHPYET BCEe TBOM JCHCTBUSA W COXpaHSET HX.
VY nanuth ux OyAeT KpaitHe 3aTpyAHUTEIHHO;

5. Coburopait cBOil BUPTYyanbHYIO 4€CTh CMOJIOAY;

6. Urnopupyit equHngHbIH HeraTuB. OTHOPAa30BBIE OCKOPOUTEIHHBIC COOOIICHUS TYUIle HTHOPUPOBaTh. OOBIYHO arpeccus
MpeKpaIaeTcs Ha Ha4aJbHOW CTaINH,

7. ban arpeccopa. B mporpammax oOMEHa MTHOBEHHBIMH COOOIICHUSMH, B COIMAIBHBIX CETSX €CTh BO3MOXKHOCTH
OJIOKUPOBKH OTIIPABKH COOOIIEHHH C OTIPEICIICHHBIX aJIPEeCOB,;

8. Ecm TBI cBuzmeTens kuOepOyimmHra. TBOM NEHCTBHS: BBHICTYIHTH IPOTHUB IpECIEeNOBATENs, MOKa3aTh €My, YTO €ro
JICWCTBHSI OLICHUBAIOTCS HETAaTWBHO, MOIACPKATh JKEPTBY, KOTOPOH HYXHA IICHXOJIOTHYECKAs MOMOIIb, COOOIIUTH
B3pOCIBIM 0 (haKTe arpeCCHBHOTO MOBEACHUS B CETH.

MoOubHbIH TenehoH

CoBpemeHHBIE CMapTQOHBI H IUIAHIICTH comepykaT B ceOe BIIONHE B3pPOCIBIA (YHKIMOHAN, W TEIeph OHH MOTYT
KOHKYPHPOBATh CO CTAaI[OHAPHBEIMH KOMITbIOTepaMu. OIHAKO, CPEACTB 3alIUTHI IS MMOMOOHBIX YCTPOHCTB IOKAa OYCHB
Maio. TecTupoBaHne M IIOUCK YSA3BUMOCTEH B HAX IIPOMCXOJHUT HE TaK WHTEHCHBHO, Kak i [IK, To ke camoe xacaeTcs u
MOOMITBHBIX IPHIIOKCHHUH.

CoBpeMeHHBIE MOOHWIIBHBIC Opay3epbl YK€ MPaKTUYCeCKHd JOTHAJIM HACTOJBHBIC AaHAJOTH, OIHAKO PpaCIIHpPCHUE
(hyHKIMOHAIA BJIEYET 32 COOOH OONBIIYIO CII0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAMUTEINH BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTHUCCKHE YI3BUMOCTH JJIsl CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI JUT O€30MIaCHOCTH MOOHMIBLHOTO Telie(oHa!

1. Huuero He sBISeTCSl MMO-HACTOSIIEMY OecIUTaTHBIM. byms oCTOposkeH, Bemp Koraa TeOe MpeiyiararoT OecIUTaTHEIH
KOHTEHT, B HEM MOTYT OBITh CKPBITH KAaKUE-TO IIATHBIE YCITYTH;

2. lymatit, mpexne 4eM oTIpaBuTh SMS, ¢oTo mwmu Buaeo. Trl TOUHO 3HACIIb, TAe OHU OYAYT B KOHEYHOM UTOTE?

3. Heo6xoaumMo 0OHOBIIATE OMEPALIMOHHYIO CUCTEMY TBOErO CMapTQOHa,

4. Mcnionp3yit aHTUBUPYCHBIE MTPOTPAMMBI JIIsI MOOMIIBHBIX T€IC(POHOB,;

5. He 3arpyxaii npuioKeHHss OT HEM3BECTHOTO HCTOYHHKA, BEb OHU MOTYT COJEPXkAaTh BPEIOHOCHOE MPOrPaMMHOE
obecrieyeHue;

6. ITocne Toro kak ThI BBIMJIEIIb C caiiTa, TJe BBOJIWI JIMYHYIO HH(GOPMAIHIO, 3aiId B HACTPOHWKH Opaysepa W ymaau
cookies;

7. Ilepronudecky poBepsTii KaKKe IUIATHBIE YCIYTH aKTHBHPOBAHEI HA TBOEM HOMEPE;

8. JlaBaii cBOIt HOMEp MOOMIIBHOTO TeNe(OHa TONBKO JIFOASIM, KOTOPBIX ThI 3HACIIL U KOMY JOBEpSICIb,

9. Bluetooth momkeH OBITH BBIKIIIOUEH, KOTJa THl M HE MOib3yemsest. He 3a0bIBaii MHOTIa MPOBEPSITH 3TO.

Online urpst

CoBpeMeHHBIE OHJIAH-UIPHI - 9TO KPACOYHBIE, 3aXBaTHIBAIOIINC PAa3BICUCHUS, O0BEANHSIIONNE COTHH TBHICSY YEIOBEK 10
BceMy Mmupy. UTpokd WcCieayroT HaHHBIH MM MHp, OOIIAIOTCSA IPYr C JPYrOM, BEIMONHSIOT 33aHUs, CPaXKAIOTCS C
MOHCTpaMH U TIOJIYYarOT OIBIT. 32 YAOBOJIBCTBUE OHHM IDIATSAT: MOKYIAIOT JIVCK, OINIAYMBAIOT A00OHEMEHT HIIH MIPHOOPETaroT
KaKHe-TO OIIIUH.

Bce a1ti cpencTBa uayT Ha TOAMEPKAHUE M PA3BUTHE UIPHI, & TAK)KE HA caMy Ge30MaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI
aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC NATYH (IIH(POBBIE 3aMIaTKU ST TPOTPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX WIrpax CTOMT OMACaThCsl HE CTOJBKO CBOMX COINCPHHMKOB, CKOJBKO KPaKH TBOETO IMApOJisi, Ha KOTOPOM
OCHOBaHA CHUCTEMa aBTOPH3AIUH OONBIIMHCTBA UT.

OCHOBHEBIE COBETHI 110 O€30MaCHOCTH TBOETO HI'POBOTO AKKAYHTA:

1. Ecnu apyroii urpok BeeT ceOs III0XO0 WM COo3IaeT Te0e HEMPHUSITHOCTH, 3a0JI0KUPYH €ro B CIIHCKE HIPOKOB,;

2. Tloxamyiics agMHHUCTpPAaTOpaM WIPHl Ha IDIOXOC IIOBEICHHE OSTOr0 HWIPOKA, JKEIATENFHO IPHIOXKUTh KaKHe-TO
JI0Ka3aTeJbCTBA B BUJE CKPUHOB,;

3. He yka3pIBaii TuuHyr0 nH(pOpMaIuo B npodaiine urpsr;

4. YBaxkail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopuunanbHble MaTYNU U MOJIBI;



6. Ucronb3yli CI0KHBIE U pa3HbIE MTapOJIH;

7. Jaxke BO BpeMsi UTPBI HE CTOUT OTKIIIOYATh aHTUBUPYC. [1oKa Thl UTpaeib, TBOH KOMIBIOTEP MOTYT 3aPa3UTh.

OUIIMHT WK Kpa)ka JIMYHBIX JTaHHBIX

OOBIYHON Kpakel JIeHer M JOKYMEHTOB CEeTOJHs YK€ HUKOTO He YIWBHUINb, HO C pPa3BUTHEM HHTEPHET-TEXHOJOTHI
3JI0YMBIIUICHHUKY TIEPEMECTIIINCH B MHTEPHET, U MPOJI0JDKAIOT 3aHUMATHCS «TFOOMMBIMY JIEITIOM.

Tak mosiBMIIach HOBAasl yrpo3a: WHTEPHET-MOIICHHUYECTBAa WM (DUILIMHT, TJIaBHAs IIeJIb KOTOPOTO COCTOHT B IOJTYYEHUH
KOH(HWICHIIMAIBHBIX JTaHHBIX TOJb30BaTE]e — JIOTMHOB W mapoieil. Ha anrmuiickoM s3bike phishing dnrtaercs kak
¢ummHT (0T fishing — peIOHas JToBIIs, password — maposb).

OCHOBHBIE COBETHI 110 OOPHOE C PUITUHTOM:

1. Crieint 3a cBOMM akkayHTOM. Eciu THI ozio3peBaeliib, 9To TBOS aHKeTa Obula B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBAThH
€e U COOOLIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Vcnone3yit Ge3omacHble BeO-CalThl, B TOM YUCIIe, HHTEPHET-Mara3uHoB 1 IMTOUCKOBBIX CHCTEM;

3. Vcrionp3yii cinokHbIe ¥ pa3Hble Mapoiu. TakuMm o0pa3oM, ecnu TeOs B3IOMAIOT, TO 3JI0YMBIIIIEHHUKH MOJIyYaT AOCTYI
TOJIBKO K OJJHOMY TBOEMY MPOQIITIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B3JIOMAJH, TO HEOOXOIMMO TPEIyIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPEIE H00ABIEHBI ¥ TeOS B APY3bsX, O
TOM, 9TO T€Os B3JIOMAJIN W, BO3MOKHO, OT TBOETO HMEHHU OyJeT PacChUIAThCS CIIaM M CCHUIKH Ha (PUITMHTOBBIC CAUTHI,

5. YcranoBu HajexHbIi napois (PIN) Ha MoOUIBHEIH TenedoH;

6. OTKIIIOUN cOoXpaHeHHe napodisi B Opaysepe;

7. He oTkpbIBaii (aiiiapl 1 Ipyrue BIOKEHUS B MUChMaX Ja)Ke €ClIM OHH NPHUILIA OT TBOUX Apy3ei. Jlydie yTouHH y HHX,
OTIIPABJISITA JIX OHU TeOe ATH (aiJIbl.

[udposas pemyrarus

[udposas penyranms - 3T0 HETaTUBHAS WIH IMO3UTHBHAS HHPOpPMAINUS B ceT 0 Tebe. KoMmpomeTupyrommas nHpopMamus
pa3MelIeHHas B MHTEPHETEe MOKET CEPhEe3HBIM 00pa3oM OTPa3HUThCs Ha TBOeH peanbHoU xm3HU. «L{udposas pemyramisn -
3TO TBOM UMHIK, KOTOPBIH (opMHUpyeTcst U3 HHPOpMaLuK 0 TeOe B HHTEpHETE.

TBOE MECTO JKUTENBCTBA, YueObl, TBOE (PMHAHCOBOE TIOJIOKEHHE, OCOOCHHOCTH XapaKkTepa U pacckasbl 0 OJIM3KHUX - BCE ITO
HaKaIUIMBaeTCs B CETH.

MHorue TOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MyOJNHKAIWK JAYHOW WHpopMamuu B HHTepHeTe, HE TOHUMAs
BO3MOXKHBIX MOcencTBUi. THI qaske HE CMOXENTh JOTaaaThCsl O TOM, 4TO (oTorpadus, pasMeIIeHHas 5 JeT Ha3al, cTajia
MIPUYUHON OTKa3a MPHHATH TeOs Ha paboTy.

KommMenTapuu, pasMemenne TBoux Qotorpaduit U Apyrue AEHCTBHS MOTYT HE MCUYE3HYThH Ja)Ke IOCIE TOTrO, KaK ThHI UX
yaaiauuib. Thl He 3Haelllb, KTO COXPaHUII 3Ty HHPOPMALHIO, IT0TaJIa JIM OHA B IIOMCKOBBIE CUCTEMBI 1 COXPaHMIIACH JIM OHA, a
[JIaBHOE: YTO MOAYMAIOT O Tebe OKpyKalollee JIIOJM, KOTOpble HaWAYT W yBUIAT 3To. HaiiTh mH(OpMAInUio MHOTO JieT
CIIyCTSI CMOXET JIIO0OH - Kak M3 JOOpPbIX MOOYKACHHUH, TaK M C HAMEPEHHWEM INPUYMHUTH Bpel. ITO MOXKET OBbITh KTO
YTOITHO.

OCHOBHEIE COBETHI I10 3alIUTE TU(PPOBOI PeITyTaIHH:

1. [Togymait, mpexIe 9eM YTO-TO IMYOJIHKOBATh U IIEPEeIaBaTh y ceOsl B OJIOTe WK B COITUATIBHOM CeTH;

2. B HacTpoiikax mpo¢uis yCTaHOBH OTPaHIMYCHHS HAa IIPOCMOTP TBOETO MPOQHUIISL U €0 CONEPKUMOTO, CIENail €ro TOJIBKO
«UIS IPpY3€eity;

3. He pa3memaii 1 He yka3biBail HH(pOpMAaIIHIO, KOTOpas MOXKET KOTO-THO0 OCKOPOJIAThH HITH OOMKATh.

ABTOpCKOE NpaBo

CoBpeMeHHBIE MIKOJIBHUKU- AKTHBHBIC MOJB30BaTeNH IudpoBoro mpocrpaHctBa. OJHAKO TaleKO HE BCe 3HAIOT, UYTO
MOJb30BaHNE MHOTUMH BO3MOXKHOCTSMH IT(poBOro mmpa TpeOyeT COONIOACHUS TMpaB Ha HHTEIUICKTYAJIBHYIO
COOCTBEHHOCTb.

TepMI/IH CUHTCJIICKTYaJIbHasA COOCTBEHHOCTEY» OTHOCHUTCS K Pa3IMYHbIM TBOPEHUAM YCJIIOBCUCCKOTO yMa, HAYWHasA C HOBBIX
n300peTeHnit U 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha MPOIYKTH U YCIYTH , U 3aKaHIMBasi KHUTaMH, (poTorpadusmu,
KI/IHO(bI/I.]'ILMaMI/I 1 MY3bIKaJIbHBIMU IIPOU3BCIACHUSAMMU.

ABTOpCKI/IC IpaBa - 9TO IpaBa Ha MHTECJUICKTYaJIbHYIO COOCTBEHHOCTH Ha IMPOMU3BECACHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA.
ABTOpCKHE TpaBa BBICTYMAIOT B KAYeCTBE TapaHTHU TOTO, YTO HHTEIUICKTYAIBLHBIH/TBOPUYCCKHN TPYA aBTOpa HE Oymer
HAIpPacHBIM, JTACT €My CIPaBEJIMBEIC BO3MOXKHOCTH 3apab0TaTh Ha pe3ybTaTaXx CBOETO TPy, HMOITYYUTh U3BECTHOCTDH H
npusHaHue. Hukro 6e3 paspemnieHus aBTopa He MOXET BOCIIPOM3BOJAMTH €ro IPOM3BEAEHHE, PACIPOCTPAHATD, ITyOIHMYHO
JIeMOHCTPUPOBATH, IPOAABATH, UMIIOPTHPOBATH, ITyCKATh B MPOKAT, MyOJIMYHO MUCIIONHATH, IOKA3bIBATE/UCIIONHATE B Adupe
un pasmemats B lHTepHere.

Hcnonp3oBanne «UpaTCKOr0» MPOTPaMMHOTO OOECTIEYEeHHsI MOKET MPUBECTH K MHOTHUM PHCKaM: OT MOTEpH JAHHBIX K
TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOKMCTBA, I/I€ YCTAHOBJICHHBIA HE JerajbHas mporpamma. He ctoumt Takxke
3a0BIBaTh, YTO CYIIECTBYET JICTAIbHBIC H OECIUIATHBIC IPOrPAMMEBI, KOTOPIE MOXKHO HAlTH B CETH.



O nopraine

CereBuvok.pd - TBOW TJIaBHBIH COBETYMK B CETH. 37€Ch Thl MOXEIIb y3HAThb O OE30MacHOCTH B CETH IOHATHBIM U
JOCTYITHBIM SI3BIKOM, a TIPY BOSHUKHOBEHHH KPUTUYECKOW CUTyalluu OOpaTUTHCS 33 COBETOM. A TakKe MPHHATH YIaCTHE B
KOHKYpCaxX U CTaTh CaMbIM LHU(POBBIM I'paxkIaHUHOM !



