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I. O61me nosoxxkeHust

[Tonoxkenue mno oOpraHU3allUd U MPOBEACHHIO paboT MO oOOecrneyeHnuo Oe30MacHOCTH
NEPCOHANBHBIX JNaHHBIX Ipu ux obpadorke B MBJIOY "Jlerckmii cag Ne 87 "Keue" (mamee —
[Tonoxenue) pa3paboTaHO B II€NAX BBHINOJHEHUS TpeOOBaHMN 3aKOHOAATENbCTBA Poccuiickoit
@eneparun B 061acTu odecriedeHus: 6e30MacHOCTH NePCOHANBHBIX JTaHHBIX.

Hacrosimee [lonokeHue onpenenser coaepikaHUe U MOPSAIOK OCYILECTBICHUS MEpONpPUATHHA
o obecrniedyeHnto 06e30MacHOCTH MepcoHaNbHBIX HaHHBIX B MBJIOY "Iletckuit cag Ne 87 "Keue"
(manee — YupexieHue).

Hacrosimee Ilonoxkenne yauteiBaeT TpeOOBaHMSI OCHOBHBIX HOPMAaTHBHBIX IPAaBOBBIX aKTOB B
00J1aCTH 3alUThl IEPCOHAIBHBIX IaHHBIX, @ UMEHHO:

—@®enepanibHoro 3akoHa ot 27 utoist 2006 r. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX);

—®enepanbHoro 3akona ot 30 mekadps 2020 r. Ne 519-03 «O BHeCeHHMM H3MEHEHUH B
®enepasibHbIi 3aK0H «O NEPCOHANBHBIX JAHHBIX);

—nioctanoBieHus IlpaButenscTBa Poccutickoit @eneparuu ot 1 HosiOpss 2012 1. Ne 1119 «O6
YTBEP)KICHHH TpeOOBaHWI K 3allUTe NEPCOHANBHBIX JaHHBIX Tpu HUX 00paboTke B
UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX);

—nioctanoByieHus [IpaBurensctBa Poccuiickoit @eneparuu ot 15 centsops 2008 1. Ne 687 «O06
yrBepxkaeHnH [TonoxkeHust 06 0coOeHHOCTAX 00pabOTKH NMEePCOHANTBHBIX JJAHHBIX, OCYLIECTBIIEMOMN
0e3 UCMOIb30BaHUS CPEACTB ABTOMATU3ALIUN»;

—npukasza deaepanbHON CIyKObI 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO OT 18 deBpais
2013 r. Ne 21 «O6 yrBepxknenun CocTtaBa U COAEpKaHUS OPraHU3ALMOHHBIX U TEXHUYECKUX MEp
1o obecrnevyeHuto 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU MX 00paboTKe B MH(OPMAIMOHHBIX
CUCTEMAaX NEePCOHABHBIX JaHHBIX;

—0a30Boil Mozenu yrpo3 O€30MacHOCTH IEPCOHANBHBIX JaHHBIX NpH HUX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMax IE€PCOHAIbHBIX JaHHBIX, YTBEP)KJIECHHOW 3aMECTHTENEM IUPEKTopa
OCTIK Poccun 15 pespans 2008 r.;

—METOJIMKH ONPEIENICHNs] aKTyaJIbHbIX Yrpo3 O€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX MPU UX
00paboTke B MHPOPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JAHHBIX, YTBEP:KJIECHHON 3aMeCTUTENEeM
mupexktopa ®CTOK Poccun 14 despans 2008 r.;

—HMHBIX HOPMAaTUBHBIX NPABOBBIX aKTOB Pocculickoit denepanuu;

—T0JI0XKeHUsT 00 00paboTKe mepcoHaTbHBIX MaHHBIX B MBJIOVY "Jlerckuii cag Ne 87 "Keue";

—MHBIX JIOKAJIbHBIX AKTOB Y UPEkKACHHUS.

[InanoBas axkTyanu3anusi Hactosiero IlonoxeHus MpoBOJUTCS HE peke OJHOTO pas3a B TOfl.
BrennanoBast akTyanu3anus IpOBOANUTCS IIPU BOSHUKHOBEHUH OJJTHOTO U3 CIEAYIOUIUX YCIOBHIL:

—M3MEHEeHHue 1esel U (M) cocTaBa 00pabaThIBaeMbIX EPCOHAIBHBIX JaHHBIX;

—BO3HUKHOBEHHUE YCJIOBUH, CYIIECTBEHHO BJIUSIOUIMX HA MPOLECCHl 00pabOTKH MEPCOHAIBHBIX
JAHHBIX U HE PETJIAMEHTHPOBAHHBIX HACTOSIIUM JTOKYMEHTOM;

—10 pe3yiabTaraM KOHTpoJbHbIX Meponpuatuii B MBJIOY "Jlerckuit canx Ne 87 "Keue'n
MPOBEPOK  OPraHOB  MCIOJIHUTENbHOW  Biacth  Poccuiickoil ~ ®denepanuu,  BBISIBUBIINAX
HECOOTBETCTBHSI TPEOOBAHUSM 110 00ECTIeUeHNI0 O€30aCHOCTH NEPCOHANBHBIX JIaHHBIX;



— TpU TIOSIBJICHUU HOBBIX TPeOOBaHUU K oOecredeHnio 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX
CO CTOpPOHBI 3aKoHOAaTenbcTBa Poccuiickon denepan WU OPraHOB HCIOJHUTENBHOM BJIACTH
Poccuiickoit @enepanuu.

OTBETCTBEHHBIM 3a IepecMOTp HacToAero [1onoxeHus U cocTaBIeHHE PEKOMEHIAIUHI 110 €ro
WU3MEHEHUIO SBIISETCS AJIMUHUCTPATOP UH(DOPMAIIMOHHON OE30MaCHOCTH Y UPEkKICHUS.

Bce pabotHuku YupexaeHus, IOMyIIEHHbIE K paboTe C MepCOHAIbHBIMH JaHHBIMH, B
00s13aTeNTLHOM MOPSIIKE TOJKHBI OBITH 03HAKOMIICHBI ¢ HACTOSAIINM [1010KEeHEeM MO/T POCIIUCH.

Hacrosimee Ilonoxenue BCTymaeT B CHIIy ¢ MOMEHTa €ro yTBepXKIeHUs. Bce M3MeHEHHS B
[Tonoxenue BHOCATCA MPUKA30M 3aBEAYIOIMIETO Y UPEKIACHUEM.

B Hacrosmem [TonoxeHnn nerob3yrTes CIASAYIOIINE TEPMUHBI U ONIPEACIICHHUS:

uHpopManus — cBeJieHUs (COOOIICHMS, TaHHBIC) HE3aBUCUMO OT (POPMBI UX MPEICTABICHHUS;

nepcoHajibHbIe JaHHble — Jr00as HMHPOpPMALUS, OTHOCAIIASACA K MPSAMO WM KOCBEHHO
OTIpeICICHHOMY WJIH OTpeiesiieMOMY (hU3UdecKoMy JHUILY (CyOBEKTY MepPCOHATBHBIX TaHHBIX);

Yupexaenune — ropunnueckoe numno (MBOVY "Ierckumii can Ne 87 "Keue"), camocTosaTensHO
WIA COBMECTHO C JPYTMMH JIMIIAMH OpraHm3yromee W (WIH) OCYIIecTBIsAIonee 00paboTky
MEPCOHAIIBHBIX JAHHBIX, a TAK)KE ONpPECIISIIoNIee MeId 00pabOTKH MEPCOHABHBIX JTAHHBIX, COCTAB
NEPCOHANBHBIX JAaHHBIX, MOAJEeKAUX 00paboTke, AECWCTBUS (Omepamnuu), COBEpIIAEMbIE C
MePCOHAIbHBIMU JJAHHBIMH;

cy0ObeKThl NEePCOHAJBHBIX JAAHHBIX — pa0OTHUKM YUpEeKIEHUS, BOCIMTAHHUKM M HX
3aKOHHBIE MPEJCTABUTENIM, U JIpyrue Jula, MEepCOHAbHBbIE JAaHHbIE KOTOPbIX 00pabaThiBaeT
VYupexenue;

00padoTKa NepcoHAJbHBIX AAHHBIX — JI00O€ JAeilicTBHe (omepamus) WJIH COBOKYIHOCTB
JeMcTBUM (Oreparuii), COBEpIIaeMbIX YUPEKIACHUEM C HUCIIOJIb30BAHUEM CPEJICTB aBTOMATH3alUU
Wi 0e3 UCHOJIb30BaHUS TAKUX CPEICTB C IMEPCOHAJIbHBIMU JAHHBIMHU, BKIIOYas cOOp, 3aluch,
CHCTEMAaTH3allMI0, HAKOIUICHHE, XpaHeHHWe, yTouHeHHWe (OOHOBICHHE, W3MEHEHHE), M3BJICYCHHE,
UCIIONIb30BaHue, Iepenady (pacmpocTpaHEHHe, TMpefoCTaBiIeHHe, JMAOCTyIl), 00e3TMYnuBaHue,
0JIOKMpOBaHUE, YJAIIEHUE, YHUUTOKEHHUE I1€PCOHAIBHBIX JAHHBIX;

aBTOMATU3HUPOBAHHAs 00pPad0TKa NMEPCOHAJBHBIX JAHHBIX — 00pabOTKa MEPCOHAIBHBIX
JIAHHBIX C ITIOMOIIBIO CPEJICTB BBIYUCIUTEIBHON TEXHUKH;

pPacnpoCTPaHeHHe MEePCOHAJNbHBIX JAHHBIX — JCHCTBUS, HANpPAaBICHHBIE HA PACKPBITHE
IIEPCOHAIIBHBIX TAaHHBIX HEOIIPEACIICHHOMY KPYTY JIULL,

NMPeI0CTABJICHNE INEPCOHAJBHBIX [aHHBIX — JICHCTBHs, HAIpaBICHHbIE HA PaCKpBITHE
IIEPCOHANIBHBIX JTAHHBIX OIIPEACIICHHOMY JIMILY WJIHM ONIPEACIICHHOMY KPYTY JINLL,

AocTyn K HUHQOPMAMH — BO3MOXKHOCTH MOJY4YeHHs HH(DOpMaIMH, COAepKalleH
IIEPCOHAJIBHBIC JAHHBIE U €€ UCIIOJIb30BaHN;

HCMOJIb30BAHME MEPCOHAJIBHBIX [aHHBIX — JeWcTBHs (Omepanuu) C TMepCOHATBLHBIMU
JTaHHBIMHM, COBEpPLIAEMbIC YUPEKICHHEM B ILEJNSAX NPUHATHS PEHICHUA WM COBEPIIEHUS HHBIX
NEHCTBUH, MOPOXKIAIOIINX FOPUIUIECKHE TOCIEICTBUS B OTHOIICHWU CYyOBEKTa MEePCOHATBHBIX
JAHHBIX WIHM JPpYrux Jul Ju00 HHBIM 00pa3oM 3aTparuMBalolliye IpaBa U CBOOOABI CyOBEKTa
MEPCOHAJIBHBIX JAHHBIX WIH APYTUX JIULI;

0/I0KMpOBaHHE TMEPCOHAJBbHBIX [JaHHBIX — BPEMEHHOE IpeKpalleHue o0pabdoTku
MEPCOHANBHBIX JAaHHBIX (32 UCKIIOUEHUEM CITydaeB, eclii 00paboTka HeOOXOoauMa JUisl YTOUHEHHS
NEPCOHAIbHBIX JaHHBIX );

YHUYTOKEHHE MEePCOHAJBHBIX JAHHBIX — JEHUCTBUS, B PE3YJIbTAaTE€ KOTOPBIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTaHOBUTbH COJEp’KaHUE MEPCOHAIbHBIX JaHHBIX B MH(POPMAIMOHHOHN cucTeMe
MEPCOHANBHBIX JTaHHBIX U (WJIM) B pe3yiabTaTe KOTOPBIX YHUUYTOKAIOTCS MaTepuUaabHble HOCUTEIU
MEePCOHAJIbHBIX JaHHBIX;

00e3/IMYMBaHUE TMEePCOHAJbHBIX JAHHBIX — JICUCTBUS, B PE3yJbTaTe€ KOTOPBIX CTAHOBHUTCS
HEBO3MOKHBIM 0€3 HCMOJIb30BaHUS JOMOJHUTENIbHON HHPOPMAIMK ONPENEIUTh MPUHAAIEKHOCTh
MEPCOHANBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY MEePCOHANBHBIX JaHHBIX;

001IeIOCTYIHbIE  NEPCOHAJIbHbIE  JaHHbIE —  TEPCOHAIbHBIE  JAaHHBIC,  JOCTYII
HEOTPAHMUYEHHOTO Kpyra IHUI[ K KOTOPBIM MPEIOCTaBIE€H C COIIacus CyObeKTa MEepCOHATbHBIX
JAHHBIX WJIM Ha KOTOpPblE B COOTBETCTBUHU C (efepalbHbIMU 3aKOHAMU HE PaCHpOCTpaHSAETCs
TpeboBaHuE COOIIOACHUS KOH(PUICHIINATBHOCTH;

TPAHCIPAHUYHAS Mepeaadya NMepCOHANbHBIX JaHHBIX — IIE€pe/laya IePCOHAIBHBIX JaHHBIX HA
TEPPUTOPUIO HMHOCTPAHHOIO TIOCYJapCTBa OpraHy BJIACTM HHOCTPAHHOIO TOCYAApCTBa,
MHOCTPaHHOMY (PU3UYECKOMY JIUIY UM HHOCTPAHHOMY IOPUIUYECKOMY JIHILY;



KOH(QUIEHIIHATBHOCTh TEPCOHAJBHBIX JAHHBIX — 00s3aTeNbHOE I COONIOACHHUS
pabOTHUKAMU YUPEXKJACHHS, WHBIMHU TOJIYYUBIIUM JOCTYNl K TEPCOHAIBHBIM JIaHHBIM JIUIIAMU
TpeOOBaHUE HE JIOMYCKAaTh UX PACIpOCTpaHEeHUs 0e3 corjacusi CyObeKTa MEepCOHATBHBIX TaHHBIX
WJIM HaJW4YXs WHOTO 3aKOHHOI'0 OCHOBAaHUS,

HHGpOPMANIMOHHAS CHCTEMAa MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTH COJEpPKALIUXCS B
0a3ax JaHHBIX TNEPCOHAIBHBIX JAHHBIX U OOECHEYMBAIOIIMX HMX 00pPabOTKY HMH(POPMAIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEJICTB;

HHGPOPMANIMOHHO-TEJIEKOMMYHHUKAIMOHHAsT  CeThb  —  TEXHOJIOTHMYECKass  CHCTEMa,
npelHa3HaYeHHass JUIs TepeJadyd 10 JIMHUSAM CBsi3M  MHQPOpPMAIUHM, JOCTYyIl K KOTOPOH
OCYIIECTBIISCTCS C UCIIOIb30BAHUEM CPEJICTB BHIYMCIUTEILHON TEXHUKH;

HH(OPMANMOHHBIE TEXHOJOTHH — TIPOIECCHI, METO/IBI TIOWCKA, cOOpa, XpaHEeHUs, 00paOOTKH,
MIPEI0CTaBIICHUS, PACTIPOCTPAHEHHUSI MHGOPMAIIMK U CITOCOOBI OCYIIIECTBICHHS TAKUX MPOIIECCOB H
METOOB.

B cootBerctBuuM ¢ nosnoxenusimMu PeaepanibHoro 3akoHa ot 27 uronsg 2006 r. Ne 152-03 «O
MEPCOHAJIBHBIX IAHHBIX» Y UPEKICHUE SBIISICTCS ONEPATOPOM NEPCOHATBHBIX JIaHHbIX.

YupexxaeHneM OCYIISCTBISAETCS 00paboTKa MEPCOHATBHBIX JAHHBIX CIEAYIOIIMX KaTeropui
CyOBEKTOB MEPCOHANBHBIX JAHHBIX: pA0OTHUKOB, BOCIUTAHHUKOB U JPYTHUX JIHUII, TaHHBIE KOTOPBIX
MOJTYYCHBI Y UPEKICHUEM B MPOIECCE OCYIIECTBICHUS CBOCH JEATEIHHOCTH.

OO0OpaboTka TMEepPCOHANBHBIX JAHHBIX B YUPESKICHUH IPOBOIUTCS C IICIIBI0 WU B CPOKH,
yKkazaHHble B llepeyHe OCHOBHBIX KaTeropuil MEPCOHAIBHBIX JaHHBIX, 00pabaThIBAEMBIX B
Yupexnenuu.

OO0OpaboTka NEPCOHANBHBIX JAaHHBIX OCYLIECTBISECTCA YUPEXKICHHEM C HCIOJIb30BaHUEM
CPE/ICTB aBTOMATH3alUM U 0€3 UCTIOIh30BAHUS TAKUX CPEIICTB.

HeiictBue IlonoxkeHus pacmnpocTpaHseTcss Ha HHPOPMAIMOHHBIE PECypChl YUpeKIACHHUS,
COJIepIKalIie TEPCOHAIBHBIC JaHHBIE CYOBEKTOB IEPCOHATBHBIX TaHHBIX. MHGMOpMamOHHBIMU
pecypcamu YUpexkIeHHUs, COACpXallUMU TepCOHAIbHbIE IaHHbIE CYOBEKTOB MEePCOHAIBHBIX
JaHHBIX SBISIOTCS:

— OyMakHbIE HOCUTEIH;

— DJICKTPOHHBIC HOCUTEIIH;

— WH(pOpPMaAIMOHHBIC CHCTEMBI TIEPCOHAIIBHBIX JTAHHBIX;

— WHGOPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHBIC CETH U HUHEBIE
MH(POPMAIITMOHHBIE CHCTEMBI.

I1. Opranusanusi paéoT no odecnevyeHn0 6€30MACHOCTH MEPCOHATBHBIX TAHHBIX

[Tox opranusanueii padboT 1Mo o0ecrnedeHn o 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX B
VYupexxeHnn noHumaercsi OpMHpPOBAHUE M BCECTOPOHHEE 0OeCrieueHHe peann3anuu
COBOKYITHOCTH COTJIACOBAHHBIX IO LIEJSAM, 33/1a4aM, MECTY U BPEMEHH OPraHU3aliOHHBIX U
TEXHUUYECKHUX MEPONPUATUH, HAIIPABICHHBIX HA MUHUMHU3ALUIO KaK HETIOCPEICTBEHHOI O, TaK U
OIIOCPEI0OBAaHHOTO yIiepOa OT pean3aluu yrpo3 0€30MacCHOCTH NEPCOHAIBHBIX JaHHBIX U
OCYILIECTBIISIEMBIX B LEJIAX:

—IPEeIOTBPALLICHHS] BO3MOXHBIX (MTOTEHIIMAJIBHBIX) YTpo3 0€3011aCHOCTH NMEPCOHAIBHBIX
JTAHHBIX;

—HeUTpaIu3aluu 1/1in NapupoBaHUsl pealin3yeMbIX yrpo3 0€30MacHOCTH MEPCOHATbHBIX
JTAHHBIX;

—JIMKBUJIAIMM MIOCIIEICTBUH peaan3ayy yrpo3 0€30MacHOCTH NEPCOHAIbHBIX JAHHBIX.

Opranuzanus paboT 1o odecreueHu o 0e30MacHOCTH MEPCOHATIBHBIX TaHHBIX YUpEeKIEHUEM
JIOJIKHA OCYHIECTBIIATHCSA B COOTBETCTBUU C IEHCTBYIOIIMMHA HOPMaTUBHBIMU IIPAaBOBBIMU aKTaMU U
pa3paboTaHHBIMU /ISl ATHUX IIeJIel OpraHU3allMOHHO-PACTIOPSAUTEIbHBIMU JOKYMEHTAMH 110
3allUTE MEPCOHAIBHBIX JaHHBIX B Y UPEXKICHUU.

B nensx ucnonnenus tpedoBanuii HacTosmiero [lomoxxenus, 3apenyronuii yreepxkaaet [lnan
MEpONPHUATHIA 1O 00eCTIeYeHHIO OE30MaCHOCTH MEPCOHATBHBIX JAaHHBIX, 00pabaThIBaeMBbIX
VYupexnenueM (nanee — [1nan meponpusTuii).

3agauu Mo opraHu3ayy padoT Mo oOecreyeHn o 6e30MacHOCTH MEPCOHATBHBIX JAaHHBIX B
YupexieHnn B COOTBETCTBUM C TPEOOBAHMAMU 3aKOHOIaTeNhCTBA Poccuiickoit denepannu B
00J1aCTH 3alUTHl IEPCOHAIBHBIX TaHHBIX, YKa3aHHbIe B [1ane MeponpusaTuii, Bo3inaratoTcs Ha
CHEIHAJIbHO CO3/1aBaeMYI0 JJIsl ATHX I[eJIell KOMUCCHIO.



B cnyuasix, korma YupexkaeHrue Ha OCHOBaHHH JIOTOBOpa MOpydyaeT 00paboTKy MepCOHATBHBIX
JAHHBIX JIPYrOMY JIMIY (CTOPOHHEH OpraHU3alii), HEOOXOIUMO BBIIIOJHUTH OJJHO U3 CIEAYIOIINX
YCIIOBHIA:

—B TEKCTE JIOrOBOpa B TPEOOBAHMIX K KOHTPAreHTy MPOMUCATh 00S3aHHOCTh 00ECTICUCHMSI
KOHTPAareHTOM 0€30MacHOCTH U KOH(PUACHIIMATFHOCTH IEPCOHATBHBIX JaHHBIX;

—B CJIy4ae HEBO3MO>KHOCTH HJIM HEIeJIeCO00Pa3HOCTH U3MEHEHHSI TEKCTa JOroBopa 0(OpMHUTh
JIOTIOTHUTEIFHOE COTJIANIEHUE K JJOTOBOPY WJIM COTJIANIEHUE O KOH(PUICHIIMATLHOCTH, B KOTOPBIX
pornucaTh 0053aHHOCTh 00eCIeYeHHsI KOHTPareHTOM KOH(UIESHIIMATbHOCTH MTePCOHANTBHBIX
JAHHBIX 1 0€30MaCHOCTH IMEPCOHATBHBIX IAHHBIX TPU UX 00paboTKe.

Pabotel no opranuzanuu odecreyeHus 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX B B
YupexaeHnn B COOTBETCTBUU C TPeOOBaHUSAMU 3aKOHOAaTenbCcTBa Poccuiickoit deneparuu
BEJyTCs MO IBYM HaIpaBJeHUsIM: oOecrieueHue 0e30MacHOCTH NEPCOHANIBHBIX JaHHbIX,
oOpabaTreiBacMbIX 0€3 UCITOJI30BAHUS CPEJICTB ABTOMATH3AINH (HEAaBTOMATU3HPOBAHHAS
o0paboTka), u obecrieueHre 6€30MacCHOCTH MEPCOHATIBHBIX IaHHBIX C UCIIOJIb30BAHUEM CPEICTB
aBTOMAaTHU3aIMK (ABTOMATU3HPOBAaHHAS 00paboTKa).

PaboTsI o obecrieueHnto 0€30MacCHOCTH NIEPCOHANIBHBIX JIAaHHBIX, 00padaThIBaeMbIX 0e3
UCIIOJIb30BaHUs CPEJICTB aBTOMATU3AIIMH, BEAYTCS IO CICIYIOIINM HAIIPABJICHUSIM:

—oTpeziesieHue MepevHst UL, OCYLIECTBISIOMINX HEaBTOMAaTU3UPOBAHHYIO 00pabOTKyY
MIEPCOHAIBHBIX JAaHHBIX B Y UYPEIKICHHH,

—uH(popMUpOBaHHE PAOOTHUKOB YUpEKICHHS 00 YCTAaHOBIECHHBIX B YUPEKICHUH MPaBUIax
00pabOTKM IEPCOHATBHBIX JAHHBIX U TPEOOBAHUIA 110 MX 3aIUTE, TOBBIIICHHE OCBEIOMIICHHOCTH B
BOIpocax obecredeHust 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX;

—y4eT | 3allliTa HOCUTENICH NePCOHAITBHBIX JTaHHBIX;

—pasrpaHUYeHUE AOCTYIa K HOCUTEISIM NepCOHABbHBIX JaHHbIX;

—yYHHUYTOKEHUE TICPCOHAILHBIX JTAHHBIX.

Opranu3zaiys 1 BBIIMOJTHEHUE MEPOIPHUITHI IO 00eCTIeYeHHIO 0€30I1aCHOCTH MEePCOHAIBHBIX
JAaHHBIX, 00pabaTHIBAEMBIX C HCIIOIH30BAHUEM CPEJICTB aBTOMATH3AIUH, OCYIIICCTBIISIOTCS B
paMKax CHCTEMBI 3alIUThI IEPCOHANBHBIX TAaHHBIX B HHPOPMAIIMOHHOM CUCTEME MEPCOHATBHBIX
JAHHBIX B IMPOIIECCE €€ CO3/IaHus WIH MOICPHU3AIUY.

CucreMa 3alIUThl IEPCOHANBHBIX JAHHBIX MPEJICTaBIsIeT cO00I COBOKYIHOCTD
OpPTaHU3AIMOHHBIX MEP U TEXHUYECKUX CPEJICTB 3aIIUTHI HH(OPMAIIH, a TAK)KE UCTIOIB3YEMBIX B
MH(OPMAILIMOHHON CHCTEME MEPCOHAIBHBIX JaHHBIX MH()OPMAIIMOHHBIX TEXHOJIOTHUH,
(GYHKITMOHHUPYIOMIUX B COOTBETCTBHH C ONPEICICHHBIMU IEISIMH U 33JJa9aMi 00eCTICUCHHUS
0e30MacHOCTH MEePCOHATBHBIX TaHHBIX.

CucremMa 3alyThl IEPCOHANBHBIX JTAHHBIX JOJDKHA SBISTHCS HEOTHEMIIEMON COCTaBHOM
YacThIO KaXKJI0M BHOBH CO3/1aBaeMOi WH(OPMAIIMOHHOW CUCTEMBI TIEPCOHANBHBIX JAaHHBIX
VYupexeHus.

Jlns cymiecTByrOMMX HHGOPMAIMOHHBIX CUCTEM MEPCOHATBHBIX IaHHBIX, B KOTOPHIX B
MIPOIIECCE UX CO3JIaHUs HE OBLIU IPEAYCMOTPEHBI MEPHI 10 00ECIIeYeHNI0 0€301MaCHOCTH
MEPCOHANBHBIX JTaHHBIX, TOKEH OBITH MPOBEICH KOMILIEKC OPTraHU3aIMOHHBIX U TEXHUYECKUX
MEPOTIPHUSTHIA 1O pa3paboTKe U BHEAPESHUIO CUCTEMBI 3aIIUTHI TICPCOHABLHBIX JTAHHBIX.

C1pyKTypa, COCTaB U OCHOBHBIE (DYHKIIMHM CHCTEMBI 3alUThI IEPCOHAIBHBIX JTaHHBIX
OTIPE/ICIISIOTCS B COOTBETCTBUY YPOBHEM 3AIUIICHHOCTH TIEPCOHABLHBIX JAHHBIX TIPH UX
00paboTke B MHGOPMAIITMOHHON CHCTEME EPCOHANBHBIX JaHHBIX U MOJIETIBIO YTPO3 U HAPYIIUTENS
0€30MacCHOCTH MEePCOHATBHBIX JIAHHBIX.

[TpoBoarMBIE B YUpeKIEHUU MEPOTIPUATHS TI0 00eCTIedeHHI0 0€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX YIUTHIBAIOTCA B JKypHae 1o y4eTy MeponpHUATHI TI0 KOHTPOJTFO 00CCIICUSHUS 3aIIHThI
MEPCOHANBHBIX JTaHHBIX B Y UPEIKACHUH.

I11. Beinmoinenune padoT no odecneyeHuI0 0€30MACHOCTH NMEPCOHATBHBIX JAHHBIX
B nensx BwImonaHEHUsT pabOT MO oOecredeHu0 0e30MacHOCTH TMEPCOHATBHBIX JAHHBIX B
YupexaeHuu, Ipuka3zoM 3aBeAYIOLIEro YUpeKIeHUEM Ha3HAYAIOTCS

— YIOJHOMOYEHHOE JIUIO, OTBETCTBEHHOE 3a OpraHu3aIo 00paboTKH
MEePCOHANBHBIX JTaHHBIX;
— YIOJTHOMOYEHHOE(BIC) nuto(a), OTBETCTBEHHOE(BIE) 3a 00paboTKy

MNEPCOHAIBHBIX JAHHBIX;



— YIIOJIHOMOYEHHOE JIMII0, OTBETCTBEHHOE 3a MPOBEJCHHE MEPONPUATUI N0 0OecreueHuto
0€30MacHOCTH MEPCOHATIBHBIX JAHHBIX U MOJAJEpXKaHHEe HEOOXOAUMOIo ypOBHS MH(POPMAIIMOHHOMN
0€e30MacHOCTH (aIMUHUCTPATOP UHPOPMALMOHHONW OE30MaCHOCTH);

— ymojgHoMoueHHoe(bIe) JHIo(a), OTBETCTBEHHOE(BIE) 3a YCTAaHOBKY, HACTPOHKY U
00CITyXKMBAaHUE CPEJICTB 3alIUTHI MHPOPMAIUH, TPUMEHSICMBIX B YUPEKICHUU IS 00CCIICUCHUS
0€30MacHOCTH TMEPCOHANbHBIX JTAHHBIX, a TAKXKE 3a OpPraHu3allhi0 U MPOBEICHHE WHCTPYKTaxa
paOOTHUKOB TIO OCHOBaM HH()OPMAITMOHHOW O€30MacHOCTH TpU PadOTe C TMEePCOHATBHBIMU
JAHHBIMHU.

VYKkazaHHble JMI]a HUCHOJHSIOT CBOM OOS3aHHOCTH IO OOeCHeueHHIo Oe30MacHOCTH
o0OpabaTbIBaeMbIX MEPCOHANBHBIX JAHHBIX B COOTBETCTBHM C TPEOOBAHUSMHU CBOMX JOJIKHOCTHBIX
MHCTPYKLMI U MHBIX HOPMATUBHBIX IIPaBOBBIX akTOB Poccuiickoit Penepanuu U YUpeKIeHHUs.

B nensix oueHKH ypoBHS 3alIMIIEHHOCTH 00padaThIBa€MbIX B YUpEXKICHUU MEPCOHATBHBIX
JAHHBIX U CBOEBPEMEHHOI'O YCTPAHEHHS HECOOTBETCTBHII TpeOOBaHUAM 3aKOHOAATEIbCTBA
Poccuiickoit @enepany B 00JaCTH 3alIUTHI MMEPCOHAIBHBIX JAHHBIX B YUPEKICHUU HE PEXKe
OJTHOTO pa3a B I'oJ] IOJKEH MIPOBOIUTHCS KOHTPOIb 32 COOII0JICHUEM TPeOOBaHHI 110 00eCTICUEeHHIO
0€30MacHOCTH NEPCOHANBHBIX JAaHHBIX (peaju3yercs IyTeM BHYTPEHHUX MPOBEPOK U ayIdUTOB).
[Ipy mnpoBeaeHMM KOHTPOJS OCYIIECTBISETCS AHAIW3 M3MEHEHUH IPOLECCOB  3aIMUTHI
MEPCOHAIBHBIX JaHHbBIX.

AHanu3 U3MEHEHUN MPOBOUTCS 110 CISAYIOIMM OCHOBHBIM HAIPABJICHUIM:

— MepeyYeHb JINII, YIaCTBYIOIIUX B 00pabOTKe MEepCOHAIbHBIX JAHHBIX, CTENCHb UX Y4acTHUs
B 00pabOTKe MePCOHANBHBIX TaHHBIX U XapaKTep B3aMMOACHCTBHS MEXITY CO00i;

— mepedyeHb U 00beM 00padaThIBa€MbIX MEPCOHATBHBIX TaHHBIX;

— e 00pabOTKH MEePCOHATBHBIX JaHHBIX;

— nmpouenypsl cOopa, 3amUCH, CHUCTEMAaTH3alluM, HAKOIJICHHUS, XpPAaHEHHUS, YTOYHEHUS
(oOHOBNIEHUS, HW3MEHEHHUs), MW3BJICUEHHUS, WCIIOJIb30BAaHUS, Tepedaud (pacnpocTpaHEHUS,
MPEOCTaBIEeHUs, [OCTyma), O0e3IMYMBaHUsI, ONOKUPOBAHUSA, YAAICHUS ¢  YHUUYTOXKEHUS
MIEPCOHAJILHBIX JIAHHBIX;

— CHOCOOBI o0paboTku MePCOHANBHBIX JTAHHBIX (aBTOMaTH3UpOBaAHHAS,
HEaBTOMATHU3UpPOBaHHas);

— MepeyeHb CTOPOHHHMX OpraHU3alui, B TOM YHCIE TOCYIApPCTBEHHBIX PETYIUPYIOLINX
OpraHOB, B PAMKaxX OTHOIICHUH C KOTOPBIMHU OCYIIECTBIISETCS Nepeiada MePCOHAbHBIX TaHHbIX;

— TepeyYeHb MPOTPAaMMHO-TEXHUYECKUX CPEACTB, HCIOJIB3YyeMbIX Uil 00paboTKH
MIEPCOHAIILHBIX JIAHHBIX;

— KOH(UTYpaLUs U TOMOJOTHUSI UH(POPMAIIMOHHOM CUCTEMBI IEPCOHANIBHBIX JAHHBIX B IIEJIOM
U €€ OTJIENbHBIX KOMIIOHEHTOB, (pu3nueckue, (PyHKIMOHATBHBIE U TEXHOJOTUYECKHUE CBS3U Kak
BHYTPH 3TUX CUCTEM, TaK U C APYTUMH CUCTEMaMU PA3IMYHOIO YPOBHS M HA3HAYCHUS;

— croco0bl (PU3MYECKOTO MOJKIIOUEHUS M JIOTMYECKOTO B3aUMOAEMCTBUSI KOMIIOHEHTOB
WH(OPMAIIMOHHONW CUCTEMBI TEPCOHANBHBIX JaHHBIX, CIIOCOOBI TMOJKIIOYEHHS] K CETSIM CBSI3U
o0IIero TOJIb30BaHUS W MEXKAYHAPOJIHOTO WH(MOPMAIMOHHOTO OOMEHa C OmpeleleHuEM
MPOIMYCKHOW CITOCOOHOCTH JINHUH CBSI3H;

— peXuMBI 00pabOTKM TEPCOHAIBHBIX JaHHBIX B HWH(OPMAIMOHHBIX CHCTEMax
MEPCOHANIbHBIX JIaHHBIX B IIEJIOM U B OT/I€IbHBIX KOMIIOHEHTAX;

— COCTaB HCIIOJIb3YEMOTO KOMILJIEKCA CpEACTB 3alllUThl TMEPCOHANBHBIX JIAaHHBIX H
MEXaHM3MOB WACHTU(UKAINK, ayTeHTU(PUKALMN U pa3TpaHUUEHUs MpaB JIOCTyIa IMOJIb3oBaTeneit
MH()OPMAITMOHHOM CHUCTEMBI TIEPCOHATBHBIX JAHHBIX Ha YPOBHE OINEPAIMOHHBIX CHCTEM, 0a3
JTAHHBIX U MPUKJIAJHOTO MPOTPAMMHOT0 00eCIIeUeHHUS,

— epedyeHb OpraHU3alOHHO-PACTIOPSAUTEIHLHON JOKYMEHTAIlUH, OMpeaesomen
MOPSTOK 00paOOTKH U 3alIUTHI IEPCOHAIBHBIX JAHHBIX B Y UPEKICHUU:

— (MBUYECKUE MEPHI 3AIUTHI IEPCOHATBHBIX JIAHHBIX, OPTaHU3aIl|s TIPOITYCKHOTO PEXKUMa.

Pe3ynbrarhl aHaNM3a U3MEHEHUI UCTIONB3YIOTCS IS OLEHKU KOPPEKTHOCTH TPeOOBAHMIA 11O
o0OecrieyeHHI0 0€30MacHOCTH TEePCOHANBHBIX JIaHHBIX, O0O0pa0aThIBAEMBIX C HCIHOJIb30BAaHUEM
CPEICTB aBTOMATH3allMd W O€3 HCIONb30BAHUS TaKUX CPEJACTB M MPH HEOOXOAUMOCTH HUX
YTOUYHEHHS.

B Vwupexnenun Ao0mKeH BECTUCh YYET JCMCTBUM, COBEPIIAEMBIX C MEPCOHATBHBIMU
JIAHHBIMU B WH()OPMAITMOHHONW CHCTEME MEePCOHANTBHBIX JaHHBIX PAOOTHUKAMH Y UPEKICHHUS.

JlocTyn K mepcoHaIbHbIM JaHHBIM periameHTupyetcs [lonoxxeHneM o pa3rpaHuYeHUH paB
JIOCTyTIa K 00pabaThIBaeMbIM MepcoHATBHBIM qaHHBIM B MBJIOVY "Jletckwuii cax Ne 87 "Keue".



PaboTHukN YupexaeHHs, Y4acTBYIOIIME B 00pabOTKE MEPCOHANBHBIX IAHHBIX, JOJIKHBI
OBITH MPOMHGOPMHUPOBAHBI:

— 0 (pakre 00pabOTKM MMU TEPCOHANBHBIX JAHHBIX — PEATH3YETCsl MyTeM O3HAKOMIICHUS
Ui, o0pabaThIBAOIIMX TIEPCOHATBHBIE JlaHHBIE, ¢ Pa3pemuTenbHON CHCTEMOW OmycKa
COTPYAHUKOB YUpEXICHUS, TOMYIICHHBIX K 00pa00TKe MepCOHANBHBIX JIaHHBIX;

— 0 KaTeropusx oOpabaTblBaeéMbIX NEPCOHAIBHBIX JAHHBIX — peau3yeTcss IyTeM
O3HAKOMJICHHSI C YTBEpKICHHBIM IlepeuyHeM mepcOHANbHBIX JaHHBIX, 00pabaThIBaEMBIX
YupexaeHuewm;

— O TpaBWJIaX OCYIIECTBICHUA OOpPaOOTKH MEPCOHATBHBIX AAHHBIX — PEATH3yeTCs MyTeM
03HAKOMJICHHUS T1OJ] POCIHCH C OPTaHU3AIIMOHHO-PACTIOPSAUTEIbHBIMU IOKyMEHTAMU Y UpexACHUS,
perIaMEeHTHPYIOLIMMH MTPOIECChl 00pabOTKH NMEePCOHATBHBIX JaHHBIX;

— 0 mpaBuiax oOecreueHus: 0E30MacHOCTH NEPCOHANBHBIX JAHHBIX, 00pabaThIBaeMbIX
YupexaeHuem.

HeaBromatusupoBanHass 00paboTKa NEPCOHAIBHBIX JaHHBIX JOJDKHA OCYIIECTBISATHCS
TakuM 00pa3oM, 4TOObI B OTHOILICHHWU KAXKJIOW KAaTETOPHH IMEPCOHATBHBIX AAHHBIX MOXXHO OBLIO
ONpeNeNuTh MECTa XpaHEHUS MaTepUalbHBIX HOCHUTEIeM U YCTaHOBUTH IE€PEYEHb JIUIL,
OCYIIECTBIISIONUX 00padOTKy MEPCOHATBHBIX JAHHBIX JTUOO0 UMEIOIIMX K HUM JIOCTYII.

B Yupexnenuu nomkeH BECTUCH YUET HOCUTEINEH epCOHANIbHBIX JaHHbIX.

@dukcanus MepcoOHAIbHBIX JaHHBIX JOJDKHA OCYIIECTBISTHCS HA OTICIBHBIX MaTepHAIbHBIX
HOcUTENSX (OTHENBbHBIX JOKyMeHTax). llepcoHanbHble NaHHBIE TOJKHBI OTIAENATHCS OT HMHOMN
uH(pOopMaLIUH.

Oukcanus Ha OAHOM MaTepUaIbHOM HOCHUTEJE MEPCOHATIbHBIX NAaHHBIX, LIETU 00pabOTKU
KOTOPBIX 3aBEJOMO HECOBMECTHMBI, HE JIOIyCKaeTca. B ciydae, eciiu Ha OJHOM MaTepUaTbHOM
HOCHUTEJIE BCE K€ 3a(UKCHpPOBaHbl NEPCOHAIBHBIE JIAHHBIE, LEeMH O00padOTKH KOTOPBIX
HECOBMECTHUMBI, JIOJDKHBI OBITh MPHUHATHI MEpPbl MO OOECHEYEeHUI0 pa3lenbHON 00paboTKu
MEPCOHAIBHBIX TaHHBIX, B YACTHOCTH:

— Tpd  HEOOXOAMMOCTH  WCIOJB30BAHUS WM  IPEJOCTABICHUS  ONPEICICHHBIX
MEPCOHANBHBIX JAHHBIX OCYIIECTBISIETCS KOMHUPOBAHME IEPCOHAIBHBIX JAaHHBIX, MOJJIEKAIINX
NPEOCTABICHUIO MJIM HCIOJIB30BAHUIO, CIIOCOOOM, NCKITIOYAIONIMM OJTHOBPEMEHHOE KOTTMPOBAHUE
MEPCOHANBHBIX JIAHHBIX, HE MOJIeKAIIUX PACIPOCTPAHEHHUIO U HMCIIOJIB30BAHUIO, U HCIONIb3YETCS
(pactipocTpaHsieTcs) KONMUsSl MEPCOHATBHBIX JTAaHHBIX — HAalPUMEpP, KOMUPOBAHHE YacTHU CTPAHUIBI,
coJlepiKalleil MepcoHaNbHbIE aHHBIE, KOTOPbIE HEOOXOIHMMO HCIIOJIb30BaTh, MPEABAPUTEIHHO
3aKphIB OCTAJIBHYIO YacTh CTpPAHHIBI YHCTHIM JIMCTOM Oymaru, Ju0O0 KONMMPOBAHHWE TOJBKO
HEOOXO/IMMBIX CTPAHUI] CLIIUTOTO JOKYMEHTA;

— MpU HEOOXOAMMOCTH YHUUTOXKEHHS WM OJIOKMPOBAHHS YaCTH TEPCOHAIBHBIX JTAHHBIX,
YHUYTOXKAETCSI WM OJOKHPYETCsl MaTepHUajbHbII HOCUTEIb C IMPEIBAPUTEIbHBIM KOIMUPOBAaHUEM
CBEJICHUH, HE TMOIJICKAIMUX YHUYTOXKCHUIO WU OJOKMPOBAHHUIO, CIOCOOOM, HCKIIOYAOIIIM
OJTHOBPEMEHHOE KONHPOBAaHUE TMEPCOHANBHBIX JaHHBIX, MOJUIEkKAIUX YHUYTOXKEHUIO WIH
OJIOKMPOBAHHUIO — HAMpPUMEp, KOMUPOBaHHE (B pe3epB) TOJBKO HEOOXOAMMOW YacTH CTPAHMIIBI,
3aKpbIB OCTABUIYIOCS YAaCTh YUCTHIM JIUCTOM OyMaru.

B VYupexaeHun MOIDKEH OCYIIECTBIATHCS MOHUTOPHHT (DAKTOB HECAHKIIMOHHPOBAHHOTO
JOCTyNa K TMEepPCOHAJIbHBIM JaHHBIM U HNPUHUMAThCS COOTBETCTBYIOIIME MEpbl MpH HX

oOHapyxeHHH.  MOHMTOPUHI  OCYWIECTBIsSEeTCd  AJIMHUHHCTPATOPOM  HH(GOPMaIMOHHON
0€30MaCHOCTH.
AJIMAHHCTPAaTOPOM nH(}OPMALIMOHHON 0e30macHOCTH VYupexaenus JTOJKEH

OCYHICCTBJIATHCA KOHTPOJIb 3a IPUHUMACMBIMH MEPaMU 10 obOecreueHnI0 0e30MacHOCTH
NEPCOHATIBHBIX TaHHBIX.

HpI/I 06pa60T1<e NEPCOHATIBHBIX OaHHBIX yLIpC)KI[CHI/IC JOJDKHO HMMECTH BO3MOXKHOCTH H
Cpe€acTBa Ajid BOCCTAHOBJICHUSA MEPCOHAIBHBIX JAHHBIX, IIPU UX MOJII/I(i)I/IKaIII/II/I NI YHUYTOXCHUU
BCJICACTBHUEC HCCAHKIITMOHUPOBAHHOI'O NOCTYIIA K HUM.

B quemneHHH JOJIKEH OBITE OIpEACIICH NCPCUYCHDb HOMeH_[eHI/If/'I, HCIIOJIB3YCEMBIX IJIA
06pa6OTKI/I NEPCOHANIBHBIX JaHHBIX. HpI/I OTOM OpraHu3alnus pexxuma 6630H8.CHOCTI/I, OXpaHa 3TUux
HOMeHleHI/Iﬁ JOJIXKHBI o0ecreynBaTh COXPAaHHOCTb HOCHUTENCH MNEPCOHANIBHBIX AAaHHBIX, a TaKXKe
HCKIIIOYaTh BO3MOXHOCTb HCKOHTPOJIIMPYEMOTO HPOHUKHOBCHUA WU HpeGBIBaHI/ISI B JTHX
MOMCIICHHUAX ITOCTOPOHHUX JIMII, B TOM 4YHCIIC pa6OTHI/IKOB quexq:(eHHs{, HC OOMYIICHHBIX K
06pa60T1<e MNEPCOHAJTIbHBIX NAHHBIX B yt—Ipe)KIIeHI/II/I.



[Ipukasom 3aBenyiomiero YUpeXJCHHEM YyCTAHABJIMBACTCS KOHTpOJIUpyeMmas 30Ha
VYupexnenus.

TexHuueckue cpencTBa, MO3BONAIONINE OCYIIECTBIATh 00pabOTKY MEepCOHANBHBIX TaHHBIX,
pa3MeIiaTcs B peaenax KOHTPOJIUPYEMON 30HBI.

[Tonp30oBarenn MHPOPMAITMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX JOJDKHBI 00ECIIEYMBAThH
COXPAHHOCTh CBHEMHBIX HOCHUTEJEH, COJepKalluX IepcoHalbHbIe NaHHbIe. B ciiydae yTparbl
HOCHUTENS, TIOJIb30BAaTeNN JOJDKHBI HEMEUIGHHO COOOIMTH 00 3TOM AJMHUHHUCTPATOpy
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Ecnmu mpu pabore ¢ mepcoHATbHBIMU JaHHBIMH DPAOOTHUKY YUpEXACHUS HEO0OXOIMMO
MOKUHYTh pabouyee MeCcTO, MaTepuajbHble HOCUTENIH TMEPCOHANBHBIX JaHHBIX JOJDKHBI OBITh
3alUIIEHBl OT HEKOHTPOJMPYEMOIro JOCTyna K HuM. s 3TOro MarepuanbHble HOCHUTENN
3aMuparoTcs B OTBEICHHBIX JJIS 3TOrO IKadax win ceidax.

B ciyuae moctmkenus nenu o0pabOTKU MEPCOHANBHBIX JAaHHBIX YUpPeXIeHUE MPEeKpaIiaeT
00paboTKy TMEepCOHAIBHBIX JAaHHBIX WM oOecleuynBaeT ee MNpekpamieHue (ecau oOpaboTka
NEPCOHANBHBIX JAHHBIX OCYIIECTBIACTCS JPYIHMM JIMIOM, JACWCTBYIOIIUM 10 TOPYYEHHIO
VYupexeHus) U YHUUTOXaeT NepCOHANIbHbIE JaHHbIE WM 00ecreyrBaeT UX YHUUTOXKEHHE (eciu
00paboTKa TMEepPCOHAIBHBIX JaHHBIX OCYIIECTBISIETCS JPYTUM JIUIOM, JCHCTBYIOIIUM IO
MOPYUYCHUIO YUpPEKICHHS) B CPOK, HE MPEBBIMIAIONINN TPUALATA THEH C AAaThl JOCTHKEHUS LIeTTU
00pabOTKH EPCOHABHBIX JAHHBIX.

[IpoBenenue paboT TO co3AaHMIO (MOJEPHHU3AIMH) CUCTEMBl 3alIUTHl MEPCOHATBHBIX
JAHHBIX YUPEXJACHUS BKIIOYACT CIEIYIONINE CTaIUN:

— IPeIpPOEKTHAs CTa/IUS;

— CTaaus MPOCKTHPOBAHUS;

— CTaJusl peaan3aliy CUCTEMbI 3aIlUThI IEPCOHATIBHBIX TaHHBIX;

— CTaJus BBOJIA B ICHCTBHE CUCTEMBI 3aIUTHI IEPCOHATLHBIX JTaHHBIX.

Ha nmpenmpoekTHoi cTaauu TNPOBOJUTCS — ONpEAENCHHE YPOBHS  3alUIIEHHOCTH
NEPCOHANBHBIX JaHHBIX B WH(POPMAIMOHHBIX CHCTEMaX IEePCOHAIBHBIX JaHHBIX, (HopMUpyeTCs
MoOJedb Yrpo3 W Hapymwuredas Oe30MacHOCTH MEpPCOHANbHBIX JIaHHBIX, pa3padaTbIiBacTCs
TEXHUYECKOE 3a/IaHNe HA CUCTEMY 3aIIUThI IEPCOHATBHBIX JAHHBIX.

YPOBHU 3alUIIEHHOCTH MEPCOHANBHBIX AAHHBIX IpHU UX 00paboTke B MHQPOPMAIIMOHHBIX
cUCcTeMax MEePCOHAIBHBIX JAHHBIX O(OPMIISIOTCS COOTBETCTBYIOIMMH aKTAMH.

Mopnens yrpo3 0€30MacHOCTH MEPCOHANbHBIX JaHHBIX Mpu HUX 00paboTke B
MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX NAaHHBIX (POpMHUpPYETCs Ha OCHOBAHHWU PYKOBOISIINX
nokymeHToB @CTIK Poccun u @Ch Poccum.

[lepeueHp akTyalbHBIX YIrpo3 QopMHUpyeTCs i Kaxa0il MHGOPMAIMOHHOM CHUCTEMBI
MEPCOHANBHBIX JAHHBIX YUPEXKACHUS C YYETOM YCIOBUN (YHKIIMOHHPOBAHUS WH(GOPMAIMOHHON
CHCTEMBI IEPCOHAITBHBIX JJAHHBIX U 0COOEHHOCTEH 00pabOTKH MEPCOHATBHBIX JaHHBIX.

[Io wutoram ompeneneHus YpOBHS 3allUIIEHHOCTH TEPCOHANBHBIX JaHHBIX TPU UX
00paboTke B MH(MOPMAIMOHHOM CHUCTEME IMEPCOHANBHBIX JAHHBIX M pe3yJbTaTaM OMpeeIcHuUs
aKTyallbHBIX yrpo3 0E€30MacHOCTH TMEpPCOHANBHBIX JaHHBIX (OPMHUPYIOTCA TpeOOBaHUS IO
oOecrieueHNI0 0€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX, 00pabaThiBa€éMbIX B HH(DOPMAIIMOHHBIX
cucTeMax IepCOHAIbHBIX HaHHBIX. J[aHHBIE TpeOoBaHUS OQOPMIAIOTCS B BHJIE TEXHHUYECKOTO
3aJJaHusI HA CHCTEMY 3aIUThI IEPCOHAIBHBIX JaHHBIX.

Cragus mMpoeKTUPOBAHUS CUCTEMBI 3aIIUTHI MEPCOHANBHBIX JAHHBIX BKIIIOUAET pa3paboTKy
CHCTEMBI 3alIUTHI TEPCOHAIBHBIX JAaHHBIX, & UIMEHHO Pa3padOTKy pa3esioB 3a/JaHusl M IPOEKTa
IPOBEIECHUS MO CO3JaHUI0 (MOJEPHHU3AIMHM) CHUCTEMBl 3alllUThl MEPCOHAJBHBIX JIAaHHBIX B
COOTBETCTBHUH C TPEOOBAHUSIMH TEXHUIECKOTO 3a/IaHUSI.

Craaus peanu3auy CUCTEMBbI 3alIUThI IEPCOHATBHBIX JAHHBIX BKIIOYACT:
— 3aKyIKy COBOKYITHOCTH WCIIOJIb3yeMBIX B CHCTEME 3alllUThl IEePCOHAIBHBIX TaHHBIX
cepTU(UIIMPOBAHHBIX TEXHUYECKUX, MPOTPAMMHBIX M TMPOTPAMMHO-TEXHUUYECKUX CPEJICTB
3alIMThl HHPOPMAIIMU U UX YCTaHOBKY;
— Ha3HAu€HHWE JIUI, OTBETCTBEHHBIX 3a JKCIUTyaTaIlMI0 CPEJICTB 3alIUThl WH(OPMALUU C UX
o0ydeHueM;
— TMPUEMO-CAATOYHBIE UCIBITAHUS CPEJCTB 3aIIUTHI UH(POPMAIIMU 10 PE3yNIbTaTaM OMBITHOM
IKCILTyaTaIiH.

Ha ctanuu BBOAa B IEHICTBUE CUCTEMBI 3aIIUTHI IEPCOHATBHBIX IAHHBIX OCYIIECTBIISIOTCS:



— TpeaBapUTENIbHBIE UCTBITAHUS CPEACTB 3alIUThl MH(OpMAIMM B KOMIUIEKCE C JIPYTUMHU
TEXHUYECKUMU U IPOrPaMMHBIMH CPEICTBAMU;
— yCTpaHEHHE HECOOTBETCTBUH 110 UTOTaM MPEIBAPUTEIbHBIX UCTIHITAHUH;
— OMNbITHAsA OKCIUTyaTallus CpPEACTB 3alluThl HMH(OpPMAnUu B KOMIUIEKCE C APYTUMHU
TEXHUYECKMMHU M TPOTPAMMHBIMU CPEICTBAMH B IIENIAX MPOBEPKH UX PabOTOCIOCOOHOCTH B
cocTaBe HH(OPMAIIMOHHON CUCTEMbI IIEPCOHAJIBHBIX JTAHHBIX.
B mponecce ¢yHKIMOHMpPOBaHUS HH(POPMALMOHHOW CHUCTEMBI MEPCOHAIBHBIX ITAHHBIX MOXKET
OCYILECTBIIATLCS MOJEPHU3ALMS CUCTEMbl 3aIlMUThl NEPCOHAIBHBIX JaHHBIX. B o00s3arenbHOM
HOPSJIKE MOJIEPHU3ALUS IPOBOJIUTCS B ClIydae, €ClIu:
— MpPOU30LUIO0 H3MEHEHHE HOMEHKJIATypbl 00pabaThlBAEMbIX IE€PCOHAIBHBIX JIAHHBIX,
BJEKyIIee 3a CO0O0W HM3MEHEHHE YPOBHS 3alIMIIEHHOCTH NEPCOHANBHBIX MAHHBIX INPH HUX
00paboTKe B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAIIBHBIX JTAaHHBIX;
— MpPOU30IUIO W3MEHEHHE HOMEHKIATypbl M (MJIM) aKTyaJbHOCTH Yrpo3 Oe30mMacHOCTH
HEPCOHAIbHBIX JAHHBIX;
— HW3MEHWJIACh CTPYKTypa HH(OPMAIIMOHHONW CHCTEMBI TEPCOHAJIBHBIX JAaHHBIX MU
TEXHUYECKHE OCOOCHHOCTHU €€ IMOCTPOEHUs (M3MEHMIICSI COCTaB WM CTPYKTypa IPOrpaMMHOTIO
o0ecrieyeHns, TEXHUYECKHUX CPEACTB OOpabOTKM MEPCOHAIBHBIX JAHHBIX, TOIOJOTHH
UH(POPMALIMOHHOM CUCTEMBI IIEPCOHATIBHBIX JaHHBIX U T.I1.).
[lpu aBTOMaTM3MpPOBaHHOW OOpAaOOTKE MEPCOHANBHBIX JAHHBIX B YUPEKICHUH JIOJKHBI
COOJIIOIATHCS CIIETYIOLINE MEPBI:
— pasrpaHWyeHHe  JIOCTyNa  IIOJb30BaTeled W OOCIYXKHUBAIOLIEro  INEepcoHalla K
UH(POPMALIMOHHBIM pecypcaM, IMPOrpaMMHBIM cpeacTBaM o0paboTKM (Iepelaud) M 3aIiuThl
uH(popMaLuu;
— peructpauus JeHCTBUH M0JIb30BaTENeH U 00CTYKUBAIOILEr0 IEPCOHaNa, KOHTPOJIb AOCTYIa
U JICHUCTBUI MTOJIH30BATENCH, 0OCITYKUBAIOIIETO MepCcoHaja U MOCTOPOHHUX JIMII;
— pe3epBUPOBAaHME TEXHUUYECKUX CpEACTB, JyOJMpOBAaHME MAacCUBOB U  HOCUTENEH
uH(popMaLuu;
— HCHOJIb30BAHUE 3AIIUIICHHBIX KaHAJIOB CBA3H;
— TpeIoTBpAllCHHE BHEAPEHHs B HH(GOPMAIMOHHBIE CHUCTEMBI BPEIOHOCHBIX IPOTPaMM
(mporpaMM-BHPYCOB) U POrPaMMHBIX 3aKJIAJI0K.

PeMOHTHO-BOCCTAaHOBUTENBHBIE PA0OTHl TEXHUYECKHX CPEICTB 00pabOTKM WH(pOpManuu
HPOBOJATCS MO/ KOHTPOJIEM U B MPUCYTCTBUM AJAMHUHUCTPATOpa MHPOPMALMOHHONW 0€301acHOCTH
C MpHUBJIeYeHUEM AJMHUHHCTpaTOpa MH(OPMALMOHHON CHCTEMBI IEPCOHANIBHBIX JaHHBIX. B cimyuyae
HEOOXO/IMMOCTH PEMOHT TEXHHYECKHUX CpEACTB MOXKET OBbIThb MPOBEJEH C IPHUBICUECHUEM
CTOPOHHHUX CIELIMAJIMCTOB Ha JIOTOBOPHOI OCHOBE C COCTABJIEHUEM aKTOB BBIINOJIHEHHBIX PaloT.

IV.  KoHTpoab Bbino/IHeHHs] padoT
1o ofecneYyeHnI0 0€30aACHOCTH NMEePCOHAIBHBIX JAHHBIX
Kontponb BbIMOMHEHUST pabOT MO 0OecreueHn0 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX B

VYupexxnenun (magee — KOHTpoOdb) OCYIIECTBISETCS IyTEM MPOBEICHHUS MNEpUOTUYECKUX
KOHTPOJILHBIX MPOBEPOK M ayIUTOB MO (hakTaM MpPOHM3OMIESIIINX HHIUACHTOB WH(OPMAIIMOHHOMI
0€30I1acCHOCTH.
B pamkax mpoBeneHHst KOHTPOJIBHBIX MEPOTPUSTHIA BBITIOITHSIOTCS:

— TpOBEpKa HAJTMYUA U aKTyaTbHOCTHU TJIAHOB, PETUCTPAIIMOHHBIX KYPHAJIOB, aKTOB,

— JIOTOBOPOB, OTYETOB, MPOTOKOJIOB U JPYTUX CBHUJIETEIHCTB BBINOJHEHUS MEPONPUATHHA 110

obecrieueHno 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX 332 UCTEKIINM MTEPUOT,;

— MpOBepKa OCBEIOMIIEHHOCTH U COOJIOACHHUS IEpPCOHAIOM TpeOoBaHMH K 00ecreueHUro

0€30MacHOCTH MEePCOHATbHBIX TaHHBIX;

— TpOBEpKa COOTBETCTBUS IEPEUHs JIMI, KOTOPBIM IMPENOCTaBICH AOCTYN K MEePCOHAIBHBIM

JTAHHBIM, ()aKTUIECKOMY COCTOSHUIO;

— MpOBEepKa HANUYMS M HCIPABHOCTU (DYHKIIMOHHPOBAHHUS TEXHUYECKUX CPEJICTB 3aIlUTHI

uH(pOpMallMK, HCIOJIb3YEeMBIX NIl oOecriedeHHus O€30MacHOCTH IMEPCOHANbHBIX JaHHbBIX, B

COOTBETCTBUH € TPEOOBAHUSAMH IKCIUTYaTAllMOHHONW U TEXHUYECKOH JTOKyMEHTAIUH;

— WHCTpyMEHTaJbHasl TMPOBEPKA COOTBETCTBUS HACTPOEK TEXHHUYECKUX CPEACTB 3allHThI

uHpopMalUu TpeOOBaHUAM K OOECNeYeHHI0 Oe30MacHOCTH MEePCOHAIBHBIX AAaHHBIX (MpH

HEO00XOIUMOCTH);

— TpOBEpKa COOTBETCTBUS MojeNned yrpo3 Juii WH(POPMAIMOHHBIX CHUCTEM IEepPCOHAIBbHBIX

JAHHBIX YCIOBUSAM () YHKIIMOHUPOBAHUS JTAHHBIX CUCTEM;



— TMpoBepKa COOTBETCTBUS OPraHU3AMOHHO-PACTIOPSIIUTEIPHON  JOKYMEHTAlMH 10
obecrieueHUI0  OE30MAaCHOCTH  TEPCOHANBHBIX  JIAHHBIX  JCHCTBYIOIIUM  TPEOOBAHUSIM
3akoHogarenscTBa Poccuiickoit ®enepaunu, pykoBoasmux aokymeHtos ®Cb Poccun,
OCTIK Poccun, PockomHaazopa.
Bce coOpanHbie B XOJ€ TPOBEACHHUS KOHTPOJIBHBIX MEPONPUATHN CBUICTEILCTBA U
CeNIaHHBIE M0 UX Pe3yJIbTaTaM 3aKIJIIOUEHUS JOJKHBI ObITh 3a(MKCUPOBAHBI TJOKYMEHTAIBHO.
KoHTpoabpHBIE MEPONPUSTHS IPOBOJISATCS KaK MEPUOIUNICCKU B COOTBETCTBUU C IUIAHOM, TaK
Y BHEIUIAHOBO IO PEIICHUIO 3aBEAYIOLIEro Y YpexJaeHUEM U B clyyae BOSHUKHOBEHUS HHIUICHTOB
UH(POPMALIMOHHOM 0€30MacHOCTH.
BHyTpennue npoBepku B YUpekJeHUH B 003aTeIbHOM MOPSAKE IPOBOASTCA B ClIydae BbISBICHUS
CIEeIYIOIUX (HaKTOB:
— HapyleHue KOH(PHUISHIUAIbHOCTH, LIEIOCTHOCTH, JOCTYITHOCTH MEPCOHATBHBIX TaHHBIX;
— XaJaTHOCTh M HECOONIoZICHHE TPEeOOBaHMI K OOECIeUeHHIO 0E30MacCHOCTH MEPCOHATBHBIX
JAHHBIX;
— HECOOI0/ICHUE YCIOBUN XpaHEHUSI HOCUTENCH EPCOHAIBHBIX TaHHBIX;
— HCIIOJIb30BAHKUE CPEJICTB 3alIUThl MHPOPMAIMK, KOTOPhIE MOTYT MPHUBECTH K HAPYIICHUIO
3aJJaHHOTO  YpPOBHS 0e30macHOCTH
(KOH(UIECHITUATLHOCTH/IIETOCTHOCTL/TIOCTYITHOCTD) MEPCOHANBHBIX JAaHHBIX WU JIPYyTUM
HAPYIICHUSIM, TTPUBOISIINM K CHIDKEHUIO YPOBHSI 3aIIUIEHHOCTH TIEPCOHABHBIX JaHHBIX.
3amayamMu BHYTpEHHEH IPOBEPKU SBIISIOTCS:
— YCTaHOBJICHUE OOCTOSATEILCTB HAPYIICHHUS, B TOM YHCJIC BPEMEHHU, MECTa M CIIOCO0a €ro
COBEpIIICHHUS,
— YCTaHOBJICHUE JIUII, HETIOCPEICTBCHHO BUHOBHBIX B JIAHHOM HAPYIICHUH;
— BBISBIICHUE MPUYHH U YCIOBHI1, CIOCOOCTBOBABIIUX HAPYIICHUIO.

V. CoBepuieHCTBOBAHHE CHCTEMbI 32U THI NEPCOHAIbHBIX JAHHBIX

[Ipukazom 3aBeayromiero YupexiaeHueMm (OpMHUPYETCS KOMMCCHSI, KOTOpash COCTaBIISET
OTYET O MPOJAETAHHBIX MEpPONPUATHIAX 10 BBIIOJHEHHUIO IUIaHa paboT Mo 00ecHeyeHHIo
0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX, 00padaThIBaEMbIX YUpEXKIEHHEM BMECTE C IE€pPEUYHEM
HPEJIOKEHHH 110 COBEPIIEHCTBOBAHUIO CUCTEMBI 3aILUThI IEPCOHANBHBIX 1aHHBIX.

Heo0xoauMocTh peanu3aiii MEPONPHUATHN MO COBEPUICHCTBOBAHUIO CHCTEMBI 3alHTHI
HEPCOHAIBHBIX JaHHBIX MOKET ObITh O0YCIIOBIICHA!

— pe3ysbTaTaMu MPOBEACHHBIX ayIUTOB U KOHTPOJbHBIX MEPOIPUATU;

— H3MEHEeHMsIMHU (eiepalbHOrO 3aKOHOATENbCTBA B 00JIACTH NEPCOHATIBHBIX JAHHBIX;

— M3MEHEHMSIMH CTPYKTYpPbI IPOLECCOB 00pabOTKH NEPCOHANBHBIX JaHHBIX Y UPEKICHUEM;

— pe3yibTaTaMM aHaJIM3a UHIMJICHTOB HH()OPMAIIMOHHON 6€3011aCHOCTH;

— pe3ysibTaTaMu MEpPONPUATHH O KOHTPOJIIO M Haa30py 3a o0pabOTKOM NepCOHaIbHBIX
JTAHHBIX, IPOBOJAUMBIX YIOJTHOMOYEHHBIM OPraHOM;

— Kaso0 U 3apPOCOB CyOBEKTOB MEPCOHATBHBIX JaHHBIX.

Ha ocHoBaHuM pelieHHs, NPHUHATOTO 3aBEAYIOIIUM YUpEXKIEHUEM [0 pe3ylbTaTaM
PacCMOTpEHUs €XKEroJJHOT0 OTYEeTa M MPEUIOKEHUH MO COBEPIICHCTBOBAHUIO CHUCTEMBI 3alllUTHI
NEPCOHANBHBIX JaHHBIX, KOMHCCHUS COCTaBJIAET IUIaH pPabOT MO oOecrnedyeHuto Oe30MacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThIBAEMBIX YUPEKIECHUEM HA CIEIYIOIIMMI o1
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