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. Onpenenenns

B HacTodAIEeM TOKyMEHTE HCIIONB3YIOTCA CIEAYIOUINE TEPMUHBI U UX OIPEICIICHUS.

ABTOMATH3MPOBaHHAs  00pa0oTKa  NepPCOHAJBHBIX JaHHBIX —  00paboTka
NIEPCOHAIBHBIX JaHHBIX C TOMOLIBIO CPEJCTB BBIYUCIUTEIBHON TEXHUKH.

be3onacHOCTh NEPCOHATBHBIX JAHHBIX — COCTOSHME 3AIIUIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMOe CIIOCOOHOCTBbIO IIOJb30BaTENEH, TEXHUYECKUX CpPEACTB U
UH(POPMALIMOHHBIX  TEXHOJNIOTHMH  00ecnmeynTh  KOH(PHIECHIHMAIBHOCTh, LEJIOCTHOCTh U
JOCTYITHOCTh II€PCOHAJIBHBIX JAaHHBIX NpH UX 00padoTke B HH(MOPMALMOHHBIX CHCTEMax
IIEPCOHAIIBHBIX JIAHHBIX.

BiiokupoBaHMe T1EePCOHAJBHBIX [JaHHBIX — BPEMEHHOE IpeKkpalieHue cOopa,
CHUCTEMAaTU3alui, HAKOIUICHUS, UCIIOJIb30BAaHUsA, PACIPOCTPAHEHUS, IIEPCOHANBHBIX JAHHBIX, B
TOM YHCJIE UX MepENAYN.

Jloctyn Kk uHGOPMaNMU — BO3MOXKHOCTh TMOTy4eHUsI HHYOPMAINK U e€ NCTI0Ib30BAHUS.

3ammmaemast uHGopManus — HHGOPMaLUS, ABISIIOIIASACST IPEIMETOM COOCTBEHHOCTH U
nojuieXxaniasi 3aliuTe B COOTBETCTBMM C TpeOOBaHMSMM IPABOBBIX JOKYMEHTOB WIIU
TpeOOBaHUSAMH, YCTAaHABINBAEMbIMU COOCTBEHHUKOM HH(pOPMALIUH.

HNnentudukanus — npucBoeHne cyObekTaM M OOBEKTaM JOCTyHa WACHTU(PHUKATOpA H
(uM)  cpaBHEHHE  NPEABABISEMOr0  HACHTU(GUKATOpPAa €  IEpPEeYHEM  IPUCBOEHHBIX
UICHTH()HUKATOPOB.

NudopmanuonHas cucTeMa NepCcOHAJBHBIX JaHHBIX — COBOKYITHOCTb COICPKAILUXCS B
0a3ax NaHHBIX MEPCOHAIBHBIX MAHHBIX M 00ECTeYMBAIOIINX MX 00pabOTKy MH(OPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUUYECKUX CPENCTB.

NudopmanuoHHasi TeXHOJIOTHMSl — IIPOLIECCHI, METOJbl IMOUCKA, cOopa, XpaHEHHs,
00paboOTKH, IMPENOCTaBIECHUS, PACHPOCTPaHEHUs HH(POPMALMU M CIIOCOOBI OCYILECTBIICHUS
TaKUX MPOLIECCOB U METOJIOB.

Hcrouynuk yrpo3sl 0e30IaCHOCTH NEPCOHAJNBHBIX JAAaHHBIX — CYOBEKT JOCTYyIa,
MaTepHaIbHBIA OOBEKT WM (U3NYECKOE SBICHUE, SBIIOUINECS MPUYUHONW BO3HUKHOBEHUS
yIpo3bl 0€30MaCHOCTH NMEPCOHABHBIX TaHHBIX.

KonTposimpyemasi 30Ha — T[pOCTPaHCTBO (TEPpUTOpHUSA, 3JaHHE, YacTh 3JaHUS,
MOMEIIEHUE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYeMOe MpeOblBaHHWE MOCTOPOHHUX JIMI, a
TaK>Ke TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIbHBIX CPEJICTB.

KoHpuaeHIMaJIbLHOCTh MEPCOHAIBHBIX AAHHBIX — 0053aTENbHOE ISl COOJIIOJCHMS
OIepaTOpPOM WJIM MHBIM MOJTYYUBIIMM JOCTYI K NEPCOHAIBHBIM JaHHBIM JIUIIOM TpeOOBaHHE HE
pacrpocTpaHsaTh HMX 0e3 coryacusi CyObeKTa MEepPCOHAIBHBIX JAHHBIX WJIM HaJIU4MsS HHOTO
3aKOHHOTO OCHOBAHMUSI.

Hapyumreab 06e30nacHOCTH NMEPCOHAJBHBIX AAHHBIX — (PU3MUYECKOE JMIO, CIy4alHO
WM TPEJHAMEPEHHO COBEPIIAOIIEE ACUCTBUS, CIEACTBUEM KOTOPBIX SBIIAECTCS HapyLIECHUE
0€30IaCHOCTH MEPCOHAJBHBIX JaHHBIX NPH HMX OOpabOTKE TEXHMUYECKUMM CpPEICTBAMU B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX TAHHBIX.

HecaHKuMoOHNMpPOBaHHBIN A0CTYNl (HECAHKIHMOHHMPOBAHHBIC ICHCTBHSI) — JOCTyN K
uH(pOpMallUU WK eHCTBUS ¢ HH(OpMalel, HapylIaolue IpaBuiia pa3rpaHU4YeHUs JTOCTYyTA C
UCTOJIb30BAaHUEM IITATHBIX CPEJCTB, MPEJOCTAaBIAEMBbIX HMH(OPMAIMOHHBIMU CHUCTEMaMHU
MIEPCOHAIIBHBIX JTAHHBIX.

Hocureas uHpopmanuu — Gu3NIECKOE JIMIO WIM MaTEpUANbHBIM OOBEKT, B TOM YHCIe
¢uznyeckoe mosie, B KOTOPOM HH(MOpMalMs HAXOAUT CBOE OTpPaXEHHE B BHUAE CHUMBOJIOB,
00pa30oB, CUTHAJIOB, TEXHUYECKHX DPEUIEHHH U TMPOILECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHUK
(bu3NYECKUX BETNYHH.

OOe3iMYMBaHNEe TMEPCOHAJBHBIX [JaHHBIX — JEHCTBUS, B pE3yIbTaTe KOTOPBIX
HEBO3MOXKHO OIPEAETUTh MPUHAIIEKHOCTh MEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JaHHBIX.

O0pabdoTka nmepcoHAJBHBIX JaHHBIX — JII000€ elicTBUE (Onepanus) Wik COBOKYITHOCTb
neicTBuil (omeparuii), CoOBEpIIaeMbIX C HCIOJIb30BAHMEM CPEACTB aBTOMATH3AlMKU WM 0e3
UCMOJb30BaHUSI TaKUX CPEACTB C IEPCOHAIBHBIMU JIaHHBIMH, BKJIIOYas cOOp, 3amucCh,
CHCTEMaTH3alluI0, HAKOIJICHHE, XpaHEHHE, YTOYHEeHHEe (OOHOBJICHUE, U3MEHEHHE), U3BJICUCHHE,



WCIIONIb30BaHUe, Tepenavy (pacnpocTpaHEHHUE, MPEAOCTaBICHHUE, JIOCTYI), O00E3TUYMBaHUE,
OJIOKMpOBaHUE, YAaJICHUE, YHUUTOKEHHE IEPCOHATBHBIX JaHHBIX.

OO0beKT BBIYMCIUTEIbHON TEXHUKH — CTAIMOHAPHBIA WM TIOJBIKHBIH OOBEKT,
KOTOpBI  mpenacTaBisieT  co0OM  KOMIUIEKC ~ CPEACTB  BBIYMCIUTEIBHOM  TEXHHKH,
IpeJHA3HAYCHHbIN AJI BBINOJHEHUS ONpeAereHHbIX (QyHKuui oOpabotku uHpopmaruu. K
00BbEKTaM  BBIYUCIUTEIBHOW  TEXHUKM  OTHOCSTCS ~ aBTOMAaTU3UPOBAHHBIE  CUCTEMBI,
aBTOMAaTH3UPOBaHHbIE pabouyMe MecTa, MHPOPMALMOHHO-BBIYMCIUTENbHbBIE LIEHTPhl U JIpyrue
KOMIUIEKCBI CPEJCTB BBIYMCIUTENBHON TeXHUKU. K 00beKTaM BBIUMCIUTENBHON TEXHUKH MOTYT
ObITb OTHECEHbI TAKXXE OTIEJIbHBIE CPEJICTBA BBIUYUCIUTEIBHOW TEXHUKHU, BBINOJIHAIOLINE
CaMOCTOsTeNIbHbIE (YHKIIUU 00pabOTKH HH(pOpMAITUH.

OnepaTop nepcoHAIbLHBIX JaAHHBIX — FOCYIapCTBEHHBIN OpraH, MyHULUIIAJIBHBINA OpraH,
IOPUINYECKOe WK (PU3UYECKOE JIMIO, CAMOCTOSTENBFHO MM COBMECTHO C JPYTUMH JIMIIAMHU
opraHusymoomue M (WiId) OCYLIECTBIAOLIME OOpPadOTKY IEpPCOHANbHBIX JaHHBIX, a TaKXe
OTIpeNeNAIONUe 1edr 00pabOTKH MEepCOHATBHBIX JAHHBIX, COCTaB IEPCOHAJIBHBIX JAHHBIX,
noJyiexanmx oopaboTke, 1eHCTBUS (ONEpalui), COBEPILIAEMbIE ¢ IEPCOHANIBHBIMU JAHHBIMU.

IlepconanbHble KaHHbIe — J100as MHPOpPMAIMS, OTHOCALIASCS MPSAMO WM KOCBEHHO K
OIIpeIelIECHHOMY WJIM OmpesesieMoMy GU3nYecKoMy JIMLY (CyObEKTy epCOHAIbHBIX JaHHbIX).

IMosab30BaTesib HMH(POPMALMOHHONW CHCTEMbl MEPCOHAJBHBIX JAAaHHBIX — JIMIIO,
y4yacTByollee B (yHKIIMOHUPOBAHUM HH(OPMALIMOHHON CHCTEMBbl NEPCOHATIBHBIX JaHHBIX UIIH
UCTIONB3YIONIEE PE3YIIbTaThI €€ (DYHKIIHOHUPOBAHHUS.

IIpaBuia pa3rpaHM4eHus J0CTYNA — COBOKYITHOCTb IIPABUJI, PErIIaMEHTHPYIOLIUX [IPpaBa
JIOCTyTa CyOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYTIA.

IIpenocTaBiieHHe NMEPCOHANBHBIX JAHHBIX — JICHCTBHS, HalpaBJICHHbIE HA PACKPBITHE
NEPCOHAIBbHBIX JAHHBIX OIPEIEICHHOMY JIHILY WIH ONPEEIIEHHOMY KPYTy JIHL.

IIporpammHoe (IPOrpaMMHO-MATEMATHYECKOE) BO3/1eiiCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICIICTBHE HA peCypchl aBTOMaTU3UPOBAHHON MH()OPMALIMOHHOW CHCTEMBI, OCYIIECTBIISIEMOE
C MCII0JIb30BaHUEM BPEJOHOCHBIX IIPOTPAMM.

PacnpocTpaHeHue nepcoHANbHBIX JAHHBIX — JICHCTBUS, HAllpaBJI€HHbIE HA PACKpPBITHE
NEPCOHAIBHBIX JaHHBIX HEONPEAECICHHOMY KpYTY JIULL.

Pecypc wunHdopMaumoHHOM CcHCTEeMbI — WMEHOBAHHBIA D3JIEMEHT CHCTEMHOTO,
NPUKJIAJHOTO WM alapaTHOro odbecneueHus pyHKIMOHUPOBAHHUS HH(POPMALIMOHHON CUCTEMBI.

Cucrema 3amMThl TEPCOHAJBHBIX JAAHHBIX — COBOKYINHOCTb OPIraHOB U (WJIN)
UCTIOJIHUTENIEH, HCHOJIb3yeMOW UMM TEXHHMKHM 3allUThl HWH(pOpMAlMH, a Takke OOBEKTOB,
opraHM3oBaHHass ¥ (YHKIUOHMpYIOIIAs IO TMpaBWIaM M HOpMaM, YCTaHOBJIEHHBIM
COOTBETCTBYIOLMMH JJOKYMEHTAMH B 00JIaCTH 3aIIUThI IEPCOHATBHBIX JJAHHBIX.

CpenctBo kpunrorpaguyeckoil 3amutbl HMHpOPMANUM — CPEICTBO  3aIIUTHI
UHpOPMaLINH, peaTu3yollee aropuTMbl KpUIITOrpaduiueckoro npeodpazoBaHus HHPOPMALIUU.

Cy0bekT pocTtyma — JUI0O WM IPOLECC, JIEHCTBUS KOTOPOIO pPErjIaMeHTUPYIOTCS
IIPaBWJIaMU Pa3rpaHUYEHUs AOCTYIIA.

Cy0beKTbl NepCOHATbHBIX JaHHBIX — .

TexHuuyeckuii KaHaa yredykH HMHGOPMANMU — COBOKYIMHOCTh HOCUTENS MH(OpMaIuu
(cpenctBa 00pabOTKHM), (DU3MUECKON Cpeabl pacmpocTpaHeHUs WH(OOPMATUBHOTO CHUTHAIA M
CpPEeACTB, KOTOPBIMU JOOBIBAETCA 3alMIiaeMas HHPOpMaIus.

TexHuyeckue cpeacrsa HMHPOPMALMOHHOW CHCTEMbI INEPCOHAJBHBIX [JAAHHBIX —
CpeICTBa BBIUMCIUTEIBHOW TEXHUKU, MH(POPMALMOHHO-BBIYNCIUTENbHBIE KOMIUIEKCHI U CETH,
CpelICTBAa M CHUCTEMBI Iepenauyd, mpueMa U 0O0pabOTKH TMEepPCOHAJIbHBIX JAHHBIX (CpeacTBa U
CUCTEMBl  3BYKO3allMCH, 3BYKOYCHUJIEHHUS, 3BYKOBOCIPOM3BEIEHHUS, IE€PETOBOPHBIE U
TEJIEBU3MOHHbBIE YCTPOICTBA, CPEICTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JpPYyTUe
TEXHUYECKHUE CpeAcTBa 0O0pabOTKM pedyeBOH, rpaduyeckoil, BHIeO- M OYKBEHHO-LU(POBOIM
uH(poOpMalliK), TPOrpaMMHBIE CpPEICTBA (OMEPALMOHHBIE CHUCTEMBbl, CHCTEMbI YIpPaBICHUS
06a3aMM JaHHBIX W T.I.), CPEICTBA 3aIMTHl MHPOPMALIUHU, IPUMEHSEMbIE B MH(POPMALMOHHBIX
cucTeMax.

Yrpo3bl 6€30MacHOCTH MEePCOHAIBHBIX AAHHBIX — COBOKYITHOCTh YCIIOBHH U (PaKTOPOB,
CO3JIAaI0IIMX OMNACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM 4HCJIE CIIy4allHOro, JOCTyHma K
NEPCOHAIBHBIM JaHHBIM, pPE3YyJIbTATOM KOTOPOTO MOXKET CTaTh YHHMUYTOKEHUE, H3MEHEHUE,



OJIOKHpOBaHME, KOMUPOBAaHUE, PACIPOCTPAHEHHE IEPCOHAIBHBIX aHHBIX, a TaKKe MHBIX
HECAaHKIIMOHMPOBAHHBIX JEHUCTBHIM Mpu HX 00paboTke B HMH(OPMAIMOHHON CHCTEME
MEPCOHAIBbHBIX JaHHbBIX.

YHHMYTOKEHH e MePCOHATBHBIX JTaHHBIX — JICHCTBUS, B pE3yJIbTaTe KOTOPHIX HEBO3ZMOXKHO
BOCCTAHOBUTH  COJIEp)KaHHME  IEPCOHATBHBIX JaHHBIX B  HMH(OPMALMOHHOW  CcHCTEME
NEPCOHANBHBIX JaHHBIX WM B Pe3yibTaTe KOTOPBIX YHUUYTOXKAIOTCS MaTepUalbHbIE HOCUTEIU
MEPCOHAIBHBIX JaHHbBIX.

Yreuka  (3ammumaeMoii) uHpopMauMM MO  TeXHMYECKHM  KaHajlaM  —
HEKOHTPOJIUPYEMOE paclpocTpaHeHne MHGOpMAalKUKU OT HOCUTENs 3alluiiaeMoil mHbopManuu
yepe3 (u3MuecKyr0 Cpeay 0 TEXHHYECKOTO CpEICTBa, OCYIIECTBISIOUIETO IIepeXBaT
uHpopmanuu.

IesiocTHOCTH MH(pOPMALMH — CIIOCOOHOCTh CPEACTBA BBIYUCIMTENBHON TEXHUKH WU
ABTOMATU3UPOBAHHONW CHCTEMbl OOecleynMBaTh HEW3MEHHOCTh HH(OpPMAalUU B YCIOBHUAX
CIIY49aifHOTO W/WJIH TIPETHAMEPEHHOTO UCKAXKEHUS (Pa3pyIICHHUS ).

I|. Beenenne

Hacrosimas Ilonutuka O6€30MacHOCTH MEPCOHAIBHBIX JaHHBIX, 00paOaThIBaeMbIX B
MH(OPMALIMOHHBIX cHCTeMax nepcoHalbHbIX JaHHbIX MBJIOY  «/lerckuit cag Ne 72
«Connpiuko» (nanee — IlomuTuka), spnsercs oQUUUAIBHBIM JTOKYMEHTOM M pa3zpaboTaHa B
COOTBETCTBHUH C IEJSMH, 33J]a4aMi ¥ MPUHLIMIIAMHA OOecTiedeHrs 6€30MacHOCTH TTePCOHATBHBIX
JTAHHBIX W3J10’KeHHbIX B KoHuenuuu 6e30macHOCTH NepCOHANbHBIX JaHHBIX, 00padaThIBa€MbIX B
MH(OPMALIMOHHBIX cHCTeMax HepcoHalbHbIX JaHHbIX MBJIOY  «/lerckuit cag Ne 72
«Connpimko»(anee — Y4UperKieHue).

B [TIlonutuke omnpenenensl TpeOoBaHMs K paOOTHUKAM  YUpeXIEHHUs, CTElEHb
OTBETCTBEHHOCTH PaOOTHUKOB, CTPYKTYpa U HEOOXOAMUMBIA YpOBEHb 3alMIEHHOCTH, CTaTyC U
JOJKHOCTHBIE O00S3aHHOCTH PAOOTHHMKOB, OTBETCTBEHHBIX 3a oOecredeHue Oe30M1acHOCTU
NEPCOHAIbHBIX JAHHBIX B UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHATIBHBIX JAHHBIX YUpEkKACHUS.

1. OO0Me MOJI0KEHUs

[lenbto Hacrosimed IlomuTuku sBnseTcss obecreyeHre O€30MacHOCTH MEPCOHATBHBIX
JaHHBIX  YUpEXKICHHS OT BCEX BHUJOB YIpO3, BHEIIHMX M BHYTPEHHMX, YMBILIUICHHBIX H
HEeNpeJIHAMEPEHHbIX, MUHUMH3AIHUs yiiepba OT BO3MOXKHOM pean3aluu yrpo3 0e30MmacHOCTU
NIEPCOHAIBHBIX JaHHBIX.

be3omacHOoCTh ~ mNEpCOHANBbHBIX  JAaHHBIX  JIOCTUTaeTcd  NyTeM  HCKIIIOYEHHS
HECaHKLMOHMPOBAHHOIO, B TOM YHCJIE CIy4allHOTO, JIOCTyla K IIE€PCOHAJIBHBIM JIaHHBIM,
pPe3yJIbTaTOM KOTOPOIO MOKET CTaTh YHMUYTOKEHUE, U3MEHEHHE, OJIOKHPOBaHKE, KOMHUPOBAaHUE,
pacnpoCTpaHEHHUE NIEPCOHATIBHBIX IaHHBIX, a4 TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUH.

Wndpopmanusg M cBs3aHHBbIE C HEH pecypchl JOJDKHBI OBITh JIOCTYMHBI TOJIBKO JJIst
aBTOPM30BAHHBIX TMOJIb30BaTeNe. B MHPOPMALMOHHBIX CHUCTEMax IEpPCOHATBHBIX JaHHbBIX
JOJIKHO OCYUIIECTBIIATHCS CBOEBPEMEHHOE OOHApy>K€HUE yrpo3 M pPearupoBaHUE HA YIpO3bl
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX.

B uHOpManMOHHBIX CHCTEMax NEPCOHAIbHBIX JaHHBIX HEOOXOJUMO HCKIIIOUYUTh
BO3MOXKHOCTb ~ IPEIHAMEPEHHBIX WM  CIY4YalHbIX,  YaCTMYHBIX  WJIM  IOJHBIX
HECaHKIIMOHUPOBAHHBIX MOAU(PUKALUN WM YHUYTOKEHUS JTaHHBIX.

[TepeueHp mepcoHaNbHBIX JAHHBIX, MOJUIEKAIIUX 3alMTe, onpeneneH B [lonoxenun o6
00pabotke nepconanbHbIX 1aHHbBIX MBJIOY «/letckmii cam Ne 72 «CoJHBITIIKO.

V. CucTeMa 3aIHThI NEPCOHATBHBIX TAHHBIX

Cucrema 3alUThl IEPCOHANBHBIX JAHHBIX CTPOUTCS HA OCHOBAHUH:

—Ilepeuns nepcoHaNbHBIX JAHHBIX, OUIEKAIIMX 3aIIUTE;

—Ilepeuynst ”HPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JTaHHBIX;

—AKTa onpejiesieHus] YpOBHS 3alllMIIEHHOCTH NEPCOHANIbHBIX JAHHBIX MIPU UX 00paboOTKe B
MH(OPMaLIMOHHON CUCTEME MEPCOHANBHBIX TAHHBIX;

—YacTtHoii MOJIeNIH yrpo3 M HapyIIUTeNs 0€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX;

—IlonoxxeHuss O pa3rpaHUYEHUU TIPaB JAOCTynma K o0OpabaThiBaeMbIM MEPCOHATIBHBIM
JTaHHBIM;

—PykoBomsuux nokymentoB ®CTIOK Poccuu u ®Cbh Poccun.



Ha ocHOBaHMM ATHX JOKYMEHTOB ONpEAEseTCS HEOOXOAMMBIA YPOBEHb 3alUIEHHOCTH
MEPCOHANBHBIX JAHHBIX B KaXI0i WH(DOPMANMOHHOW CHCTEME TEePCOHANBHBIX JIaHHBIX
Yupexnenus. g xkaxaon nHGOPMAITMOHHONW CHCTEMBI MEPCOHATBHBIX JTAHHBIX JOJDKEH OBITh
COCTAaBJICH CIIUCOK HCIIOJIb3YEMbIX TEXHUUECKUX CPEJICTB, a TAK)KE MPOrpaMMHOT0 00eCrieYeHus
YYaCTBYIOIIETO B 00pabOTKe MEePCOHAIBHBIX JTAHHBIX, MOJJIC)KAIINX 3aITUTE.

B 3aBHCHMOCTH OT YpOBHSI 3alIUIICHHOCTH MEPCOHAIBHBIX JaHHBIX B WH(OPMAIMOHHON
CHCTEME MEePCOHATIbHBIX JAHHBIX U aKTyaJbHBIX YTPO3, CUCTEMA 3aLUTHI IEPCOHATIbHBIX JAHHBIX
MO>KET BKJIIOUATh CJIEAYIOIINE TEXHUUECKHE U TPOrpaMMHBIE CPEJICTBA:

—aHTUBHUPYCHBIC CPEACTBA JJII OOBEKTOB BHIYMCIUTEILHON TEXHHUKH;

—CpeJICTBa MEKCETEBOT0 SKPAaHUPOBAHMS;

—CpeICTBa KpUNTOTpapUIECKON 3aluThl HHQOPMAIMK, TpH Tepeaave 3amuiiaeMoin
UH(OPMALIUHU TI0 KaHAJIaM CBS3H.

Tak ’x€ B CHHCOK JOJDKHBI OBITh BKJIIOYEHBI (PYHKIIMM 3alIUTHI, OOECIICUMBACMBbIC
MITATHBIMH CPEACTBAMH HH(POPMAIIMOHHON CHCTEMbI MEPCOHAIBHBIX JAaHHBIX U OMEPAIlHOHHBIX
CHUCTEM, TPUKIATHBIM TPOrPAMMHBIM OOCCICYCHHEM U CIHEIUaIbHBIMH KOMIUJICKCAMH,
peATH3YIONMUMU CpeCTBA 3aUThl. CIUCOK (PYHKIIHIA 3aIIUTHI MOKET BKITFOUYATh:

—YIIpaBJIEHUE JOCTYIIOM U Pa3rpaHUYE€HHE JIOCTYIIA M0JIb30BATEIEH;

—pEerUCTpaIUIO U y4YeT NeHCTBUl ¢ uHpopMaIueii;

—o0ecreueHue EJIOCTHOCTH JaHHBIX;

—00HapyXeHHE BTOP>KEHUH.

CHHCOK UCTIOIb3YEMBIX CPEICTB AOJKEH MOAECPKUBATHCS B aKTyallbHOM COCTOSHUH. Bee
W3MEHEHHUsI COCTaBa CHUCTEMbl  3allUThl  MEPCOHAIBHBIX  JAHHBIX WJIU  DJIEMEHTOB
WH()OPMAIIMOHHBIX CHUCTEM TIEPCOHAIBHBIX JAHHBIX JIOJDKHBI  OBITH  COTJIACOBaHBI €
AIMHHHCTPAaTOPOM HH(POPMAITMOHHON OE€30MaCHOCTH.

V. Tpe6oBanus K nojcucTeMaM CHCTeMbI 3ALIHThI IEPCOHAIBHBIX JAHHBIX

Cucrema 3alUThl IEPCOHANBHBIX JAHHBIX BKJIIOYAET B €05 CIEIYIOIINE MOICUCTEMBI:

—yTpaBIICHUS TIOCTYTIOM, PETUCTPAIIUU U yUETa;

—o0ecreueHus eTOCTHOCTH U IOCTYITHOCTH;

—aHTUBHUPYCHOU 3allIUTHL;

—MEXCETEBOI0 SKPaHUPOBAHUS;

—aHaJii3a 3alUIIeHHOCTH;

—00HapyXEHUS BTOP>KEHUM;

—KpUNTOrpadUuECcKOil 3aIIUTHI.

[ToxcucTemMbl CUCTEMBI 3aIUTHI IEPCOHATBHBIX TAHHBIX UMEIOT PA3NUYHBINA (YHKIIMOHAT B
3aBUCHMOCTH OT YPOBHS 3alUIICHHOCTH TIEPCOHAIBHBIX JAaHHBIX MPU HX 00paboTke B
WH(OPMAIIMOHHON CHCTeME MEPCOHANBHBIX JaHHBIX, OINpPENEJICHHOTO0 B AKTE OmpeeNeHus
YPOBHSI 3alIUIICHHOCTH TEPCOHAIBHBIX JaHHBIX TpU UX 00paboTke B HWH(POPMAIMOHHOMN
CHUCTEME NEPCOHANIbHBIX TaHHBIX.

IHoacucremsbl ynpaBJjieHUs1 JOCTYIIOM, PerHCTPALIMH U y4eTa

[logcucrema ymopaBieHHs [OCTYIIOM, PETHCTpAallUM M ydeTa MpeJHa3HaueHa Jyis
peanu3anuu CIeayromux §yHKIIHHI:

—UACHTU(DUKAIIMMY U TIPOBEPKU TMOATUHHOCTH CYOBEKTOB JIOCTyNa TIpU BXOJe B
WH(OPMAIIMOHHYIO CUCTEMY NIEPCOHABHBIX JaHHBIX;

—uAeHTU(UKAIIUH TEPMUHAJIOB, Y3JI0B CETH, KaHAJOB CBSI3W, BHEIIHUX YCTPOMCTB IO
JIOTHYECKUM UMEHAM;

—UAeHTU(UKAIIMKA TPOTpaMM, TOMOB, KaTajoroB, (haijioB, 3amuceil, MoJel 3amucell mo
HMEHAaM;

—peructpanuu Bxonaa (BbIXOJa) CYOBEKTOB JOCTyNa B CHUCTEMY (M3 CHCTEMBI), JHOO
PETHCTPALUK 3aTPy3KH ¥ HHUITHATU3AIIMN OTIEPAIIHOHHON CUCTEMBI M €€ OCTAaHOBA;

—perucTpanuu MOMbITOK JAOCTYINa MPOTPAMMHBIX CPEICTB (Iporpamm, MpOIEcCcoB, 3a/1ad,
3aJjaHMii) K 3aIIMIIaeMbIM (aiiiam;

—perucTpanyu MomnbITOK JIOCTya MPOTPAaMMHBIX CPEIICTB K TEpMHHAIaM, KaHajiaM CBSI3H,
mporpaMmam, ToMam, KaTajioram, gainam, 3arucsM, oM 3arucei.



[Toncucrema ymnpaBieHUs JOCTYIIOM MOXET OBbITh peaau30BaHA C MOMOILIBIO IITATHBIX
cpeicTB 00pabOTKM TMEPCOHATBHBIX JaHHBIX (OMEPAIlMOHHBIX CHCTEM, NpuiioxeHuit). Tak ke
MOXET OBbIThb BHEIPEHO CIEHUAIBHOE TEXHMYECKOE CPEICTBO MM HMX  KOMIUIEKC,
OCYILECTBIISIIOLINE JIOTIOJIHUTENIFHBIE MEpPhl MO0 ayTeHTU(UKAUMU M KOHTpomo. Hampumep,
IIPUMEHEHHUE CIUHBIX XPAaHWIUI] YYETHBIX 3allUCEd I0Jb30BaTeled M PErucTpaluOHHON
UH(POPMALIUU, HUCHOJIb30BAHNE OMOMETPUYECKHX M TEXHHYECKHX (C TOMOUIBIO 3JEKTPOHHBIX
IPOIYCKOB) MEp ayTeHTU()UKALUYU U APYTHX.

Ioacucrema odecnevyeHunsi HEJOCTHOCTH U JOCTYITHOCTH

[Toncucrema obecniedeHus LEIOCTHOCTH U JOCTYITHOCTH MpeAHa3HavYeHa s 00ecreueHus
LIEJIOCTHOCTU M JOCTYIHOCTH NEPCOHAJIBHBIX JAHHBIX, IPOrPAMMHBIX M anlapaTHBIX CPEICTB
MH(POPMALIMOHHBIX CUCTEM IEPCOHAIBHBIX JaHHBIX YUPEKICHHUS, a TaK K€ CPEACTB 3alllUTHI,
IpHY CIIyYailHON MM HaMepEeHHON MO (PHUKALINN.

[Toncucrema peanmsyercss € IIOMOIIBKO OPraHU3alldd  PE3EPBHOTO  KOIHMPOBAHHMS
oOpabaTblBaeMbIX JIaHHBIX, @ TaK »JK€ pE3EePBHPOBAHMEM  KIIOYEBBIX  DIIEMEHTOB
UH(POPMALIMOHHBIX CUCTEM I1€PCOHANIBHBIX TaHHBIX.

IToacucrema aHTHBHPYCHOM 3aIIMTHI

[Toncucrema aHTUBHPYCHOM 3alUTBI IpeHA3HAa4YeHa Uil 00ecnevyeHUs aHTUBUPYCHOU
3alIUThl OOBEKTOB BBIUMCIUTENLHON TEXHUKHU Y UPExKICHHS.

CpenctBa aHTUBUPYCHOW 3allUThl IpEAHA3HAUYEHBbl U1 pEaTu3aluu  CIEAYIOLIUX
byHKIMI:

—PE3UACHTHBIN AHTUBUPYCHBI MOHUTOPUHT;

—aHTUBUPYCHOE CKAHUPOBAHUE;

—CKpUNT-0JIOKNPOBAHHUE;

—IIEHTPAJIN30BaHHAs/yJalIeHHAasT YCTAHOBKA/JICMHCTAUISIINAS AHTUBUPYCHOTO MPOAYKTa,
HACTPOWKa, aIMHHUCTPUPOBAHHE, IMPOCMOTP OTYETOB M CTATUCTHYECKOW HHMOpMAIMH T10
paboTe NpoyKTa;

—aBTOMATU3UPOBAHHOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

—OrpaHUYEHHUE MpaB IOJI30BATEIS] HA OCTAHOBKY HCIOJHAEMBIX 3alad U HM3MEHEHMS
HACTPOEK aHTMBUPYCHOT'O IPOTPaMMHOT0 00ecrieueHM s,

—aBTOMAaTUYECKHUH 3aIlyCK cpa3y MOCIe 3arpy3Ku ONeparioOHHON CHCTEMBI.

[Toncucrema  peanu3yercs  MMyTeM  BHEAPEHUS  CIEUUAIBHOIO  AHTUBUPYCHOTO
IPOTPaMMHOI0 00€CleUYeHUs BO BCE 3JIEMEHThl HMH(POPMALMOHHBIX CHCTEM IEpCOHAIbHBIX
JTAaHHBIX.

IMoacucrema mMexceTeBOro IKPAHNPOBAHUS

[Toncucrema MeXCETEBOTO DKPAaHUPOBAHUS MPEJHA3HAYECHA ISl peaU3aliy CIEAYIOLNX
GyHKIMI:

—(QUIBTpaK OTKPHITOTO U 3anMdpoBanHoOro (3akpbiToro) IP-rpaduxa;

—(ukcanuu BO BHYTPEHHHMX JKypHalax HH(GOpPMAIMM O MPOXOAALIEM OTKPHITOM H
3akpeiToM [P-Tpaduxe;

—uAeHTU(UKAIMY U ayTeHTU(PUKAIMN AJMUHUCTpATOpa UHPOPMAIIMOHHOM 0e30macHOCTH
WK AJMUHUCTpPATOpa HH(GOPMAIIMOHHON CHUCTEMBI IEPCOHANBHBIX JAHHBIX TP €r0 JOKAJIbHBIX
3aIpocax Ha JOCTYI;

—perucTpanuy Bxoja (BbIX0Ja) AIMHHUCTpaTOpa WH(GOPMAIIMOHHON 0€30MacHOCTH WM
AnMuHHCTpaTOpa HH(OPMAIIMOHHON CHUCTEMBI IEPCOHANBHBIX JAHHBIX B CUCTEMY (M3 CHCTEMBbI)
100 3arpy3Ky U MHUIMATU3ALUN CUCTEMBI U €€ TPOrPaMMHOT'0 OCTaHOBA,

—KOHTPOJISI IEJIOCTHOCTH CBOEH MPOrpaMMHON ¥ HH(POPMAIIMOHHOM YacTu;

—(QUIBTpallMi TAKETOB CIIY)KEOHBIX IPOTOKOJOB, CIYKAIIUX s JHArHOCTHKH U
yIpaByieHUs! pabOTOM CETEBBIX YCTPOUCTB;

—uiIbTpali ¢ y4€TOM BXOJHOTO U BBIXOJHOIO CETEBOro HHTepdelica Kak CpelCTBO
MIPOBEPKHU MOJJIMHHOCTH CETEBBIX aIPECOB;

—pEerucTpanuy 1 y4era 3arpaliiBaeMbIX CEPBUCOB MIPUKIAJIHOTO YPOBHS;

—OJOKMPOBaHUS AOCTYNA HEUACHTU(PHUIIMPOBAHHOTO O0BEKTA UM CYOBEKTA, MOATHHHOCTD
KOTOPOTO MPH ayTEHTU(PHUKAIIMU HE MTOATBEPANIACH, METOJaMU, YCTOWYMBBIMH K IT€PEXBATY;



—KOHTPOJIA 33 CETEeBOM aKTUBHOCTBIO MPHIIOKEHUN U OOHAPYKEHHUS CETEBBIX aTak.

[Toncucrema  peanusyercs  BHEAPEHHMEM  IPOTPaMMHO-aNNapaTHBIX  KOMIUIEKCOB
MEKCETEBOI0 AIKPaHUPOBAHUS Ha TPAHULIE CETH.

IMoacucrema anaiu3a 3alIMIIEHHOCTH

[ToncucTema aHanm3a 3alIUINEHHOCTH, JOJDKHA OOECIEUYMBATH BBHISBICHHE YSI3BUMOCTEH,
CBSA3aHHBIX C OHIMOKaMM B KOH(UIypalluu HporpamMmHoro obecredeHus HHGOPMALUOHHON
CUCTCMbI IICPCOHAJIIBHBIX HAHHBIX, KOTOPBLIC MOIYT 6BITI: HCIIOJIb30BAHbI HAPYHIMUTCICM IJIA
peaM3aluy aTakyd Ha CUCTEMY.

OyHKIMOHAT TOACUCTEMBI MOXET OBITh pealn30BaH MPOTPAMMHBIMH U TNPOTPaMMHO-
anmnapaTHbIMU CPEJICTBAMHU.

IHoxcucrema o0HapysKeHUsI BTOPKEHU I

[Toncucrema oOHApY)KEHUST BTOPKEHUM, JOKHA 00ECIICUNBATh BHISBICHHE CETCBBIX aTak
Ha 3JIEMEHTHl MH(QOPMAILIMOHHON CHUCTEMbI NEPCOHANbHBIX JAHHBIX, HNOJKIIOUEHHBIE K CETAM
00111ero NoJIK30BaHUs U (MIIN) MEXITYHAPOTHOTO OOMEHA.

OyHKIMOHAN MOACUCTEMBI MOXET OBbITh pealn30BaH MPOTrPAMMHBIMH U IPOrPaMMHO-
arrapaTHbIMU CPEACTBAMU.

Ioacucrema kpunrorpadpuyeckoii 3aMThI

[Toncucrema  kpunrorpauyeckoil  3amUThl  [peJHa3Haue€Ha I MCKIIIOYEHMS
HECaHKI[MOHMPOBAHHOIO JOCTYIa K 3alluiiaeMoi nHpopMaluuu B UHPOPMAIIMOHHBIX CUCTEMAaxX
IEPCOHANBHBIX JAaHHBIX YUpeXIEHUs, IpU ee Iepepade Mo KaHajlaM CBsI3M ceTei oOlero
MOJI30BaHUA U (WJIH) MEXKIyHAPOAHOTO OOMEHa.

[Toncucrema peanusyercsi BHEAPEHHEM KpUIITOrpaduyecKUX MpOrpaMMHO-aIapaTHBIX
KOMILJIEKCOB.

VI. IMosb30BaTes i HHPOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX TAHHBIX

B Konnenuuun 6€30macHOCTH NEPCOHANBHBIX JAHHBIX ONPEAEIeHbl OCHOBHbBIE KaTETOPHU
nosb3oBareneil. Ha ocHOBaHMM 3THX KaTeropui JODKHAa OBITH IPOW3BEAECHA TUIU3ALUS
nojb3oBarened MH(OPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX JaHHBIX, ONpEAETeH MX YPOBEHb
JOCTYIa ¥ BO3MOKHOCTH.

B umHpOpMAaLMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX YUPEKACHUS MOXHO BBLICIUTDH
CJIeIyIOIlKe TPYNIbI 0Jb30BaTENe!, yHaCTBYIOIUX B 00pabOTKe MEPCOHAIBHBIX JAHHBIX:

—AJIMUHHCTPAaTOp UHPOPMALMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX;

—Omneparop HHPOPMALMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlaHHbIEe O Tpynmnax mosb30BaTeNied, ypOBHE UX JIOCTyNa U HHPOPMHUPOBAHHOCTH JIOJIKHBI
ObITh OTpaxkeHbl B [lonmokeHMM O pasrpaHMYeHHH IIpaB JOCTyna K oOpaldaThiBa€MbIM
NIEPCOHAIBHBIM JIaHHBIM.

AJMMHHCTPATOP HH(POPMALMOHHON CHCTEMbI IEPCOHATBHBIX JaHHBIX

AnMuHUCTpaTOp HH(GOPMAIMOHHONM CHCTEMBl TEPCOHANBHBIX JaHHBIX, pPaOOTHUK
VYupexxeHus, OTBETCTBEHHBIH 3a HACTPOMKY, BHEPEHNUE U CONPOBOXKACHNUE MHPOPMALMOHHOM
CUCTEMBI IEPCOHAIBHBIX JaHHBIX. OOecreunBaeT GyHKIIMOHUPOBAHHE MTOACUCTEMBI YIIPABIECHUS
JIOCTYNIOM HMH(OPMAIIMOHHON CHCTEMBbI EPCOHANBHBIX JAHHBIX U YHOJIHOMOYEH OCYIIECTBIAThH
IpPEJOCTaBIEHNEe M pasrpaHUuYeHHe JIOCTylna KOHeuHoro mnosb3oBatens (Omneparopa
UH(POPMALIMOHHON CHCTEMBI NMEPCOHATBHBIX JIAHHBIX) K 3JIEMEHTaM, XpaHsIIUM NepCOHAIbHbIE
JTaHHBIE.

AnMuHHCTpaTOp MH(GOPMALIMOHHOM CHUCTEMbl MEPCOHAJBHBIX JAaHHBIX  00JaJaeT
CJIEAYIOLIMM YPOBHEM JOCTYIA U 3HAHUI:

—obnagaer mnonHOW MHpoOpMaIMed O CHCTEMHOM U MPUKIAAHOM HPOTrPaMMHOM
oOecrieyeHUH UHPOPMALIMOHHON CUCTEMBI ITEPCOHATIBHBIX JTAHHBIX;

—o0mamaer moNHOM wuHpoOpManuel O TEeXHUYECKUX CpelIcTBaXx U KoH(purypauuu
UH(POPMALIMOHHOM CUCTEMBI IIEPCOHATILHBIX JTAHHBIX;

—HMMeeT JIOCTYI KO BCEM TEXHMUYECKHUM CpelcTBaM 00pabOTKH MHQOpPMAIMM U JaHHBIM B
MH(POPMALIMOHHOM CUCTEME IIEPCOHANIBHBIX IaHHbIX;

—005agaeT BO3MOXHOCTSIMM BHECEHHS HW3MEHEHHMH B TIPOrpaMMHOE oOecreueHue
UH(POPMALIMOHHON CHUCTEMbI MEPCOHATIBHBIX JAaHHBIX Ha CTaJuU ee Pa3paboTKH, BHEAPEHHS U
COIIPOBOKICHNUS;



—o0naaeT npaBaMu KOH(PUTYPUPOBAHUS M aJIMUHUCTPATUBHOM HACTPONKH TEXHHUYECKUX
cpencTB MHGOPMAITMOHHON CHCTEMBI IIEPCOHATBHBIX JAHHBIX.
Omnepatop NH(POPMALMOHHOM CHCTEMBbI EPCOHATBbHBIX IAHHBIX

Omneparop MHGOPMAIIMOHHOW CHUCTEMBI MEPCOHAIBHBIX JAHHBIX, PAOOTHUK YUPEKIACHUS,
OCYIICCTBIISIONUN 00pabOTKy MEepPCOHANBHBIX JaHHBIX. OO0paboTKa MEePCOHATBHBIX JaHHBIX
BKJIFOYAET: BO3MOXKHOCTh HPOCMOTpPA IMEPCOHAIBHBIX JIAHHBIX, PYYHOH BBOJ IEPCOHATBHBIX
JAHHBIX B MH()OPMALMOHHYIO CHCTEMY IEPCOHAJBHBIX JaHHBIX, (OPMUPOBAHUE CIIPABOK M
OTYETOB 10 HH(OPMALIUH, TOITYUYCHHOH N3 MH(POPMAIMOHHON CHCTEMBI IEPCOHATIBHBIX TaHHBIX.

Omnepatop MH()OPMAITMOHHOW CHUCTEMBI MEPCOHAIBHBIX JAaHHBIX OO0JAJaeT CIETYIOUIIM
YPOBHEM JIOCTYIIa ¥ 3HAHUI:

—obnamaer BCEMH HEOO0XOAUMBIMU aTpudyTamu (mammpumep, napoJiem),
00eCTIeYNBaIOIIUMH JIOCTYTI K HEKOTOPOMY MOMHOXKECTBY MEPCOHAIBHBIX JAHHBIX;

—pacronaraet KOH(HUACHIMATEHBIMI JAaHHBIMH, K KOTOPBIM UMEET JIOCTYII.

AMMHHCTPATOP HHPOPMALMOHHON 0€30I1aCHOCTH

AnmuHuCTpaTOp MH(OPMAIIMOHHON 0€30I1aCHOCTH, PA0OTHUK YUpeKIACHUs, Ha3HAYaeMblil
NPUKa30M 3aBenylomero YUYpeKICHUEM, OTBETCTBEHHBIH 3a (YHKIMOHHPOBAHUE CHUCTEMBI
3alIUThl MEPCOHAIBHBIX JAaHHBIX, BKJIOYas OOCIy)XKMBaHUE M HACTPOMKY aJMUHUCTPATUBHOM,
CEpPBEPHOM U KJIMEHTCKON KOMIIOHEHT.

AnMuHHCTpaTOp HH(POPMALMOHHOW Oe30macHOCTH 00JajaeT CIeAYIOIIMM YpOBHEM
JIOCTYIa U 3HAHUM:

—obOnagaer mnosHOM uHpopManuedl 00 HHPOPMALMOHHBIX CHUCTEMAax IE€PCOHAIBHBIX
JaHHBIX;

—HMMEEeT JIOCTYNl K CPEICTBaM 3alIUThl MHGOOPMAIMM W TPOTOKOJUPOBAHMUSA M K YACTH
KJIOYEBBIX 3JIEMEHTOB MH()OPMAIIMOHHON CHCTEMBbI IIEPCOHANIBHBIX JIaHHBIX;

—HE HMEeT TMpaB JOCTyNa K KOH(MUTYPUPOBAHHIO TEXHUYECKHX CPEACTB CETH 3a
UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKIMOHHBIX ).

AnMUHHCTpaTOp UH(OPMAIIMOHHOM 0€30MacCHOCTH YIOJIHOMOYEH:

—peaiu30BbIBATh IOJUTUKM O€30IaCHOCTH B YaCTH HACTPOMKH CPEICTB  3alUThI
MH(pOpMaLlMU, MEXCETEBBIX 3KPAHOB U CHUCTEM OOHApYXKEHHs] BTOPKEHHH, B COOTBETCTBUHU C
KOTOpbIMU TIONIB30BaTenb (Omneparop HHGOPMAIMOHHON CHCTEMbI IMEPCOHATBHBIX AHHBIX)
MOJIy4aeT BO3MOXKHOCTh PabOTaTh € 3J€MEHTaMU HH()OPMAIIMOHHOM CHCTEMbI MEPCOHAIBHBIX
JAaHHBIX;

—OCYILECTBIATh ayJUT CPEACTB 3aIIUThI UH(POpMaLINH;

—OCYILECTBIATh KOHTPOJIb 3a JIEUCTBUSMHU IOJIb30BaTeleld HMH(DOPMALIMOHHOW CUCTEMBI
NEPCOHAIBbHBIX JJAaHHBIX NPU UX paboTe ¢ NEPCOHATbHBIMH JIAaHHBIMH;

—yCTaHABJIMBATh JOBEPUTEIBHBIC OTHOLICHUS CBOCH 3alUIICHHOW CETU C CETSAMU APYIUX
OpraHu3alui U YYpEKICHUN.

JlomkHOCTHBIE 00s13aHHOCTH ATMUHUCTpaTOpa HHPOPMAITMOHHON 0€30M1aCHOCTH ONUCAHbI
B UHCTpyKumn AnMuHHCTpaTopa HHPOPMALIMOHHONW OE30MaCHOCTH.

VIl. Tpe6oanus k paGoTHMKAM 110 00ecIeYeHHIO 3AIUTHI
HEePCOHATBLHBIX JAHHBIX

Bce pabotHuku YupexaeHus, SBISIONIMECS MOIb30BaTEISIMU WH()DOPMAITMOHHBIX CHCTEM
MEPCOHAJIbHBIX JTAHHBIX, JOJDKHBI YETKO 3HATh U CTPOTO BBHIIOJHATH YCTAHOBJICHHBIEC MIPAaBUIIA U
00s13aHHOCTH TI0 JIOCTYIY K 3alIAIIAeMbIM 00BEKTaM U COOJIOJIEHUIO YCTAaHOBJIEHHOTO PEXKUMa
0e30MacHOCTH MEePCOHATBHBIX TaHHBIX.

[Ipu BCcTymIeHHM B JOJDKHOCTH HOBOTO PAOOTHHKA HEMOCPEICTBEHHBIM PYKOBOIUTEIND
CTPYKTYpHOTO  TOJpa3ieNieHus: 00s3aH OpPraHM30BaTh €ro O3HAKOMJIGHHWE C JOJKHOCTHOM
WHCTPYKIIMEH U HEOOXOJUMBIMHU JOKYMEHTaMH, PETIaMEHTHUPYIOIMIMMHU TPEOOBaHMS TI0 3aIUTE
MEPCOHANBHBIX JIAHHBIX, a TaK)Ke OOY4YeHHE HaBBIKaM BBITIONHEHUS MPOIEAyp, HEOOXOIUMBIX
JUTSl CAHKIIMOHUPOBAHHOTO MCTIOJIb30BaHUS NH(POPMAITMOHHBIX CHCTEM TTEPCOHAIBHBIX TAHHBIX.

PaGotHuk pomkeH OBITH O3HaKOMIIEH ¢ Hacrosmied [loauTHkoii, YCTaHOBICHHBIMU
mporeaypaMu padoThl ¢ dJeMEHTaMU MHGOPMAIITMOHHOW CUCTEMBI NMEPCOHAIBHBIX JTAaHHBIX H
CHCTEMOM 3aIUTHI IEPCOHAIBHBIX JAHHBIX.



PaGoTHUKM VYupexaeHus, HUCHONb3YIOUIME TEXHUUYECKUE CpPEeACTBAa ayTEHTU(UKALMH,
JIOJDKHBI 00eCieuuBaTh COXPAHHOCTh MEPCOHATIBHBIX UACHTUPHUKATOPOB (3JIEKTPOHHBIX KITIOUEH )
U HE JIONYCKAaTh HECAHKIIMOHUPOBAHHBIN JOCTYN K HUM, a TaK € BO3MOXKHOCTb UX yTE€pU WU
UCIIOJIb30BaHUsl TpeTbUMHU JHLAMHU. Ilonp30BaTeny HeCcyT NEPCOHAIBHYIO OTBETCTBEHHOCTH 32
COXPaHHOCTh UJCHTU(UKATOPOB.

PabotHukmM YupexeHus JOJKHBI CIE10BaTh YCTAHOBIEHHBIM IIPOLIEIypaM MOAAEpKaHUS
pexuma 0e30IaCHOCTH NMEPCOHANBHBIX JaHHBIX IPU BHIOOPE M HCIOJIB30BAHUU Mapoiiel (eciau
HE UCIIONB3YIOTCS TEXHUUECKUE CPENICTBA HICHTH(DUKALINN 1 ayTEHTHU(PUKAIINHN).

PaGoTHukM YupexeHus I0JKHBI 00ecledrBaTh HAAJIEKAIIYI0 3aIIUTy 000pYHOBaHMS,
OCTaBJIIEMOro 6e3 MPUCMOTpPa, OCOOEHHO B TEX CIy4asx, KOTJa B IMOMEIICHHE MMEIOT JOCTYIl
IOCTOPOHHUE Juua. Bce mosp3oBaTeny MHGOPMALMOHHOM CHUCTEMbI NEPCOHAIBHBIX JaHHBIX
JIOJDKHBI 3HATh TpeOOBaHMS MO 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX M MPOIEIYpPhl 3aIUTHI
000pyI0BaHUs, OCTABJIEHHOIO 0€3 MPUCMOTPa, a TaKXKe CBOM OOS3aHHOCTHU IO 00ECHEUeHUIO
TaKOW 3aIUTBHI.

PaGoTHukaM 3ampeniaercss YCTaHaBIMBATh IIOCTOPOHHEE IPOrpaMMHOE oOecreueHue,
MOJKJII0YATh JIMYHBIE MOOHMIIBHBIE YCTPOWCTBA M HOCUTENIH WH(POPMAIINH, a TaK XKe 3alUChIBATh
Ha HUX 3alUIIAEMYI0 HH(POPMALIUIO.

PaboTHuKam 3ampemaeTcs pasriamaTh 3allyiiaeMylo HHPOpMAIHI0, KOTOpas cTajla MM
U3BECTHA B CHJIY BBIMOJIHEHUS! MU CBOMX JIOJKHOCTHBIX O0S13aHHOCTEH.

[Ipu pabore ¢ mepcOHAIBHBIMUA JAaHHBIMA B WH(OPMAIIMOHHON CHCTEME MEepPCOHATBHBIX
JNAHHbIX  paOOTHUKKM  YUpexJeHHs 00s3aHbl  HCKJIIOYUTh  BO3MOXKHOCTb  IIPOCMOTpA
NEPCOHAIbHBIX JAHHBIX TPETHUMHU JIMLIAMU C MOHUTOPOB OOBEKTOB BBHIUHUCIUTENbHON TEXHUKH.

[Tpu 3aBepmieHMH pPabOTBl € HMH(MOPMALMOHHONW CHCTEMOW IEPCOHAIBHBIX JAHHBIX
pabOTHUKK OOs3aHbI 3AIUTUTh OOBEKTHl BBIYUCIUTEIBLHOW TEXHUKU C IOMOIIBIO OJIOKHPOBKHU
KJIFOYOM WJIM 3KBUBAJIEHTHOI'O CPEACTBA KOHTPOJISI, HAIIPUMED, JOCTYIOM IO MapoJo, €CIU He
UCIOJIb3YIOTCS 00JI€€ CUIIbHBIE CPEICTBA 3AILMTHI.

PaGoTHukn VYupexJeHus IOJDKHbI ObITh HMPOMH(OPMHUpPOBaHBI 00 yrpo3ax HapylIeHHs
pexrma 0e3011acCHOCTH NMEPCOHAIbHBIX JAHHBIX M OTBETCTBEHHOCTH 3a €ro Hapyuienue. OHH
JIOJDKHBI  OBITh  O3HAKOMJIEHBI C YTBEP)KIACHHOM (opManbHOl mpoueaypoil HaloXeHus
JUCLUIUIMHAPHBIX B3bICKAHUM Ha pPAaOOTHMKOB, HApyLIAIOUUX MPUHSATHIE MOJUTUKY U
npoleypbl 6€30MaCHOCTH NEPCOHATIBHBIX JAHHBIX.

PaGotHuku 006s3aHbpl  0€3 TpoMemJieHHs cooOIarh 000 BceX HAOMIOJAaeMbIX WIIH
HOJO3PUTENBHBIX CIy4asix paboThl MHPOPMALMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX, a TAKXKe
O BBISBJICHHBIX HMHU COOBITUSX, 3aTParvBalOIIMX O€30IaCHOCTh NEPCOHAIBHBIX JAHHBIX,
PYKOBOJICTBY U JIMIly, OTBEYAIOLIEMY 3a HEMEIJICHHOE pearnpoBaHUe Ha Yrpo3bl O€30MacHOCTH
NEPCOHAIBbHBIX JaHHbBIX.

VIIIl. lomknocTabie 06513aHHOCTH MOJIb30BATEICH HHPOPMANMOHHON CHCTEMBI
NePCOHAIBbHBIX JaHHBIX

JlomKHOCTHBIE 00SI3aHHOCTH TOJIb30BaTeNIel MH()OPMAIIMOHHON CHCTEMBI MEPCOHATBHBIX
JTAHHBIX OIMMCAHBI B CIEIYIOMINX JOKYMEHTAX:

—MHeTpykius AIMUHHCTpAaTOpa HHPOPMAITMOHHONW CHCTEMBbI IEPCOHAIBHBIX JAHHBIX;

—Hucerpykius Oneparopa HHPOPMALMOHHONW CUCTEMBI IEPCOHATBHBIX JAHHBIX.

IX. OTBeTCTBEHHOCTH NOJIb30BaTeIeil HHPOPMALMOHHOI CHCTEMbI
NePCOHAIBbHBIX JaHHBIX

B coorBerctBuM co cratbsamu 24 denepanbHoro 3akoHa ot 27 wuronsg 2006 T.
Ne 152-®3 «O mnepcoHanbHBIX [JaHHBIX» JIMLA, BUHOBHBbIE B HapyUIeHUH TpeOOBaHUM
@enepalIbHOTO  3aKOHA,  HECYT  TIPaXKIAHCKYH0,  YrOJOBHYI,  aJIMUHHUCTPAaTUBHYIO,
JUCIHUIUIMHAPHYI0O U MHYIO TMPEITYCMOTPEHHYIO 3aKOHOAAaTeabCcTBOM Poccuiickoit denepannu
OTBETCTBEHHOCTb.

[HenicTByromee 3akoHomarenbcTBO Poccuiickoin denepanuy  MO3BOJSET NMPEABSBIATH
TpeboBaHusi ToO oOecrieyeHHIo Oe3omacHO paboThl ¢ 3ammEaeMod HHQopManued u
IpeaycMaTpuBaeT OTBETCTBEHHOCTh 3a HAPYIICHHWE YCTAaHOBJIEHHBIX NPAaBUII SKCIUTyaTalluu
OBM wu cucrem, HENpaBOMEpPHBIM OOCTYN K HMH(OpMAIMH, €CIH 3TH JCHCTBHS TNPHUBEIU K



YHUYTOXXEHHUIO, OJIOKHpOBaHUIO, MOAU(pUKAIMU WH(DOpMAIIMK WM HapylieHHuto pabotsl DBM
uiu cereit (crateu 272, 273 u 274 YK PO).

[Tonb3oBaren  MHPOPMALIMOHHOM  CHUCTEMBI  MEPCOHANBHBIX  JAHHBIX  HECYT
OTBETCTBEHHOCTh 3a BCE JICUCTBUSA, COBEPIICHHBIE OT HMMEHHM WX YYETHBIX 3aluceid Win
CUCTEMHBIX YYETHBIX 3aIlicel, ecli He JoKa3aH (akT HECAHKI[MOHHPOBAHHOTO HCIIOIb30BaAHUS
YYETHBIX 3aIIHCEH.

[Ipu napymenusix pabotHukamu Yupexzaenus — [lonb3oBarensiMu uHGOPMaMOHHON
CUCTEMBI IEPCOHANIBHBIX JTAaHHBIX MPABUJI, CBI3aHHBIX C 0€30MACHOCTHIO TIEPCOHABHBIX JAHHBIX,
OHM HECYT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO JIEHCTBYIOIIUM 3aKOHOJATENLCTBOM Poccuiickoit
®denepauuu.

[IpuBeneHHble BbIlIe TPeOOBAaHUS HOPMATHUBHBIX JOKYMEHTOB IO 3allUTe UH(DOpPMALUH
JIOJIKHBI OBITh OTPAKEHBI B IOKAIBHBIX HOPMATUBHBIX U MPABOBBIX aKTaX Y UpeiKICHHS.



CnucoK HCIOJb30BAHHBIX HCTOYHHKOB

1. Kouncturynus Poccuiickoit deneparuu;

2. Koncrurynusa Pecniyonmku Mapuii Oi;

3. Tpynosoi koaekc Poccuiickoit denepanuu;

4, Cewmelinbiii koaekc Poccutickoit denepanuu;

S. @enepanbhblii 3akoH oT 27 wurons 2006 r. Ne 152-03 «O nepcoHaIbHBIX
JAHHBIX»;

6. ®denepanbhblii 3aK0H 0T 30 nexadpst 2020 . Ne 519-D3 «O BHeceHUU U3MEHEHUH
B @enepaiibHblil 3aKk0H «O NEpCOHATBHBIX JaHHBIX);

7. [Toctanosnenue IlpaButenscTBa Poccuiickoit deneparuu ot 15 centsops 2008 r.

Ne 687 «O06 yrBepxkaenuu [lonoxxenus 06 0coOEHHOCTSX 00paOOTKU MEPCOHATIBHBIX JAaHHBIX,
OCYIIIECTBIISIEMOi 0€3 MCIOJIb30BAHUS CPEJICTB aBTOMATU3AIINN;

8. [Tocranosnenue IlpaBurensctBa Poccuiickoit degepatmn ot 1  HOsAOps
2012 1. Ne 1119 «O6 yrBepkaeHHH TpPeOOBAHHWI K 3alIUTE TMEPCOHAIBHBIX JAHHBIX MPH HX
00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX);

9. [Tpuka3z deaepanbHON CIyKObI O TEXHUYECKOMY U HKCIIOPTHOMY KOHTPOJIIO OT
18 deBpas 2013 1. Ne 21 «O6 yrBepxkaeann CocTaBa W COACPKAHMSI OPTaHU3AMMOHHBIX U
TEXHUUYECKUX Mep Mo o0ecreueHnto 6e30MacHOCTH MePCOHANBHBIX JaHHBIX MPH UX 00padoTKe B
MH(POPMALMOHHBIX CHCTEMAaX IMEPCOHAIBHBIX TAHHBIX )

10.  bazoBas mojenb yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPHU UX 00paboTKe
B HMH(DOPMAIMOHHBIX CHCTEMaxX IEPCOHANBHBIX JAHHBIX, YTBEPKIEHHAs 3aMECTHTEIeM
mupektopa ®CTOK Poccuu 15 despans 2008 r.;

11. Meroauka onpeleneHus akTyalbHbIX Yrpo3 0O€30MacHOCTH IE€PCOHATbHBIX
JaHHBIX TpU HX 00paboTke B HWHMOPMALMOHHBIX CHCTEMax IMEPCOHANbHBIX JAaHHBIX,
yTBepkaeHHas 3amectureneM aupekropa @CTIK Poccun 14 despans 2008 r.
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