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IHos0:xeHHe 00 00padoOTKe MEPCOHATBHBIX JAHHBIX
B MBJIOY «Jlerckuii cag Ne 67 r. Momkap-Ouab1 «Ko10K0IbUHK»

1. O0uue moJ10KeHus

[Tonosxenue 1Mo opraHu3aluy U MPOBEACHUIO PAbOT 10 0OECIICYCHHUIO OE30MACHOCTH
TIepPCOHAIBHBIX JAHHBIX TIPH UX 06padoTke B MBJIOY "Jletckuii cax Ne 67 r. Momkap-Onbl
"Konokonpuuk" (nanee — [lonoxenue) pa3paboTaHo B IEJISIX BBITOJIHEHHS TPeOOBAaHUMN
3akoHoaaTenbcTBa Poccuiickoit denepannu B 0b6mactu obecrneueHus: 6e30MmacHOCTH
NEPCOHAIbHBIX JaHHbIX.

Hacrosmee [lonoxxenue onpenenseT coaepKaHue U MOPSAI0K OCYIIECTBICHHUSI MEPOTIPUSTHI
1o oOecreyeHrIo 0€30IMacHOCTH NIepCOHATBHBIX TaHHBIX B MBJIOY "letckuii cax Ne 67 r.
Momkap-Omst "Konokonsunk" (nanee — YupexueHue).

Hacrosmee Ilonoxxenue yuutbiBaeT TpeOOBaHNS OCHOBHBIX HOPMATHUBHBIX MPAaBOBBIX aKTOB
B 00JIACTH 3alUTHI IEPCOHANIBHBIX JJAHHBIX, @ UMEHHO:

— ®enepanpHoro 3akoHa oT 27 urosst 2006 1. Ne 152-D3 «O nepcoHambHbIX JaHHBIX);

— MepepanpHoro 3akoHa oT 30 nexadps 2020 r. Ne 519-03 «O BHeceHUU U3MEHEHUI B
®enepanibHbIi 3aK0H «O MEPCOHANBHBIX JAHHBIX);

— noctanoByieHus [IpaBurensctBa Poccuiickoit @eneparyu ot 1 HosiOpst 2012 1. Ne 1119 «O6
YTBEPXKACHUM TpeOOBaHUI K 3alIUTE NEPCOHAIBHBIX JaHHBIX NMPU UX 00paboTKe B
UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHABHBIX JTAHHBIXY;

— nocta”osyienus [IpaButenbcrBa Poccuiickoit @enepanuu ot 15 centsaopst 2008 1. Ne 687 «O06
yrBepxkaeHnn [lonoxenns 06 0cCOOEHHOCTAX 00pabOTKH MEPCOHATBHBIX TAHHBIX,
OCYIIIECTBIISIEMO 0€3 NCIOJIb30BAHUS CPEJICTB aBTOMATHU3ALINNY;

— npukaza OenepanbHO Ci1yk0bl IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTpOJItO OT 18 deBpains
2013 1. Ne 21 «O06 yrBepxkaenun CoctaBa U coJep>KaHUSI OPraHU3aLMOHHBIX M TEXHUYECKHUX
Mep 10 o0ecreueHnIo Oe30MaCHOCTH NEPCOHATBHBIX TaHHBIX MPU UX 00pabOTKE B
UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIXY;

— 0a30BOM MOJIeNH yTrpo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX TP UX 00paboTKe B
UH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX, YTBEPKACHHONW 3aMECTUTENIEM IUPEKTOPA
OCTIK Poccun 15 dpespans 2008 r.;

— METOJIMKH OIpEENICHUs aKTyaJIbHBIX Yrpo3 O€30MaCHOCTH MEPCOHATBHBIX JaHHBIX PU MX
00paboTke B MH(GOPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX TaHHBIX, YTBEPKICHHON
3amectureneM aupekropa PCTIK Poccun 14 despans 2008 r.;

— MHBIX HOPMaTUBHBIX MIPaBOBBIX akTOB Poccuiickon ®denepanny;



— nonoxeHus 06 06paboTke MepcoHaNbHBIX aHHEIX B MBJIOY "erckumii cax Ne 67 r. Momkap-
Omnz1 "Konokonpunk";
— UHBIX JIOKAJIbHBIX aKTOB Y UPEKJICHHUS.

[InanoBas aktyanu3anus HacTosero [onoxxeHus mpoBOAUTCS HE PEXKe OJJHOTO pa3a B TOf.
BuennanoBast akTyanu3anus IpOBOAUTCS P BOZHUKHOBEHUU OJTHOTO U3 CIEAYIOUINX YCIOBUI:
— U3MEHEeHue 1eiel u (WiK) coctaBa 00padaThIBaeMbIX MEPCOHATBHBIX TaHHBIX;

— BO3HUKHOBEHHE YCIOBUH, CYIIECTBEHHO BIUSIOMINX HA MPOLECCH 00paObOTKU MEPCOHAIBHBIX
JAHHBIX U HE PETIAMEHTUPOBAHHBIX HACTOSIIUM JOKYMEHTOM;

— 10 pe3yNIbTaTaM KOHTPOJIbHBIX Meponpustuii B MBJIOY "Merckuit cax Ne 67 r. Monikap-Ounbl
"KosiokosiburK" ¥ IpOBEPOK OPraHOB UCIIOJIHUTENbHOM BiacTu Poccuiickoit denepannu,
BBISIBUBILIUX HECOOTBETCTBHSI TPEOOBAHUSAM 110 00ECIICUEHUIO O€30MAaCHOCTH NEPCOHATBHBIX
JAHHBIX;

— MIPH TOSIBJICHUU HOBBIX TPeOOBAHUHN K 00ECTIEYeHUIO OE30MIaCHOCTH MEPCOHATIBHBIX JAHHBIX CO
CTOPOHBI 3aKOHO1aTeNnbecTBa Poccuiickoii depepaiui 1 OpraHOB UCIIOJHUTENBHON BIaCTU
Poccuiickoit @enepanuu.

OTBeTCTBEHHBIM 32 NIEpecMOTp HacToswero [lomoxkeHus U cocTaBieHne peKOMEeHAalui 110
€r0 U3MEHEHUIO SBISACTCS A IMHUHHUCTPATOP HH(OOPMAIIMOHHON 0€301acHOCTH Y UpexIeHusI.

Bce paGotHuku YupexxaeHus, TOMyIIeHHbIE K padoTe ¢ MepCOHATBbHBIMU JaHHBIMU, B
00s3aTeIbHOM TOPSIIKE JTOJIKHBI OBITH O3HAKOMJIEHBI ¢ HacTosAMUM [lonoxeHreM 1o pocnuch.

Hacrosmee [lonoxxenue BCTynaeT B CUITy ¢ MOMEHTA €ro yTBepkieHus. Bce n3MeHneHus B
[TososxeHne BHOCSTCS MPUKA30M 3aBEIYIOIIETO Y UPEKACHUEM.

B nacrosiiem IonoskeHnn UCHOIB3YIOTCS CIEAYIONUE TEPMUHBI U OTIPEACTICHUS:
uHopMmanus — cBefeHus (COOOIICHMS, TaHHBIC) HE3aBUCUMO OT (DOPMBI UX TIPEICTABIICHHUS;
nepcoHajbHbIE JaHHbIe — JIt00as nH(GOpPMaIUs, OTHOCSILASACSA K MPSIMO UM KOCBEHHO
OIpEIEIEHHOMY WIH onpeensieMoMy (prU3nuecKoMy JHIY (CyObEKTY NEpPCOHAIbHBIX JITAHHBIX);
Yupexaenune — ropuandeckoe auio (MBIOY "erckmii cax Ne 67 1. romKap-OnLI
"Konokonpuuk"), cCaMOCTOSITEILHO UM COBMECTHO C APYTHUMHU JIMIIAMH OpPTaHU3YyIolIee U (1IIn)
OCYIIECTBIIsIoIIee 00pabOTKy NMEPCOHANBHBIX TAaHHBIX, a TAKXKE OIpeesIoliee el 00padoTKu
NEPCOHAIBHBIX JaHHBIX, COCTaB MEPCOHABHBIX TAHHBIX, TOJICKAIINX 00paboTKe, NecTBUS
(omepaiuu), coBepiaeMble ¢ IEPCOHAIBHBIMH JIAHHBIMU;

CyObeKThI MEPCOHATbHBIX JAHHBIX — PAOOTHUKH YUPEXKICHHS, BOCIIUTAHHUKU U UX 3aKOHHBIE
MIPEJICTAaBUTENHN, U IPYTHe TUIa, TIEPCOHATIbHbIC JaHHBIE KOTOPBIX 00pabaThIBaeT Y upeKaeHHE,
00padoTKa nmepcoHAJBHBIX JAHHBIX — JTI000€ AelicTBUe (onepalysi) Uil COBOKYITHOCTh
JeicTBUi (omepaliuii), CoBepIaeMbIX YUpeKIeHHUEM C UCIOIB30BaHUEM CPEICTB
aBTOMAaTHU3alMK UM 0€3 NCIOJIb30BaHUs TAKUX CPEACTB C NEPCOHAIbHBIMU TaHHBIMH, BKIIIOUast
cbop, 3amKch, CUCTEMaTHU3alllI0, HAKOIUIEHUE, XpaHeHHe, yTOUHeHue (0OHOBIIEHHE, H3MEHEHHE),
U3BJIEYEHHE, UCIIOJIB30BaHNUE, Nepeaady (pacnpocTpaHeHHe, IPpe10CTaBlIeHue, T0CTy),
o0e3nuynBaHue, OJIOKUPOBAaHUE, YIAIICHUE, YHUUTOXKEHHE MePCOHATBHBIX JaHHBIX;
aBTOMATU3UPOBAHHAS 00PA00OTKA MEPCOHATBbHBIX TaHHBIX — 00pa00TKa EPCOHATBHBIX
JTAHHBIX C TOMOIIBIO CPE/ICTB BBIUYMCIUTEIBHON TEXHUKH;

pacnpocTpaHeHue NepCoOHATbHBIX JAHHBIX — JICWCTBUS, HAIIPaBJIEHHbIE HA PACKPBITHE
MEPCOHANIbHBIX JIaHHBIX HEONPEACIIEHHOMY KPYTY JIUII;

NpeaoCcTaB/IeHHe MePCOHAIBHBIX JAHHBIX — JICHCTBYSI, HAallpaBJIEHHbIE HAa PACKPBITHE
MEPCOHANIbHBIX IAHHBIX OMPEACIICHHOMY JIUILY WUJIU ONPEAEICHHOMY KPYTY JIMII;

AOCTYN K MH(OPMALMHU — BO3MOXHOCTb MOJTy4eHus1 HHPOpMaInu, coAepKalleil IepcoHalbHbIe
JTAHHBIE U €€ UCITIOJIb30BaHMS;

HCI0JIb30BaAHHE MEPCOHAJBHBIX JAHHBIX — JISHCTBUS (ONepaln) ¢ MepCOHATbHBIMU
JTAHHBIMU, COBEpIIAEMbIE YUPEXKACHUEM B LEIAX MPUHITHUS PEIICHUNA WU COBEPIIEHUS UHBIX
JEeNCTBU, MOPOXKIAIOIIUX IOPUINUYECKHUE TOCIEACTBHS B OTHOILIEHUH CYObEKTa MEPCOHANbHBIX
JAHHBIX WU APYTUX JUI] T100 HHBIM 00pa30oM 3aTparuBarollie npasa u cBoOO bl CyOheKTa
MEPCOHANIBHBIX TAHHBIX MW JPYTHUX JUIL;



0JIOKMPOBaHNe MEePCOHATBHBIX JaHHBIX — BPDEMEHHOE IIpeKpalieHue oopadboTku
MIePCOHAIILHBIX JIAHHBIX (32 HCKIIOYEHUEM CITydaeB, eCiii 00paboTka HeOOXoauMa ISt
YTOYHEHUS IEPCOHABHBIX TAHHBIX);
YHHYTOKeHHE MEePCOHAIBHBIX JaHHBIX — JICHCTBUS, B pe3yJIbTaTe KOTOPBHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAaHOBHTD COJICPKAHNE TIEPCOHANBHBIX TaHHBIX B UHPOPMALMOHHOM
CUCTEMeE MEePCOHANbHBIX JAHHBIX U (UJIM) B pe3yJbTaTe KOTOPhIX YHHUUTOKAIOTCA MaTepuaIbHbIe
HOCHUTEIU TIePCOHANIBHBIX JTAHHBIX;
00e3/IMYMBaHNe EPCOHATBbHBIX JAHHBIX — JICHCTBUS, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXKHBIM 0€3 MCIIOIb30BaHMsI JOMIOJHUTEIBHON HH(OPMAIIK OTIPEICIUTh
MIPUHA]JICKHOCTD IIEPCOHATBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX TaHHBIX;
001Ie10CTYHbIE NMEePCOHAJIbHbIE JaHHbIe — TIEPCOHAIBHBIC JAHHBIE, IOCTYIl HEOTPAaHUYEHHOTO
Kpyra JIMI K KOTOPBIM MPEIOCTABIICH C COIIacus CyObeKTa NepCOHANIbHBIX JaHHBIX UM HA
KOTOpBIE B COOTBETCTBUU C (hefiepaibHBIMU 3aKOHAMU HE PACIpOCTpaHseTCs TpeOOBaHMe
coOroieHHsI KOH(PUIECHITUATBHOCTH,
TPAHCTPAHUYHAS MepPeIaya MePCOHANBHBIX JAHHBIX — Iepe/iaya MePCOHANBHBIX JAHHBIX Ha
TEPPUTOPHUIO0 HHOCTPAHHOI'O TOCYIapCTBA OPraHy BJIACTU MHOCTPAHHOI'O TOCYIapCTBa,
MHOCTPaHHOMY (PU3MYECKOMY JIMIY WM HHOCTPAHHOMY IOPUANYECKOMY JIHILY;
KOH(UIEHIIHATBHOCTH MEPCOHATBbHBIX JAHHBIX — 0053aTeIbHOE I COOTIOCHUS
paboTHUKaMU YUpeKACHUS, HTHBIMU TIOJIYYHUBIINM JOCTYI K IEPCOHATBHBIM JAHHBIM JIMIIAMH
TpeOOBaHUE HE JOMYCKATh UX paclpocTpaHeHus 0e3 corjacusi cCyobeKTa MepcoOHANbHBIX JaHHBIX
WM HAJTMYWsI MTHOTO 3aKOHHOTO OCHOBAHWS,;
HH(OPMANMOHHAS CUCTEMA MEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTh COZIepKalIuxcs B 0azax
JTAHHBIX TIEPCOHANBHBIX TaHHBIX U 00ECTIEYNBAIOIINX UX 00pab0TKy HH(POPMAITMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPE/CTB;
HHPOPMAIMOHHO-TEJIEKOMMYHHKAIMOHHAA CeTh — TEXHOJIOTHYECKAs CHCTEMA,
npeIHa3HauYeHHas IS epeayu Mo JUHUSIM CBSI3U MH(POPMAIUH, TOCTYI K KOTOPOH
OCYILECTBIISICTCS C UCIIOJIb30BAHUEM CPEJICTB BEIUMCIIUTEIBHON TEXHUKH;
HH(OPMaANMOHHBIE TEXHOJIOTHH — MPOIIECCHI, METO/IBI MIOMCKA, cOOpa, XpaHeHus, 00padoTKH,
NPEOCTAaBICHHS, PACIIPOCTPAHEHUS HHPOPMALIUU B CLIOCOOBI OCYIIECTBIICHHUS TAKUX MPOIIECCOB
U METOJIOB.

B cootBercTBuu ¢ nonoxenusmu denepanbHoro 3akona ot 27 utons 2006 1. Ne 152-P3 «O
MEPCOHANBHBIX JaHHBIX» YUpEeKIeHUE SBISETCS ONEPATOPOM MEPCOHATBHBIX JAHHBIX.

VYupexxaeHrneM oCyIecTBIseTCss 00pad0TKa MePCOHANBHBIX JTaHHBIX CIETYIONINX KaTerOpuit
CyOBEKTOB MEPCOHATBHBIX JAHHBIX: PAOOTHUKOB, BOCHUTAHHUKOB M JPYTUX JIUII, TaHHBIE
KOTOPBIX OJTYYECHBI Y UPEKICHUEM B IPOIIECCE OCYIIECTBICHUS CBOCH NEATETHHOCTH.

O06paboTka MepcoOHATBHBIX JAHHBIX B YUpPEXKIEHUH IPOBOJIUTCS C 1IENbI0 U B CPOKHU,
yka3aHHble B [lepeyHe OCHOBHBIX KaTeropuii NEPCOHAIBHBIX JaHHBIX, 00padaThIBAEMBIX B
YupexaeHuu.

O6paboTka NMepcOHANBHBIX TAHHBIX OCYIIECTBIISIETCS YUPEKIACHHUEM C UCTIOJI30BAHUEM
CpEeACTB aBTOMAaTH3aIMK U 0€3 NCTOIb30BAHUS TAKUX CPEJICTB.

Heiictue [lonoxenus pacnpocTpaHseTcss Ha UHPOPMaIMOHHBIE PECYPChl Y UpekIeHuS,
coJiepKallie NepcoHaIbHbIE JaHHbIE CYOBEKTOB MEPCOHATIBHBIX JAHHBIX.

WNudopmManmoHHBIME pecypcamMu Y UpekIeHHs, COACPKAIMMU IEPCOHATbHBIC TAaHHbIE
CyOBEKTOB MEPCOHATBHBIX JAHHBIX SBIISIOTCS:
— OyMa)kKHbIE HOCUTEIH;
— DIIEKTPOHHBIE HOCUTEIH;
— nH(OPMALIMOHHBIE CHCTEMBI IEPCOHATBHBIX JTaHHBIX;
— UHPOPMAIMOHHO-TEIIEKOMMYHHUKAIIHOHHBIE CETH M WHBIE HH(POPMAITMOHHBIE CHCTEMBI.

II. Opranuszauus padoTt no odecrne4eHu 0 0€30MaCHOCTH NMEePCOHAIbHBIX JAHHBIX



[Ton opranusanueit padboT 1o odecnedeHuo 0€30MacHOCTH EPCOHANBHBIX TaHHBIX B
VYupexxeHun noHumaercsi OpMHPOBAHUE U BCECTOPOHHEE 00ECIIeUeHUE pealu3aluu
COBOKYITHOCTH COTJIACOBAHHBIX T10 LIEJISIM, 33]]auaM, MECTY ¥ BPEMEHHU OPTaHU3aI[MOHHBIX U
TEXHUYECKUX MEPONPUATHUI, HAIIPABIEHHBIX HA MUHUMU3ALUIO KaK HEMIOCPEACTBEHHOIO, TaK U
OTIOCPEIOBAHHOTO yIIepOa OT peanu3anuu yrpo3 0€30macHOCTH MEPCOHAIBHBIX TAHHBIX U
OCYILIECTBIIIEMBIX B LIEJISIX:

— MPEIOTBPAIICHUS BO3MOXKHBIX (MTOTEHIMATBHBIX) YIpo3 0€301acHOCTH EPCOHANBHBIX
JTAHHBIX;

— HEUTpaJIM3aluy W/IIK TApUPOBAHUS PEATH3YEMBIX YTPO3 O€30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX;

— JIMKBUJAIMHY TIOCJIEJICTBUNA pean3alnu yrpo3 0€30MacHOCTH MePCOHATBHBIX TAHHBIX.

Opranuzanus padoT no odecrneyeHnto 6e3011aCHOCTH NEPCOHANbHBIX JaHHBIX YUpexXICHUEM
JIOJDKHA OCYIIECTBIISTHCA B COOTBETCTBUH C JICHCTBYIOIIMMHI HOPMAaTHBHBIMH ITPABOBBIMU
aKTaMM U pa3pabOTaHHBIMU JJIs 3TUX LieJIeil OpraHu3aliOHHO-PACIOPSIUTEIbHBIMU
JOKYMEHTaMH I10 3aIIUTe EPCOHATBHBIX JAHHBIX B Y UPEKICHHUH.

B nensax ucnonHenus tpeboBanuit Hactosero [lonoxeHus, 3aBeyrolnii yTBepxK1aeT
[Tnan MeporpusiTuii MO 00ecIeYeHn 0 0e30MaCHOCTH MEPCOHATBHBIX JaHHBIX, 00padaThIBaEMbIX
YupexaenueMm (nanee — [1nan meponpusTuii).

3ajauu 1o opraHu3anuy padoT 1Mo 00ecreyeHn o 0€30MaCHOCTH IEPCOHATBHBIX TAaHHBIX B
VYupexaeHnu B COOTBETCTBUHU C TpeOOBaHUAMU 3aKoHOAaTesbeTBa Poccuiickoit denepanyu B
00J1aCTH 3aIIUTHl IEPCOHABHBIX TaHHBIX, yKa3aHHbIe B [1ane MeponpusaTuii, Bo3aararoTcst Ha
CHELHaIbHO CO3J]aBaEMYI0 JUIsl ITHX LieJied KOMUCCHUIO.

B ciyuasx, korna YupexxieHue Ha OCHOBaHHUHU JJOTOBOpa 1nopydaer o0paboTKy
HEPCOHAIBHBIX JaHHBIX IPYroMy JIMIY (CTOPOHHEH OpraHu3allu), HEOOXOAMMO BBIIIOJIHUTH
OJHO U3 CIEAYIOIINX YCIOBUM:

— B TEKCTE JIOr0BOPA B TPEOOBAHUAX K KOHTPAreHTy MponucaTh 0043aHHOCTh 00eCIIeYeHUs
KOHTpareHToM 0e30MacHOCTH M KOH(UACHIINATEHOCTH ITEPCOHABHBIX TaHHBIX;

— B CJIy4ae HEBO3MOXKHOCTH WJIM HELleJIecO00Pa3HOCTH U3MEHEHUS TEKCTa J0roBopa 0(OpMUTh
JIOTIOJTHUTEIFHOE COTJIANICHHE K JOTOBOPY WIIH COTJIAIIEHNE O KOH(PHUICHIINAIBHOCTH, B
KOTOPBIX IPONHCATh 00S13aHHOCTh 00eCIeUeHHsI KOHTPAreHTOM KOH(pUIEHIIMAaTbHOCTH
NEPCOHAIbHBIX JJAHHBIX U 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX IPU UX 00padoOTKe.

PaboTs! o opranuzaiuu odecrneyeHust 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX B
VYupexJieHn B COOTBETCTBUM C TPEOOBaHUSIMU 3aKOHOIaTenbCTBA Poccuiickoit denepanmn
BEAYTCs [0 IBYM HalpaBJIeHUsM: oOecriedeHrne 0e30MacHOCTH MEPCOHANIBHBIX JIAHHBIX,
oOpabatbiBaeMbIX 0€3 UCIIOJIb30BAHUS CPEJICTB aBTOMATHU3aIMK (HEAaBTOMATU3UPOBaHHAS
00paboTka), u obecredyeHne 6€30MaCHOCTH NEPCOHANBHBIX JaHHBIX C UCIIOJIb30BAaHUEM CPE/ICTB
aBTOMaTHU3aIMy (aBTOMAaTHU3UpOBaHHasi 00paboTKa).

PaboTh! o obGecnieyeHnto 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX 0e3
MCIIOJIb30BaHUs CPEJICTB aBTOMATU3ALIUN, BEAYTCS 1O CIIEIYIOIIMM HallPaBJICHUSIM:

— onpezieNIeHHe NepeyHs JIML, OCYIIECTBISAIOINX HeaBTOMaTU3UPOBAHHYIO 00paboTKy
NIEPCOHATBHBIX JaHHBIX B Y UPEIKICHUM;

— uH(popMUpOoBaHHE PaOOTHUKOB YUpexkIeHUS 00 YCTAaHOBJICHHBIX B YUPEKACHUU MpaBUIIax
00pabOTKM EPCOHANBHBIX JaHHBIX U TPEOOBAHUI MO WX 3aIUTE, TOBBIIICHUE
OCBEJIOMJIEHHOCTH B BOIIpOcax o0ecredyeHns: 6e30MacCHOCTH NePCOHANbHBIX IaHHBIX;

— Y4YeT ¥ 3aIUTa HOCUTEIEH MepCOHAbHBIX TAaHHBIX; — Pa3TPaHWUYCHHE JIOCTYIIa K HOCHTEISIM
NEPCOHANBHBIX JAHHBIX; — YHUUTOKECHHE EPCOHATBHBIX JaHHBIX.

Opranuzanys 1 BBIIOJIHEHUE MEPONPUSITUI TT0 0becriedeHHo 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX, 00padaThIBAEMbIX C HCIIOJIB30BAaHHEM CPEACTB aBTOMATH3AIIH,
OCYIIECTBIISIFOTCS] B pAMKaX CHCTEMBI 3allIUTHI TEPCOHATIBHBIX JAHHBIX B HH()OPMAITHOHHON
cHCTeME NMEePCOHANBHBIX JAHHBIX B POIIECCE €€ CO3/1aHus MM MOIEPHU3ALINY.

Cucrema 3alIMThI IEPCOHATBHBIX JIAHHBIX MPEICTaBIISIET cO00I COBOKYTHOCTh
OpPraHU3aIMOHHBIX MEP U TEXHUUECKUX CPEICTB 3aLIUThI HH(OPMAIIMHU, a TAKXKE UCIOIb3yEMBIX



B WH(OPMAIIMOHHON CUCTEME MEPCOHANBHBIX TAaHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTHH,
(G YHKIMOHUPYIOIIMX B COOTBETCTBUM C OTIPEICICHHBIMU IEISIMU M 337]a4aMH 00eCTiedeHUs
0€30MacHOCTH MEPCOHATIBHBIX JaHHBIX.

Cuctema 3anuThl IEPCOHAIBHBIX JAHHBIX JODKHA SIBISATHCS HEOTHEMIIEMON COCTaBHOM
YaCThIO KaXKJI0W BHOBH CO3/1aBaeMOi HH(OPMAIIMOHHON CHCTEMBI IEPCOHAIBHBIX JaHHBIX
YupexaeHus.

JJis cymecTBYOMMUX HHHOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JTaHHBIX, B KOTOPHIX B
MIPOIIECCE UX CO3JaHus HE OBLIIM IPEIYCMOTPEHBI MEPHI 110 00ECIIEYEHUI0 0€30ITaCHOCTH
MEPCOHATBHBIX JAaHHBIX, TOJKCH OBITH MMPOBEJICH KOMILIEKC OPraHU3aI[MOHHBIX U TEXHUYECKUX
MEPOTIPUITHIA 1O pa3pabdO0TKE M BHEAPEHHUIO CUCTEMBI 3aIUTHI IEPCOHAIbHBIX JTAHHBIX.

CtpyKkTypa, COCTaB U OCHOBHBIC (DYHKIIMU CUCTEMBI 3alIUTHI TICPCOHABHBIX JAHHBIX
OTIPENICTISIOTCS] B COOTBETCTBUHM YPOBHEM 3aIIUIIEHHOCTH TIEPCOHATBHBIX JaHHBIX MTPU UX
00paboTke B MHGOPMAITMOHHON CHCTEME NIEPCOHAIBHBIX JAHHBIX H MOJAECIBIO YTPO3 U
HapymuTess 0e301MaCHOCTH MEPCOHATBHBIX JaHHBIX.

[TpoBoarMEBIE B YUpEKISHUN MEPOTIPUATHS TI0 00ECTIEUCHHUIO 0€30IaCHOCTH MEPCOHATBHBIX
JIAHHBIX YYUTHIBAIOTCS B JKypHaJie 10 y4eTy MepONpHUsATHI TT0 KOHTPOJIIO 00eCIIeUeHUs 3aIUThI
MEPCOHAIILHBIX IAHHBIX B YUPEKIACHUU.

I11. BoimostHeHne padoT nmo odecneyeHHI0 0€30MACHOCTH NEePCOHATbHBIX JaHHBIX

B nensx BbImoiHeHUs paboT 1o obecnedyeHuto 0e301acHOCTH EPCOHANIBHBIX IaHHBIX B
VYupexaeHuu, npukazom 3aBeAYIOLIEro YUpeKIeHUEM Ha3HAUYal0TCs:
— YHOJIHOMOYEHHOE JIUII0, OTBETCTBEHHOE 32 OpraHu3aluio 00paboTKH NEepCOHATIbHBIX JAHHBIX;
— YIOJHOMOYEHHOE(bIE) JIUI0(a), OTBETCTBEHHOE(BIE) 32 00pabOTKy MEPCOHATIBHBIX JaHHBIX;
— YIOJIHOMOYEHHOE JIMII0, OTBETCTBEHHOE 3a IIPOBEJCHUE MEPOIIPUATUN IO 00ECTIEUEHUIO
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX U MOJACPKaHUE HEOOXOMMOTO YPOBHS
nH(pOpMaIMOHHOM 0€301MacHOCTH (AIMHUHUCTPATOP HHPOPMAIIMOHHON O€30TIaCHOCTH);
— YIIOJIHOMOYEHHOE(bI€) JIM110(a), OTBETCTBEHHOE(bIE) 32 YCTAHOBKY, HACTPOUKY U
o0CITy’)KUBaHHE CPEJCTB 3alUThl HH()OpMALK, IPUMEHIEMbIX B YUpPEXICHUH JUIsl 00ecreueHHsI
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX, & TAK)KE 32 OPraHU3AIMIO U TPOBEICHHE HHCTPYKTAXKA
pabOTHUKOB 110 OCHOBaM MH(OPMALMOHHON 6€30I1aCHOCTH IIPU PabOoTe ¢ NEPCOHATBHBIMU
JTAHHBIMH.

YKkazaHHbIE JIUIa UCHIOJTHSIOT CBOM 00S3aHHOCTH 110 00ecIeYeHn 0 6e301acCHOCTH
00pabaTbIBaMbIX IEPCOHATBHBIX JAHHBIX B COOTBETCTBUU C TPEOOBAHUSIMH CBOMX
JOJDKHOCTHBIX MHCTPYKIIMH M MHBIX HOPMAaTUBHBIX NPaBOBbIX akToB Poccuiickoit denepanuu u
VYupexeHus.

B nensix onieHKH ypoBHSI 3alIUIEHHOCTH 00padaThIBaeMbIX B YUPEkKACHNUHU MEPCOHATBHBIX
JTAHHBIX ¥ CBOEBPEMEHHOTO YCTPAaHEHHS HECOOTBETCTBHM TPEOOBAHUSIM 3aKOHOIATEIILCTBA
Poccuiickoii @enepaiuu B 006JaCTH 3aIUTHI NEPCOHATBHBIX JAHHBIX B YUPEXKICHUU HE pExXe
OJTHOTO Pa3a B TOJ JJOJDKEH MPOBOIAUTHCS KOHTPOJIb 33 COOI0IEHUEM TPeOOBaHHI 110
o0ecreyeHnIo 6e30MacHOCTH NMEePCOHATIBHBIX JaHHBIX (pean3yeTcs MyTeM BHYTPEHHHUX
IPOBEPOK ¥ ayauToB). [Ipy MpOBEACHNN KOHTPOJIS OCYIIECTBIISICTCS aHAIN3 U3MEHEHHIA
MPOILIECCOB 3aLUTHI IEPCOHABHBIX JTAHHBIX.

AHamM3 U3MEHEHHI IPOBOJUTCS IO CIIEAYIONIMM OCHOBHBIM HAIIPABIICHHSIM:

— MepeyeHb JIUII, yYaCTBYIOIIMX B 00pabOTKe MepCOHANbHBIX TAaHHBIX, CTETIEHb UX YYacTHs B
00paboTKe MePCOHANTBHBIX JaHHBIX U XapaKTep B3aUMOICHCTBUS MEXKIY COOOM;

— nepeyeHb U 00beM 00pabaThIBaeMbIX EPCOHATBHBIX JAHHBIX;

— 11eM 00pabOTKH MEPCOHATBHBIX TAHHBIX;

— Mpoueaypbl cOopa, 3alucH, CUCTEMATH3aIMH, HAKOTUICHUS!, XpaHEHUS], YTOUHEHUS
(oOHOBNIEHUS, U3MEHEHMSI ), U3BJICUEHHUSI, UCIIOJIb30BaHUs, Niepeaaun (pacpoCTpaHeHuUs,
IpeOCTaBIIEHUs, JOCTYMa), 00e3TMYMBaHN, OJTOKMPOBAHUS, YIATICHUS U YHUUTOXKECHUS
NEPCOHATBHBIX JaHHBIX;



— c11ocoObI 00pabOTKH MEePCOHANBHBIX TAHHBIX (aBTOMAaTU3UPOBAaHHAS,
HEaBTOMAaTHU3UPOBaHHAs);

— IepeYeHb CTOPOHHUX OpraHMU3al1il, B TOM YUCIIE TOCYIapCTBEHHBIX PErYJIUPYIOIINUX OPTaHOB,
B PaMKaX OTHOILLEHUN ¢ KOTOPBIMU OCYLIECTBIISAETCSA Mepeaada MepCOHAIbHBIX JAHHBIX;

— MepeyueHb MPOrPaMMHO-TEXHHUECKUX CPEACTB, UCTIOJIb3YEMbIX I 00pa0OTKH NEPCOHATBHBIX
JTAHHBIX;

— KOH(UTYpaIus ¥ TOMOJIOTUS MHPOPMAITMOHHOM CHCTEMBI IEPCOHAIBHBIX JAHHBIX B LIEJIOM H
€€ OTAeNIbHbIX KOMIOHEHTOB, (pU3ndeckue, (PyHKIMOHAIbHBIE U TEXHOJIOTMYECKUE CBSA3H KaK
BHYTPH 3THUX CUCTEM, TaK U C JPYTMMU CUCTEMAaMH Pa3JIM4YHOIO YPOBHS U Ha3HAYEHUS;

— c11oco0bl PU3NYECKOTO MOAKIIOUEHUS U JIOTHYECKOT0 B3aUMOJIEHCTBUSI KOMIIOHEHTOB
MH(POPMALIMOHHON CUCTEMBI IIEPCOHATBHBIX JAHHBIX, CITIOCOOBI MOAKIIOYECHHUS K CETAM CBSI3U
001Iero Mojab30BaHUS U MEXAYHAPOIHOTO HH(OPMAIMOHHOTO 0OMEHa C OIpe/leIeHUEM
MPOITYCKHOW CITIOCOOHOCTH JIMHUM CBSI3H,

— pexXuMbl 00pabOTKU MEPCOHAIBHBIX JaHHBIX B MH(POPMAIIMOHHBIX CUCTEMAaX MEePCOHAIBHBIX
JTAaHHBIX B LIEJIOM U B OTJIEJIbHBIX KOMIIOHEHTAX;

— COCTAaB MCHOJIb3yEMOI'0 KOMIUIEKCA CPEJICTB 3aIUThI IEPCOHAIBHBIX TAHHBIX U MEXaHU3MOB
UICHTU(PHUKAINN, AyTCHTU(UKAIUH U pa3TpaHUYCHUS TIPaB JOCTYIIA MOJIb30BaTeIeH
UH(OPMALIMOHHON CHCTEMBI IIEPCOHATBHBIX JAHHBIX HA YPOBHE OMEPAIMOHHBIX CUCTEM, 0a3
JAHHBIX ¥ MPUKJIAIHOTO MPOTPAMMHOT0 00ECTICUEeHHUS;

— [IepEUYEHb OPTaHU3aLUOHHO-PACTIOPSAUTEIBHON JOKYMEHTAIUH, ONPEAEIISIFOLIEH TOPSI0K
00pabOTKHM M 3aIUTHI TIEPCOHAITBHBIX TaHHBIX B YUPEKIACHUU:

— ¢u3nyecKre Mephbl 3alUThHI IEPCOHATBLHBIX TaHHBIX, OPTaHU3AIIMSI POITYCKHOTO pekKUMa.

PesynbTaThl aHann3a W3MEHEHUH NCTIOIB3YIOTCS ISl OLICHKH KOPPEKTHOCTH TPeOOBAHUH 110
obecrnieueHn0 0€30MacCHOCTH NEPCOHANBHBIX JaHHBIX, 00pabaThIBAEMBIX C UCIIOIb30BAHUEM
CPEJCTB aBTOMATU3ALMK U 0€3 UCIOIb30BaHUs TAKUX CPEICTB U PU HEOOXOAUMOCTH UX
YTOUHEHUS.

B YupexzneHnun 107KeH BECTUCh YUYET IEUCTBUM, COBEPILIAEMBIX C IEPCOHAIBHBIMU
JaHHBIMU B HH(GOPMAIIMOHHON CHCTEME MEPCOHANIBHBIX JTaHHBIX pAOOTHUKAMU Y UpEKICHUSI.
JlocTyn K nepcoHaabHBIM JaHHBIM periaMmeHTupyetcs [lonoxkenuem o pasrpaHU4eHNUN IPaB
JIocTyna K o0pabaTsiBaeMbIM nepcoHanbHbIM JaHHBIM B MBJIOY "Jletckuii cag Ne 67 r.
Homkap-Ost "Konokompurk". PaGoTHIKN YUpexIeH s, yIacTBYIOMIHE B 00paboTKe
NEPCOHATBHBIX JaHHBIX, JOJKHBI OBITH TPOUH(GOPMHUPOBAHBI:

— 0 (hakTe 00pabOTKMU UMHU NEPCOHANIBHBIX JAHHBIX — PEATU3yeTCsl IyTeM 03HAKOMJICHHUS JIMII,
00pabaThIBalOIIMX NEPCOHANIbHBIE TaHHBIE, ¢ PazpemmTenbHOl cucTeMoil 1onycka cOTpy/ JHUKOB
VYupexaeHus, JOMyIEeHHbIX K 00pab0TKe NEPCOHAIBHBIX JaHHBIX;

— 0 KaTeropusix o0pabaTbIBaeMbIX NEPCOHATBHBIX JAHHBIX — PEATU3YETCS TyTeM 03HAKOMIICHUS
¢ yTBep:kJIeHHbIM [lepeuneM nepcoHallbHBIX JaHHBIX, 00pa0daThIBaEMBIX Y UpEKIEHUEM;

— O TIpaBMJIaX OCYIIECTBIECHUS 00paOOTKU MEPCOHAIBHBIX TAHHBIX — pEaTU3yeTcs IMyTeM
03HAKOMJIEHHUS MOJ1 POCIUCH C OPraHU3alMOHHO-PACIIOPSIUTENbHBIMU TOKyMEHTaMU
VYupexaeHus, periaMeHTHPYIOIIUMU Mpolecchl 00padOTKH NEPCOHANBHBIX TaHHBIX;

— 0 IpaBWJIax obecrneueHus: 0e30MacCHOCTH MEPCOHANBHBIX JJAaHHBIX, 00padaTbhIBa€MBbIX
YupexxIeHueM.

HeaBromarusupoBanHas 00pab0TKa NEpCOHATBHBIX JAHHBIX JOJKHA OCYIIECTBISATHCS
TaKUM 00pa3oM, 4TOObI B OTHOIIEHUH KaXKA0H KaTeropuy NepCOHANbHBIX JaHHBIX MOXKHO OBLIO
OTIpEeeNIUTh MECTA XPAHEHUSI MaTepUaIbHBIX HOCUTENEH U YCTAHOBUTH NIEPEUYEHb JIUII,
OCYILECTBIISIOUINX 00paObOTKY MEPCOHATBHBIX JaHHBIX JIMOO UMEIOIUX K HUM JOCTYII.

B Yupexnenun n10omKkeH BECTUCHh YUET HOCUTENIEH MEPCOHANTBHBIX TaHHBIX.

duKcanys NEPCOHAIBHBIX JAHHBIX JOJDKHA OCYHIECTBIIATHCA HA OTJAENIBHBIX MaTEPHAIBbHBIX
HOCUTENSX (OTIENbHBIX JOKyMeHTaxX ). [lepcoHanbHble TaHHBIE JOHKHBI OTACNATHCA OT UHOM
uHpopmanuu. Gukcanys Ha OJHOM MaTEPUATBHOM HOCUTEIIE TIEPCOHAIBHBIX TaHHBIX, LIETH
00pabOTKH KOTOPHIX 3aBEIOMO HECOBMECTHMBI, HE JOITYCKACTCSI.



B ciydae, eciiu Ha OJHOM MaTepUAIbHOM HOCHUTEIE BCE e 3a(MKCHPOBAHBI IEPCOHATIBLHBIE
JTaHHBIE, 1IeNIM 00paObOTKU KOTOPBIX HECOBMECTUMBI, TOJKHBI OBITh IIPUHSATHI MEPHI 110
00ecrnevYeHnI0 pa3eIbHON 00pabOTKH MEPCOHATBHBIX TAHHBIX, B YaCTHOCTH:

— IpU HEOOXOMMOCTH UCIIOJIb30BAHUS WIIU NIPEIOCTABIEHUS OIPEICIICHHBIX IEPCOHATIBHBIX
JAHHBIX OCYIIECTBISETCA KOMUPOBAHNE TIEPCOHAIBHBIX TaHHBIX, TIOJICKALINX PEAOCTABICHHUIO
WJIX UCIIOJIB30BAaHUIO, CIOCOOOM, UCKITIOUYAIOIIUM OJHOBPEMEHHOE KOIIMPOBAHUE ITEPCOHAIBHBIX
JAHHBIX, HE TIOJUIeKAINX PACIPOCTPAHEHUIO U UCIIOJIB30BAHHIO, U HCIIOJIB3YETCS
(pactipocTpaHsieTcs) KONUs NepCOHAIbHBIX JAHHBIX — HAlPUMEpP, KOMUPOBAHUE YaCTH
CTpaHMIIBI, COJIEpIKaILeii MepcoHabHBIC JaHHbIE, KOTOPhIE HEOOXOIMMO UCIIONIb30BaTh,
IPEBapUTENILHO 3aKPbIB OCTAIBHYIO YaCTh CTPAHULIbl YUCTBIM JIUCTOM OyMaru, J1u6o
KOIMPOBAHUE TOJIBKO HEOOXOIUMBIX CTPAHHI] CIIUTOTO JJOKYMEHTA,;

— IIpU HEOOXOJMMOCTH YHUUTOXKEHUS MU OJIOKUPOBAHMSI YaCTH MEPCOHAIBHBIX TaHHBIX,
YHUYTOXKAETCS UM OJIOKUPYETCs MaTepHaIbHBI HOCUTENb C TPEABAPUTEIHHBIM KOITUPOBAHHEM
CBEJICHUI, He MOANISKAIIUX YHUUTOXKEHHUIO WK OJIOKMPOBAHMIO, CIIOCOOOM, HCKIIIOYAIOIIUM
OJTHOBPEMEHHOE KOMMPOBAHNE MEPCOHAIBHBIX TAHHBIX, TIOJICKALINX YHUUTOKECHHUIO UITH
0JIOKMPOBAHUIO — HAIIPUMED, KOIIMPOBaHUE (B pe3epB) TOIbKO HEOOXOAUMON YaCTH CTPAHULIBL,
3aKpbIB OCTABIIYIOCS YaCTh YUCTHIM JIMCTOM OyMard.

B Vupexxaenun 10mKeH 0CyIeCTBIATHCS MOHUTOPUHT (DAKTOB HECAHKIIMOHUPOBAHHOTO
JOCTYTIA K TIEPCOHAIBHBIM JAaHHBIM U TIPUHUMATHCSI COOTBETCTBYIOIINE MEPHI ITPH UX
oOHapykeHHH. MOHUTOPUHT OCYILECTBIIAETCS AIMUHUCTPATOPOM HH(POPMALIMOHHOM
0€30MacHOCTH.

AJMUHUCTPATOPOM MH(DOPMAITMOHHON 0€30MaCHOCTH YUpEKACHUS T0JIKEH
OCYIIECTBIISITHCS. KOHTPOJIb 332 PUHIMAEMBIMU MEPaMH 0 00eCTIeueHHI0 0€301TacCHOCTH
HEPCOHAIBHBIX JIaHHBIX.

[Tpu 06paboTKe NePCOHANBHBIX JaHHBIX Y UPEKICHHE JOIDKHO UMETh BO3MOXHOCTD U
CpeZCTBa JIsl BOCCTAHOBJICHUS IIEPCOHANBHBIX IaHHBIX, IPU UX MOJUPHUKALIMY WIN
YHAYTO)KCHUU BCIICACTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM.

B Vupexxaenun nomkeH ObITh OIpPe/eieH epeyeHb MOMEIIEHUH, HCIIOIb3YEeMBbIX /IS
00pabOTKM epCOHANBHBIX JaHHBIX. [Ipr 3TOM Opranmu3anus pexnma 6e30MacCHOCTH, OXpaHa
9THX TOMEILEHUH JODKHBI 00eceynBaTh COXPAaHHOCTh HOCUTENEH EPCOHANbHBIX JAHHBIX, a
TaKXe UCKITF0YaTh BO3MOKHOCTh HEKOHTPOJIMPYEMOTO TIPOHUKHOBEHHSI MJIH TTPEOBIBAHUS B THUX
MOMEIIEHUAX TOCTOPOHHUX JIMLI, B TOM YHCJI€ pAOOTHUKOB YUpEkKACHUs, HE TOMYIIEHHBIX K
00paboTKe MEPCOHANBHBIX JTAHHBIX B YUPEKICHUH.

[Tpuka3om 3aBeayromiero YupexJaeHUeM YCTaHaBIMBAETCsl KOHTPOJIUpYyeMasi 30Ha
VYupexeHus.

TexHuueckue cpesicTBa, MO3BOJISAIOIINE OCYLIECTBIATh 00paO0OTKY IEpCOHANBHBIX JIaHHBIX,
pa3MeImaroTcs B Mpe/eax KOHTPOIUPYEMOH 30HBI.

ITonp3oBareny HH(GOPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX TaHHBIX JOKHBI 00eCeynBaTh
COXpPaHHOCTh ChEMHBIX HOCUTENEH, Co/IepKaluX MepCoHaIbHbIE TaHHbBIe. B cirydae yTpaTs
HOCHUTEJIs, MOJIb30BaTeNH JIOJKHBI HEMEIJIEHHO COOOIIUTh 00 3TOM AJIMUHHCTPATOpy
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

Ecnu npu paboTe ¢ nepcoHaIbHBIMU JaHHBIMU PaOOTHHUKY YUpeXAeHUs: HE0OX0IUMO
MOKHHYTH paboyee MECTO, MaTepHUalbHbIE HOCUTENN NIEPCOHAIBHBIX JTaHHBIX TOJDKHBI OBITh
3alUILIEHBl OT HEKOHTPOJIUPYEMOT'O JIOCTYyIa K HUM. J1JIsl 3TOro MaTepualibHble HOCUTEN!
3aMyparoTCcs B OTBEECHHBIX JIJIS 3TOTO IIKadax mwin cerdax.

B ciydae noctrxkenus nenn o0paboTKU MEPCOHANBHBIX TAaHHBIX YUpeXKAeHUe MpeKpaliaer
00paboTKy NepcoHaIbHBIX JaHHBIX WK 00eCIeYrBaeT ee mpekpalieHue (eciu oopadboTka
NEPCOHATBHBIX JAHHBIX OCYIIECTBISIETCS IPYTUM JIMIIOM, JIEHCTBYIONIUM I10 TIOPYYEHUIO
VYupexxaeHns) 1 YHHITOXKAET IIePCOHABHBIC JAHHBIC TN 00ECTIEYMBACT NX YHUUTOKEHHE (€CITH
00paboTKa NePCOHANBHBIX JAHHBIX OCYIIECTBIISETCS APYTUM JIULIOM, AEHCTBYIOLIIM I10
MOPYYCHUIO YUPEKIACHHUS) B CPOK, HE MPEBBIMIAIONINA TPUIIATH JHEH C JaThl JOCTH)KEHUS IIEITH
00paboTKH ePCOHATBHBIX JaHHBIX.



[TpoBeneHue paboT MO CO3MaHUIO (MOACPHU3AIIMN) CHCTEMBI 3aIIUTHI IEPCOHATBHBIX

JAHHBIX YUYPEKICHUsI BKIIOYAET CIECYIOLIME CTaIUu:

— TPEANpPOEKTHAS CTAJUs; — CTaJAMs IPOCKTUPOBAHMUS;

— CTaJMs peaju3aly CUCTEMbI 3aIUTHI IEPCOHAIBHBIX JaHHBIX;

— CTajaus BBOJA B JICMCTBUE CUCTEMBI 3AIIUTHI IEPCOHAIBHBIX TAHHbBIX.

Ha npeanpoekTHol cTaguu NpOBOAUTCS ONPEIEICHUE YPOBHS 3aILUILEHHOCTH
MEPCOHATBHBIX JaHHBIX B MH(POPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX TaHHBIX, (POPMUPYETCS
MoOJIeJIb YTPO3 U HapyIIUTeNst 0€30MaCHOCTH MEepCOHANIBHBIX JaHHbBIX, pa3padaThiBaeTCs
TEXHUYECKOE 3aJJaHNEe HA CUCTEMY 3aIIUThI IEPCOHAIBHBIX JTAHHBIX.

VYPOBHHU 3aIUIIEHHOCTH MTEPCOHATBHBIX TAaHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMaX MEPCOHAIBHBIX JAHHBIX 0(OPMIISIOTCS COOTBETCTBYIOIIUMHU aKTaMHU.

Monens yrpo3 6€301MacHOCTH NePCOHATbHBIX TAaHHBIX MPU UX 00paboTKe B
WH(OPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX JTaHHBIX (OPMUPYETCS Ha OCHOBAHUHU
pykoBojamux 1okyMeHToB @PCTIK Poccun u @Ch Poccun.

[Tepeuens akTyanbHBIX yrpo3 GopMHUPYeETCs IS KaKI0i WH(OOPMAIIMOHHON CUCTEMBI
MEPCOHAIBHBIX JaHHBIX YUPEKACHUS C YUETOM YCIOBUHN (YHKIITMOHUPOBAHUS
WH(OPMAIIMOHHON CHCTEMBI IIEPCOHATBHBIX JTAHHBIX U 0COOCHHOCTEH 00pabOTKH MEePCOHATBHBIX
JTAHHBIX.

[To uToram onpeneneHus ypoBHs 3aIIUIIIEHHOCTH MTEPCOHAIBHBIX TaHHBIX MPU UX
00paboTke B MHGOPMAIITMOHHOMN CHCTEME NIEPCOHANIBHBIX JAaHHBIX U Pe3yJIbTaTaM ONpPEeeIeHUS
AKTyaJIbHBIX yIPO3 0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX ((OPMUPYIOTCS TPEOOBAHUS TIO
o0ecrneueHn0 0€30MacCHOCTH EPCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH(POPMAIIMOHHBIX
CUCTEMax NEPCOHAIBHBIX JaHHBIX. [laHHBIC TPeOOBaHUS OOPMIISIOTCS B BUAC TEXHHYECKOTO
3a/laHHs HA CUCTEMY 3aILUThI IEPCOHATIBHBIX JAHHBIX.

Cranus NpoeKTUPOBAHUS CUCTEMBI 3aIUTHI IEPCOHABHBIX JAHHBIX BKIIOYAET pa3padoTKy
CUCTEMBI 3alIUThl IEPCOHANBHBIX JAHHBIX, 3 UMEHHO pa3padOTKy pa3/ieoB 3a/1aHus U MPOEKTa
MIPOBEICHUS TI0 CO3/IaHUIO0 (MOJECPHHU3AIIUN) CUCTEMBI 3AIIUTHI IEPCOHAIIBHBIX TAHHBIX B
COOTBETCTBUU C TPEOOBAHUSMHU TEXHUYECKOTO 3a/1aHUS.

Cranus peanu3aiuy CUCTEMBI 3alUThI IEPCOHATBHBIX JAHHBIX BKIIOYACT:

— 3aKyIKY COBOKYITHOCTH UCIIOJIb3YEMbIX B CUCTEME 3AILUTHI IEPCOHATIBHBIX JaHHBIX
cepTUGUIMPOBAHHBIX TEXHUYECKUX, POTPAMMHBIX M MPOTPAMMHO-TEXHUYECKUX CPEICTB
3amUThl MH(HOPMAIIUU U UX YCTAaHOBKY;,

— Ha3HAYEHUE JIUI], OTBETCTBEHHBIX 3a SKCIUTYaTallUIO CPEJICTB 3alIUTHI HH()OPMAIUHU C UX
oOydeHueM;

— MIPUEMO-C/IATOYHBIC UCTIBITAHUS CPEJICTB 3aITUTHI MHPOPMAIIUU 10 Pe3yJbTaTaM OMBITHOU
JKCILTyaTaluu.

Ha craguu BBOJa B ACHICTBHE CHCTEMBI 3alITUTHI IEPCOHANTBHBIX JAHHBIX OCYIIECTBIISIOTCS:
— IpeBapUTETbHBIC UCTIBITAHUS CPEJICTB 3alUTHl HHPOPMAIIUU B KOMILIIEKCE C IPYTUMU
TEXHUYECKUMH U TPOTPAMMHBIMU CPEJICTBAMU;

— YCTpaHEHHUE HECOOTBETCTBUM 110 UTOTAM MPEABAPUTEIIbHBIX UCIIBITAHUN;

— OTIBITHASI DKCIUTYaTaIMsl CPEACTB 3alTUTHI MH(POPMAIIUK B KOMIUIEKCE C APYTUMH
TEXHUUYECKUMHU U TPOTPAMMHBIMU CPEJICTBAMH B IENSIX MPOBEPKHU UX PabOTOCIIOCOOHOCTH B
cocTaBe HH(HOPMAITMOHHOM CHUCTEMBI TIEPCOHAIILHBIX JIAaHHBIX.

B mporuiecce ¢pyHKIIMOHUPOBaHUS UH(DOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX
MOKET OCYIIECTBIISITHCSI MOJICPHU3AIUS CUCTEMBI 3AIUTHI IEPCOHAIBHBIX TaHHBIX. B
00s13aTeNTLHOM MOPSIIKE MOACPHU3ALINS TPOBOJAUTCS B CIIydae, €CIIU:

— TIPOU3OIILI0O U3MEHEHNE HOMEHKIIATYpbl 00pabaThIBa€MbIX TIEPCOHATBHBIX JIAHHBIX, BIIEKYIIEE
3a c000¥ M3MEHEHNE YPOBHS 3alIUIIICHHOCTH MEPCOHATBHBIX TaHHBIX TPU UX 00paboTKe B
WH()OPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX;

— IPOU30IILIO U3MEHEHNE HOMEHKIIATYPHI U (M) aKTyadbHOCTH yIpo3 0€30MacHOCTH
MIePCOHAIILHBIX JIAHHBIX;



— U3MEHMJIACh CTPYKTYpa HH(POPMALIMOHHOM CUCTEMBI IEPCOHAIBHBIX JAHHBIX MM TEXHUYECKHE
OCOOEHHOCTH €€ TIOCTPOCHUS (M3MEHUJIICS COCTAB WIIM CTPYKTypa IMPOrPaMMHOTO 00ECTICUCHHS,
TEXHUYECKUX CPENICTB 0OPAOOTKH MEPCOHANBHBIX JaHHBIX, TONOJIOTHHA HHPOPMALMOHHOM
CUCTEMBbI IEPCOHANIbHBIX JAHHBIX U T.IL.).

[Tpu aBTOMATH3UPOBAHHOH 00pabOTKE MEPCOHATBHBIX JAHHBIX B YUPEKICHUH JOKHBI
coOIOAaThCs CIASAYIOUINE MEPHI:

— pa3rpaHUYeHue TOCTYIa MOJIb30BaTeIeH U 00CTYKMBAOIIETO MepcoHana K HH(GpOPMaIMOHHBIM
pecypcam, IporpaMMHBIM CpelicTBaM 00paboTkH (Tepeaadn) U 3aiuThl HHPOPMAIIHH;

— perucrpanus AeUCTBUH MOIb30BaTEICH U 00CTYKUBAIOIIET0 IIePCOHANA, KOHTPOJIb AOCTYIA U
JIeMCTBUIM MOJIb30BaTENEH, 00CTYKUBAIOLIETO MIEPCOHANIA U TIOCTOPOHHUX JIUIL;

— pe3epBUPOBAHUE TEXHUUECKHUX CPEJCTB, 1yOIMpOBaHNE MAaCCUBOB U HOCcUTENeH HHpopMaluy;
— UCTIOJIb30BaHUE 3ALIUIICHHBIX KAHAIOB CBSI3H;

— IpeJOTBpALICHNE BHEIPEHUS B MH(POPMAITMOHHBIE CUCTEMBI BPEJJOHOCHBIX IPOTrPaMM
(mporpamMM-BHPYCOB) U MPOTPAMMHBIX 3aKJIa/I0K.

PeMOHTHO-BOCCTAaHOBUTENIBHBIE PA0OTHI TEXHUUECKUX CPEICTB 00paboTKH nHpOopMauu
MPOBOASTCS MO KOHTPOJIEM U B IPUCYTCTBUU AJIMUHUCTPATOpa HH(GOPMALIMOHHON
0€30IaCHOCTH C TIPUBJICYCHUEM AJIMUHHCTPATOpa HHPOPMAITMOHHON CHCTEMBI TIEPCOHAIBHBIX
JTaHHBIX. B cmyyae HEOOXOAMMOCTH PEMOHT TEXHUYECKUX CPEACTB MOXKET OBITH ITPOBEJICH C
NPUBJICUYCHHEM CTOPOHHHX CIIEHUAIMCTOB Ha IOTOBOPHOM OCHOBE C COCTaBJICHUEM aKTOB
BBIMIOJTHEHHBIX PaboT.

IV. KoHTpoJib BbINOJTHEHUS] padoT 10 00ecnedyeHnI0 0e30IaACHOCTH NEePCOHATbHBIX JAaHHBIX
KoHTpob BBITIOTHEHUS pa0OT 10 00eCIIeYeHIIO 0€30ITaCHOCTH NIEPCOHAIBHBIX JaHHBIX B
Yupexnenuu (nanee — KoHTpoIib) OCyIeCTBISIETCS TyTEM MIPOBEICHUS IEPUOANMUECKUX
KOHTPOJIBHBIX IIPOBEPOK M AYAUTOB 1O (PaKTaM MPOU3OMIEAIINX HHIUICHTOB WH()OPMAIIMOHHON
0e30MacHOCTH.

B pamkax npoBeieHusI KOHTPOJBHBIX MEPONPHUSATUIN BBITIOJHSIOTCS:

— IpOBEpKa HAIWYUS U aKTYAIbHOCTH MJIAHOB, PETUCTPALIMOHHBIX JKYPHAIOB, aKTOB,
JIOTOBOPOB, OTYETOB, IPOTOKOJIOB U IPYTUX CBUJETEIHCTB BHIMOIHEHHS MEPOTIPUSTHIL 110
o0ecrieyeHnI0 6e30MacHOCTH MEePCOHATBHBIX JAHHBIX 33 UCTEKIIHUH MEPUOT;

— MPOBEPKa OCBEIOMIICHHOCTH U COOJIOACHHMSI IEPCOHATIOM TpeOOBaHHM K 00eCTIeYeHUIO
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX;

— MPOBEPKA COOTBETCTBUS MEPEUHSI JIMLI, KOTOPHIM MIPEAOCTABIIEH JOCTYI K IEPCOHAIBHBIM
JTaHHBIM, (PaKTUYECKOMY COCTOSIHHIO;

— MPOBEPKA HAJTMYHS ¥ UCTIPABHOCTU (DYHKIITMOHHUPOBAHUS TEXHUYECKUX CPEJICTB 3aIIUTHI

nH(pOpMaIINH, UCTIONb3YEeMbIX ISl 0OecreueH s 0€30MacHOCTH ePCOHANBHBIX JAaHHBIX, B
COOTBETCTBUU C TPEOOBAHUSIMH DKCIUTYyaTallUOHHON ¥ TEXHUYECKOU JJOKYMEHTAIUH;

— UHCTPYMEHTAJIbHAsl IPOBEPKA COOTBETCTBHS HACTPOEK TEXHUUYECKHUX CPEICTB 3AIUTHI
uH(popMaluu TpeOOBaHUSIM K 00eCcTieueHII0 OE30MaCHOCTH MEePCOHATBHBIX TAaHHBIX (MPU
HEO0OXOMMOCTH);
— MPOBEpPKa COOTBETCTBUS MOJIENeN yrpo3 Jisl HHPOPMAIIMOHHBIX CUCTEM MEePCOHATBHBIX
JAHHBIX YCJIOBUSIM ()YHKIIMOHUPOBAHUS JAHHBIX CUCTEM;
— MPOBEPKA COOTBETCTBUS OPTraHU3aIIMOHHO-PACTIOPAIUTENbHON JOKYMEHTALIUH 110
obecrnevyeHn0 0€30MacHOCTH ePCOHANBHBIX JAHHBIX JEHCTBYIONUM TPEOOBaAHUSIM
3akoHoJaTenbcTBa Poccniickont @enepannu, pykoBoasumx 10KkymMmeHToB @Cb Poccun, ®CTIOK
Poccun, PockomHamzopa.
Bce cobpannbie B X0/1€ MPOBEJACHUST KOHTPOJIBHBIX MEPOTIPHUATHI CBUIETEIHCTBA 1
CAeNaHHBIC TI0 UX Pe3y/IbTaTaM 3aKIIFOUEHUS JOKHBI OBITh 3a)KCUPOBAHBI IOKYMEHTATBHO.
KoHTposnbHBIE MEpOTIPUATHS IPOBOAATCS KaK EPUOJUISCKH B COOTBETCTBUU C TUTAHOM, TaK
Y BHEIJIAHOBO 10 PEHICHUIO 3aBEAYIOMIET0 YUPEKICHUEM U B CIy4ae BOZHUKHOBEHUS
MHIUACHTOB NH(POPMAITMOHHOMN 0€3011acHOCTH.



BHyTpeHHUE pOBEpKU B YUPEKICHUHU B 00s3aTEIHHOM MOPSAIKE IPOBOAITCS B Cllydyae
BBISIBJICHUS CIIEAYIOMUX (HaKTOB:
— HapylmceHue KOH(i)I/IIIeHL[I/IaJIbHOCTI/I, HECJIOCTHOCTH, NOCTYITHOCTH NNECPCOHAIBbHBIX JAHHBIX;
— XaJIaTHOCTb ¥ HECOOJr0IcHHEe TPeOOBaHHii K 00ECIICUCHUIO 0€30MTaCHOCTH TIEPCOHATBHBIX
JIAHHBIX;
— HECOOJIIOZICHUE YCIIOBUI XpaHEHHsI HOCUTEIICH MePCOHATBHBIX TaHHBIX;
— HMCIIOJIb30BAHKME CPEJICTB 3alIUThI HH()OPMAIINH, KOTOPhIE MOTYT IPUBECTH K HAPYIICHUIO
3a2JIaHHOTO YPOBHS 0€30MacHOCTH (KOH(DUIEHIIMATbHOCTH/IIEIOCTHOCTH/TOCTYITHOCTD )
NEPCOHAJIBHBIX NAHHBIX WA JPYIUM HAPYIICHHUAM, IPUBOAAIINM K CHUKCHUIO YPOBHA
3aIIUIIEHHOCTH MIEPCOHATBHBIX TAHHBIX.

3aayamMy BHYTPEHHEN IIPOBEPKU SIBIISIOTCS:
— YCTaHOBJICHHE OOCTOATEILCTB HAPYIIICHHS, B TOM YHCJIC BPEMEHH, MECTa M CI0C00a ero
COBCPHICHUA,; — YCTAHOBJICHUC JIMIL, HCIIOCPCACTBCHHO BUHOBHBLIX B JIAHHOM HAPYIICHHUH,
— BBIABJICHUC ITPUYUH U YCHOBHﬁ, CIIOCOOCTBOBABIIINX HapyImCHHUIO.

V. COBepIIIeHCTBOBaHI/Ie CUCTEMBI 3AIUMTHI IIEPCOHAJBHBIX JaHHBIX

[Tpukazom 3aBenyromiero YupexaeHueM GOpMHUPYETCs KOMUCCHS, KOTOPasi COCTABIISET
OTYET O IPOCIAHHBIX MEPOIPHUITHSX 110 BHIMOJIHEHHIO IJIaHA Pa0OT IO 00ECIICYCHHIO
0€30MMacCHOCTH IMEPCOHATBHBIX JIAHHBIX, 00pa0aThIBAEMBIX YUPEKICHUEM BMECTE C IIEPCUHEM
IPEJIOKEHHUH 110 COBEPIIICHCTBOBAHUIO CUCTEMBI 3aI[UThI IEPCOHAIBHBIX JaHHBIX.

HeobOxomuMocTh pean3auyu MEPOIIPUATHA 110 COBEPIICHCTBOBAHUIO CUCTEMBI 3aIIIUTHI
NIEPCOHABHBIX JIAHHBIX MOXKET ObITH 00YCIIOBJICHA!

— pe3y.HI)TaTaMI/I HpOBeIIeHHI)IX aYIlI/ITOB nu KOHTpOJILHI)IX MepOHpHﬂTHﬁ;

— U3MEHEHUSMH (heJIepaTbHOr0 3aKOHOAATEILCTBA B 00JIACTH NIEPCOHAIBHBIX JaHHBIX;

— U3MEHCHUSMH CTPYKTYPBI IIPOIIECCOB 0OPAOOTKH MEPCOHATBHBIX JAHHBIX Y UPEkKICHUEM,

— pe3yJibTaTaMy aHaJIu3a WHIUICHTOB HH(OPMAIIMOHHON 0€3011acHOCTH;

— pe3yJbTaTaMHi MEPOTIPUATHH 10 KOHTPOJTIO B HAA30pY 32 00padOTKON NEPCOHATBHBIX JaHHBIX,
HpOBOI[I/IMI)IX YHOJIHOMO‘-ICHHI)IM OpFaHOM;

— %asio0 U 3arpocoB CyOHEKTOB MEPCOHATBHBIX TaHHBIX.

Ha ocHoBanuu pemienusi, NpUHATOr0 3aBeAYOLUIMM Y UpeKICHUEM I10 pe3yIbTaTaM
PacCMOTPEHHUSI €KETOAHOTO OTUETa U MPEATI0KEHUN M0 COBEPIIIEHCTBOBAHUIO CUCTEMBI 3aIIUTHI
MEPCOHANIBHBIX JIAHHBIX, KOMHCCHS COCTABIISET IJIaH PaboT 1o 00eCTIeYeHHI0 O€30MaCHOCTH
MEPCOHANBHBIX JTaHHBIX, 00pabaThIBAEMBIX YUPEKIEHUEM Ha CICAYIOIIHI TOI.
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