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Onpenenenust

B HacTosimeM 10KyMEHTE UCTIONB3YIOTCS CIEAYIONINE TEPMUHBI U UX ONPEACICHHS.

ABTOMATHU3HMPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSIIAs W3 IMepcoHalla W KOMIUIeKca
CPEACTB ABTOMATHU3aLMH €ro JAEATEIFHOCTH, pealu3yionias WHPOPMALMOHHYIO TEXHOJIOTHUIO
BBITNIOJTHEHUS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTH(QUKAIMSA OTHPABUTENA [JAHHBIX — TOATBEPKICHUE TOTO, YTO OTIPABUTEIb
MOJTyYEHHBIX JAHHBIX COOTBETCTBYET 3aBIICHHOMY.

Be3onacHoCTh TeEpPCOHANBHBIX [JAHHBIX — COCTOSIHHE 3alUIIEHHOCTH IEPCOHAIBHBIX
JMAHHBIX, XapaKTepu3yemMoe CHOCOOHOCTHIO  TOJb30BaTENEH, TEXHUYECKUX CPEICTB U
UH(POPMAITMOHHBIX TEXHOJIOTHH 00ecneunTh KOH(UACHIINAIBHOCTD, IIEJIOCTHOCTh U JOCTYITHOCTD
NEPCOHANBHBIX JAHHBIX MPU HMX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMax MEePCOHAIBHBIX
JTAHHBIX.

buomerpuueckne mnepcoHaJIbHble [aHHbIE — CBEACHUS, KOTOpPbIE XapaKTepU3YIOT
¢u3noIOrHUecKue OCOOCHHOCTH YEJIIOBEKAa W Ha OCHOBE KOTOPHIX MOXHO YCTaHOBUTH €ro
JUYHOCTh U KOTOPBIE UCHONB3YIOTCA AJIMHHHUCTpAIMEH ISl YCTAaHOBIEHUS TUYHOCTH CYyObEeKTa
NEPCOHANBHBIX JaHHBIX, MOTYT 00pa0aThIBAThCS TOJIBKO MPU HATMYHH COTJIACHS B MIMCbMEHHOMN
dbopMe cyOBbeKTa MepCOHANBHBIX NaHHBIX (BKJIHOYas Gororpaduu, OTHEUaTKHU MajbleB, 00pa3
CETYATKH TJ1a3a, 0COOCHHOCTH CTPOCHHSI TeJIa U JPYTYIO OT00HYI0 HHPOPMAIIUIO).

biioknpoBaHne NepPCOHANBHBIX JaHHBIX — BpEeMEHHOE THpekpaiieHue o00paboTku
NEPCOHANBHBIX JIaHHBIX (32 MCKIIOYCHHEM CIIydaeB, €clii 00paboTka HeoOXoamma s
YTOYHEHHUSI IEPCOHATIBHBIX JIaHHBIX).

Bupyc (KOMIBIOTEpPHBIH, NPOrPAMMHBIN) — WCIOJHAECMBIA IPOIPAMMHBIA KOJX WIH
UHTEPIpPEeTUpPYeMblii HAaOOp MHCTPYKIMA, OONagaronuii CBOMCTBAMHU HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHust U camoBocnponsBeieHus. Co3aanHble TyOIMKaThl KOMIIBIOTEPHOTO BUpYyCa HE
BCerja COBIAJAIOT C OPHUTHMHAJIOM, HO COXPaHSIOT CHOCOOHOCTh K  JalbHEHIIeMy
pacmpoCTpaHEHUIO M CAMOBOCIIPOU3BEICHHUIO.

BpenonocHasi mporpamma — mporpamMma, MpeIHa3HayeHHas i1 OCYIIECTBJICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA U (MJIM) BO3JCHCTBUS Ha MEPCOHAIBHBIC TAaHHBIC MM PECYPCHI
UH(POPMAILIMOHHON CUCTEMBI IEPCOHANBHBIX TAaHHBIX.

BcenomoraTteibHble TeXHHMYECKHE CPeICcTBA MW CHCTeMbI — TEXHHYECKHE CpEICTBa W
CHCTEMbI, HE MpeJHa3HAauYeHHbIe /Ui Iepetaul, oOpaboTKU M XpaHEHUs MepCOHANbHBIX AAHHBIX,
yCTaHABIIMBAEMBIE COBMECTHO C TEXHUYECKUMH CPEJICTBAMH W CHCTEMaMH, MpeIHa3HAuYCHHBIMH
JUis  00pabOTKM TMEpPCOHAIBHBIX JaHHBIX WIM B IOMEIIEHUSX, B KOTOPHIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTyn B ONepalMOHHYIO cpely KOMIIbIoTepa (MH(OPMALMOHHOW CHCTEeMbI NEePCOHAIbHBIX
JAQHHBIX) — TIOJTyYeHNE BO3ZMOXKHOCTH 3aITyCKa Ha BBITIOJIHEHHE IITATHBIX KOMaH/ T, (PyHKIIMIA, TIPOLIETyP
OIEPALMOHHON CHCTeMbI (YHUUTO)KEHHS, KOMMPOBAHUS, TIEpEMELIEHNs U T.I1.), UCTIOIHAEMBbIX (paiiioB
MPHUKJIAIHBIX IPOTPaMM.

JlocTyn Kk HH(pOpMALMK — BO3MOXKHOCTb IOTy4eHHUs HHQOPMALMK U €€ UCTIOJIb30BaHMSL.

3akao4HOe YCTPOMCTBO — 3JIEMEHT CpEJCTBA CheMa HH(OPMAllMM, CKPHITHO BHEIPSEMBIN
(3aKyIampIBacMblii WM BHOCHMMBIN) B MecTa BO3MOMKHOIO cheMa HH(popMaimu (B TOM YHCIE B
OrpakIeHNe, KOHCTPYKIIHIO, 000PYIOBaHKE, TIPEAMETHI MHTEphepa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKHU HH(POPMALIUN).

Zamumaemasi unHdopmanusi — wHPOPMAIUS, SBISIONIASACS TPEAMETOM COOCTBEHHOCTH H
HOJUIeKAIAsl 3allUTe B COOTBETCTBUU C TPEOOBAHMSIMHU IMPABOBBIX JOKYMEHTOB MM TPeOOBAHUSAMH,
yCTaHaBIIMBaEMbIMU COOCTBEHHHKOM MH(OpMAIUH.

HNnentndukanuss — npucBoeHHME CyObeKTaM M OObeKTaM JO0CTyla WIeHTHU(]uKaTopa U (M)
CpaBHEHHE MPEABSBIIIEMOT0 HICHTH(HKATOpA C TIEPEIHEM IMMPHCBOSHHBIX HACHTU(DUKATOPOB.

HNudopMaTUBHBIA CHIHAJ — DJIEKTPHUYECKUE CUTHAIIBI, AKYCTHYECKUE, 3JIeKTPOMArHUTHBIE H
Jpyrue (U3UYecKre TONsl, 1O TapamMeTpamM KOTOPhIX MOXKET OBITh PacKphbiTa KOH(HICHIMATHHAS
uHpopmals (TepcoHANIbHBIE JaHHbIe) 00padaTbiBacMasi B MH(POPMAIIMOHHOW CUCTEME TEepCOHATBHBIX
JTaHHBIX.
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Nudpopmanmnonnas cucrema mnepcoHaJbHbIX JaHHbIX (MCIIAH) —COBOKYITHOCTb
coJepKaluxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX TAHHBIX W OOECIEYMBAIOIINX MX 00pabOTKY
MH(POPMALMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

Hudopmanyonnble TeXHOJIOIMH — TIPOIECChI, METO/ABI TMOHCKa, cOopa, XpaHeHus, 0OpabOTKH,
IPEIOCTABIIEHHS], PACIPOCTPAHEHHUsI MH(POPMALMU M CLIOCOOBI OCYIECTBIEHUS! TAKMX IPOLIECCOB U
METOJIOB.

Hcnoab30BaHue MNEePCOHANBHBIX JAAaHHBIX — JEHCTBHs (ONEpaluu) C I[EepCOHATbHBIMU
JAHHBIMH, COBEpIIAEMbIE OMEPATOPOM B LEJSAX NMPUHATHUS PEHICHUH WIM COBEPIICHHUS HHBIX
JeUCTBUH, MOPOXKIAOIINX FOPUANYECKHE MTOCIEACTBUS B OTHOLIEHUN CYyObEKTa NepCOHATbHbBIX
JAHHBIX WM JAPYTHX JIUI OO MHBIM 00pa3oM 3aTpardBaroIlUX IpaBa U CBOOOIBI CyObeKTa
[EPCOHAIBHBIX JAHHBIX UM JPYTUX JIMII.

Hcrounuk yrpo3bl 6e30MacHOCTH MH(OPMAIMH — CYOBEKT JIOCTYyIIa, MAaTEPUATBHBIA OOBEKT WIH
(r3HrUecKoe SIBIEHNE, SIBIISIOIIMECS IPUUUHON BOSHUKHOBEHUS YTPO3bl 0€3011aCHOCTH MH(OpMAIUH.

KonTtposmpyemasi 30Ha— IIpOCTpaHCTBO (TEPpUTOpUS, 3[aHUE, YacThb 3[aHUS, IOMEILEHHUE), B
KOTOPOM HCKJIFOUEHO HEKOHTPOJMpYyeMoe IpeOblBaHHE MOCTOPOHHMX JIWI, a TAKKEe TPAaHCIOPTHBIX,
TEXHUYECKHUX W MHBIX MaTePUATBHBIX CPEJICTB.

KonduaeHMaIbHOCTh TePCOHAIBHBIX JAHHBIX — 00s3aTeIbHOE JUIs COOMIOZICHHS ONEpaTopoM
WIM WHBIM TIOJYYMBIIMM JOCTYI K TIEPCOHATBHBIM JAHHBIM JIMIIOM TPeOOBaHHME HE JOIMYCKaTh HX
pacnpocTpaHeHue 0e3 coryiacusi CyObeKTa NMEepPCOHATIbHBIX JAHHBIX WIM HATMYMS HMHOTO 3aKOHHOTO
OCHOBaHML.

MeskceTeBOil 3KpaH — JIOK&IbHOE (OAHOKOMIIOHEHTHOE) WM (DYyHKIMOHAIBHO-PACTIPEIETICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIMIApaTHOE) CPEACTBO  (KOMIUIEKC), pealu3yroliee KOHTPOIb 32
uH(popMaIMeid, mocTtynaromeid B HHPOPMAIMOHHYIO CUCTEMY IEPCOHAIBHBIX JAHHBIX W (W)
BBIXOZAIIIEH N3 MH(POPMAIIMOHHON CUCTEMBI.

Hapyumrens 0e30NMaCHOCTH TEPCOHAJIBHBIX JAHHBIX — (U3MYECKOE IO, CIy4yaiHO WM
NPEHAMEPEHHO COBEPLIAIOIIEE JIEHCTBUS, CIIEACTBHEM KOTOPBIX SBILIETCS HapylleHHWE Oe30I1acHOCTH
HEPCOHABHBIX JIAHHBIX MPH MX 00pabOTKe TEXHUYECKHMMH CPEICTBAMU B MH(OPMALIMOHHBIX CHCTEMAaXx
NEPCOHATBHBIX TAaHHBIX.

HeaBromaTn3upoBanHasi  o0pa0oTKa  NepPCOHAJIBbHBIX  JAHHBIX —  00paboTka
NIEPCOHANBHBIX JaHHBIX, COJEPKAIINXCS B MH()OPMAIIMOHHON CHUCTEME MEPCOHATBHBIX JTaHHBIX
a100 M3BJICYCHHBIX M3 TAKOM CHUCTEMBI, CUUTAETCSl OCYILECTBIEHHOW O€3 HCIOJIb30BaHUS
CpeACTB aBTOMATH3alWW (HEaBTOMATU3WPOBAHHOMN), €CIM TaKHe NIEHCTBHS C IEPCOHAIBLHBIMU
JAHHBIMM, KaK MCIOJb30BaHUE, YTOUHEHHUE, PAaCHpPOCTPAHEHUE, YHUUTOXKEHHE IMEePCOHAIbHBIX
JTAHHBIX B OTHOIIEHHH KaKJOTO M3 CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU
HEMOCPECTBEHHOM yYacTHUHU YeJIOBEeKa.

HenexnapupoBanHsie BO3MOKHOCTH — (YHKIMOHANIbHBIE ~ BO3MOXKHOCTH CpEZCTB
BBIUHCITUTEILHOM TEXHHUKH, HE OIMCAHHbIE WM HE COOTBETCTBYIOIE ONMCAHHBIM B JIOKyMEHTALIUH, TIPH
UCIIOB30BAaHUM  KOTOPBIX ~BO3MOKHO — HApyIIeHWE KOH(UAEHIMAILHOCTH, JOCTYIHOCTH WM
LIETIOCTHOCTH 00pabaThIBaeMOi MHpOpMAaLIUH.

HecankuMOHMPOBAHHBIH 10CTYN (HECAHKIMOHUPOBAHHbIE JIeHiCTBUSI) — JIOCTYI K MH(GOPMAIIUH
WM JeicTBUS ¢ MH(pOpMAalMel, HapyIIaloIye MpaBuiia pasrpaHUueHHst JIOCTyIa C HCIOIb30BaHHEM
IITATHBIX CPEJICTB, TIPEIOCTABISIEMBIX HH(POPMAITMOHHBIMU CHCTEMAaMH TIEPCOHAIBHBIX JTaHHBIX.

Hocuteapr wuHpopManuu — (u3MUecKoe JUIO WIM MarepualbHbli OOBEKT, B TOM YHCIe
¢msuyeckoe 1mose, B KOTOpoM HH(MOpMAIMs HAXOIUT CBOE OTPaKEHHWE B BHIE CHMBOJIOB, 0Opa3oB,
CHUTHAJIOB, TEXHMYECKHUX DEIIEHWI M TPOLECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK (PU3HMUECKUX
BEJIMYMH.

O0e31MuMBaHMe NMEPCOHANBHBIX JAHHBIX — JICHCTBUS, B PE3yJIbTAaTe KOTOPBIX CTAHOBUTCS
HEBO3MOKHO 0€3 HCII0JIb30BaHUS TOMOJHUTEIbHON HH(OPMALIUK ONPEIEIUTh IPUHAIEKHOCTD
NEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATIBHBIX JaHHBIX.

O0paloTka nNepcoHAJbHBIX JAaHHBIX — JI00O€ JeiicTBUe (omepauusi) WIM COBOKYIHOCTbH
nefcTBuil  (omepaiuii), COBEpIIAEMBIX C MHCIOJIBb30BAaHMEM CpPEICTB AaBTOMATH3alMU Wi  0e3
UCIIOJIb30BaHMs TAKUX CPEJICTB C MEPCOHAIBHBIMU JAHHBIMHU, BKJIIOUasi cOOp, 3aIliCh, CUCTEMATH3AIIMIO,
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HaKOIUJICHHE, XpaHEeHHe, yToUHeHne (0OHOBJICHHE, I3MEHEHHE), U3BJICUCHHE, HCTIOIb30BaHKE, TTIepeIady
(pactipocTpaHeHHe, TPEIOCTABICHUE, JIOCTYI), OOE3NMuKMBaHKe, OJOKMPOBAHWE, yIAJICHHUE,
YHUUYTOXKEHHE MePCOHATIBHBIX JaHHbIX.

OO0uen0ocTyNnIHbIe  MEPCOHAJIbHBbIE  [aHHble — TEPCOHAJIBHBIC  JaHHBIC,  JIOCTYII
HEOTPAaHMYEHHOTO KpyTa JIMI[ K KOTOPBIM MPEJOCTaBJIeH C COIIacusi CyObeKTa MepcOHaTbHBIX
JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBUU C (hefepalibHBIMU 3aKOHAMHU HE PACIpPOCTPAHSACTCS
TpeboBaHue COOTI0ICHUS KOHPHICHIIMAIBHOCTH.

Onepartop (MepCOHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBI OpraH, MYHHIIMIATGHBIA OpraH,
IOPUANYECKOe WK (PU3MYECKOe JIUII0, CAMOCTOSTEIFHO MM COBMECTHO C JIPYTMMH OPraHH3YIoIIee U
(vn) ocy1ecTBIIsIONIEE 00PaOOTKY MEPCOHANIBHBIX IAHHBIX, a TAKKE ONPEICIISIONIME 1IeIM 00padOTKH
MEPCOHATIbHBIX JAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOJJIeXKANMX 00padoTKe, NEHUCTBUS
(omeparmu), coBepIIIaeMble C IEPCOHATLHBIMU JIAHHBIMHU.

Texnuuyeckue cpencrBa MHGOPMALMOHHON CHCTeMBbI NEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIUHCITUTEIBHON TEXHUKU, THPOPMAIIMOHHO-BBIYICIIUTEILHBIE KOMIUIEKCHI M CETH, CPEICTBA U CHCTEMBI
nepenaun, npuemMa u o0pabotku [IJIH (cpencTBa M cUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHMS,
3BYKOBOCIIPOM3BEIICHUS, TIEPETOBOPHBIC W TEJICBU3WOHHBIE YCTPOWCTBA, CpEICTBA H3IOTOBJICHUS,
TUPOKUPOBAHKS JOKYMEHTOB U JIpyrMe€ TEXHMYECKHE CpelcTBa OOpaOOTKU pedeBoid, rpadiyecKoi,
BUJICO- U OyKBEHHO-IIM(POBOK HMH(OPMAIINK), MPOrPaMMHBIC CPENICTBA (OIEPAIMOHHBIC CHUCTEMBI,
CHCTEMbI YyIpaBlieHHs 0a3amMy JaHHBIX W T.I.), CPEACTBA 3AUIUTHI MH(OpPMALIUM, MPUMEHSEMbIE B
MH(POPMALOHHBIX CUCTEMAX.

IlepexBaT (MH(oOpManuM) — HETPAaBOMEPHOE MOTy4YeHHEe MH(POPMAIUU C HUCIOJIb30BAHUEM
TEXHUYECKOTO  CPEJCTBAa, OCYMIECTBISIONIETO  OOHAapyXeHHe, TpueM U  00paboTKy
WH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble naHHBbIE — JTI00as MHGOpPMALMA, OTHOCAMIASCA K TPSIMO WM KOCBEHHO
OTpeIeICHHOMY WJIM ompezesieMoMy GU3ndecKoMy JUIY (CyObEeKTY MepCOHATBHBIX TAaHHBIX).

[To6ouHbIE 3JIEKTPOMATHUTHBIE H3JIYYeHHS U HABOJIKHU — DJICKTPOMATHUTHBIC U3TYUYCHHS
TEXHUYECKUX CPENICTB O00padOTKH 3aluiiaeMoil MHpOpMalKy, BO3HUKAIOIIME KaK MOOOYHOE
SIBIICHUE W BBI3BAHHBIC DJIEKTPUYCCKUMH CHTHAIAMH, JCUCTBYIONUMH B HX DJICKTPUYCCKUX U
MarHUTHBIX IEMSX, a TaKKe JIEKTPOMArHUTHBIE HABOJIKH 3TUX CHUTHAJIOB Ha TOKOMPOBOISIINE
JTUHAH, KOHCTPYKIIMH U TICTIH MTATAHUS.

I[MoanTHKAa  CYUCTOrO0  CTOJA» —  KOMIUIGKC  OPraHM3aIlMOHHBIX  MEPOIPHUSITHH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMCHIBAHUA Ha OyMa)KHbIE HOCHUTENW KII04Yeld W aTpuOyTOB
JocTyna (rmaposeit) 1 XxpaHeHUs: UX BOJIM3U 0OBEKTOB JIOCTYTIA.

IMoab3oBaTesb WHPOPMAIMOHHOW  CHCTeMbl MEPCOHAJTBHBIX [JaHHBIX —  JIHIIO,
ydacTByoliee B (DyHKIIMOHUPOBAHWU MH(DOPMALMOHHON CHUCTEMBI NMEPCOHANBHBIX JAHHBIX WU
UCTIONB3YIONIEE PEe3YIbTAThI €€ (PyHKITMOHUPOBAHHMSL.

[IpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYIMHOCTh MPaBUJI, PETTAMEHTHPYIONIUX MpaBa
JIOCTYTIa CYOBEKTOB JOCTyNa K 00bEKTaM J0CTyTIA.

IIporpamMHuasi 3akJjajaKa — KOJl TPOTPaMMBbI, TIPETHAMEPEHHO BHECEHHBIH B MPOrpaMMy C
[ENBI0  OCYIIECTBUTh yTE€UKY, W3MEHHUTh, OJOKHPOBATh, YHHUYTOXKUTh WHMOOPMALIUIO WIH
VHUYTOXXUTh M MOAU(DUIIMPOBATH TpOrpaMMHOE oOecredeHre HHQPOPMAIMOHHON CHCTEMBI
MEePCOHAIBHBIX JaHHBIX U (WIK) OJIOKMPOBATH anapaTHbIE CPEICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YeCKOe) BO3/JeiCTBUHE — HECAaHKIIMOHHPOBAHHOE
BO3/ICHICTBHE HA PECYpCHl aBTOMATH3UPOBAHHOW WH(POPMAIIMOHHOMN CHCTEMBI, OCYIIECTBIISIEMOE C
WCTIOJIb30BAaHHEM BPEIOHOCHBIX TPOTPaMM.

PackpbiTHEe NePCOHATBHBIX JAAHHBIX — YMBIIUICHHOE WIH CIy4alHOe HapylIeHHe
KOH(UICHIIMATFHOCTH TIEPCOHABHBIX JTaHHBIX.

PacnpocTpaHeHue TNepCOHAJBHBIX JAHHBIX — JCHCTBUS, HAlpaBJICHHBIE HA PACKpPHITHE
MEPCOHAIBHBIX JAaHHBIX HEOMPEEIIEHHOMY KPYTY JIUI]

Pecypc undopManiuOHHOH CHCTeMbI — HMEHOBAHHBIN 3JIEMEHT CHCTEMHOTrO, MPUKJIAIHOTO
WM alnapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH(OPMAIIMOHHON CUCTEMBL.
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CrnenuajibHble KAaTerOpMH MEPCOHAJIBHBIX [aHHBIX — [I€PCOHAIBbHBIE JAaHHBIE,
KacalolMecss  pacoBOM, HAlMOHAIBHOM  NPUHAMJIEKHOCTH, IOJIUTUYECKUX  B3IVIAJIOB,
PENUTHO3HBIX WU GUIOCOPCKUX yOEKACHUM, COCTOSHUS 370pPOBbS M HMHTUMHOM IKU3HU
CcyOBbeKTa NepCOHATbHBIX JAHHBIX.

CpencrBa BbIMHCIUTEILHON TEXHUKH — COBOKYITHOCTb ITPOTPAMMHBIX M TEXHUUYECKUX HJIEMEHTOB
CHCTeM 00pabOTKHU JIAHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSITEIILHO MITU B COCTAaBE JPYTHX
CUCTEM.

Cy0bekT nocryna (cy0beKT)— JMIO WIM IPOLECC, JEUCTBHS KOTOPOIO pErIaMEHTHPYIOTCS
IIpaBUJIaMU PA3rpPaHUYEHUS JOCTYIIA.

TexHuyeckuil KaHaT yTedkd WH(OPMALMHU — COBOKYITHOCTb HOCHTENSI MH(pOPMALIK (CPEICTBa
00paboTKH), (hH3UUEcKOr Cpellbl pacipocTpaHeHHss WH(QOPMATUBHOTO CHTHAJIA U CPEICTB, KOTOPHIMU
noObIBaeTCs 3auinaemMas nHpopManusi.

Tpancrpanu4Has nepeaaya nepcoHaAbHBIX JaHHBIX — [I€peJadya MepCOHAIbHBIX JaHHBIX
onepatopoMm uyepe3 ['ocynmapcrBeHHyr rpanuny Poccuiickori ®enepauuu OpraHy BJIACTH
WHOCTPAaHHOT'O TOCYyJIapcTBa, (U3MUECKOMY WIM OPUAMYECKOMY JIMIy HHOCTPAHHOTO
rocyaapcTBa.

Yrpo3sl 0€30NMaCHOCTH MEPCOHAIBHBIX JAAHHBIX — COBOKYITHOCTh YCIOBHHA U (haKTOPOB,
CO3JIAIOLIMX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCIIE CIIy4aiHOro, JOCTYNa K IEPCOHAIBHBIM
JTAHHBIM, PE3yJIBTATOM KOTOPOTrO MOXKET CTaTh YHUUTOKEHUE, U3MEHEHHUE, OJIOKMPOBAaHKE, KOMPOBAHIE,
PacIIpOCTpaHEHNE TIEPCOHANIBHBIX JAHHBIX, & TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUM MPU KX
00paboTke B MHDOPMAIIOHHOM CUCTEME NTEPCOHATIBHBIX TAHHBIX.

YHUYTOKEeHHE TEePCOHAILHBIX NAHHBIX — JICWCTBUS, B pE3yJbTaTe KOTOPHIX HEBO3MOKHO
BOCCTaHOBUThH COJIEPYKAHHUE TEPCOHATBHBIX JAHHBIX B HMH(OPMAIMOHHOW CHCTEME TMEPCOHABHBIX
JAHHBIX WIM B PE3YyJbTaTe KOTOPBIX YHUUTOXKAIOTCSI MaTe€pHalbHbIE HOCUTENN NEPCOHAIbHBIX
JTAHHBIX.

Yreuka (GamminaeMoil) MHPOPMAIME 10 TEXHHUYECKHMM KAHAJAM — HEKOHTPOIMPYEMOE
pactipocTpaneHre HH(opMaIy OT HOCUTENS 3alumiliaeMol nHGopMaliy yepe3 (pu3rdIecKyro cpemy 10
TEXHUYECKOTO CPEJICTBA, OCYILECTBIISIOIIETO IEpEXBAaT HHPOPMAIUH.

Ysa3BumMocTb — €1a00CTh B CPEJICTBAX 3alLUTHI, KOTOPYIO MOXKHO HCIIONB30BATh I HAPYIICHUS
CHCTEMbI WM COoZieprKallieiicsl B Hell MH(OpMalIiH.

LlesiocTHOCTL  MH(pOPMALMKM —  CHOCOOHOCTb  CPEZICTBA  BBIYMUCIUTENBHOM TEXHUKM WM
ABTOMATU3UPOBAHHONW CHCTEMBbI 00ECTIeUMBaTh HEM3MEHHOCTh MH(OpPMAlMM B YCIOBHSX CIy4aiHOro
W/WITH NpeIHAMEPEHHOTO UCKKEHUs (pa3pyIIeHus ).
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[IMB
10

[IOMHH

CA3
C3u
C3I1du
COB
TKYU

VB

OBO3HAYEHUS U COKPAILLIEHUS
— aHTUBUPYCHBIE CPEJICTBA
— aBTOMATHU3MPOBAHHOE pabodee MeCTo
— BCIIOMOTaTEIIbHBIC TEXHUYECKHE CPEJICTBA U CHCTEMBI
— MH(OPMAIMOHHAS CHCTEMa EPCOHATBHBIX JAHHBIX
— KOHTPOJIMpyeMasi 30Ha
— JIOKaJIbHAs! BBIYMCIIUTEIbHAS CETh
— MEKCETEBOM dKpaH
— HECAHKLIMOHUPOBAHHBIN JOCTYI
— OTepaIMOHHAs CUCTEMa
— IIEPCOHANIBHBIC TAaHHBIC
— IIPOrPaMMHO-MaTEMaTHYECKOE BO3ICHCTBHE
— IporpaMMHOE O0ecTieYeHre
— TIOOOYHBIE AEKTPOMATHATHBIE M3ITyYeHHSI U HABOIKU
— cHUCTeMa aHai3a 3alIUIICHHOCTH
— CpeICTBA 3aIUTHl HHPOPMAIHH
— cucrema (TIOACUCTEMA) 3alIUTHI IEPCOHATBLHBIX JAHHBIX
— cuctemMa 0OHapy>KeHUS! BTOP>KEHHI
— TeXHUYECKUE KaHAIIbI YTEUKH MH(POpMAIIIN

— YI'pO3bI 0e30macHOCTH MNCPCOHAIIbHBIX TaHHBIX
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BBEJEHHUE

Hacrosimas [Tonmutuka napopmanmonnoit 6e3omnacuoctu (nanee Ilomuruka) MOY «Kapaii-
ckas COIlLl» (nanee — YupexaeHue) sBisieTcs: OpUIIMaIbHbIM TOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUHU ¢ TpeboBaHMsIMH DeiepaabHOro 3aK0Ha OT 27 IO
2006 1. Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX» U NocTtaHoByieHus [IpaButenscTBa Poccuiickoit
@eneparunn ot 1HOsIOpst 2012 1. Ne 1119 «OO6 ytBepkneHuH TpeOOBaHUN K 3alIUTe
NEPCOHAIBHBIX JAHHBIX HpU UX 00paboTke B HMHPOPMAIIMOHHBIX CHCTEMax IEpPCOHATbHBIX
JAaHHBIX», HA OCHOBaHUHU:

- «Pexomenganumii mo obecnevyeHro 0€30MaCHOCTH MEPCOHANBHBIX TaHHBIX MPHU UX 00pa-
00TKe B MH(OPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAAHHBIX», YTBEPKACHHBIX 3ame-
crurenem aupekropa @CTIK Poccun ot 15.02.2008 1.,

- «TUMOBBIX TPeOOBAaHMIA 110 OPraHU3AMK B 00eCIIeUeHUI0 (DYHKIIMOHHUPOBAHUS IIH(PO-
BaJIbHBIX (KpUOTOrpapuuecKux) CpeaCTB, MpeIHa3HAYCHHBIX ISl 3alIUThl HH(pOPMAIUH,
HE CoJieprKalllell CBEJEHMI, COCTABIIAIOIIUX TOCYJapCTBEHHYIO TailHy B Cilydyae U3 HC-
MOJIb30BaHUSA AJIsl oOecrieueHus: 0€30MacHOCTH MEePCOHATIBHBIX JaHHBIX MPH UX 00paboT-
K€ B MH()OPMAIIMOHHBIX CUCTEMax IMEPCOHAIBHBIX JAHHBIX», YTBEPKICHHBIX PYKOBO/I-
ctBoM § Llerntpa ®CBb Poccun 21.02.2008 r. Ne 149/6/6-662.

B [lonutuke ompenenensl TpeboBanust k nepcoHany MCIIIH, cTeneHb OTBETCTBEHHOCTH
nepcoHasa, CTPYKTypa U HEOOXOAMMBIA YPOBEHb 3alIUIIEHHOCTH, CTaTyC W JOJDKHOCTHBIE
00513aHHOCTH COTPYJTHUKOB, OTBETCTBEHHBIX 3a oOecredeHne Oe30MacHOCTH MEepPCOHATBHBIX
nanubix B UCIIIH YupexneHus.
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1 OO01ue moJI0KeHu s

Henpro nacrosmei IloauTuku sBiseTcs oOecneycHHe OE30MacHOCTH OOBEKTOB 3allMThI
YupexxaeHuss OT BCeX BHIOB yIPO3, BHENIHUX W BHYTPEHHHX, YMBIIUICHHBIX U
HENpeIHAMEPEHHBIX, MUHUMH3AIUs yiiep0a OT BO3MOXKHOUM pealn3anuu yrpo3 0e30macHOCTH
IT1a (YBIIn).

besonacHocTh MEPCOHATBHBIX JTAHHBIX JIOCTUTACTCS myTeM HCKJIIOUCHHMS
HECAaHKI[TMOHMPOBAHHOTO, B TOM YHCJIE CIy4alHOIro, JOCTYNa K TEPCOHAIBHBIM JIaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXET CTaTh YHHUTOKEHUE, U3MCHEHHE, OJIOKUPOBAaHUE, KOMTMPOBAHHE,
pacnpocTpaHeHHEe IEPCOHANIBHBIX JIAaHHBIX, & TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUM.

Wudopmanivs u cBsi3aHHBIE C HEH PeCypChl JIOKHBI OBITh JOCTYITHBI I aBTOPHU30BAHHBIX
noJsib3oBateseil. JIOKHO OCYIECTBISATHCS CBOCBPEMEHHOE OOHApY>KEHHE M pearupoBaHHE Ha
VYBITH.

JIOMKHO OCYIIECTBISITHCS MIPEIOTBPAIICHHE MTPEIHAMEPCHHBIX WU CITyYalHBIX, YaCTHYHBIX
WM TIOJIHBIX HECAaHKIIMOHUPOBAHHBIX MOAU(PHUKAIIUIN WM YHUYTOKEHUS IEPCOHANIBHBIX JaHHbBIX.

CocTaB 00BEKTOB 3alIUTHI NPEJCTaBICH B [lepedHe mepcOHATBHBIX JAHHBIX, YKA3aHHOMY B
[Tonoxxennn 06 06pabOTKe MEPCOHABHBIX TaHHBIX.

Cocras UCII[dH, momiexamux 3aliuTe, MPEACTaBlIeH B AKTEe 00CIIEeNOBAaHUS TEKYIIETro
COCTOSIHMSI TEXHHYECKOM 3aIlIUThl IEPCOHAIbHBIX JIAHHBIX.
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2 O6aacThb aefcTBUA

TpeboBanus Hactosimel [loMUTUKN pacIpOCTPAHSIOTCS Ha BCEX COTPYIHUKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, paOOTAIOLIMX IO KOHTPAKTYy U T.I.), a TaKXe BCEX IPOYMX JIUI]
(moApsAIYMKY, AyAUTOPHI U T.I1.).
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3 Cucrema 3alMUThI NEPCOHAJIBHBIX TaHHBIX

Cuctema 3amuThl nepcoHabHbIX AaHHbIX (C3I1[IH), cTpouTCS HA OCHOBAHUM:

- AkTa 00cieJoBaHUs TEKYLIEro COCTOSIHUA TEXHUYECKOH 3aIlUThl NEPCOHAIbHBIX JaH-
HBIX;

- [lepeuHs nepcoOHaNBHBIX JaHHBIX, TOJIEKAILNX 3AILNATE;

- AxToB Ki1accuukanuy HHPOPMALMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX;

- YacTHBIX MOIENIel aKTyalIbHBIX yIpo3 U BepositTHoro Hapymmurtesnst UCITx;

- [TonoxxeHnust 0 pa3rpaHUYEHUH IIPAB JOCTYIIA K [IEPCOHAIBHBIM JITaHHBIM;

- PykoBonsamux nokymenToB @CTIK nu ®Ch Poccumu.

Hns  ob6ecrieuennst 3ammtel  MCII[IH HeoOXoauMo COONIOACHHE OpPTraHW3aIMOHHO-
TEXHUYECKUX Mep. AIMHUHHUCTpaLueil obecnedynBaeTcsi 6€30MaCHOCTh MEPCOHANBHBIX JaHHBIX B
COOTBETCTBUHM C HEOOXOIMMBIM YPOBHEM 3alMIIEHHOCTH, KOTOpas omrcaHa B TeXHHYECKOM
3a/laHuu Ha co3ganue cucreMsl 3amuThl 4 UCIIAH. B Yupexnenun onpeneseHsl akTyaabHble
yrpo3bl 6e3onacHoctu I1/[H, koTopble omucanbl B YacTHOW MOAENM aKTyaJbHBIX YIpo3 U
BepostHoro Hapymutenst UCITJIH.

[Ton akTyanpHBIMH yrpo3aMu O€30MAaCHOCTH IEPCOHAJIBHBIX JAHHBIX I[TOHMMAETCS
COBOKYIIHOCTb YCIIOBHM u (bakTopoB, CO3Jar0IIUX aKTyaJbHYIO ONacCHOCTb
HECaHKLMOHUPOBAHHOIO, B TOM YHUCJIE CIIy4alHOI'0, JOCTyIa K II€PCOHAIbHBIM JIaHHBIM IIPH UX
00paboTke B MH()OPMAITMOHHOW CHCTEME, PE3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHUYTOKEHHE,
U3MEHEeHHe, OJIOKUpOBaHHE, KOIUPOBaHUE, MIPEJOCTaBICHUE, PACIPOCTPAHEHUE MEPCOHATBHBIX
JIAHHBIX, & TAK)KE MHBIE HEIIPABOMEPHBIE IEUCTBUS.

VYrpo3sl 1-ro TUna akTyalbHbl A1 MHPOPMALMOHHONW CUCTEMBI, €CIHU JUIs HEee B TOM YHCIe
aKTyaJIbHbl YIpo3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHMPOBAHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOYKHOCTEH B CHCTEMHOM IPOIPaMMHOM 00€CIE€UYEeHUH, UCTI0Ib3yEMOM B MH(OPMAIIMOHHON
CUCTEME.

VYrpo3sl 2-T0 TUIA aKTyallbHBI JJ11 MHPOPMALMOHHONW CHUCTEMBI, €CIIU JUIs HEee B TOM YHCIIe
aKTyaJIbHbl YTpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHMPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXHOCTE B NPUKIAJAHOM  IPOrpaMMHOM  OOECHEeueHUH,  HUCIHOJb3yeMOM B
MH(OPMaLIMOHHON CUCTEME.

Yrpo3sl 3-ro THMNa akTyalbHbI I MHOOPMAIIMOHHONW CHCTEMBI, €CIIU JUIs Hee aKTyalbHbI
yIpo3bl, HE CBSI3aHHbIE C HAJUYUEM HEJAOKYMEHTHUPOBAaHHBIX (HEIEKIapHUPOBAHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM M NPHUKJIAJHOM MPOTPaMMHOM OOECI€YEeHUH, UCIOIb3yeMOM B
MH(OPMaLIMOHHON CHUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAessieTcs HeOoOXOAMMBIH YpPOBEHb 3aIIUIICHHOCTH
[T 1n xaxmoit UCII[dn Yupexnenus. Ha ocHOBaHMM aHaliM3a aKkTyaJIbHBIX YIPO3 0€30MacHOCTH
IT/11, onucanHoro B YacTHOM MOJENN aKTyaldbHBIX YIpo3 U BeposTHoro Hapymurens UCII/x n
Otuera 0 pe3yabTaTax MPOBENCHUS BHYTPEHHEH NPOBEpPKE, JAENaeTcsl 3akKIoYeHHe O
HEOO0XOIMMOCTH HUCIOJb30BaHUS TEXHUUECKUX CPEACTB U OPraHU3aLMOHHBIX MEPONPUATHI JUIs
obOecnieuenus Oe3zomacHoctu [I/IH. BriOpanHble HEOOXOIUMBIE MEPONPUATUS OTPAXKAIOTCS B
IInane MepONpPUATHHN 10 3aLUTE IEPCOHAIIBHBIX TaHHBIX.

Jns kaxxnoit UCIIJIH gomkeH ObITh COCTaBIIEH CIMCOK UCIOJIb3YEMBIX TEXHUYECKUX CPEJICTB
3alUTHI, @ TaK K€ MPOrpaMMHOro0 oOecredeHus, ydacTBytomero B oopaborke I1/[H, Ha Bcex
sanementax UCII/IH:

- APM nonp3oBaTesen;

- CepBepa NpUII0KEHU;

- CYB/;

- I'panuna JIBC;

- KananoB nepegaun B ceTu OOILIEro Mojb30BaHUA U (MJIM) MEXKIYHApOJHOTO OOMEHa,
ecnu no HuM nepenarores [1/1H.

B 3aBucumoctu ot ypoBHs 3amumeHHoctd UCII[AH n axtyansHbIx yrpo3, C3II/IH moxer
BKJIFOYATh CJIEYIOIINE TEXHUYECKUE CPEJICTBA:
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- aHTMBHMPYCHBIE CPEACTBA AJIs pabOYMX CTAHIMH MOJIb30BATEIEH U CEPBEPOB;

- CpelCTBA MEXCETEBOI0 IKPAaHUPOBAHUS;

- cpelcTBa KpUNTOrpaguyeckoi 3aluThl HHPOPMALMK, IIPU Nepeaade 3alluliaeMoil uH-
- (hopmanmu Mo KaHaaM CBSI3H.

Tak ke B CIIUCOK JOJKHBI OBbITh BKIIOYEHBI (DYHKLMU 3aIUThI, 00€CIeYnBaeMble ITaTHBIMU
cpeactBamu oOpabotku [I/ln onepamumonusiMu  cucremMamu (OC), mnpuxnagaeiM 110 nu
CHeLMalIbHBIMU KOMILJIEKCAMHU, PEaJIM3yIOIIUMU cpelcTBa 3amuThl. CrUCOK (DYyHKIMHA 3aIlUThI
MOJKET BKJIIOYATh:

yIpaBJIeHUE U Pa3TPaHUYEHUE IOCTYIIA OJIb30BaTENEH;
PETUCTPALMIO U yUeT JeHCTBUI ¢ nHpopManuei;

- o0ecrieunBaTh LEIOCTHOCTb JAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUN BTOPIKECHHIM.

Crucok HCIONB3yeMbIX TEXHHYECKHX CpEACTB oTpaxkaercd B IlmaHe meponpusatuil mo
3alllUTEe MMEPCOHAIBHBIX NAaHHBIX. CIMCOK HCIOJIb3YEMBIX CPEACTB JIOJDKEH IOAJIEP)KUBATHCS B
aKkTyaJbHOM cocTossHMM. Ilpu u3MeHeHHMH cocTaBa TEXHHYECKMX CpEACTB 3allUThl WU
anemenToB MCII/IH, cooTBeTcTBYyIOIIME H3MEHEHUS JOJDKHBI ObITh BHeceHbl B CHHCOK U
YTBEPXKJCHBI AUPEKTOPOM YUPEKICHUS WUJIM JIMLIOM, OTBETCTBEHHBIM 3a 0O€CleYeHUE 3allUThl
/8.
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4 TpedoBanus k nogcucremam C3I1n

C3I1u BKiIFOYaET B ceOs CICMYIONINE MTOACUCTEMBI:

- YOpaBleHUS JOCTYIIOM, PETUCTPALNH U yUeTa;

- 00ecrie4eHus! LIeJIOCTHOCTH U JOCTYITHOCTH;

- aHTUBUPYCHOI1 3aIlIUTHI;

- MEXCETEBOI'0 IKPAaHUPOBAHUS;

- aHaJIM3a 3alIUIIEHHOCTH;

- 00Hapy’KEHUs1 BTOPKEHUII;

- Kpunrorpapuueckoi 3aIiuThl.
[Moacucremsr C3I1/IH mMeroT pasnuunblii (GyHKIMOHaAN B 3aBUcHMocTH oT kiacca MCII/H,
ornpezeneHHOro B Akre kiaccupukanuu UHGOPMAIMOHHBIX CHCTEM IEPCOHANBHBIX JTaHHBIX.
Crucok cootBerctBust pynkuuii nmogacucrem C3II/[H kimaccy 3alMIEHHOCTH TPEACTABICH B
[Tpunosxenun Ne 1.

4.1 MoxcucreMbl ynpasJeHus A0CTYNOM, PErHCTPALMHA U y4eTa

[Toncucrema ynpaBieHUs! JOCTYIIOM, PETUCTPAIIMH M y4YeTa MpeIHa3HaueHa U pealn3anun

ClenyromuX GyHKIHI:
- UACHTU(UKAIMH U TIPOBEPKA IMOITMHHOCTH CyOBeKTOB noctyna mpu Bxozae B UCII/H;
- uIeHTU(UKALIMYA TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBS3U, BHEUTHUX YCTPOICTB MO JIO-
TUYECKHM UMCHAM;
- WAeHTU(UKAIMKU TPOTpamMM, TOMOB, KaTajoros, (aiiioB, 3amucei, moyuen 3amucei mo
UMEHAM;
- perucTpanuu Bxoja (BbIX0Ja) CyOBEKTOB JAOCTyNa B CUCTEMY (U3 CHUCTEMBI), TMOO pe-
THCTpALUs 3arPy3KH U MHUIHAIH3AIHUN OTIEPAIMOHHON CUCTEMBI U €€ OCTaHOBA.
- perucTpaiuy NombITOK JOCTYIa MPOTrPAMMHBIX CPEACTB (MPOrpaMm, MPOIIECCOB, 3a1ad,
3a/laHuil) K 3alMIaeMbIM (aiinam;
- pETUCTpAIMH MOMBITOK JAOCTYIIa MPOTPaMMHBIX CPEJICTB K TEPMHUHANIAM, KaHaJIaM CBSI3H,
- IporpaMMaM, ToOMaM, Karajoram, (aiaam, 3amucsM, MOJIIM 3alHuCen.

[Toncucrema ympaBieHHS IOCTYIIOM MOXET OBITh peaqnu30BaHa C TOMOIIBIO IITATHBIX
cpenct oOpadotku [1/]n (onmepanmonnsix cuctem, npuwioxenuid u CYBJI). Tak ske MoxxeT ObITh
BHE/IPEHO CIIELUAIbHOE TEXHUYECKOE CPEJICTBO WIM HUX KOMIUIEKC, OCYIIECTBISIOLINE
JIOTIOJTHUTEIFHBIE MEPHI M0 ayTEHTU(UKAIMH W KOHTPOJI0. Hampumep, MprMeHEHHE €IHMHBIX
XpaHWJIUI  yYeTHBIX 3alUcel  Monb3oBaTeNell ¥ pEerucTpalroHHOM  uWHbOpManuu,
UCTIOJIb30BaHUE OMOMETPHUYECKMX U TEXHHUYECKUX (C TIOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) Mep
ayTeHTU(UKAINH U APYTHUX.

4.2 Tloacucrema obecneueHus HeJOCTHOCTH U JOCTYIIHOCTH

[Toncucrema obecrnieueHMsl LETOCTHOCTH U JOCTYIHOCTH IpeJHa3HaueHa A 00ecreueHUs
nenoctHocty U pocrynHoctu [1/[H, nmporpammubix u annapatHsix cpeacts UCIIIH Yupexne-
HUS, a TaK YK€ CPECTB 3alUThI, IPH CIy4yalHOU WM HaMEPEeHHON MOIU(UKAIINH.

Ilogcucrema peanusyercs C IOMOIIBIO OPraHU3allMM  PE3EPBHOIO  KOIUPOBAHUS
o0OpabaTbhIBaeMbIX JJaHHBIX, a TAaK e pe3epBUPOBaHUEM KItoueBbIX d5eMeHToB MCIT/IH.

4.3 MoacucreMa aHTHBMPYCHOM 3aIUTHI

[ToncucTtemMa aHTUBUPYCHOM 3allMThl TpeAHa3HaueHa JUIsl OOecredeHus aHTHUBUPYCHOU
3amuTel cepBepoB 1 APM nonb3oBareneit UCIIAn Yupexaenus.
CpencTBa aHTUBHPYCHOM 3aIIUThI IPEAHA3HAUEHBI [T pealli3aliy CIeAyOINX (yHKIUN:
- PE€3UICHTHBIN aHTUBUPYCHBIM MOHUTOPHHT
- AaHTUBUPYCHOE CKaHHPOBAHUE;
- CKpHUIT-OJIOKMPOBAHUE;
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- [IEHTPAJIU30BaHHYIO/yIAJICHHYI0 YCTAaHOBKY/JACHHCTAISAIUIO aHTHBUPYCHOTO TPOIYK-
Ta, HACTPOUKY, aJAMUHUCTPUPOBAHUE, TPOCMOTP OTYETOB M CTATHCTUYECKOW MHGPOpMa-
IIUU 110 paboTe MPOIYKTa;
- aBTOMAaTH3UPOBAHHOE OOHOBIICHNE AaHTUBUPYCHBIX 0a3;
- OTpaHWYCHHUE IMPaB IOJIb30BATENSI HA OCTAHOBKY HCIIOJTHSAEMBIX 337a4 U U3MCHCHHS -
HACTPOCK aHTHBUPYCHOTO MIPOTPAMMHOTO O0ECTICUCHHUS,
- aBTOMAaTHYECKHUH 3aITyCK cpa3y IMOCJIe 3arpy3KH ONepariOHHON CHCTEMBI.

[Toncucrema peanu3yercs MyTeM BHEIPCHHsI CIICIUATBHOTO aHTHBUPYCHOTO MPOTPAMMHOTO

obecneueHus Ha Bce daeMeHTsl MCIT/IH.

4.4 ToacucreMa MeKCETEBOro IKPAHUPOBAHHUS

[ToncucrtemMa MEKCETEBOrO SKPaHUPOBAHHUS MpeIHA3HAYeHa [UIsl peald3allly CJeIyIOIINX
byHKIMA:
- (bubTpanuy OTKPHITOTO M 3amu@poBaHHOro (3akpeiToro) IP-tpaduka mo cremyronmum
napameTpam;
- (puxcary BO BHYTPEHHUX JKypHajaX HH(pOpMauu 0 MpOXOAsIIeM OTKPBITOM U 3aKpbI-
toMm IP-Tpaduxke;
- uAeHTU(UKAIMY U ayTeHTU(UKALUIO aMHUHUCTPATOPa MEXCETEBOT0 dKpaHa IpH €ro -
JIOKaJIBHBIX 3allpocax Ha JOCTYII;
- perucTpanuu Bxoja (BbIXOJa) aAMHHHCTpATOpa MEXKCETEBOro JKpaHa B cuctemy (U3
CHCTEMBI) TN0O0 3arpy3KH U WHUIMATH3AINN CHCTEMBI M €€ TIPOTPAaMMHOTO OCTAHOBA;
- KOHTPOJIS [IEIOCTHOCTH CBOEH MpOorpaMMHON U MHGOPMAITMOHHOMN YacTu;
- GUIBTPAUK TTAKETOB CITY)KEOHBIX TPOTOKOJIOB, CIYXKAIIUX JUIsl MATHOCTUKH M YIIPaB-
JieHus paboTO CeTeBbIX yCTPOUCTB;
- (UIBTpPalMU C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOTO MHTepdeiica Kak CpeicTBO
MPOBEPKU MOJIJTMHHOCTH CETEBBIX aJPECOB;
- pETUCTpaIMHU U y4eTa 3alpaiinBacMbIX CEPBUCOB MPHUKIATHOTO YPOBHS;
- OJIOKHMpOBaHUS AOCTyNa HEUICHTU(UIIMPOBAHHOTO OOBEKTa WM CyOBEeKTa, MOAJIMH-
HOCTh KOTOPOTO NpY ayTeHTH(HKAIMKA HE TMOATBEpAMIACH, METOJAMH, YCTOHUYNBBIMU K
nepexBary;
- KOHTPOJIS 32 CETEBOW aKTUBHOCTHIO MPHIIOKEHHUI U OOHAPYKEHUS CETEBbIX aTak.
[Toncucrema peanusyercs BHEAPEHHEM TPOrPaMMHO-AIAPATHBIX KOMIUIEKCOB MEKCETEBOTO
sKkpaHupoBaHus Ha rpanuue JICB, kinaccom He Huke 4.

4.5 Iloacucrema aHaaM3a 3alIUIIEHHOCTH

[Toncucrema aHanmu3a 3alUIEHHOCTH, JOJDKHA OOECIeYrBaTh BBISABICHUS YS3BUMOCTEH,
cBsA3aHHBIX ¢ ommnOKkamu B KoH¢uryparuu 10 UCIIJIH, koTopble MOTYT OBITH HCIIOJIB30BAHbI
HapyLIUTEIEM JUIS peaIu3alii aTakKh Ha CUCTEMY.

@YHKIMOHAN TOACUCTEMBl MOXET OBITh pPEATM30BaH NPOrpaMMHBIMU U IPOrPaMMHO-
anmnapaTHbIMH CPEICTBAMHU.

4.6 Tloacucrema oGHAPYKEHUS BTOPKEHMI

[Toncucrema oOHApYKEHHUS BTOPKEHUH, JOJKHA 00ECIIeYNBATh BBISIBIICHHE CETEBBIX aTaK Ha
anemenThl UCII/IH, moakitoueHHbIE K CETSM OOIIEro MOJb30BaHUS U (MIM) MEXIYHAPOIAHOIO
oOMeHa.

@OYHKIMOHAN TOACUCTEMBl MOXXET OBITh pPEaJTU30BaH MPOrPaMMHBIMU U MPOrPaMMHO-
alnmnapaTHbIMU CPEICTBAMH.

4.7 Moacucrema KpUNTOrpaQuUeCcKOM 3a M THI

[Toacucrema kpunTorpaguyeckoil 3ammuThl NpenHasHadeHa it uckimoueHus HCI
3anumaemoit uapopmanuu B UCII/IH Yupexxaenus, npu ee nepeadd no KaHajaM CBsI3U ceTel
00111er0 MOIK30BaHMs U (MJTH) MEXKTyHApOIHOTO OOMEHA.
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[Toncucrema peanusyercss BHEAPEHHEM KpUOTOrpadUuecKux MporpaMMHO-aIlapaTHBIX
KOMILJIEKCOB.
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5 Moaw3osarenn UCHIn

B UCIIAn VYwupexaeHUss MOXKHO BBIICIUTh CIEAYIOIIME TPYNIbl I10J]1b30BaTENEH,
y4acTBYIOUIMX B 00paboTke u XxpaneHuu 11J[H:
- Anmunuctparopa UCII/Ix;
- AnmunamcTpatopa 6e3omacaoctu UCIIH;
- Oneparopa APM;
- AIMHUHUCTpaATOpa CeTH;
- TeXHUYECKOTro CHEIHaINCTa 0 00CITYKUBAaHHUIO TEpH(PEPUITHOTO 000PYAOBaAHUS;
- [Iporpammuct-pazpadotunk UCIT/IH.
JlanHple 0 rpynmax HOJb30BaTeNsIX, YPOBHE MX JOCTyNa M WH()OPMUPOBAHHOCTU IOJIKEH
ObITh OTpakeH B [1010keHNH 0 pa3rpaHUYEHUH MIPaB JOCTYIA K IEPCOHAIBHBIM JaHHbBIM.

5.1 Aamunucrparop UCTIIn

Anmunuctpatop WCII/[IH, coTpyaHuk VYupexaeHus, OTBETCTBEHHBIH 3a HACTPOMKY,
BHeapenue U conpoBoxiaeHue MCIIIH, obGecreunBaeT (QyHKUMOHUPOBAHHE IOJCHCTEMBI
ynpasnenuss jpocrynom MWCIIJlH ¥  yHOJHOMOYEH OCYIIECTBIATh MPEIAOCTaBICHHE U
pasrpaHMyYeHHe JOCTyIa KOHeUHoro nosb3oBatens (Oneparopa APM) k anemMeHTam, XpaHsALM
IIEPCOHAJIBHBIE JTAHHBIE.

Anmunuctpatop MCII/IH o61anaeT cienyromuM YpOBHEM JIOCTYTIa U 3HAHUM:

- o0amaer moaHON MH(pOpPMAIMel 0 CHCTEMHOM U TPUKIATHOM IPOTrpaMMHOM olecrie-
yennu UCIIH;

- o0amaet moHON MHQpOPMAIMel 0 TeXHUYEeCKHX cpencTBax U koHpurypauuu UCIT/IH;
UMeeT JOCTYIl KO BCEM TEXHHYECKMM CpelcTBaM 0O0paOoTKM MH(OpManuu U JaHHBIM
NCTIH;

- o0naiaeT npaBaMyu KOH(GUTYpUPOBAHUS U aIMUHUCTPATUBHON HACTPONKU TEXHUUECKUX
cpencts UCII/H.

5.2 Axmunucrparop 6e3onacuocru UCI/In

Anmunuctpatop Oe3omacHoctd MCII[IH, coTpynHUK YupekaeHus, OTBETCTBEHHBIH 3a
¢yuxnuonupoanue C3IIJIH, Bxirodas o0O0cCiIyXMBaHHE€ M HACTPOMKY aJMHUHUCTPATUBHOM,
CEPBEPHON U KIIMEHTCKON KOMIIOHEHT.

Anmvunnctparop 6e3onacHoctu UCIIJIH o6nanaer ciaeayomuM ypoBHEM JTOCTyTa U 3HAHUMN:

- o0nanaer mpaBamu Anmunuctparopa MCII/IH;

- obmanaer nosHou nHpopmarment 06 MCIx;

- MMEeT JOCTYIl K CPeJICTBaM 3alUThl MH(OpMAIMK U MPOTOKOJIMPOBAHUS U K 4YacTU
kiroueBbIx dneMenToB UCIIIH;

- HE MMeEeT IpaB J0CTyNa K KOHPUTYPUPOBAHHIO TEXHUUYECKUX CPEJCTB CETH 3a UCKIIIO-
YEHHEM KOHTPOJBHBIX (MHCIEKIIMOHHBIX ).

Anmunuctpatop 6e3onacHoctd MCIT/IH ynomHOMOYeH:

- peamu30BBIBaTh MOJMUTHUKY Oe3omacHocTH B yacTu Hactpouiku CK3U, mexcereBbIx
HKPAHOB M CHUCTEM OOHApyKEHHUs aTaK, B COOTBETCTBHM C KOTOPBIMH IOJIb30BATEINb
(Oneparop APM) nomydaet BO3MOKHOCTh paboTats ¢ anemernTamu UCII/IH;

- OCYLIECTBJIATH ayIUT CPEJCTB 3aLUTHI;

- YCTaHABIIMBATh JOBEPUTEIIbHBIE OTHOIIEHUSI CBOCH 3alIMIIIEHHON CETH C CETSIMH JIPYTUX
Opranu3zanui.

5.3 Oneparop APM

Omneparop APM, cotpyaHuk YupexaeHus, ocymecTBistonmii oopadorky I1/[n. O6paboTka
I1/Tn Brirodaer: BO3MOXHOCTH mnpocmortpa II/IH, pyunoit BBox II/IlH B cucremy WCII/IH,
¢dopmMHpoBaHUE CIIPaBOK M OT4eTOB Mo MH(opmaruu, noiaydennoi uz UCIIIn. Oneparop He
UMEET MOJTHOMOYUHN AJIs yrpaBieHus nojcucreMaMu o0padoTku aanubix u C3I1/1H.
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Omnepatop UCIT/IH o6namaer caeayommuM YPOBHEM AOCTYIIA U 3HAHHM:
- o0namaer BceMU HEOOXOOUMBIMH aTpuOyTamMH (Hampumep, MmaposieM), 00ecrneunBaro-
IIUMH JIOCTYT K HEKOTOpOMY moaMHoxecTBy [1/1H;
- pacrnonaraeT KOH(UACHINAIBHBIMU TaHHBIMHU, K KOTOPBIM HMEET JTOCTYII.

5.4 Axmunucrparop ceru

AIMUHUCTPATOpP CETH, COTPYAHHK YUpEXKICHHUS, OTBETCTBCHHBIN 3a (DYHKIIMOHHPOBAHUE
TesleKkoMMyHUKanoHHo noacuctembl UCIT[IH. AAMUHUCTPATOp CETH HE MMEET MOJTHOMOYMIA
JUISL yTIPaBJICHUS MOICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJIMUHHCTPATOP CETH 00JIaIaeT CICIYIONMM YPOBHEM JIOCTYyTIA ¥ 3HAHUM:

- o0aaeT 9acThio MHGOPMAIIUU O CUCTEMHOM U MPUKIIATHOM IIPOTPaMMHOM obecriede-
auu UCIIdH;

- 00aaer yacTeio MHPOPMALIMU O TEXHHUECKUX cpeacTBax u KoHpurypamun MCI1/1H;
uMeeT PU3MYECKHI JOCTYI K TEXHUYECKUM Cpe/IcCTBaM 00paboTKH MH(OpMAIuu U Cpe-
CTBaM 3aIlUTHI;

- 3HaeT, 10 MEHBIIIeH Mepe, OHO JIETAIbHOE HUMsI IOCTYIIA.

5.5 Texnuveckuii cieMaIMCT N0 00CTYKUBAHUIO IepUdepHiTHOro 060pyI0BaAHMS

TexHUYeCKUH CHeUaIuCT MO OOCTYXKMBAHUIO, COTPYIHUK YUPEKICHUS, OCYIIECTBISCT
oOcinyxuBaHue M HacTpoiiky mnepudepuitnoro obopyaoanus WCII[In. Texuuueckuit
CIICLUATIUCT MO OOCTy)XMBaHUIO HEe uMeeT noctyna k [I/IH, He uMeer momHOMOUYMNA HJIst
yHOpaBleHUs MOJCUCTEMaMH 00paOOTKH JaHHBIX M 0€30IaCHOCTH.

TexHUUeCKU# CIeNMaIiCT MO OOCTY)KUBAHHIO O00JagaeT CIEAYIONIMM YPOBHEM JIOCTYIa H
3HAHUU:

- 005a1aeT 4acThi0 HH(POPMAIMK O CUCTEMHOM U MPHUKIATHOM ITPOTPaMMHOM o0ecriede-
Huu UCIIH;

- 00amaer yacTeio HHPOPMALIMU O TEXHHUECKUX cpeacTBax u KoHpurypamun MCI1/1H;
3HAET, 110 MEHBIIIEN Mepe, OJTHO JIETATIbHOE UMSI 10CTYIIA.

5.6 Mporpammucr-paspadoruux UCIIIn

[TporpaMMHUCTBI-pa3pabOTUMKU (IOCTABIIUKH) MPUKIAJHOTO MPOrPaMMHOTO OOecreueHus,
oOecreunBaroIIMe €ro CONpPOBOXKICHHE Ha 3amuinaeMoM oObekTe. K naHHOM rpymme moryT
OTHOCHUTBCS KaK COTPYIHUKH Y UPEXKICHHUs, TaK U COTPYJHUKN CTOPOHHUX OpPraHU3aLui.

DU3NYECKOE JIUIIO 3TOM KaTErOpUH:
- obmnagaer uHdopmMarmer 00 anropuT™Max M mporpammax oopabOTkM MHPOpPMaLUU Ha
NCTIH;
- 0051a/1aeT BO3MOXHOCTSIMU BHECEHHsI OLIMOOK, HEJEKJIApUPOBAHHBIX BO3MOXKHOCTEH,
IPOrPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MpOrpaMM B nporpammHoe obecredenue MC-
IT/H Ha cTanuu ee pa3pabOTKH, BHEPEHUS U CONIPOBOXKICHHUS;
- MOXeT pacrojiaraTb J00bIMU (pparmeHTamMu uUHGpopManuu o tomnojoruun WCIIx u
TEXHUYECKUX cpesicTBax o0paboTku u 3amuThl 1111, oOpabaTsiBaembix B UCII/IH.
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6 TpeGoBanus x nepconany o odecneuennio 3amuthi IIH

Bce corpynnuku Yupexnenus, sipistomuecs mnonb3zoBarensiMu WCIIJIH, DOMKHBI 4eTKO
3HaTh M CTPOTO BBINOJHATh YCTAHOBJICHHBbIE IpaBWa M OOSM3aHHOCTH IO JIOCTYNy K
3alUIIAeMBIM 00BEKTaM B COOTIOICHUIO PUHSATOTO pekuMa Oezonacnoctu 11]1H.

IIpy BCcTymieHMH B JOJDKHOCTH HOBOIO COTPYIHUKA HENOCPEACTBCHHBIM HadalbHUK
HOJpa3/iesieHusi, B KOTOpPOE OH TIOCTymaer, oOs3aH OpraHu30BaTh €ro O3HAKOMIIGHHE C
JOJDKHOCTHOM ~ MHCTPYKLMEH W HEOOXOOMMBIMM  JOKYMEHTaMH, pPEerJIaMeHTUPYIOLIMMU
TpeboBanuss mo 3ammre II/[H, a Takke oOydeHHe HaBBIKaM BBIIIOJIHEHUS MPOLEAYD,
HEOOXOUMBIX JIJIsl CAHKIIMOHUPOBaHHOTO ucnoib3oBanus UCII/Ix.

CoTpyIHUK IOJDKEH OBITh O3HAKOMJIEH CO CBEACHUSAMHU HacTosmeil [lonuTHKM, MPUHATHIX
npouenyp padotsl ¢ anementamu MCIT/In u C3I1/H.

CoTpynHUKH YUpexJeHUs, HCIOJB3YIONIMEe TEXHHUUYECKHUE CpEACTBA ayTeHTH(]UKanuy,
JOJDKHBI  00ECTIeYMBaTh COXPAHHOCTh HACHTH(PHUKATOPOB (RJIEKTPOHHBIX KJIIOYEH) U He
nonyckate HCJ[ x HuUM, a Tak k€ BO3MOXHOCTb UX YTEpU WIHM HCIOJb30BAHUS TPETHBUMHU
munamu.  [lonb3oBarenu  HeECyT  MEpPCOHAIBHYIO  OTBETCTBEHHOCTh 3@  COXPAaHHOCTh
UIEHTU(PHUKATOPOB.

CoTtpyaHuku YupexKIeHHs! TOJIKHBI CI€I0BaTh YCTAaHOBJIECHHBIM IPOLEAYypaM MOAIEpKaHus
pexxuma OezonacHoctu [1/lH npu BbIOOpe M MCHOIB30BAHUU NapoJiell (ecau He MCIOJIb3YHTCS
TEXHUYECKHE CPEACTBA ayTeHTU(DUKALINN).

CoTpyiHUKH YUpexJeHHUs AOJDKHBI 0OecleurBaTh HaJIeKALIYI0 3aIlUTy OO0OpYJOBaHUS,
OCTaBJIsIeMOro 0e3 MPUCMOTpPa, OCOOCHHO B TeX CIyd4asX, KOTJa B IMOMEIIEHHE MMEIOT JOCTYII
IIOCTOpPOHHUE JHLa. Bce monbp3oBarenu AOKHBI 3HaTh TpeOoBaHuUs 1o Oe3onacHoct [11H u
IPOIIETyPHI 3AIIUTHl 000PYIOBaHHSA, OCTABICHHOTO 0€3 MPHCMOTpPa, a TAKKE CBOM 00sS3aHHOCTH
110 00ECIIeYeHHIO TaKOH 3alUThI.

CoTpyaHukaM 3ampeliaercs yCTaHaBIMBaThb IIOCTOPOHHEE IIPOrpaMMHOE oOecredeHue,
HOJKJII0YaTh JTMYHbIE MOOMJIbHBIE YCTPOUCTBA U HOCUTEIH MH(GOPMAIMU, a TaK K€ 3alHChIBaTh
Ha HUX 3alUIIaeMyI0 HHHOPMAIIHIO.

CoTpynHUKaM 3ampeliaercss pasriamarh 3allyiiaeMyr0 MHPOpPMAaLUIo, KOTopas cTajga UM
U3BECTHA IIpH paboTe ¢ MH(YOPMALIMOHHBIMU CUCTEMAaMHU Y UPEXKACHUSI, TPETHUM JIUIIAM.

[Tpu pa6ore ¢ [1[1n B UCII/IH coTpynHuKN YupexaeHus o0s3aHbl 00€CeUnTh OTCYTCTBHE
BO3MOXXHOCTH npocMmoTpa [1/1H TpeTbumu munamu ¢ MOHUTOpoB APM ninu tepMuHaios.

[Tpu 3aBepmienuu padotsl ¢ UCII[IH coTpyaHuku o0s3aHbl 3aMTUTs APM M TepMHUHaIbI
C TOMOIIBIO OJOKMPOBKM KJIIOYOM HJIM 3KBUBAJIEHTHOI'O CpEACTBA KOHTPOJS, HaIlpUMep,
JIOCTYIIOM 10 MApOJII0, €CIIU HE UCTIONb3YIOTCS 00Jiee CUIIbHBIE CPEJICTBA 3ALUTHI.

CotpyaHuku Y4pexaeHus AO0JKHBI ObITh NMPOUH(DOPMHUPOBAHBI 00 yrpo3ax HapylIEHUs
pexxuma Oe3omacHocTd IIJ[H M OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JOJKHBI OBITh
O3HAKOMJIEHbI C YTBEP)KICHHOW (QOpMaJIbHON NpOLEAYpOd HaOKEHUS UCHUIUIMHAPHBIX
B3bICKaHMI Ha COTPYIHUKOB, KOTOpbIe HapyIuian [TonuTuky nHpopMaoHHO# 6€301MacHOCTH U
nporenypsl 6ezonacuoctu [11H.

CoTpyaHuku 00s3aHbl 0e€3 TpoMemsieHuss coolmarh 000 BceX HaOMIJaeMbIX WU
MoA03pUTeNbHBIX ciydasx padotel UCIIIH, Morynux moBjeds 3a co00H yrpo3sl 0€30MacHOCTH
IIIn, a Takke O BBIABICHHBIX HMH COOBITHSX, 3aTparuBaromux Oe3omacHocts [I/IH,
PYKOBOJICTBY MOJpa3AeiIeHHs U JIMIlY, OTBEUYAIOIIEMY 3a HEMEJICHHOE PearupoBaHue Ha yTPO3bl
oe3onacHocTH [1]1H.
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7 NonxuocTHbIe 00s13aHHOCTH osIb30BaTeeii UCII/In

JomxHocTHBIC 00s13aHHOCTH Tob30BaTeneil UCIT/[H onucansl B CeAyONNX JOKYMEHTaX:
- Uucrpykuus aqgmunuctparopa UCIIH;
- Uuctpykums agmunuctparopa 6e3onacaoctu UCIH;
- Uucrpykuus nons3zosatens UCI/IH.
OtBerctBeHHOCTH cOoTpyAHUKOB UCII/IH Yupexaenus.

B cootBerctBuU co cT. 24 DenepanbHoro 3akoHa Poccutickoit @eneparuu ot 27 urons 2006
r. No 152-03 «O nepcoHanbHbIX JaHHBIX)» JIMIA, BAHOBHBIE B HAPYLICHUN TPEOOBAaHUI JaHHOTO
@denepallbHOTO  3aKOHA,  HECYT  TIPAKIAHCKYI0,  YIOJOBHYI,  aJMUHHUCTPAaTUBHYIO,
JUCLUIUIMHAPHYI0O M MHYIO NPEIyCMOTPEHHYIO 3aKoHoAaTenbcTBoM Poccuiickoin denepaumun
OTBETCTBEHHOCTb.

JeiicTByromee 3akoHOAATeNbCTBO P®  mo3BosisieT MpeabsBIATH  TpeOOBaHUSA IO
obecrieyeHnto 0Oe3zomacHO paboOTHl € 3amMIaeMorl HHQpOpManuell u mpeaycMaTpuBaeT
OTBETCTBEHHOCTb 3a HapyILIEHUE YCTAHOBJICHHBIX IpaBWi JKCIulyatauuu OBM u cucrewm,
HENPaBOMEPHBIM JOCTYyN K HH(OpMalMM, €Clau 3TU JEHCTBUS IPHUBEIN K YHHUYTOXKEHHUIO,
0JIOKMPOBAHMIO, MOAU(PHUKAIIMN HHPOPMAIIH UK HapylIeHuto pabotel DBM wunu cereit (cratbu
272,273 u 274 YK PO).

Anmunuctparop UCIIAn u agmunuctpatop 6e3omacnoctu UCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JICWCTBHUSA, COBEPIICHHbIE OT MMEHU MX YUYETHBIX 3alMCEed WIM CUCTEMHBIX YUETHBIX
3aIucei, eciiu He J0Ka3aH (akT HECAaHKIIMOHUPOBAHHOTO UCIIOJIb30BAHMSI YUETHBIX 3aIIUCEH.

[Ipu HapymeHusx coTpyaHukamu YupexzaeHus — nosb3oBareneit WCII/In npasuin,
CBsi3aHHBIX ¢ Oe3omacHocThio IIJIH, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBIJICHHYIO
JIEHCTBYIOIIMM 3aKoHOAarenbcTBOM Pocculickoit denepanuu.

[IpuBenenHble Bblle TpeOOBaHHWS HOPMATHUBHBIX JIOKYMEHTOB IO 3alMTe HH(OpMaLUH
JIOJDKHBI OBITH OTpakeHbI B [l0NOXKEHUSAX O MOJpa3aeNeHus X Y UpexkIeHHsI, OCYIIECTBISIOIINX
o6pabotky I/ B UCII/IH 1 AOIKHOCTHBIX HHCTPYKIMAX COTPYIHUKOB YupexeHuu.

Heobxonumo BHectu B IlonokeHust o monpasfeneHusix YUpeKIeHHs, OCYLIECTBIISIOMNX
obpabotky I1JIn B UCIT/IH cBeneHust 00 OTBETCTBEHHOCTH MX PYKOBOJHUTENEH M COTPYAHUKOB
3a pasrjalieHue U HECAaHKLUHOHUPOBAaHHYIO MoauduKanuioo (MCcKaxeHue, (aabcuuKaliuio)
IT/{H, a Takke 3a HENPAaBOMEPHOE BMELIATEIBCTBO B IPOLECCHI HUX ABTOMAaTHU3UPOBAHHOMN
00paboTKH.
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8 CnucoK HCIo0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMAaTHBHO-IIPABOBBIMH M METOJUYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6a3upyercs Hacrosuee [lonoxeHue ABIAIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Jajee —
@3 «O nepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIOIIMI OCHOBHBIC IIPUHLMIBI U YCIOBHUS 00Opa-
6otku I1/]H, mpaBa, 00I3aHHOCTH U OTBETCTBEHHOCTh YUYAaCTHUKOB OTHOILICHH, CBA3aHHBIX C 00-
pabotkoii [1]IH.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoit deneparyu ot 1Hos0ps 2012 1. Ne 1119 «O6
YTBEP)KICHUM TPEOOBaHUN K 3alllUTE MEPCOHAIBHBIX JaHHBIX IPU UX 00paboTke B MH(pOpMaIu-
OHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX).

3 «llonoxenne 06 0cCOOEHHOCTX 00PaOOTKHU MEPCOHABHBIX JAHHBIX, OCYIIECTBIIEMON 0e3
UCIIOJIB30BaHUs CPEACTB aBTOMAaTU3aluny, yTBepKIeHHoe [locranosienuem [IpaBurenscra PO
o1 15.09.2008 r. Ne 687.

4 «TpeboBaHUs K MaTepUaAIbHBIM HOCHUTENSIM OMOMETPUYECKUX MEPCOHAIBHBIX IAAHHBIX U
TEXHOJIOTUSIM XPaHEHHsI TaKUX JaHHBIX BHE MH()OPMAIIMOHHBIX CHUCTEM NEPCOHAIBHBIX JaH-
HbIX», yTBepkaeHHbIe [locranoBnenueM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeToAMUECKHE JOKYMEHTHl deepanbHON CilyKObl 10 TEXHUYECKOMY M JKC-
neptHoMy KoHTpodito Poccuiickoit @enepaunu (nanee - ®CTIK Poccun) no obecrneuenuto 6e3-
omacHoctH [1/]x mpu ux obpadorke B UCTI/IH:

6 Pexomenanuu o odecrneyeHno 6€30MacHOCTH EPCOHANBHBIX JaHHBIX IPU UX 00padoTkKe
B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAJIBHBIX JaHHBIX, YTB. 3aM. nupekropa @CTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHUS IO OPTaHU3ALKUU U TEXHUYECKOMY OOecreueHHIo 0e30MacHOCTH
[EPCOHAIbHBIX JAAHHBIX, 00pabaThIBaeMbIX B HH(OPMAILIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX TaH-
HBIX, YTB. 3aM. aupekropa @PCTIK Poccum 15.02.08 r. (ACII)

8 bazoBast Mozenb yrpo3 0€30MacHOCTH NMEPCOHATBHBIX JaHHBIX HpPU MX 00paboTKe B HMH-
(OpMaIMOHHBIX CUCTEMAaX MEPCOHANBHBIX AaHHBIX, YTB. 3aMm. aupekropa PCTIK Poccum
15.02.08 r.

9 Meronuka ornpeesaeHus akTyalbHbIX YyTPo3 0€30MacCHOCTH MEPCOHATBHBIX JaHHBIX MPU UX
00paboTke B HMH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX IaHHBIX, YTB. 3aM. TUPEKTOpa
OCTIK Poccum 15.02.08 r.
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Hpunoxenne 1

Ne [Tnan - nepeyeHb TEXHUUECKUX MEpONpUATHii o obecnieuennn 6e3onacHoctr UCIT K3 K2 K1
I B noacucreMe ynpaBiIeHHs] TOCTYIIOM:
PeanuzoBath uaeHTU(PUKAUIO U TIPOBEPKY MOAITUHHOCTH CYOBEKTOB JIOCTyIA MpU
1 Bxoji¢ B oneparmonnyto cuctemy MCII/{x mo maposro ycioBHO-IIOCTOSSHHOTO JIei- + + +
CTBUS, IJTUHOW HE MEHee IeCTH OYKBEHHO-IU(POBBIX CHMBOJIOB;
PeanuzoBath uneHTHHUKALMIO TEPMUHATIOB, TEXHUUECKUX cpeAcTB 00padoTku I1/1H,
2 y3n0B UCII/IH, KoMIIbIOTEpPOB, KaHATIOB CBs3H, BHEIHUX ycTpoicTB UCIIIH mo ux - + +
JIOTUYECKUM HUMEHaM (azpecam, HoMepam);
3 PG?JII/IBOBaTE) UJCHTU(DHUKAINIO TIPOTpaMM, TOMOB, KaTajioroB, (haiyioB, 3amucei, mo- i n n
JIeH 3a1mceu o MMEHaM;
4 Peann3oBath KOHTPOJIB 1OCTyINA CYOBEKTOB K 3alIUIIIAEMbIM peCypcaM B COOTBET- i N N
CTBUM C MaTpUIIEH AOCTYIIA;
npu Hanmmuuu noakmouerus UCIIIH k ceTsim oO1iero noiab3oBaHus A0kHO puMe- | He Hike 5-ro | He Hike 4-ro | He Hioke 3-ro
5 HATBHCS MEKCETEBOE DKPAHUPOBAHUE. YPOBHS 3alllM- | ypOBHSA 3allli- | YPOBHS 3allU-
LIEHHOCTHU HIEHHOCTH HIEHHOCTH
st oGecnieuenust 6e3onacHoro MexcereBoro B3aumoaeiicTeus B UCIQu ans pas- He mmxe 5-ro He amxe 4-ro He amxe 3-ro
6 HBIX KJIACCOB HEOOXOUMO HCIOIB30BaTh MO YPOBHs YPOBHS YPOBHS
3al[MIIEHHOCTH | 3AIMIIIEHHOCTH | 3alUIIEHHOCTH
I CpeacTBo 3aluThl OT MPOrpaMMHO MaTeMaTudeckux BosaeicTeuii (IIMB):
Peanu3oBath uaeHTH(PUKAINIO U Ay TCHTU(PUKAIUIO CYOBEKTOB JTOCTYIIA MTPU BXOJIC B
CPEZICTBO 3alllUTHI OT MPOTPaMMHO MaTeMaTuyeckux Bosaencteuil (IIMB) u nepen
1 BBITIOJTHEHHEM MIMH JIFOOBIX OTepaIiyii 1o yrpaBieHU0 PYHKITUSIMU CPEACTBA 3all1- . n n

To1 0T [IMB 1o nmaposto (ni1m ¢ UCIoIb30BaHUEM MHOTO MEXaHU3Ma ayTeHTH(HKa-
I[UH) YCIOBHO-TIOCTOSIHHOTO JIEUCTBHUSA JUIMHOM HE MeHee 1eCTH OyKBEHHO-
1 (POBBIX CHMBOJIOB;
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OcCymecTBISITh KOHTPOJIb JIFOOBIX JCHCTBHIA CyOBEKTOB JOCTYIIA IO YIIPABICHUIO
GYHKIUAMU cpeacTBa 3auThl oT [IMB ToJIBKO MOCIIe TPOBECHUS €0 YCIESITHON
ayTeHTU(DUKAINH,

[TpemycMoTpeTh MexaHU3Mbl OJIOKMPOBAHUS JIOCTyIA K cpeacTBam 3amuThsl oT [IMB
MIPU BBIMOJHEHNUN YCTaHABIMBAEMOI'0 YUCIIA HEYJaUHBIX MOMBITOK BBOJIA MAPOJIS;

HeobxomuMo nmpoBouTh uaAeHTU(DUKALNIO (DAiiIoB, KATaIOrOB, MPOTPAMMHBIX MO-
JlyJieH, BHEIIHUX YCTPOMCTB, HCIIOJIb3YEMbIX CPeACTB 3amuThl oT [IMB;

111

B noacucreme perucTpaiu 1 y4dcra:

Ocy1iecTBIATh PErucTpalnio BXoaa (BeIxoa) Cy0ObeKkTa J0CTyna B CucTeMy (U3 cu-
CTEMBI), TNOO PEruCTPALUIO 3arPy3KH U HHUIMATU3AINN ONIEPAIHOHHON CHCTEMBI U
€€ MPOrpaMMHOI0 OCTaHOBA. Perncrpanus BbIXo[a U3 CUCTEMBI 1M OCTaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro otkiatouenust MCIIIH. B napamerpax peru-
CTpallM yKa3bIBalOTCA JaTa U BpeMs BXoJa (BbIX0J1a) CyObeKTa JOCTyIa B CUCTEMY
(U3 cUCTEMBI) WM 3arpy3KU (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yUeT BCceX 3alllMIaeMbIX HOCUTENEeH HHPOPMALIMU C TOMOILBIO X JII000H
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHa (YUETHYIO KapTOUKY);

[TpoBOIUTH perucTpanmio BXo1a/BeIxoja CyObEKTOB JOCTYIIA B CPEJICTBO 3ALIUTHI OT
IIMB, perucrtpanuto 3arpy3ku 1 HHAIHAJINA3AUU 3TOr0 CPEACTBA U €€ POrPaMMHO-
ro ocTaHoBa. B mapaMeTpax peructpaiuy yKka3blBaeTcsl BpeMs U JjaTa BX0/1a/BbIX0/1a
cyOBeKTa 10CcTyma B cpelicTBO 3amuThl oT IIMB unun 3arpy3ku/octaHoBa 3Toro cpe-
CTBa, a TaKXKe MUJIEHTU(PUKATOP CyObEKTa JOCTyIa, MHUIIMMPOBABIIETO JaHHBIE AEH-
CTBUS,

[TpoBoauTH peructparuio coObITUil MpoBepku 1 oOoHapyxenus [IIMB. B napamerpax
pErucTpaluy yKa3bIBalOTCSA BpeMsl U laTa poBepkH uiu ooHapyxenus [IMB, nnen-
TUUKATOP CyOBEKTa JOCTYIA, UHUIIMMPOBABIIETO JaHHbIE JIeHCTBUS, XapaKTep BbI-
MOJIHSAEMBIX ACUCTBUI MO MPOBEPKE, TUI OOHAPYKEHHOI BPEJOHOCHON MPOrpaMMBbl
(BII), pe3ynbTat neiicTBuil cpecTBa 3amuThl o 610kuposanuio [IMB;

[TpoBOANTH pErucTpanmio COOBITUH O BHEAPEHUIO B CPeICTBO 3amuThl oT [IMB na-
KETOB OOHOBJICHHH. B mapameTpax peructparii yKa3bplBalOTCs BpeMs U 1aTa 0OHOB-
JICHUS, UASHTH(PHUKATOP CYOBhEKTa TOCTyIa, MHUIIMUPOBABIIIETO JAHHOE IEHCTBUE
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BCpPCHUA U KOHTPOJIbHAA CyMMa IaKEeTa 06HOBJICHI/ISI;

[TpoBoaUTH perucTpanuio coObITUH 3amycKa/3aBepileHus padboTbl MOIYJIEH CpelCcTBa
3ammtsl oT [IMB. B mapamerpax perucrpanuy yKasplBarOTCs BpEMs U 1aTa 3aIyc-
Ka/3aBepuieHus padboThl, HICHTU(PUKATOP MOIYJISA, HASHTU(DHUKATOP CYOBhEKTa JOCTY-
1a, MHUIIMAPOBABIIETO JAHHOE JICHCTBUE, Pe3YJIbTAT 3ayCKa/3aBepIIeHuUs] paboThl;

JIOJKHA MPOBOAMTHCS PErUCTpalius COOBITHI yIpaBlieHUs CyObEKTOM J0CTyIa
¢yHkusamu cpeactsa 3amutel oT [IIMB. B mapamerpax perucrpanuu ykasblBaroTcs
BpeMs U JlaTa COOBITUS YIIpaBJIeHUs KaKA0H (QyHKIUEH, HASHTU(PHUKATOP U CIIEeLU-
dukanys GyHKIMH, HASHTHPHUKATOP CyOBEKTa JOCTYIa, MHUIIMAPOBABIIETO JAHHOE
JIEICTBHE, PE3YJIbTAT NCHUCTBUS;

[TpoBOaUTH perucTpanyio coObITUI MONBITOK JOCTYIIA MPOrPAMMHBIX CPEJICTB K MO-
IyJIaM cpeacTsa 3amuTsl oT [IMB ninm cienmansabiM J10ByIKam. B nmapamerpax pe-
THCTPALMU YKa3bIBAIOTCS BpEMsl U JaTa MONBITKU AOCTyIa, HACHTUDUKATOP MOTYJIS,
uAeHTU(PUKATOP U crienuduKanus Moays cpeactsa 3auuTsl oT [IMB (cnenuanbHoi
JIOBYILIKM), pE3YyJIbTAaT NOMBITKH JOCTYIIA,;

[TpoBoaMTH perucTpanmio coObITUI OTKaTa AJisi cpeacTa 3amuThl oT [IMB. B napa-
MeTpax PerucTpaliy YKa3bIBalOTCs BpeMsl U JaTa COOBITHS OTKaTa, ClelupUKaIUsI
JeicTBUI OTKaTa, UIeHTU(PUKATOp CyOBEKTa JOCTYIa, MHUIIMMPOBABLIETO JAHHOE
JICHCTBHE, PE3YJIbTAT IECUCTBUS;

10

OO6ecnieunTh 3alUTY JIaHHBIX PETUCTPALIMU OT UX YHUUTOKEHUS WIH MOAU(DUKAIIUN
HapyLIUTEIEM;

11

Peanmm3oBaTth MEXaHU3MBI COXPAaHCHUSA JAaHHBIX PETUCTPALUA B ClIyda€ COKpallCHUSA
OTBCIACHHBIX IO HUX PECYPCOB;

12

Peanu3oBaTh MEXaHU3MBI IPOCMOTPA U aHAIM3a JAHHBIX PETHCTPALUU U UX (PUITh-
TpaLUy 110 33laHHOMY Hab0Opy MapaMeTpoB;
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13

ITpoBOAMTH aBTOMATUUECKUN HENPEPBIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (coznanue, penaktupoBaHue, 3alUCh, KOMITH-
TS 00BEKTOB, KOTOPhIE MOTYT coaepxaTh BIT).

14

PeanuzoBarh MexaHM3M aBTOMAaTUYECKOTO aHAIN3a JAHHBIX PETUCTPALIUU 1O 11abo-
HaM TUIOBBIX nposiBaeHui [IMB ¢ aBTomMatnueckum ux OJOKUPOBAHUEM U YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

ITpoBOAMTH HECKOIBKO BUJIOB YUeTa (AyOJIMPYIOIIKX) C pETUCTpaLiel Bblauu (IpU-
eMa) HocuTenel naopmanuu;

16

Ocy1ecTBISITh pErucTpalmio BXoa (BbIX0oa) CyOBbEKTOB 10CTyIIAa B CUCTEMY (U3 CH-
CTEMBI), INOO perucTpanus 3arpy3ku 1 HHUIHAIU3ALUU ONEPAlUOHHON CHCTEMBI.

17

OcCy1IecTBISTh PETUCTPALIMIO BbIJaUM IT€YaTHBIX (rpauyecKux) JOKYMEHTOB Ha
«TBEpAYI0» Konuio. B mapameTrpax perucrpanuu ykasplBaroTcs (JaTa U BpeMs BblJa-
4y (0OpalieHus K NoACUCTEME BbIBOJA), Crielu(UKaIUs yCTPOWCTBA BbIAAYN — JIOTU-
4yeckoe uMs (HOMEp) BHEIIIHETO YCTPOMCTBA, KPAaTKOE CoJiep:kaHne (HAaMMEHOBaHUE,
BU, MHU(}pP, KOA) U yPOBEHb KOHPHUACHIIUAIBHOCTH TIOKYMEHTA, UIEHTHU(PHUKATOP
cyOBeKTa JOCTYIIa, 3aIPOCUBLIETO JIOKYMEHT;

18

OcCymIeCTBIISITH PETUCTPAIUIO 3aITyCKa (3aBEPIIICHUS) IPOTPaMM H MPOIECCOB (3a11a-
HUH, 3a71a4), IpeHa3HAYCHHBIX JJIs1 00pabOTKH 3amuinaemMsix (aitnos. B mapamer-
pax perucTpaluy yKasblBaloTCs JaTa U Bpems 3ammycka, uMs (UeHTUu(duKaTop) npo-
rpamMMmsl (TIporecca, 3a1aHus ), HACHTU(PUKATOP CyOBEeKTa JOCTYIIa, 3alPOCUBIIETO
nporpaMmmy (IIpoLecc, 3aJaHNe), pe3ysbTar 3arycka (yCHelIHbIi, HeyCleIHbI — He-
CaHKIIMOHHPOBAHHBII),

19

OCyIECTBIIATh PETUCTPAIIHIO MOIBITOK JJOCTYIIA MPOTPAMMHBIX CPEJICTB (TIporpamm,
MIPOILIECCOB, 3aJ1a4, 3aJJaHui) K 3amuiaecMbiM (aiinam. B mapamerpax perucrparuu
yKa3bIBalOTCA J]aTa U BpeMs MOIBITKH JI0CTYyIIA K 3aluiaeMomy (ailiy ¢ yKkazaHueMm
ee pesynbTara (yCIelrHasi, HeyCrenHas — HeCAaHKIIMOHUPOBaHHAs ), UACHTU(PUKATOP
cyOBeKTa 1ocTyna, cnenuduKaius 3anunaemMoro daina;
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20

OcCyHIeCTBIISITh PETUCTPAIIUIO MTOMBITOK JIOCTYTa MPOTPAMMHBIX CPEJICTB K CIIETYI0-
UM JTOTIOJTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JIOCTyIA: TEPMUHATIAM, KOMIIBIOTE-
pam, y3nam cetu UCII/H, nuausm (kaHajgam) CBsI3U, BHEIIIHUM YCTPOMCTBAM KOM-
NBIOTEPOB, IPOrpaMMaM, TOMaM, KaTajioraM, ¢aiiam, 3anucsaM, Nojsm 3anuceil. B
napameTpax perucTpaluu yKa3plBaloTCA J1aTa U BPEMs MOMBITKU JOCTYIA K 3alllUIa-
eMoMy OOBEKTY C yKa3aHUEM ee pe3yJibTara (yCHellHas, HeyClienIHasi — HECaHKIUO-
HUPOBAHHAas ), HICHTU(PUKATOP CYOBEKTA TOCTYIIA, CIeU(PHUKAIHS 3aIUIAeMOTO
00beKTa — JJOTHYECKOe UMs (HOMED);

21

[TpoBoAMTH y4eT BCeX 3aIIUIIACMbIX HOCUTENICH NHPOPMAITUH C IIOMOIIBIO0 UX Map-
KMPOBKH U C 3aHECEHHEM YUETHBIX JAHHBIX B KYpHaJI (YUYETHYIO KAPTOUKY);

22

OcymiecTBIsSITh OUYUCTKY (0OHYJIEHHE, 00e3TNYMBaHKE) OCBOOOKTAEMBIX 00JIacTei
OTepaTUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX HaKomuresae. O4ucTka ocymecTB-
JSIeTCsL OJHOKPATHOM MPOU3BOJIBHOM 3aIUCHI0 B OCBOOOKIAEMYIO 00J1aCTh aMSITH,
paHee MCI0JIb30BaHHYIO U1l XPaHEHUS 3allUIIaeMbIX TaHHBIX ((aiiioB, nHPopMa-
LK)}

1%

B noacucreme obecrnieyeHus HECJIOCTHOCTH !

ObecneunTh 1ETO0CTHOCTh MPOrPAaMMHBIX CpeACTB 3auuThl B coctaBe C3I1/1H, a Tak-
’K€ HEM3MEHHOCTh IPOrPaMMHOM cpenbl. IIpr 3TOM 1ENOCTHOCTE CPENCTB 3aLIUThI
IpoBepseTCs MPH 3arpy3Ke CUCTEMbI 110 HATMYHIO UMEH (MAEHTU(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, nenocTHOCTh MPOrpaMMHOM Cpelibl 00ecreunBaeTCs OTCYTCTBUEM B
NCIIJIH cpencTB pa3paboTKU M OTJIAAKH IPOrpamm;

OcymectBnsth pusndeckyro oxpany UCIIJIH (ycTpoiicTB 1 HOocuTenel nHpopma-
1IMK), IpeycMaTpuBaroas KoHTpoub Joctyna B nomemenus MCIIJIH nocropoHHNX
JIUL, HAIMYNE HAJEKHBIX IPEMATCTBUAN JUIsI HECAHKIIMOHUPOBAHHOTO MPOHUKHOBE-
Hus B nomenienus MCITJH u xpanunuiie HocuTened nHdopmauu;

[TpoBoauTs nepuoauueckoe TectupoBanue Gpynkunit C3I11H npu usmMmeHeHUH Mpo-
rpaMMHO# cpeabl ¥ nepconana MCIT/IH ¢ moMouipio TeCT-IporpaMM, UMUTHPYIOLIMX
nonbiTkn HCJ;

JIOJDKHBI OBITH B HATMYMK cpeacTBa BocctaHoBneHust C3I1/IH, mpenycmarpuBatomye
BEJICHHE JIBYX KOMUI MPOrpaMMHBIX CPEACTB 3alllUThl UH(DOPMALIUU, UX NTEPUOINYE-
CKO€ OOHOBIICHHE M KOHTPOJIb pab0TOCIIOCOOHOCTH;
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[TpoBoAMTH MPOBEPKY LIEIOCTHOCTH MOJYJIEHN cpeacTBa 3amuThl oT IIMB, Heobxo-

5 JUMBIX JJIs1 €10 KOPPEKTHOIO (PYHKLIMOHUPOBAHUSL, IIPU €r0 3arpy3Ke ¢ HCI0JIb30Ba- + + +
HUEM KOHTPOJIBHBIX CYMM;
ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpezicTBa 3amuThl oT [IMB, npexycmar-

6 pHUBaroLas BEACHUE JIBYX KONUMK MPOrPAMMHOIO CPEJCTB 3aLUTHI, Er0 MEPUOANYE- + + +
CKO€ OOHOBJIEHUE M KOHTPOJIb pab0TOCIIOCOOHOCTH;
Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHI CPEACTBA

7 3amuThl 0T [IMB ¢ ncnonp30BaHNEM KOHTPOJIBHBIX CyMM; + + +
[TpoBoauTh pe3epBHOE KonupoBanue I1/[H Ha oTYy)HaeMble HOCUTEIN HH(OPMAIIHH;

8 - + +

\% B nogcrucreme aHTUBUPYCHOM 3all[UTHI:
[TIpoBOaMTH aBTOMATUYECKYIO NMPOBEpKY Ha Hanuuue BII nnu nocneacteuii [IMB

1 npu umnopre B MCII/IH Bcex nporpaMMHbIX MOy el (IIPUKIIAAHBIX IPOTPaMM), KO- . N N
TOpble MOTYT cofepxaTh BII, mo ux TunoBsIM 11a0I0HaM U C IOMOILBIO 3BPUCTUYE-
CKOI'0 aHaJIn3a,
PeanuzoBaTh MeXaHNW3Mbl aBTOMAaTHUECKOT0 OJIOKUpOoBaHUs 0OHapyxeHHbIX BII my-

2 TEM X YAAJCHHS U3 IPOTPAMMHBIX MOJIYJICH WIIM YHUYTOKEHMUS, + + +
Perymnsipro BeITONHATH (TIpU TIepBOM 3artycke cpeAcTB 3amuThl [1JIn ot [IMB u ¢

3 yCTaHaBJIMBaeMON MEPUOJIUYHOCTBIO) IPOBEPKA HA IpeAMET Hanuuus B HUX BII; + + +
JlomxHa nHUIMupoBathes aBToMarnyeckas nposepka UCII/IH Ha npenMer Hamuus

4 BII npu BeisiBnennn ¢pakxra [IMB; + + +
Peanu3oBare MeXaHM3M OTKaTa JJIs YCTAaHABIMBAEMOIO YUCIa ONepaluil yIaleHus

5 BII u3 onepatuBHOM WK TOCTOSIHHOW ITAMSTH, U3 IIPOrPAMMHBIX MOJIYJIEH U IIPHU- + + +
KJIAJJHBIX TPOTrpaMM MJIM POIPaMMHBIX CPEJICTB, coaepkanmx BII.

6 JononaurensHo B UCII/IH nomkeH NpoBOAUTECS HENPEPBIBHBIN aBTOMAaTHUYECKHI n n n
MOHHUTOPHHT HH(POPMAIIMOHHOTO OOMEHA ¢ BHEUTHEH CEThIO ¢ 11ebio BhisgBiIeHUs BII.

VI KonTpons orcyrcteus HJIB B I10 C3U
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s mporpaMMHOTro o0ecriedeH s, UCTIONIb3yeMOoro Ipu 3amute napopmarmu B MC-
I11a (cpencts 3amuthl nHGopMaruu — C3M, B TOM 4KCIIe U BCTPOSHHBIX B 00IIIECH-
CTEeMHOE U TMPUKJIaIHOE IporpaMMHoe obecriedenne — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIUN ypOBEHb KOHTpOJIA OTCyTcTBUS B HeM H/IB (He nexknapupoBan-
HBIX BO3MOKHOCTEN).

VII

O6napyxenue Bropsxkerunii B UCI1JIx

OO6HapyKeHne BTOP>KEHHI JODKHO 00eCieunBaThCs MyTEM HCIIOJIb30BAaHHS B COCTa-
Be MICII/IH mporpaMMHBIX WJIM IPOTPaMMHO-AIIAPaTHBIX CPEJICTB (CHCTEM) 0OHa-
pyxeHnus Bropxenuii (COB).

HeO6XO,I[I/IMO 00s13aTeJIbHOE NCI0JIL30BAHUE CHCTEMBI O6H8.py>K€HI/IH CCTCBBIX aTak,
HCIOJIB3YIOINNEC CUTHATYPHBLIC METO/IbI aHAJIN3a

HCO6XO,I[I/IMO 00s13aTeJIbHOE NCIOJIL30BAHUE CHCTEMBI O6H&py>K€HI/IH CCTCBBIX aTak,
HCIOJIB3YIOINEC CUTHATYPHBLIC METO/Ibl aHAJIN3a U MCTO/Ibl BLISABJICHUA aHOMAaJIUH

VIII

3anura UCI/In ot [IDMUH

s 06paboTku nHGOpMauu HeodxoauMo ucnoib3zoBate CBT, yaosieTBopstomye
TpeOoBaHUAM cTaHapToB Poccuiickoil deneparuu 1o 31eKTPOMarHUTHON COBMe-
CTMMOCTH, TI0 6€30I1aCHOCTH U 3PTOHOMHUYECKUM TPeOOBaHUAM K CPEACTBaM 0TO0-
pakeHust UHpOpMAaLIUU, IO CAHUTAPHBIM HOPMaM, IPEIbABISEMbIM K BUJICO/IUC-
ieiiHeIM TepmuHaiam [I19BM (aampumep, 'OCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka cootBercTBusi MCIIIH TpeboBanusm 6e3omacHoctu [1/10

[TpoBecTu 00s3aTeNbHYIO CEPTUPHUKALIMIO (aTTeCcTalMI0) 0 TpeboBaHUsIM Oe3omnac-
HOCTH MH(OpMaIuu;

JlexnapupoBaTh COOTBETCTBUE WK 00s3aTeNbHYIO CepTUHUKALINIO (aTTECTALIUIO) IO
TpeboBaHUsIM 0e30macHOCTH HH(pOpMaIuH (110 PEHICHUIO OIIepaTopa);

+ - -

[Mpumeuanue: Ins UCIIAn 4 knacca nepeueHb MeponpusaTHil o 3ammre [1/[H onpenensiercs B 3aBUCUMOCTH OT yIiiepOa KOTOPBI MOXKET ObITh

HAHCCCH B CJICACTBUH HCCAHKIITMOHUPOBAHHOTO WJIN HCIPCIAHAMEPCHHOTO JOCTYIIA K HI[H

ITonmutnka napopmannoHHol 6e3omacHocTr. Ctpanumna 27 u3 29




CoracoBato:
3aBe/TyIolIas KaHIesIpreH

JUPEKTOP IIKOJIbI

W Epnokumora Jlroamuna I'ypeeBHa

Q‘“ — Cepreesa JlioboBb AHATONLEBHA

Y4HTENb MAPHICKOT0 S3bIKA H JITEPATYPhI

@z*———  Vinbuua Hanexua /imutpresta

TMonuTHKa HHDOPMALHOHHO#H 6€30NacCHOCTH. Crpannua 28 u3 29

“.
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