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OmnpenesieHus

B HacrosieM JOKyMEHTE UCIIOJIb3YIOTCS CIEAYIOLNE TEPMUHBI U UX ONPEEICHHUS.

ABTOMAaTH3MPOBAHHASl CHCTEMAa — CHUCTEMA, COCTOsIIAs W3 IEpCOHaJa U KOMIUIEKca
CPEACTB aBTOMATHU3ALMHM €ro JAEATENIFHOCTH, pealnu3yromas HWHPOPMALHUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAaHOBJICHHBIX (DYHKITHIA.

AyTeHTH(UKALMSA OTNPABUTEs [JAHHBIX — TOATBEPKICHUE TOTO, YTO OTHPABUTEIH
MIOJIyYEHHBIX IaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHocTh mnepcoHANBbHBIX JAHHBIX — COCTOSIHUE 3allUMIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTEepU3yeMOE€ CIOCOOHOCTBIO  IOJIb30BATENIEH, TEXHUYECKUX CPEACTB MU
MH(POPMALMOHHBIX TEXHOJIOTHI 00ecTeunTh KOH(PUICHINATEHOCTD, IEJIOCTHOCTD U JIOCTYITHOCTb
MEPCOHAIBHBIX JAaHHBIX MpHU UX 00paboTKe B WH(MOPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JTAHHBIX.

Buomerpnueckne mnepcoHabHbIe JaHHbIE — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
(¢bu3MoIOrNuYecKue OCOOEHHOCTH YeIOBEKa M Ha OCHOBE KOTOPBIX MOKHO YCTaHOBUTBH €ro
JUYHOCTh M KOTOPBIE UCIOJIb3YIOTCS AJAMUHHUCTpALMEN JUIsl YCTaHOBJICHUS JIMYHOCTH CyOBEeKTa
MEPCOHATBHBIX TAaHHBIX, MOTYT 00pabaThIBaThCs TOJIBKO MPU HATHYHH COTJIACHS B MMChMEHHOMN
¢dopme cyObeKTa MEPCOHAIBHBIX JAHHBIX (BKJIOYas ¢oTorpaduu, OoTIeyaTKd MHajbleB, oOpa3
CETYaTKH IJ1a3a, 0COOCHHOCTH CTPOCHUS Tela U JPYTYIO MOA00HYI0 HH(OPMAIIUIO).

BiokupoBanue nepcoHANBHBIX [AaHHBIX — BpPEMEHHOE IpeKpalleHue o0paboTKH
MEepPCOHANBHBIX JaHHBIX (32 MCKIIOYEHUEM CllyyaeB, eciu o00paboTka HeoOxoauma s
YTOYHEHUS TIEPCOHAIBHBIX JTAHHBIX).

Bupyc (KoMNbIOTEpPHBI, NPOrpaMMHBIN) — HUCHOJHIEMBIM NPOrPAMMHBIA KOJ WIH
MHTEPIPETUPYEMBIi HA0Op MHCTPYKLMHA, OONajaromuii CBOMCTBAMU HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHus ¥ camoBocnpousBeieHus. Co3aaHHble JyOIMKaThl KOMIBIOTEPHOIO BUpYCa HE
BCErJa COBMNAJAIOT C OPUIHMHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K  JAajbHEHIIEMY
pacrpoCTPaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHasi mporpamma — nporpamma, HOpeJHAa3HAYeHHas Uil OCYILECTBJICHUS
HECAHKIMOHUPOBAHHOIO JOCTYyNa U (M) BO3JICHCTBUS HA NEPCOHANIbHBIC JAaHHBIE WU PECYPCHI
MH(POPMALMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHMYeCKHEe CPeICTBA M CHCTEMbI — TEXHHYECKHE CPEICTBA U
CHCTEMBI, HE IIpeHa3HAYCHHBbIC I Mepeaadyn, oOpabOTKU M XpaHEHUs] ePCOHANBHBIX JAaHHBIX,
yCTaHaBJIMBAEMbI€ COBMECTHO C TEXHHYECKUMH CPEICTBAMM U CHCTEMaMM, IpeAHa3HaYeHHbIMU
U1 00pabOTKM MEpPCOHAIBHBIX JAHHbIX WIM B IOMEILEHHUSAX, B KOTOPBIX YCTAHOBJICHBI
MH(OPMALMOHHBIE CUCTEMBI IIEPCOHATIBHBIX JAHHBIX.

HocTyn B onepanuoHHy0 cpeay KOMIbIoTepa (MH()OPMAIMOHHOW CHCTeMbl MePCOHATbHBIX
AAHHBIX) — [OJTyY€HHE BO3MOXKHOCTH 3aITyCKa Ha BBINOJIHEHHUE IUTaTHBIX KOMaH 1, (PYHKLIMIA, IpoLietyp
OIIEPALIMOHHON CHCTEMbI (YHHMUTOXKEHHs, KONMPOBAHUs, IIEPEMEIIICHUS U T.I1.), UCTIONHAEMbIX (DaiiioB
HPUKIAIHBIX IPOrPAMM.

Jocryn k mH(poOpManuu — BO3MOKHOCTb HOJTy4eHHUsI MH(QOpMAIMK U €€ UCTIO0Ib30BaHUsL.

3akyIaj0YHOe YCTPOMCTBO — 3JIEMEHT CPEACTBA CheMa HH(OPMALMH, CKPBITHO BHEPSEMBIil
(3aKyabIBaeMblii WM BHOCHMBIN) B MecTa BO3MOKHOIO cbeMa MH(opMalmu (B TOM 4YHCIE B
OTrpaK/IeHHE, KOHCTPYKLIMIO, 000pYy0BaHuUE, IIPeIMEThl HHTEphepa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B
TEXHUUYECKUE CPEJICTBA U CCTEMbI 00pabOTKH MH(POPMAIUH).

3anmmaemass uHpopManms — uHbOpMALUS, SBISIOLIASACS IPEAMETOM COOCTBEHHOCTH U
MO/VIeXKAIlasl 3alluTe B COOTBETCTBUM C TPEOOBAaHMSMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHMSMH,
YCTaHABIIMBaEMbIMH COOCTBEHHUKOM MH(pOpPMALIUH.

Hnentndmkammst — mnprcBoeHWEe CYObEKTaM M OOBEKTaM JOCTyna HIAeHTH(HKartopa u (HiIn)
CpaBHEHHE NPETbSABIIIEMOT0 HICHTH(HKATOpA C IEPEUHEM TPHUCBOECHHBIX UACHTHU(PHKATOPOB.

HndopMaTuBHBIA CHTHAT — SJEKTPUYECKUE CHIHAIBI, aKyCTUYECKHE, SJIEKTPOMAarHWTHBIE U
npyrue (usHdeckue Tojs, MO TapamerpaM KOTOPBIX MOXKET ObITh pacKpbiTa KOH(HACHIMATbHAS
uHpopMarms (epcoHAIBHBIE JTaHHBIE) 00padaTbiBaeMas B MH(POPMAIIMOHHOM CHCTEME MepCOHATBHBIX
JIAHHBIX.
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Nudopmannonnass cucrema mnepcoHadabHbIX AaHHbIX (MCII/IH) —coBOKynHOCTb
coJepKamuxcss B 0a3zax JaHHBIX MEPCOHAJIBHBIX JAHHBIX U 00ECHEeunBaIONIMX UX 00paboTKy
MH(POPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEJICTB.

HndopmanmoHnble TeXHOJIOIMH — TIPOIECChl, METO/BI TOWCKA, cOOpa, XpaHeHWs, oOpaboTKH,
TMPEIOCTABIICHUSI, PACIIPOCTPaHEeHNsT MH(MOPMAITUM M CIIOCOOBI OCYIIECTBIICHUSI TAKUX TPOIECCOB H
METO/IOB.

Hcnonb3oBaHue mnepcoHAIbHBIX AaHHBIX — JelcTBUA (Omepaluu) ¢ HEepCOHATbHBIMU
JaHHBIMH, COBEpIIAEMbIC ONEPATOPOM B LENSAX MPHUHATUS PEIICHHH WM COBEPIICHUS HHBIX
JNEUCTBUM, MOPOXKAAIOLIUX IOPUIUUECKHUE TTOCIEICTBUS B OTHOLLIEHUN CYObEKTa MEePCOHAIbHBIX
JAHHBIX WM JAPYrUX JUI JIMOO MHBIM 00pa3oM 3aTparuBarolIMX IpaBa U CBOOOJbI CyOBEKTa
MEPCOHAIBHBIX JAHHBIX WU IPYTUX JIHII.

Hcrounuk yrpo3sl 0e3onacHocTH MHGOPMALUHU — CYOBEKT JIOCTYMa, MaTepruaabHbI 0OBEKT WU
(br3rYecKoe sSBIIEHNE, SIBISTOLMECS IPUUMHON BOSHUKHOBEHHUS YIPO3bl O€301MaCHOCTH HH(OPMAITIH.

KonTposmpyemasi 30Ha — MpoCTpaHCTBO (TEppUTOpHS, 3[aHHE, YacTb 3[aHMS, IMOMEILEHHUE), B
KOTOPOM HCKJTFOYEHO HEKOHTPOJIMpPYEMOE NpeObIBaHHE MOCTOPOHHMX JIMII, a TaKKE TPAaHCHOPTHBIX,
TEXHUYECKHUX U MHBIX MaTepUaJIbHbIX CPEJICTB.

Kon¢puaeHumaabHOCTh NEPCOHAIBHBIX JAHHBIX — 00s3aTeNIbHOE Il COOMIOACHUS ONepaTopoM
WIM UHBIM TOJIYYMBIIMM JIOCTYIl K HEPCOHAIBHBIM JIAHHBIM JIMIIOM TpeOOBaHWE HE JOIMyCKaTh HX
pacripocTpaHeHue Oe3 cornacusi CyObeKTa MEPCOHATBHBIX JIaHHBIX WM HAIWYMs HHOTO 3aKOHHOIO
OCHOBaHWUI.

MexceTeBoil IKpaH — JIOKATHHOE (OTHOKOMIIOHEHTHOE) WM (DyHKIIMOHATBHO-PACTIPEICTICHHOS
MporpaMMHOe  (TIPOrpaMMHO-aNMapaTHOE) CPENCTBO  (KOMIUIEKC), peaTi3yroliee KOHTPOJIb 32
uHpopMalel, mocrynatomied B HHOOPMAIMOHHYIO CHUCTEMY IE€PCOHANIBHBIX JAHHBIX U (WIJIN)
BBIXO/IAITICH N3 UHGOPMAIIMOHHOW CUCTEMBI.

Hapyumrens 0€30aCHOCTH TEPCOHATIBHBIX JAHHBIX — (H3UYECKOE JIMIO, CIy9aiHO WIH
MpeTHAMEPEHHO COBEpIIAIOIIee JEHCTBUSA, CIIECTBUEM KOTOPBIX SBIISIETCS HApyLIEHHE OE30IacHOCTH
MIEPCOHATIBHBIX JIAHHBIX MPU MX 00pabOTKE TEXHUYECKUMH CPEICTBAMH B MH(OPMAITMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX.

HeaBToMaTu3npoBaHHasA o0padoTka NMePCOHAIbHBIX JAHHBIX — 00paboTka
MEPCOHAIBHBIX JAHHBIX, COJEPKALUXCA B MH(MOPMAIIMOHHON CHUCTEME MEPCOHATBHBIX JAaHHBIX
nu00 W3BJICUYECHHBIX M3 TAaKOW CHCTEMbl, CUMTAETCA OCYILECTBICHHOW ©O€3 HCHOJb30BaHUs
CPEICTB aBTOMAaTH3alMu (HEaBTOMATHU3HPOBAHHOM), €CIM TaKue JEHCTBHUS C MEPCOHAIbHBIMU
JAaHHBIMHU, KaK HCIOJb30BaHHE, YTOUHEHHE, PACHpPOCTPAHEHHE, YHUUYTOKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIIEHUU KaXKJIOTO U3 CYOBEKTOB MEPCOHAIBbHBIX JAAHHBIX, OCYIIECTBIISIIOTCS MPHU
HEMOCPEJICTBEHHOM y4acTUU YEJIOBEKa.

HenexsapupoBanHble  BO3MOKHOCTH — (GYHKIMOHATBHBIE ~ BO3MOXKHOCTH  CpEJICTB
BBIYMCITUTEILHON TEXHHUKH, HE OTIMCAHHBIE I HE COOTBETCTBYIOIINE OMMCAHHBIM B JIOKyMEHTAIIWH, TIPH
UCTIONB30BAaHUM  KOTOPBIX BO3MOXKHO —HApYIICHHWE KOH(PUACHIMAILHOCTH, JOCTYITHOCTH WU
LIEJIOCTHOCTH 00pabaThiBacMOi HH(POPMAITHH.

HecankumoHnpoBaHHbIii J0CTYN (HECAHKIIMOHUPOBAHHBIE JIEHCTBHSI) — JIOCTYI K MH(POpMAIUU
WM JeHCTBUS ¢ MH(pOpMAIHeH, HapyIIAONHe MMpaBia pa3rpaHuyueHus JOCTYNA C KCIIOJIb30BaHUEM
IITaTHBIX CPEJICTB, MPEIOCTABISIEMBIX HH(POPMAITMOHHBIMH CUCTEMaMU MEPCOHATBHBIX TAHHBIX.

Hocutens unpopmanuu — ¢GU3MUECKOe JMIO WIM MaTepPUATbHBIE OOBEKT, B TOM YHCIE
¢u3ryeckoe 1one, B KOTOPOM HMH(OPMAIMS HAXOJUT CBOE OTPaKEHHE B BHIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIIEHMH U TPOLECCOB, KOJIMUECTBEHHBIX XapPaKTEPUCTHK (PU3HUYECKHX
BEITUYHH.

O0e31MynBaHue NMEPCOHATBHBIX JAHHBIX — ICHCTBUS, B PE3yIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXHO 0€3 MCIOJIb30BAHUS JOMOTHUTEIBHON HHPOPMALIUK ONPEAETUTh IPHUHAIICKHOCTD
MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CyOBEKTY MEePCOHATBHBIX JaHHBIX.

O0paboTka mNepCOHANBHBIX [JAHHBIX — JI000€ JeiicTBHe (Omepamus) WIH COBOKYITHOCTb
nedcTBuil  (omepaiii), COBEpIIAEMbIX C MHCIOJIb30BAaHMEM CPEACTB aBTOMATW3alMU Wi  0e3
UCTIOJIB30BAHMS TAKHX CPEJICTB C MEPCOHATBHBIMU JIAHHBIMHU, BKJTFOYast cOOp, 3aIiCh, CUCTEMATH3ALIHIO,
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HAKOIUICHHE, XpaHEeH!Ee, YTOUHeHHe (OOHOBJIEHNE, 3MEHEHHE), U3BIICYEHNE, HCTIOIB30BaHME, TIepeady
(pactipoctpaHeHue, TIPENOCTABICHUE, JOCTYIN), OO0E3NMYMBaHKUE, OJIOKMPOBAaHUE,  YIAJICHUE,
YHUUTOXKCHHE MIEPCOHATTBHBIX TAHHBIX.

OO0wmenocTynHble  NMepCOHAIbHbIE  JIaHHbIe — TIEPCOHAIBHBIE  JaHHbBIE,  JOCTYII
HEOTPaHUYEHHOT0 Kpyra JIMI] K KOTOPBIM IPEIOCTaBJICH C corjacusi CyObeKTa MepCOHATBHBIX
JTAHHBIX WJIM HAa KOTOPBIE B COOTBETCTBUU C (hefiepaJbHBIMU 3aKOHAMH HE PACIpOCTpaHSIETCS
TpeboBaHMEe COOIOCHNS KOH(PHICHIINATHHOCTH.

Omneparop (mepcOHAJBHBIX AAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYHULMIIAIBHBIA Opra,
FOPUIMYECKOE WIH (PU3MIECKOE JIMIIO, CAMOCTOSITENFHO MIIM COBMECTHO C JAPYIMMH OpPTaHH3YIOIIEee
(vym) ocyiecTBstoNIee 00padOTKY MEPCOHATBHBIX JAHHBIX, 4 TAKKE OIPEICISIONINE eI 00padoTKH
MIEPCOHANIBHBIX JIAHHBIX, COCTAB IIEPCOHANBHBIX JAHHBIX, MOWISKAMMX 0O0paboTKe, IeHCTBHA
(omeparmm), coBepIraeMble C IEPCOHATEHBIME JIAHHBIMU.

TexHuueckue cpeacrsa MH(OPMALNUOHHOW CHCTEMBbI NMEPCOHAIBHBIX JAHHBIX — CPE/ICTBA
BBIYUCITUTELHON TEXHUKH, HH(POPMAITOHHO-BBIYNCITUTELHBIE KOMITIEKCHI M CETH, CPEIICTBA U CHCTEMBI
nepeqaun, npuema u obpabotku I[I/[H (cpemctBa W cHCTeMBbI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIE W TEJIEBM3MOHHBIC YCTPOMCTBA, CpEICTBA HM3TOTOBJICHUS,
TUPOKUPOBAHUS JIOKYMEHTOB M JIpyrM€ TEXHMYECKHUE CPEICTBa 0OpaOOTKH PEYeBOM, rpadhyecKoi,
BU/ICO- W OyKBEHHO-IIM(POBON HMH(OpPMAIH), TPOrpaMMHBIE CpPENCTBA (OTEpAIlMOHHBIE CHUCTEMBI,
CHCTEMBI YIpaBJIeHUs 0a3aMM JaHHBIX M T.IL), CPENCTBA 3alIUTHI MH(POPMAIWH, TPUMEHSEMbIC B
MH(OPMALMOHHBIX CUCTEMAX.

IlepexBar (MH(pOpMAaLMU) — HETTPABOMEPHOE TOJyUdeHHE WH(OPMAIIUK C UCIOJIH30BAHUEM
TEXHUYECKOTO  CPEJICTBA, OCYHIECTBIAIONIET0  OOHapyXeHHe, TMpueM U  00paboTKy
WH()OPMATHBHBIX CUTHAJIOB.

IlepconanbHble naHHbIe — 100as MHQOPMALMS, OTHOCAIIASCS K MPSIMO MM KOCBEHHO
OTIPEICTICHHOMY WJIM OTIpeiesieMoMy GU3HMIEeCKOMY JIUIY (CYOBEKTY EPCOHAIBHBIX TaHHBIX).

IoGo4HbIEe 31eKTPOMATHUTHBIE M3JIyYeHHs] U HABOJAKH — 3JICKTPOMAarHUTHBIC HU3ITy4eHUS
TEXHUYECKUX CPEJICTB 0OpabOTKH 3amuimaeMord HWHQOpMaIuy, BO3HUKAIONIME KaK MOOOYHOE
SIBJICHUE U BBI3BAHHBIC ANIEKTPUUYECKUMH CHTHAJNaMH, ACUCTBYIOIIMMH B MX JJIEKTPUYECKUX U
MarHUTHBIX IEMsX, a TaKKe JIEKTPOMArHUTHBIE HABOJAKH 3TUX CUTHAJIOB Ha TOKOIPOBOJSIINE
JIUHUH, KOHCTPYKIMH U LU MUTAHUS.

IMosmTHKAa  «YUCTOTO  CTOJA» —  KOMIUIEKC  OpPraHM3allMOHHBIX  MEPOIPHUSTHIA,
KOHTPOJIMPYIOIUX OTCYTCTBUE 3alMChIBaHUs HAa OyMa)kKHbIE HOCHTENIH KIIOuell U aTpuOyTOB
noctyna (mapoJieil) ¥ XpaHeHUs UX BOIH3U 0OBEKTOB JIOCTYIIA.

IMoab30BaTesib HMHPOPMANMOHHON CHCTEMbl TMEPCOHAJBHBIX JAHHBIX —  JIUIIO,
y4dacTBymollee B (DYyHKIIMOHUPOBAHUU HMH(DOPMAIIMOHHON CHUCTEMBI MMEPCOHAIBHBIX AAHHBIX WIH
MCIOJIb3YIONIEE Pe3YNIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuja pa3rpaHu4YeHusi AOCTYNA — COBOKYINHOCTh MPaBUJI, PEriaMEHTHPYIOIIUX MpaBa
JocTymna cyObeKTOB JIOCTyIa K 00beKTaM JIOCTYIIA.

IIporpammHas 3akjajKa — KOJ IPOTpaMMbl, NMPEeIHAMEPEHHO BHECEHHBIH B MPOrpaMMy C
LEIbI0 OCYIIECTBUTh YTEUYKY, HM3MEHHUTh, OJOKUPOBAaTh, YHUUYTOXKUTh HH(POpPMALNIO WIH
YHUUYTOXKUTh M MOAU(UIHUPOBATH MporpaMMHOE oOecrieueHne HH(POPMALMOHHOW CHCTEMBbI
MepPCOHATBHBIX JaHHBIX U (W) OIOKMPOBATH anmapaTHbIE CPEICTBA.

IIporpamMHoe (MporpaMMHO-MaTeMaTH4YecKOe) BO3/eiicTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBUE HA PECYPCHl aBTOMATU3UPOBAHHON WH(OPMAIIMOHHON CUCTEMBI, OCYIIECTBIISIEMOE C
WCIOJIb30BaHMEM BPEIOHOCHBIX IIPOTPaAMM.

PackpbiTHEe NEPCOHATBHBIX [aHHBIX — YMBIIUIEHHOE WIM ClIydailHOe HapylleHHe
KOH(UIECHITNATIBHOCTH MePCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne mNepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANpaBlICHHBIE HAa PACKPBITHE
MePCOHATBHBIX JAHHBIX HEOMPEICTICHHOMY KPYT'y JIUI]

Pecypc undopmManuoHHoii cucTeMbl — UMEHOBAHHBIA AIIEMEHT CHCTEMHOTO, MPHUKIAIHOTO
WJIM amnmapaTHoro obecnevyeHus (pyHKIIMOHUPOBAHUS HHPOPMAIOHHON CHCTEMBL
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ConenmnajibHble KATerOpuud MEPCOHAJIBHBIX JAAHHBIX — [EPCOHAIBHBIC  JIaHHBIC,
Kacaloluecss PAacoBOM, HAIMOHAIBHOW  NPUHAJICKHOCTH, TOJUTHYECKUX  B3TJISJIOB,
PENUTHO3HBIX WM (UIOCOPCKUX YOCKICHHM, COCTOSHUS 30POBbS M HMHTUMHOUW IKU3HU
CyOBEKTa MePCOHAIBHBIX JAHHBIX.

CpencrBa BLIYNCIMTETBLHONH TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX M TEXHIMYECKUX AJIEMEHTOB
cructeM 00pabOTKH JIAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITEIIEHO HITU B COCTAaBE JIPYTUX
CHCTEM.

Cy0bekT nocryna (Cy0beKT)— JMIIO WIM TPOIIECC, JICUCTBUSI KOTOPOTO PEryIaMEHTUPYIOTCS
MIPaBWJIAMH Pa3TPaHUYCHUS JOCTYIIA.

Texunyeckuii KaHAJI yTeUYKH WH(OPMAIMN — COBOKYITHOCTh HOCHTENS MH(popMarmu (cpencTBa
00paboTKH), (hu3HIecKol Cpebl PacpOCTpaHEeHHsT UH(DOPMATUBHOTO CHTHAJIA U CPEJICTB, KOTOPHIMU
NoObIBaeTCs 3aluIaemMas HHpopManus.

TpaHncrpannynasi nepeaadya nepcoHAJbLHBIX JAHHBIX — Mepejiada MepCOHATBHBIX JaHHBIX
omnepatopoMm uyepe3 [ocymapcTtBennyto rpanuny Poccuiickoit ®deaepanuum opraHy BJIacTH
WHOCTPAaHHOTO TOCYIapcTBa, (U3MUECKOMY WIH FOPUINYECKOMY JIMIY HHOCTPAHHOTO
rocyJIapcTBa.

Yrpo3bl 0€30MacCHOCTH TEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH H  (PaKTOpOB,
CO3ITAIOIIHMX OTMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CITYYalHOTO, JIOCTYIA K TIePCOHATEHBIM
JIAHHBIM, PE3YJIbTaTOM KOTOPOTO MOYKET CTaTh YHHUTOKEHHE, W3MEHEHHE, OJIOKUPOBaHNE, KOTIMPOBAHHE,
pactpoCTpaHEHUE MEPCOHANTBHBIX JTAHHBIX, & TAKKE WHBIX HECAHKIIMOHWPOBAHHBIX JICUCTBUM MPH KX
00paboTKe B MH(POPMAITIOHHOM CHCTEME TTePCOHATBHBIX TAHHBIX.

YHUUTOKEHHE TEPCOHAIBHBIX JAHHBIX — JICHCTBHS, B pPe3y/IbTaTe KOTOPHIX HEBO3MOKHO
BOCCTAQHOBHTH COJICpKaHME TEPCOHATBHBIX JaHHBIX B HMH(OPMAIMOHHOW CHCTEME MEePCOHATBHBIX
JaHHBIX WM B PE3ylbTare KOTOPBIX YHHUTOXKAIOTCSI MaTepUaIbHbIE HOCUTENIM MEePCOHATBHBIX
JTAHHBIX.

VYTeuka (Gammuiaemoil) HHEMOPMAIMU [0 TEXHUYECKHUM KAHAJIAM — HEKOHTPOJIUPYEMOE
pacrnpoctpaneHre HH(GOPMaIK OT HOCHUTENS 3allrIaeMoi HHQpopMaIK depe3 HU3MIECKY O Cpemy 10
TEXHUYECKOTO CPEJICTBA, OCYILLECTBIISIOIIETO IepexBaT HH(HOpMaInH.

Ysa3BUMOCTB — C1a00CTh B CPEACTBAX 3allUThI, KOTOPYIO MOKHO HCHOJIB30BaTh ISl HAPYILIEHUS
CHCTEMBI WM COJIepyKalielicst B Hel MH(OpPMAIIUH.

LenocrHocTh MHGpOPMAIMU — CIOCOOHOCTH  CPEACTBA  BBIUKCIMTEIBHONM TEXHUKU WU
ABTOMATH3UPOBAHHOM CHCTEMBbI O0ECTIeUMBaTh HEM3MEHHOCTh MH(OPMAIMKM B YCIOBHSX CIy4aifHOTO
W/WIH IPEAHAMEPEHHOTO CKKEHHS (paspyIIeHus ).
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OBO3HAYEHUSA U COKPAIIIEHUSA
— QHTUBUPYCHBIE CPEACTBA
— aBTOMATH3UPOBAHHOE paboyee MecTo
— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUEC CPCACTBA U CUCTCMbI
— MH(OPMALIMOHHAS CHCTEMA TTePCOHATBHBIX JTAHHBIX
— KOHTpOJIMpyeMast 30Ha
— JIOKaJIbHAS BBIYMCIIUTENBHAS CETh
— MEKCETEBOM 3KpaH
— HECAHKIIMOHMPOBAHHBIN TOCTYIT
— OTepallMoOHHas cUcTeMa
— HNEPCOHAJIbHBIC TAHHBIC
— IIPOTPaMMHO-MaTEMaTHIEeCKOe BO3/ICHCTBIE
— IporpaMMHO€ 0OecIiedeHre
— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eHHs U HABOJKU
— CHCTeMa aHaJIN3a 3alIUIICHHOCTH
— CpeICTBa 3alIUThl HHPOpMAIII
— cucreMa (IoJCUCTeMa) 3allUThl NEPCOHABHBIX JaHHBIX
— cucTeMa 0OHapy)KeHHs BTOP)KEHHI
— TEXHUYECKUE KaHAJIBI YTEUKH HH(OpMAIN

— YI'pO3bI 0€e30I1acHOCTH INEPCOHAIIBHBIX JaHHBIX
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BBEJEHHUE

Hacrosimas Ilonwtuka wHpopMmanmonHoit Oe3omacHoctn (manee Ilomutuka) MOY
«[lerpsannckast COLL» (nanee — Yupexaenue) apisiercs 0pUIHUATbHBIM JOKYMEHTOM.

[Tonmutnka pazpaboTaHa B COOTBETCTBUH ¢ TpeboBaHUAMU DeepabHOTO 3aKOHA OT 27 HIOJIS
2006 r. Ne 152-®3 «O mepcoHaIbHBIX JaHHBIX» U TocTaHoBIeHHs [IpaBuTenscTBa Poccuiickoii
@eneparuun ot lHOSIOps 2012 1. Ne 1119 «OO6 yrBepkaeHun TpeOOBaHMN K 3alIUTe
MEPCOHANBHBIX JAaHHBIX IpU HX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX IEPCOHATBHBIX
JAHHBIX», HA OCHOBAHUMU:

- «Pexomenpauuii mo oOecnedyeHuto OE30MACHOCTH IEPCOHANbHBIX JAHHBIX HPHU HX
00paboTke B MH(OPMALMOHHBIX CHUCTEMAaxX IEPCOHAIbHBIX JAHHBIX», YTBEPKIAECHHBIX
3amectutenem aupekropa PCTIK Poccun ot 15.02.2008 .,

- «TunoBbix TpeOOBaHMI TO OpraHU3alMd U O0O0ECNEeYeHHIO (YHKIHOHUPOBAHUS
mUGpPOBaAIbHBIX (KpUOTOrpaUUYecCKuX) CpencTB, MpPEAHA3HAUYEHHBIX Ui  3allUThI
nH(popMaluy, HE cojepiKallell CBEISHHI, COCTaBIISIIOIIMX IOCYJapCTBEHHYIO TaliHy B
cllydae M3 MCIOJIb30BaHUs JUIsl 00ecredeHnsl Oe301MacHOCTH NEPCOHANBHBIX JAHHBIX MPU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX», YTBEP)KIEHHBIX
pykoBojictBoM 8 L{enrpa ®CB Poccuu 21.02.2008 1. Ne 149/6/6-662.

B Tlonutuke onpenenensl TpeboBanus k nepcoHany WCII/IH, creneHb OTBETCTBEHHOCTU
NepcoHana, CTPYKTypa U HEOOXOIUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOJKHOCTHBIE
00s13aHHOCTH COTPYAHHUKOB, OTBETCTBEHHBIX 3a oOecredyeHrne Oe30MacCHOCTH IMEePCOHATBHBIX
nanabIX B UCIIH Yupexaenus.
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1 O01He MoJI0KeHUus

Lenpio Hacroseit [TonuTuku sBiseTcs odecneueHre 0€301acHOCTH 00BEKTOB 3aIlUThI

VYupexxaeHus OT BCEX BHJIOB yrpo3, BHEIIHUX ¢ BHYTPEHHUX, YMBIIIJICHHBIX U
HEeNpeIHAMEPESHHBIX, MUHUMU3AIMS yIiepOoa OT BO3MOXKHOUM pealin3anuy yrpo3 0e30MmacHOCTH
I[Tdu (YBITn).

beszonacHocTh MEPCOHAIIBHBIX JIAaHHEIX JIOCTUTACTCs yTeM HCKIIFOUCHHS
HECAaHKI[MOHUPOBAHHOTO, B TOM YHCJIE€ CIy4alHOro, JIOCTYNa K IE€PCOHAIBHBIM JaHHBIM,
pe3ynbTaTOM KOTOPOTO MOXKET CTaTh YHHYTOXKEHHE, U3MEHEHUE, OJIOKUPOBAHUE, KOITMPOBAHUE,
pacnpocTpaHeHHE MEPCOHAIBHBIX JTAHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBHIA.

Nudopmaiuist 1 cBA3aHHBIE C HEH PECYPCHl JOHKHBI OBITh JOCTYIHBI JISI aBTOPU30BAHHBIX
nojb3oBarened. JIoOMmKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApPY)KEHHE W pearupoBaHHME HA
VYBIT/IH.

JI0JDKHO OCYIIECTBIISITHCS MIPEAOTBpAIlEHUE TTPEIHAMEPEHHBIX WIIM CITy4ailHbIX, YaCTHYHBIX
WJTH TIOJTHBIX HECAaHKIIMOHUPOBAHHBIX MOU(PUKAIINHN WM YHUITOXKCHUS TEPCOHATBHBIX JTAHHBIX.

CocrtaB 00BEKTOB 3alIUTHI MpeAcTaBieH B [lepeuHe mepcOHANBHBIX JIaHHBIX, YKa3aHHOMY B
[Tonoxenun 06 00paboOTKE NEPCOHATBHBIX JIaHHBIX.

Cocras UCIIdH, mojyiexxamux 3aliuTe, MPEACTaBIeH B AKTe 00CIeTOBaHUS TEKYIIETO
COCTOSIHUSI TEXHUYECKOMN 3aIIUTHI IEPCOHATBHBIX JaHHBIX.
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2 Obaacrtb NeHCTBUA

TpeboBanus Hactosmed [lonuTuKN pacpoCTpaHsAIOTCS Ha BCEX COTPYAHUKOB YUpEkKIACHUS
(IITaTHBIX, BPEMEHHBIX, PaOOTAIOIMIMX MO KOHTPAKTy M T.I.), @ TAKXKE BCEX MPOYMX JIUI]
(MO TUMKH, AyAUTOPHI U T.I1.).
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3 Cucrema 3allIUThI NEPCOHAJIBbHBIX TAaHHBIX

Cucrtema 3anuthl nepcoHanbHbIX AaHHbIX (C3I1[IH), cTpoUTCS Ha OCHOBAHUU:

- Axta oOcnenoBaHUS TEKYLIETO COCTOSIHHS TEXHHYECKOW 3allUThl IMEPCOHAIBHBIX
JAHHBIX;

- [lepeuHst nepcoHaNBbHBIX JAHHBIX, I10JUICKAINX 3AIIUTE;

- AKTOB KJTaccH(pHUKaUy HHPOPMALMOHHBIX CUCTEM MTEPCOHATIBHBIX TaHHBIX;

- YacTHbIX MOJIENIEH aKTyanbHbIX Yrpo3 U BepositHoro Hapymurens UCI/H;

- [TosokeHus 0 pa3rpaHUYEHUH PAB JOCTYIA K IEPCOHAIBHBIM JAHHBIM;

- PykoBomsmux gokymentoB ®CTIOK u ®Ch Poccuu.

Hns obGecnieuenus 3amutel  WMCIIJJH HeoOxomumo coOmtojieHME OpraHu3alioOHHO-
TEXHUUYECKUX Mep. AJAMHHHCTpaIeil odecnieunBaeTcss 0€30MacHOCTh NEPCOHANBHBIX JAHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas OmucaHa B TEeXHUYECKOM
3aaHuy Ha co3fanue cucteMbl 3amuThl A UCIIH. B Yupexnenuu onpeneneHsl akTyaibHbIe
yrpo3bel Oe3onacHoctd [1/IH, koTOophie ommcanbl B YacTHOM MOJENM aKTyalbHBIX YIpo3 U
BepositTHoro Hapymutens UCIT/IH.

[log akTyanmbHBIMH yrpo3aMu 0€30MaCHOCTH TNEpPCOHAIBHBIX JAaHHBIX TOHHUMAETCs
COBOKYITHOCTb YCIIOBHM 51 ¢dakTopoB, CO3JA0IINX aKTyaJIbHYIO OTIaCHOCTH
HECAaHKI[MOHUPOBAHHOIO, B TOM YHCJIE CIIY4allHOTO, JOCTyNA K NEPCOHAIBHBIM JAHHBIM IIPU UX
00paboTke B MH(POPMAIMOHHON cHCTEME, pe3yJbTaTOM KOTOPOTO MOTYT CTaThb YHMUYTOKEHUE,
U3MEHEeHHE, OJIOKHpOBaHUE, KONMMPOBAHUE, MPEIOCTABICHUE, PACIIPOCTPAHEHHE MEPCOHATBHBIX
JTAHHBIX, & TAKKE MHbIE HEIIPABOMEPHBIE JCUCTBUS.

VYrpo3sl 1-ro THIIA aKTyaldbHBI U1 UH(MOPMALMOHHOM CUCTEMBI, €CIIU JUIsl Hee B TOM YHCIIe
aKTyalbHbl Yrpo3bl, CBS3aHHbIE C HaJIMYUEM HEIOKYMEHTHUPOBAHHBIX (HEAEKIapUPOBAaHHbIX)
BO3MOJKHOCTEH B CUCTEMHOM NPOIPaMMHOM 00€CIEYEeHUH, UCII0Ib3yEMOM B MH(DOPMAITMOHHON
CUCTEME.

VYrpo3sl 2-T0 THIA aKTyaldbHBI U1 UH(MOPMALMOHHON CUCTEMBI, €CIIU JUIsl Hee B TOM YHCIIEe
aKTyalbHbl Yrpo3bl, CBA3aHHBIE C HAJIMYUEM HEJOKYMEHTUPOBAHHBIX (HEAEKIapUPOBAHHBIX)
BO3MOKHOCTEHl B MNpPUKIAJAHOM  IPOIpaMMHOM  OOECHEYEHHH,  HUCIOJIb3yeMOM B
MH(GOPMALIMOHHOH cucTeMe.

VYrpo3sl 3-ro THNA akTyajlbHbl A7 MH(OPMALMOHHON CHUCTEMBI, €CIU Ul Hee aKTyaJlbHbI
yrpo3bl, HE CBA3aHHbIE C HAJIWYMEM HEAOKYMEHTHUPOBAaHHBIX (HEICKIApUPOBAHHBIX)
BO3MOJKHOCTEHl B CHCTEMHOM M NPUKIAJHOM IPOrPaMMHOM OOECIEYEHUH, HUCHOJIb3yeMOM B
MHGOPMALIMOHHOH CUCTEME.

Ha ocHOBaHuHM 3THUX JOKYMEHTOB OHpeZesseTcs HeoOXOAUMBIH ypOBEHb 3aIIMIIEHHOCTH
[T1n xaxnoit UCIIAn Yupexnenus. Ha ocHOBaHMM aHanu3a akTyalbHBIX yrpo3 0€30MacHOCTH
I111, onncanHOro B YacTHOM MOJENN aKTyaJlbHbIX yrpo3 U BepositHoro Hapymurens UCIIIn n
Otuera O pe3ynbraTax INPOBEICHUS BHYTPEHHEH NIPOBEPKE, JENAeTCs 3aKIIOYEHHE O
HE00X0AMMOCTH MCIIOJIb30BaHUSI TEXHUUECKUX CPEICTB U OpPraHU3allMOHHBIX MEPOIPHUITUH JUIs
oOecnieuenus OezonacHoctH [IJ/[H. BbiOpaHHBIE HEOOXOIUMBIE MEPONPUATHS OTPAKAIOTCS B
[Inane MeponpuATHil IO 3aLUTE NEPCOHAIBHBIX JaHHBIX.

s xaxoit UCII/IH nomkeH ObITh COCTaBJIEH CIHUCOK MCIIOJIb3YEMbIX TEXHUUECKUX CPEJICTB
3alIUThI, @ TaK K€ MpOrpaMMHOro obecrmeuyeHus, ydacTByromero B oOpabotke I1/[H, Ha Bcex
anementax UCII/H:

- APM nione3oBareriei;

- CepBepa NpUIIOKEHUN;

-CYBJI;

- I'panuna JIBC;

- KananoB nepenauu B ceTu OOIIEro nojb30BaHUsA U (WJIM) MEXIYHApOJIHOTO OOMEHa,
ecnu 1o HuM nepegarorcs [1/1H.

B 3aBucumoctu ot ypoBHA 3amuuieHHoctd MCII/IH n aktyansHbIx yrpo3, C3I1/IH moxer
BKJIKOYATh CJIIEAYIOLUE TEXHUUECKUE CPELICTBA:
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- AaHTUBUPYCHBIE CPENCTBA I pabdOUYMX CTAaHLUN I10JIb30BATENEN U CEPBEPOB;

- CPEACTBA MEXKCETEBOIO SKPAaHUPOBAHUS;

- cpeAcTBa KpUNTOTrpadruecKoi 3amuTsl HHPOPMALIUK, TIPU Mepeade 3aluiaeMon nH-
- popMarIiu 1Mo KaHaJiaM CBSI3H.

Tak ke B CIIUCOK JOJDKHBI OBITh BKIFOUEHBI (DYHKIMH 3aIIUTHI, 00eCIIeunBacMble ITATHHIMU
cpeactBamu  00pabotku IIJIH onepaunonnsiMu cuctemamu (OC), npuknagaeiM 10 u
CTEIHUANTBHBIMA KOMILUIEKCAMH, PEATM3YIOIUMHU CpelCcTBa 3amuThl. CriucoK (DyHKIMN 3aIuThI
MO>KET BKJIIOUYATh!

yIpaBie€HUE U pa3rpaHUUYEHUE JIOCTYIIA [10JIb30BaTENEH;
PETUCTPAIHIO U yIeT ACUCTBUI ¢ HHPOpMaLneH;

- obecnieunBaTh MEJIOCTHOCTD JTAHHBIX;

- IPOU3BOAUTH OOHAPYKEHUH BTOP)KEHU.

Crucok HCIOJIb3yeMBbIX TEXHHYECKUX CpEeACTB oTpaxaercs B Ilnane meponpusatuii mo
3alUTe MEePCOHATBHBIX JaHHBIX. CIHMCOK HCIOJIB3YEMBIX CPEACTB JIOJKEH IMOJJIEPKUBAThCS B
aKTyaJlbHOM cocTostHMM. [Ipy W3MEHeHHMM cocTaBa TEXHUYECKUX CpEJICTB 3allUThl WU
anemenToB WCIIIH, COOTBETCTBYIOIIME H3MEHEHHS IOJDKHBI ObITh BHeCceHb B CHHCOK U
YTBEPKIACHBI TUPEKTOPOM YUpPEKJIEHHUS WIM JIMLIOM, OTBETCTBEHHBIM 3a O0ECIIEUEHUE 3alUThI
IT1n.
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4 TpeodoBanus k moacucremam C3I11n

C3I1/Ix BKiIFOYAET B ceOS CIACAYIOMIUE MOACUCTEMBI:

- YOpaBieHUs AOCTYIIOM, PETMUCTPALH U yUeTa;

- obecnieueHusl EeJIOCTHOCTH U IOCTYITHOCTH;

- QHTUBUPYCHOM 3aILIUTHI;

- MEKCETEBOr0 SKpPaHUPOBAHNUS;

- aHaJIM3a 3alUIIEHHOCTH;

- 00HapYKEHUS BTOPKEHUMH;

- KpUnTOrpauuecKoi 3aluThI.
[Moacucrempr C3I1/IH umeroT pasnuuHblil (yHKIMOHAN B 3aBucuMoctH oT kiacca WMCII/H,
onpejieieHHOro B AkTe KiaccupuKauuy MHGOPMAIMOHHBIX CHCTEM MEPCOHANBHBIX JIaHHBIX.
Crucok cootBerctBust QyHkuuii mojacucreM C3II/IH kimaccy 3alUIEHHOCTH TPENCTaBIECH B
[Tpunoxxennn Ne 1.

4.1 Nopacncrembl ynpasieHna AOCTYNOM, PErMCTPALMMU U yyeTa

[Toxcucrema yrpaBieHus! TOCTYIIOM, PETUCTPAIlUK U ydeTa MpeIHa3HaueHa JUTsl peaTn3aiin

cenyonux QyHKIUI:
- uIeHTU(UKALKK ¥ IPOBEpKa MOIMHHOCTU cyObekToB ocTyna npu Bxoae B UCII/H;
- WACHTH(HKAIMA TEPMUHAIOB, y3JIOB CETH, KaHAJIOB CBS3M, BHENIHHX YCTPOMCTB IO
JIOTHIECKUM UMEHAM;
- UJIeHTU(HUKAIMKA TPOTPaMM, TOMOB, KaTajoroB, (hailyioB, 3amucel, Mojei 3amucei 1mo
MMEHaM,
- peructpamuu BXoja (BbIX0/a) CyOBEKTOB JIOCTYIa B CHUCTEMY (M3 CHCTEMBI), JIMOO
peructparus 3arpy3ku 1 HHUIMAIN3aluy ONepallMOHHON CUCTEMBI U €€ OCTaHOBaA.
- PEerucTpaluy MOMBITOK AOCTYIA MPOTrPaMMHBIX CPEACTB (Mporpamm, MpoIeccoB, 3a1ad,
3a/IaHM ) K 3alUIIaeMbIM (aitinam;
- perucTpanum MomnsITOK JOCTYyIa MPOrpaMMHBIX CPEJCTB K TEPMHUHAJIAM, KaHaJlaM CBA3H,
- mporpamMmam, ToMam, Karajoram, Qaiisiam, 3aicsIM, MOJIIM 3alHuCeH.

[loacucrema yrmpaBieHHs HOCTYIIOM MOKET OBbITh pealii30BaHa C MOMOIIbIO IMITATHBIX
cpenctB 0opabotku [1/IH (onepanronHbIx cucteM, npuioxkennid 1 CYBJI). Tak ske MokeT ObITh
BHEJPEHO CHEIHAIbHOE TEXHUYECKOE CpPEICTBO MM HUX KOMIUIEKC, OCYIIECTBIIAIONINE
JOTIOJTHUTEIbHBIE MEPhl M0 ayTeHTH(PHUKAIMU U KOHTposo. Hampumep, mpuMeHEHHE €IUHBIX
XpaHWIMIL  YYETHBIX 3alKicei  MOoJjb30BaTeNell M PErucTpallMOHHOW  WH(pOpMAIHH,
WCI0JIb30BaHNE OMOMETPUYECKHX U TEXHMUYECKUX (C MOMOIIBIO SJEKTPOHHBIX MPOITYCKOB) MEp
ayTeHTU(UKAIUU U IPYTUX.

4.2 Nopcncrema obecneyeHUA LLENOCTHOCTU U JOCTYMHOCTH

[Toacucrema obecrieyeHus LEIOCTHOCTA M JOCTYIMHOCTH IpelHa3HayeHa g oOecredeHus
uenoctHoctd W aoctynHoctd [IJIH, nporpammubeix u anmapatHeix cpeacts  WCII/IH
VYupexaeHus, a Tak K€ CPEeJICTB 3alUThHI, IPU CIIyYaliHON WIIM HAMEPEHHOW MOAU(UKAIIH.

[loncucrema peanusyercs € [OMOIIBIO  OPraHU3allMd  PE3EPBHOIO  KOMHUPOBAHUS
oOpabaTeIBaeMBbIX TJAHHBIX, a TaK ke pe3epBUpOBaHUEM KitoueBbiX aneMmenToB MCII/IH.

4.3 Nopcncrema aHTUBMPYCHOM 3aLWUTbI

[loncucremMa aHTUBUPYCHOM 3alUTHl TpeJHa3HaueHa il OoOecleYeHus: aHTUBUPYCHOMH
3amuTel cepBepoB 1 APM nons3oBareneit UCIIIH Yupexnenus.
CpencrBa aHTUBUPYCHOM 3alIUTHI MTpeTHA3HAUEHBI IS peau3aliuy CIeIyoMMX (yHKIUH:
- PE3UICHTHBIA aHTUBUPYCHBIM MOHUTOPHHT
- QHTUBUPYCHOE CKaHUPOBAHUE;
- CKpUNT-0JIOKUPOBAHUE;
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- ICHTPAJU30BAHHYIO/YIAJCHHYI0  YCTAHOBKY/JICHHCTALISIMIO  AQHTUBHPYCHOTO
POJyKTa, HACTPOMKY, aJIMUHUCTPUPOBAHHE, MPOCMOTP OTUYETOB M CTATHCTHYCCKOM
uH(popManuu o padboTe MPOAYKTa;
- aBTOMaTU3UPOBAHHOE OOHOBJICHUE AHTUBUPYCHBIX 0a3;
- OI'PaHUYCHHUC IIPAB I10JB30BATCIA HA OCTAHOBKY HMCIIOJIHACMBIX 3aJa4 U U3MCHCHHA -
HACTPOEK aHTHBUPYCHOTO MPOIPAaMMHOTO 00eCIICUeHUS;
- aBTOMATUYECKUIl 3aITyCK cpa3y MOCIIe 3arpy3Ki ONePaluOHHON CUCTEMBI.

[Toncucrema peanusyercs MyreM BHEAPEHHUs CHENMAIBHOIO AaHTMBUPYCHOTO IIPOTPaMMHOIO

obecrnieuenus Ha Bce dnmeMeHTsl UCTT/IH.

4.4 Nopcncrema meXceTeBOro sSKpaHMpPOBaHUA

[Toacucrema MeXCeTeBOr0 SKpaHUPOBAHMS MpeIHA3HAayYeHa Ul pealli3alliy CIeIyIOIUX
GyHKIMI:
- (punpTpanuy OTKPHITOTO U 3amuppoBaHHOTO (3akpeiToro) IP-tpaduka no ciemyrommum
napaMmeTpam;
- (ukcanMy BO BHYTPEHHHMX >XYypHajlaXx HMH(OpMAlMM O MPOXOJALIEM OTKPBITOM H
3akpbiToM [P-Tpaduke;
- WACHTU(UKAIMY U ayTeHTU(UKALNIO aJ]MUHICTPATOpa MEXKCETEBOI0 3KpaHa MpH €ro -
JIOKaJbHBIX 3apocax Ha JIOCTYII;
- peructpanuu BXoja (BbIXOJa) agMUHHCTpAaTOpa MEKCETEeBOro JKpaHa B cucreMy (U3
CUCTEMBI) JINOO 3arpy3KU U MHUIMAIU3AIMY CUCTEMBI U €€ MPOTrPaMMHOI0 OCTaHOBA;
- KOHTPOJIS [IEJIOCTHOCTH CBOEH POTpaMMHOM U MH(POPMAITMOHHOMN YacTu;
- (QuupTpallMd TaKETOB CIY)XEOHBIX MPOTOKOJIOB, CIYXKAIlUX JUIsl TUATHOCTUKU U
ynpaBieHus1 paboTOM CETEBBIX YCTPONCTB;
- (QuIbTpallMM C Y4€TOM BXOJHOTO M BBIXOJHOTO CETEBOT0 MHTepdeiica Kak CpeacTBO
MIPOBEPKHU MOJATUHHOCTHU CETEBBIX aJPECOB;
- perucTpanyy U yyeTa 3anpaniiBaeMbIX CEpBUCOB MPUKIIAIHOTO YPOBHS;
- ONOKMpOBaHHWS JOCTyNa HEHJACHTH(PHUIIMPOBAHHOTO OOBEKTa WU CYOBEKTa,
MOJJUHHOCTG KOTOPOTO TMpH ayTeHTU(UKAUMK HE MOATBEPAUTIACh, METOJIaMH,
YCTOWYMBBIMHU K I1€PEXBATY;
- KOHTPOJIS 32 CETEBOW aKTUBHOCTHIO MPUJIOKEHUI U 0OHAPYKEHHSI CETEBBIX aTak.
[Toacucrema peanuzyercs BHEAPEHUEM MPOTPAMMHO-ANIAPATHBIX KOMIUIEKCOB MEXKCETEBOTO
sKkpanupoBanus Ha rpanule JICB, kinaccom He HuKe 4.

4.5 Noacucrema aHanM3a 3aWMLLEHHOCTH

[loncucrema aHanM3a 3allMIIEHHOCTH, JOJDKHA OOECleYMBaTh BBISBICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ omOkamu B KoHpurypanuu 10 MUCIIAH, koTopble MOTYT OBITH MCIIOJIB30BaHbI
HapyLIUTENIeM JUld peaau3aly aTaku Ha CUCTEMY.

OyHKIMOHAT MOJICUCTEMBbl MOXET ObITh pealM30BaH HPOrPaMMHBIMU M IPOTPAMMHO-
anmnapaTHbIMH CPEJCTBAMHU.

4.6 Nopcncrema o6Hapy>KeHUA BTOPXKEHUI

[Toncucrema oOHapy)XEHHSI BTOP)KEHHH, TOJDKHA 00ECIICYMBATh BBISBJICHHE CETEBBIX aTaK Ha
anemeHTbl VCII/IH, MOAKIIIOYEHHBIE K CETSAM OOIIEro MoJib30BaHMs M (MJIM) MEXIYHApOIHOTO
oOMeHa.

OyHKIIMOHAT TOJICUCTEMBI MOXET OBITh peaM30BaH MPOTPAMMHBIMH M MPOTPAMMHO-
anmapaTHbIMH CPEJCTBAMHU.

4.7 Nopcncrema Kpuntorpadmueckoi 3awmTbl

[Toncucrema kpunrorpaguueckoi 3amuThl NpeaHasHadeHa s uckimodeHus HCJ[
zanumaemoit nHpopmanuu B UCII/IH Yupexxaenus, npu ee rneperadu 1o KaHajlaM CBSI3U CETeH
00111ero NoJab30BaHUs U (WIIN) MEXIyHApPOJAHOTO OOMEHa.
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[loncucrema peanusyercs BHEOPEHHEM KPUNTOrpaUUecKuX IMPOrpaMMHO-ANIapaTHBIX
KOMIIJICKCOB.
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5 Ioasb3oBarenn UCHaun

B UCIIH VYwupexnaeHuss MOXHO BBIICIUTh CIEAYIOUIME TIPYHIbl I0JIb30BaTEINEH,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/{n:
- Anmunuctparopa UCI/IH;
- Anmunuctparopa 6e3onacioctu MCII/IH;
- Oneparopa APM;
- AIMMHHUCTpATOpa CEeTH;
- TeXHU4eCKOTO CIeUATNCTa IO 0OCITY)KUBAHHIO MEPHUPEPUITHOTO 000PYI0 BaHUS;
- [Iporpammuct-pazpadorunk UCIIJIH.
JlanHble O rpynmax IMojb30BaTeNX, YPOBHE MX JOCTyHa M MH(GOPMHUPOBAHHOCTH JOJIKEH
ObITh OTpakeH B [1oyio)keHUH 0 pa3rpaHUYeHHUH MPaB IOCTyNa K NePCOHAIbHBIM JIaHHBIM.

5.1 Aamunucrpatop UCMOH

Anvmunuctpatop MCII/H, coTpyaHuk VYupexaeHus, OTBETCTBEHHBIH 3a HACTPOMKY,
BHenpeHue u comnpoBoxaeHue MCII/IH, oOecrneunBaeT (YHKIMOHUPOBAHHUE MOJICUCTEMBI
yopasienuss gocrynom HMCIIJIH © ynmoaHOMOYEH OCYHIECTBIATh IPEAOCTABICHHE U
pasrpaHuyeHue J0CTyna KOHeyHoro nojs3oBatens (Onepatopa APM) k anemeHTaM, XpaHsIIUM
NepCoHaIbHbIE JaHHBIE.

Ammvunnctpatop UCIIIH o6namaer cneayrommuM ypoBHEM IOCTYIA U 3HAHUH:

- obOmamaer moyiHOM uWHQoOpManMel O CHUCTEMHOM U MPUKIAAHOM HPOTPAMMHOM
ob6ecrieuenun MCII/H;

- oOnamaer nmoaHOM MH(pOpManKe o TeXxHuIeckux cpeactBax u kondurypanuu UCIIH;
HMEET JIOCTYNl KO BCEM TEXHUUYECKHM CpeICcTBaM oOpabOTKHM HMH(OpMAIMA U JTaHHBIM
NCIIH;

- o0saaeT npaBaMH KOH(UTYPUPOBAHUS U aJMUHUCTPATUBHON HACTPONKH TEXHUUECKUX
cpeactB UCII/IH.

5.2 ApmuHuctpaTop 6esonacHoctn UCNAH

Anmunuctpatop OezomacHoctd MCIIH, coTpymHuk YupekaeHus, OTBETCTBEHHBIN 3a
¢dbyakuuonupoBanue C3II/IH, BriIro4yas OOCHYy)XKMBaHHE W HACTPOMKY aIMUHHCTPATUBHOM,
CEpPBEPHOM U KITMEHTCKON KOMIIOHEHT.

Anmmunuctpatop 6ezonacHoctu UCII/IH o6manaer ciaeayomumM YypoBHEM J0CTYyIa U 3HAHHM:

- obnamaer npaBamu Anmunauctparopa UCI/Ix;

- obnamaer noaHoM nHGopMmanueit 06 MCIIT/H;

- UMEeT JIOCTYN K CPEICTBaM 3alluThl MH(GOPMAIMU U MPOTOKOJIHPOBAHHUS M K YacTH
Kiro4eBbIX neMeHToB UCIIIH;

- HE MMEeT MpaB JOCTyna K KOH(DUTYpHPOBAaHUIO TEXHHUYECKHX CPEACTB CETH 3a
UCKITIOYCHHEM KOHTPOJBHBIX (MHCIIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCII/IH yronHoMoueH:

- peanu30BBIBaTh MOJUTUKY Oe3omacHocTd B uactu Hactpoiiku CK3U, mexceTeBbIx
DKpPaHOB M CHCTeM OOHApY)KEHHUSl aTak, B COOTBETCTBHHM C KOTOPBIMHU TMOJB30BaTENb
(Onepatop APM) nmosy4aet BO3MOKHOCTh paboTath ¢ anementamu UCII/H;

- OCYILECTBIIATh ayJUT CPEJICTB 3aIIUTHI;

- YCTaHaBIIMBaTh JOBEPUTEIbHBIE OTHOIIEHUS CBOEH 3alIMIIIEHHOM CETH C CETAMM JIPYTrUuX
Opranuzanui.

5.3 Onepatop APM

Omneparop APM, cotpyaHuk YupexaeHus, ocyiecTBistommi 0opadotky [1/]n. O6paboTka
II1n Bxmrowaer: BOo3MOKHOCTH mpocMmoTpa II/IH, pyunoit BBox IIJIlH B cucremy HMCII/H,
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¢dopmMupoBaHHEe CIIPaBOK W 0T4ETOB O MHpopmaruu, noxydeHHoi u3z MCII[n. Oneparop He
MMeeT TIOJTHOMOYHIA JJTs yIIpaBIeHus mojacucreMaMu oopadoTku ganubix u C3I11H.
Omneparop UCII/IH o6namaeT cieayonuM ypoBHEM IOCTYIIA U 3HAHHIA:
- obmamaer BceMH  HEOOXOAMMBIMH  aTpuOyramu  (Hampumep,  MHapoJieM),
o0ecreynBaroIUMH JIOCTYI K HEKOTOpOMY MoAMHOKecTBY 11/1H;
- pacrioyiaraet KOH(pUICHINATBHBIMA JAHHBIMHU, K KOTOPBIM UMEET JIOCTYIL.

5.4 ApmunuctpaTop cetn

AJMUHHUCTPATOp CETH, COTPYAHUK YUpEXKJEHUs, OTBETCTBEHHBINH 3a (PYHKIMOHHPOBAHUE
TenekoMmyHuKannoHHoi noacucreMbl UCII/IH. AnMuHHCTpaTOp CETH HE UMEET MOJIHOMOYUN
IUTSL yIIPaBIICHHS MTOICUCTEMaMH 00pabOTKH TAaHHBIX M 0€3011aCHOCTH.

AJMUHHUCTpATOp ceTH 00J1a/1aeT CIEAYIONIUM YPOBHEM J0CTYIA U 3HAHUIA:

- o00nazaer YacThl0 HMHPOpPMAIMM O CHUCTEMHOM M NPUKIAAHOM MPOrpaMMHOM
ob6ecnieuenun MCII/n;

- o0ylajaeT yacThbio HHPOPMAIUHN 0 TEXHUYECKUX cpelcTBax u koHpurypanuu UCII1H;
uMeeT (QU3MYECKHI NOCTYnm K TEXHHUYECKUM CpeacTBaM 00paboTku MHGpOpMaluu U
CpEICTBaM 3alIUThI;

- 3HAET, 110 MEHbIIIEH Mepe, OJIHO JIETAIBHOE UM JIOCTYIA.

5.5 TexHunueckuii cneymanuct no obcnyxmusanmnio nepudepmiiHoro o60pyaoBaHUA

TexHudecknil CHerUaIuCcT MO OOCTY)KUBAHUIO, COTPYAHHK YUPEKIEHHUS, OCYIIECTBISET
oOcnmyknuBaHWe W HACTpolky mnepudepuitHoro obopynoBanuss WCIIJIn. Texauueckuit
CHEIUATUCT MO0 OOCTy)KMBaHUI0O HE uMeeT aocryna kK I[[/lH, HE WMeeT MOJTHOMOYWU IS
yIpaBJICHUS TOJACHCTEeMaMu 00paOOTKH TaHHBIX U 0€30TIaCHOCTH.

Texuuueckuil crenuanuct mo oOCTYKMBAaHUIO OOJIaaeT CIEeAYIOIIMM YPOBHEM JOCTyIa U
3HaHUM:

- oOnamaer YacThl0 HMH(POpPMAIMHM O CHUCTEMHOM U MPHUKIATHOM MHPOrpPaMMHOM
o6ecnieuennn UCITdH;

- o0naaet yacThio MHPOPMALMK O TEXHUUECKHX cpeacTBax u koHurypanuu UCIIH;
3HAEeT, 110 MEHBIICH Mepe, OJHO JIeTaTbHOE UM IOCTYTIA.

5.6 Nporpammucr-paspabotunk UCMNAH

[IporpaMmucTbI-pa3paboTUUKK (TIOCTaBIIMKU) MPHUKIATHOTO MPOrpaMMHOIO oOecredeHus,
ofecrieunBaroIIle €ro COMPOBOXKICHHE Ha 3auuiiaeMoM oObekTe. K naHHOM rpymnme Moryt
OTHOCHUTBCS KaK COTPYTHUKU YUpEXKIEHUS, TAaK U COTPYAHUKH CTOPOHHUX OPraHu3alui.

duznyecKoe JUI0 ITON KaTerOpUH:
- obmamaer uHpopmalmeln 00 alropuTMax M MporpaMmax oOpabOTKH HMHPOpPMAIUK Ha
NCIIn;
- o0nazaeT BO3MOXHOCTSIMH BHECEHHUsSI OIIMOOK, HEACKIAPHUPOBAHHBIX BO3MOYKHOCTEH,
MPOrPaMMHBIX 3aKJIaJ0K, BPEAOHOCHBIX MPOTrpaMM B TMPOTpaMMHOE oOOecreyeHue
NCTI/n Ha craguu ee pa3paboTKu, BHEAPEHUS U COMTPOBOKICHUS;
- MOXeT pacnoJjaraTh JoObIMH (pparmeHTamu uHbpopmarmu o Ttonosorun UCIIH u
TEXHUYECKUX CcpefcTBax 00padboTku u 3amuthl I1/JH, o6pabdaTtsiBaembix B UCIT/H.
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6 TpeGoBanus k nepconasy no odecrnedennio 3amuThl [1In

Bce corpymnuku VYupexnenus, siiswomuecs mnonb3oBareasiMu WMCII/IH, m0mKHBI 4eTKO
3HaTh W CTPOTO BBIMOJHATH YCTAHOBJCHHBIC MpaBWiia MU OOS3aHHOCTH IO JOCTYNy K
3aIUIIAeMBIM O0OBEKTaM M COOJTIOJICHUIO IPUHSTOTO pexuma 6e3onacHocta [1/1H.

[Ipu BcTymieHHMM B JOJDKHOCTH HOBOTO COTPYAHMKA HEMOCPEACTBEHHBIM HavYabHUK
MOJAPA3ICNICHNs, B KOTOPOE€ OH TIIOCTyNaeT, oOs3aH OpraHu30BaTh €ro O3HAKOMIICHHE C
JTOJDKHOCTHOM ~ MHCTPYKIMEM ¥ HEOOXOJUMBIMU  JIOKYMEHTaMH, PErIaMEHTUPYIOIIUMU
TpeboBanus mo 3amurte [I/[H, a Takke oOydeHHWE HaBBIKAM BBIIIOJHCHUS TPOIEAYP,
HEOOXOAUMBIX JUTSI CAHKITMOHUPOBAaHHOTO Hcronb3oBanust UCII/H.

CoTpyIHUK NOJDKEH OBITh O3HAKOMJIEH CO CBEIEHUSAMH HacTosiied [lomuTHKd, MpUHSATHIX
nporenyp padotsl ¢ anemeHTamu UCITIn u C3I1/]H.

CotpynHuku YUpexJeHus, HCIHOJIb3YIOIMHNEe TEXHUYECKHE CpEeACTBa ayTeHTHU(UKAIUH,
JOJKHBI  O00ECIeUrBaTh COXPAHHOCTh WJIEHTU(PHUKATOPOB (DJIEKTPOHHBIX KIIOUeH) U He
nonyckath HCJI Kk HUM, a Tak >X€ BO3MOXXHOCTh WX YTE€PH WM HCIOJIb30BAaHUS TPETHUMU
nutamu.  [lonmp30Barenu  HECYT  TEPCOHATBHYIO  OTBETCTBEHHOCTh 33  COXPAaHHOCTH
UJEHTU(DUKATOPOB.

Cotpynuuku YUpeXJIeHHs TOHKHBI CIEA0BaTh YCTAHOBJICHHBIM MPOIIEAYPaM TOIICPKaHMS
pexuma OezomacHoctu [IJIH mpu BEIOOpE W MCIIOJIB30BAHUU MAPOJIeH (€CIM HE HMCIOIb3YIOTCS
TEXHUYECKHE CPEACTBA ayTeHTU(PUKAIINN).

Cotpynuuku YupexkaeHus J0HKHBI 00€CIeurnBaTh HAICKAIIYI0 3aIUTy 000pYyIOBaHUSA,
OCTaBJIsIeMOTO 0€3 MPUCMOTPA, OCOOCHHO B T€X CIIydasiX, KOT/a B MOMEIIEHHUE UMEIOT JIOCTYI
MMOCTOPOHHUE JHIa. Bce mosb3oBaTenn MOJDKHBI 3HATh TpeboBaHus 1mo OezomacHocTH [IJIH n
MPOIIEAYPHI 3alTUThl 000PYI0BaHUSI, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOM OOS3aHHOCTH
10 00€ECIIEUEHNIO TAKON 3aIUTEL.

CoTpyaHUKaM 3alpeliaercs YCTaHAaBJIMBAaTh MOCTOPOHHEE MporpaMMHOe oOecredeHue,
MOAKIIIOYATh JINYHbIE MOOMJIbHBIE YCTPOICTBA U HOCUTENH MH(OPMAIINH, a TaK K€ 3aIUChIBAThH
Ha HUX 3alUIIaeMyI0 HHPOPMAIHUIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allyliaeMyro HH(pOpMaInio, KOTopas craia UM
M3BECTHA MPH paboTe ¢ UHPOPMALIMOHHBIMU CUCTEMAMU Y UPEKICHUS, TPETHUM JIUIAM.

ITpu padote ¢ [1/In B UCII[dn coTpymnuku YupexxaeHus oOs3aHbl 00ECIICUUTh OTCYTCTBUE
BO3MOXKHOCTHU npocMoTpa [1/IH TpeTbumu nuamMmu ¢ MOHUTOpOB APM uinu TepMUHaNoB.

[Tpu 3aBepmenun padotel ¢ UCII/IH coTpynHuku 00s13aHbl 3aiMTUTh APM miin TepMUHAIIBI
C TMOMOIIBIO OJIOKUPOBKM KITIOYOM WJIM 3KBUBAJCHTHOIO CpPEICTBA KOHTPOJS, HaIlpUMep,
JOCTYIIOM TIO MapOJII0, €CIIU HEe UCTIONIb3YIOTCS 00Jiee CUIIbHBIE CPEACTBA 3AIUTHI.

CoTtpyaHuku YupexaeHUs JO0KHbI ObITh MPOMH(DOPMUPOBAHBI 00 yrpo3ax HapyleHUs
pexuma Oe3omacHoctd [IJIlH u oTBeTcTBEHHOCTH 3a ero HapymieHue. OHHM JOJDKHBI OBIThH
O3HAKOMJIEHBI C YTBEpXKIACHHOW (opMalbHON NpoIeaypOoll HaJOKEHUS TUCIUILIMHAPHBIX
B3BICKaHMI HA COTPYAHUKOB, KOTOPbIe Hapymin [lonutuky nHdopMalmoHHONH 6€30MacHOCTH U
npouenaypsl 6e3omacuoctu [1/]H.

CoTtpyaHuku o00s3aHbl 0e3 TpoMeasieHHs cooOmaTh 000 BceX HaONIONAEeMBIX WU
MOA03pUTENBHBIX ciaydasx pabotsl UCIIJIH, MOTrymux mosieys 3a coboil yrpo3sl 6€30macHOCTH
[, a Takke O BBIABICHHBIX HMHU COOBITHSX, 3aTparuBaromux OezomacHocTh [I]1H,
PYKOBOJCTBY MOJIpa3/ICICHUS U JIMIY, OTBEYAIOIIEMY 32 HEMEJIEHHOE PearnpoBaHUE HA YIpO3bl
oe3onacHocTu I1/1H.
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7 JoakHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/In

JomxHocTHBIE 00s13aHHOCTH TIoab30Baresnel NCII/H onrcanbl B ClieayOMuUX JOKYMEHTAX:
- Unctpykuusa agmunuctparopa UCII/IH;
- Unctpykuusa agmunuctparopa 6esomnacuoctu UCI/IH;
- Unctpykuusa nons3osarens UCII/IH.
OtBercTBeHHOCTH cOTpyAHUKOB UCII/IH Yupexnenus.

B cootBercTBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utonst 2006
r. Ne 152-®3 «O nepcoHanabHBIX JAaHHBIX» JIMIA, BHHOBHbIEC B HAPYLIEHUU TPeOOBaHUI JaHHOTO
@denepalibHOTO  3aKOHA,  HECYT  TIPaXXJAHCKyI0,  YrOJIOBHYIO,  aJMHUHUCTPATUBHYIO,
JUCHHUIUIMHAPHYI0O U MHYIO MPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JleiictByronee  3akoHOJaTenbcTBO P@D  mo3BosisieT  MpenbsABIATH  TpeOOBaHUSA IO
obOecnieueHn0 Oe3omacHOl paloThl ¢ 3amuiiaeMoid uHpopMmanued u MpeaycMaTpUBaeT
OTBETCTBEHHOCTb 3a HapyIIEHHE YCTAaHOBJIEHHBIX MpaBMJl 3Kciiyatauuu OBM u cucrewm,
HENPAaBOMEPHBIH JIOCTYNl K HMH(OpPMAIMM, €CIAU 3TU JEHCTBUS MPHUBEIH K YHUUYTOXKEHUIO,
OJI0KMPOBAaHUIO, MOAU(PUKAIIKY HMHPOPMAIIMK WU HapyleHuto paboTel DBM wunu cereit (cratbu
272,273 u 274 YK PO).

Anmunuctpatop UCIIAn u agmunuctpaTtop 6e3omacHocti UCIIJIH HECyT OTBETCTBEHHOCTh
3a BCE JEWUCTBUS, COBEpIICHHbIE OT MMEHM HMX YYETHBIX 3aluced WM CHUCTEMHBIX YYETHBIX
3anMcei, eciid He JI0Ka3aH (pakT HeCAaHKIIMOHUPOBAHHOTO HMCIIOJIb30BAHUS YUETHBIX 3aIlnceH.

[Ipn HapymeHusx coTpyaHHKamu YupexaeHus — nons3oBarenedt HCIIIx npasuin,
CBsi3aHHBIX C Oe3omacHocThlo IIJIH, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JENCTBYIOIIMM 3aKoHOAATeNbCTBOM Poccutickoit deneparnum.

[IpuBeneHHble BbIlIe TPeOOBaHHS HOPMATHBHBIX JOKYMEHTOB IO 3aliuTe HHPOpPMaLUU
JOJDKHBI OBITh OTpaXkeHbl B IlonojkeHusX o moapasfaeneHusXx YUpexxIeHHsl, OCYIIEeCTBIISIOMNX
o6paboTtky [1/In B UCII/IH 1 10KHOCTHBIX MHCTPYKITUSAX COTPYAHUKOB YupexneHun.

Heo6xomumo BHectn B IlosoxkeHuss o moapa3fesieHus X YUpeKICeHUS, OCYIIECCTBIISIONINX
o6pabotky [/l B UCII/IH cBeneHuss 00 OTBETCTBEHHOCTH WX PYKOBOIUTEIECH M COTPYIHUKOB
3a pasrialleHHue M HECaHKIIMOHMPOBAaHHYIO Mojaudukanuioo (uckakeHue, ¢GanbCupUKAIIIO)
IITH, a Taxke 3a HENPaBOMEPHOE BMEIIATEILCTBO B IIPOLECCHI UX ABTOMATU3MPOBAHHOMN
00paboTKH.
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8 CHucok HCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHBHO-IIPABOBBIMH M METOJUYECKMMM JOKYMEHTAaMH, Ha KOTOPBIX
6azupyetcs Hactosuiee [lonoxxeHne SABISIOTCS:

1 ®enepanbubiit 3akoH o1 27.07.2006 1. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Hanee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIUN OCHOBHBIE MPUHLMUIBI U YCIOBUS
obpabotku I1/IH, mpaBa, 00s13aHHOCTA ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUM, CBSI3aHHBIX
¢ obpadoTkoii I[1/1H.

2 Tlocranosnenue [IpaBurensctBa Poccuiickoii @eneparym ot 1HOs0ps 2012 r. Ne 1119 «O6
YIBEp)KJICHHH TpeOOBaHW K 3allUTe IEePCOHANBHBIX JaHHBIX MPH HX 00paboTke B
MH(OPMALMOHHBIX CHCTEMaX MEPCOHATBHBIX JTaHHBIX.

3 «IlomoxxeHne 06 0cobeHHOCTSIX 00PabOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISEMOM 03
HCIIOJIb30BAHUS CPEJCTB aBTOMAaTU3alun», yreepxkaeHHoe [loctanoBnenuem IIpasutenscrea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHusl K MaTepUalbHBIM HOCHUTENISIM OMOMETPHUYECKHX IMEPCOHAIbHBIX JAHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JAHHBIX BHE HWH(GOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIX», yTBepxkAcHHbIe [locTranoBenneM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaTuBHO-MeTOIMYeCcKHEe JOKYMEHThl DenepanbHON CayXObl MO TEXHHUYECKOMY U
IKcIIepTHOMY KOHTpOJt0 Poccmiickoit denepanuu (nanee - ®CTIOK Poccun) mo obecnieueHmio
6e3onacuoctu [1/1n mpu ux o6padotke B UCIIH:

6 Pexomenmanuu o odecredeHnio 0€301MacCHOCTH IEPCOHABHBIX JAHHBIX TTPH HX 00paboTKe
B MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX NaHHBIX, YTB. 3aM. aupektopa @CTIK Poccun
15.02.08 1.

7 OCHOBHBIE MEPOTIPUATHSI TI0 OPraHU3ANMH U TEXHUYECKOMY oOecredeHuo 0e30macHOCTH
MEepPCOHANBHBIX JTAHHBIX, 00pabaTbiBaeMbIX B HH(OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekrtopa @CTOK Poccun 15.02.08 r. (JACII)

8 bazoBass Mojenp yrpo3 OE€30MaCHOCTH TEPCOHAIBHBIX ITaHHBIX MPH HX 0OpabOTKEe B
MH(POPMAITMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, yTB. 3aMm. aupektopa PCTIK Poccum
15.02.08 1.

9 Meroauka onpeaeneHus akTyaJbHBIX Yyrpo3 0€30MacHOCTH NEPCOHATBHBIX JAaHHBIX MPU UX
o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaxX IMEPCOHAIBHBIX JAHHBIX, YTB. 3aM. JAUPEKTOpa
OCTOIK Poccun 15.02.08 r.
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Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusiTuii o odecneuennu 6ezonacHoctu MCIT K3 K2 K1
I B nojcucreme yrnpapiieHus J0CTYIIOM:
PeanuzoBaTh naeHTHHUKALMIO U TPOBEPKY MOJIMHHOCTH CYOBEKTOB JOCTYIA MPU
1 BXxo/i¢ B onepannoHuyto cucremy UCIIx mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
JENCTBUSI, ITTAHOM HE MEHEE MIECTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh naeHTH(UKALNIO TEPMUHAIOB, TEXHHYECKUX cpeAcTB 00padoTku [1/1H,
2 y350B UCII/IH, KOMIOBIOTEPOB, KAHAJIOB CBA3M, BHEIIHUX ycTpoicTB MCIIIH mo ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 PeaJ'II:ISOBaTI) I/\I'JICHTI/I(l)I/IKaHI/IIO porpamMm, TOMOB, KaTajoToB, (paiyioB, 3armcei, i + +
TOJICH 3aruceid o HMEHaM;
4 Peann3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3alMIIIaEMbIM pecypcaM B i + +
COOTBETCTBUU C MAaTPHIIEH TOCTYIA;
nipu Hammanu noakoueHus MUCIIIH k ceTsim 00111ero mojas30BaHus T0DKHO He mumxe 5-ro He mmxe 4-ro He amxe 3-ro
5 MIPUMEHSATBCS MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS YPOBHS YPOBHS
3AIMIIEHHOCTH | 3aIMIIEHHOCTH | 3aIMIIEHHOCTH
Jlns obecrieueHns 6e301macHoOro MexcereBoro B3anmoaecteus B UCIx ms He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOAMMO HCIIOJIb30BaTh MO YPOBHS YPOBHS YPOBHS
3AIMIIEHHOCTH | 3aIMIEHHOCTH | 3aIMIIEHHOCTH
1i CpencTBo 3amuThl OT TPOrpaMMHO MaTeMaTH4eckux Bo3aericteuii (IIMB):
PeanuzoBaTh uieHTHGUKALNIO U ayTEHTHU(PHUKAIIUIO CYObEKTOB AOCTYIA MPHU BXOJIE B
CPEJICTBO 3aIMTHI OT MPOTPAMMHO MaTeMaTtuueckux BosnercTeuii (IIMB) u nepen
1 BBITIOJIHEHUEM UMM JIOOBIX ONEpalliii IO yIpaBiIeHUIO GYHKIUSIMH CPEACTBA + + +

3amuTe! oT [IMB 1o mapouto (Wiin ¢ UCTIONIB30BaHMEM MHOTO MEXaHHU3Ma
ayTeHTU(UKAIIMH) YCIOBHO-TIOCTOSHHOTO JIEHCTBHSA JUIMHON HE MEHEe IIECTH
OYKBEHHO-ITU(POBBIX CHMBOJIOB;
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Ocy1ecTBIATh KOHTPOJIb JIIOOBIX AEUCTBUI CYOBEKTOB JOCTYIIA MO YIIPABJICHUIO
byHKuusMu cpeacTBa 3amuThl oT [IIMB TosIbKO MOCe MpoBeIeHNs €r0 YCIEeITHOM
ayTeHTU(UKAIIH;

[IpeaycMoTpeTs MeXaHU3MbI OJIOKMPOBAHUS JIOCTYIIA K cpeacTBaM 3amuTthl ot [IMB
MIPY BBIMOJHEHUHM YCTAHABIMBAEMOI0 YK CIIa HEYTAYHBIX MOMBITOK BBOJAA MapOJIs;

Heo6xomumMo mpoBoIuTh HISHTHGUKAIIUIO (DAaiiIoB, KATAJIOTOB, MPOrPAMMHBIX
MO/IyJIEW, BHEIIHUX YCTPOMCTB, HCHOJIb3YEMBIX CPEICTB 3aUThl OT [IMB;

B noacucreme peructpanuu u yyera:

OcymiecTBIATh pErucTpaltio BXoAa (BbIX0/1a) CyObEeKTa JOCTyNa B CUCTEMY (U3
CUCTEMBI), THO0 PErUCTPALIMIO 3arPy3KU U MHUIUAIN3AIMH OTIEPAllMOHHON CUCTEMBI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
IIPOBOJIUTCS. B MOMEHTBHI anmapaTtypHoro otkiatouenus UCIIIH. B napamerpax
perucTpanum yKas3blBaloTCs JaTta U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBbI) MJTU 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBoUTH yueT Bcex 3allUIaeMbIX HOCUTeNlel HHGOpPMaIUH C TOMOIIBIO UX JIF000H
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHaII (YUYETHYIO KAPTOUKY);

[IpoBoUTH perucTpaluio BXoa/BbIXo/1a CyObEKTOB JIOCTYMA B CPEACTBO 3aUIUTHI OT
[IMB, perucrtpanuio 3arpy3ki U HHUIIMAINU3AIMU STOTO CPEJICTBA U €€
MIPOrpaMMHOTO OcTaHOBa. B mapameTpax perucrpanuu yka3zblBacTcsl BpeMs U Jata
BXO0/1a/BbIX0JIa CYOBEKTa AOCTYIA B CpecTBO 3amuThl oT [IMB wmiu
3arpy3Ku/0cTaHoBa 3TOTO CPEJICTBA, a TAKXKE UACHTU(UKATOP CyObEeKTa AOCTYIIA,
WHUIIMUPOBABIIETO JAaHHBIE TEHCTBUS;

[IpoBoauTH perucTpanuio coobITUi TpoBepkH 1 00HapyxeHus [IMB. B nmapamerpax
pEerucTpalyy yKa3bIBAlOTCSA BpEMS U J1aTa MpoBepkH uiu oOHapyxkenus [IMB,
UICHTUPHUKATOP CYOBEKTa JOCTYMa, UHULIMUPOBABIIETO JaHHBIEC IEHCTBUS, XapaKTep
BBITIOJIHSEMBIX JICUCTBUI IO MIPOBEPKE, THIT 0OHAPYKEHHOM BPEAOHOCHOM
nporpammsl (BII), pesynbrar neiictBuii cpeactpa 3amutel no 6jgokuposanuto [IMB;

[IpoBoauTH peructpalyio CoObITUI IO BHEPEHUIO B CPEACTBO 3amuThl oT [IMB
MakeToB OOHOBJICHUU. B mapaMeTrpax perucrpaiuu yka3plBatoTCsl BpeMs U JarTa
0OHOBJIEHUS, UACHTU(PUKATOP CYOBEKTa JOCTYIA, MHUIIUUPOBABIIETO JAHHOE
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JeCTBUE BEpCHs U KOHTPOJIbHASA CyMMa IakeTa OOHOBJICHUS;

[TpoBOANTE perucTpaIuio cOObITHI 3amycKa/3aBepiIeHus: paboThl MOAYJIEH cpelcTBa
samutsl oT [IMB. B nmapamerpax peructpanuu yKa3slBarOTCsS BpeMs U J1aTa
3aIrycKa/3aBepIieHus: padoThl, HISHTH(PUKATOP MOAYIIS, HACHTH(PHUKATOP CyObeKTa
J0CTYIa, MHUIIMHPOBABIIETO TAHHOE JICHCTBHE, pE3y IbTaT 3aIlyCcKa/3aBepIICHUS
paboTh;

JIOJI’KHA MTPOBOIUTHCS pEruCcTpalys COOBITHI yrpaBiieHUs: CyObEKTOM JI0CTyMa
¢byHkuusMu cpeacTsa 3amuThl oT [IMB. B mapamerpax perucrpanuu yka3bIBaroTCs
BpeMs U J1aTa COOBITUS YIIPaBICHUs KaK10M QyHKIIMEH, HIeHTUDUKATOP U
cnenudukanus GyHKIUN, UIEHTUPUKATOP CYObEKTa T0CTyIa, MHUIIMHPOBABILIETO
JAHHOE JIeNCTBHE, pe3yIbTaT JeHCTBUS;

[TpoBOANTH perucTpaIiio COOBITHI TOTIHITOK JOCTYIA TPOTPAMMHBIX CPEJICTB K
MOIyJsM cpeacTBa 3amuThl oT [IMB win criennansHbeivM oBymkaM. B mapamerpax
pPErucTpaIfy YKa3bIBAIOTCS BPEMS U JIaTa MOMBITKH J0CTYIA, HICHTU(PHUKATOP
MOy, UACHTU(GUKATOP U crieruduKaIus MOoIyis cpeacTpa 3ammuTsl oT [IMB
(cneruanbHOM JIOBYIIIKH), pe3Y/IbTaT MOTBITKH TOCTYIIA;

[TpoBOoANTH perucTpammio coOOBITUI OTKaTa s cpeacTBa 3anuTel oT [IMB. B
napaMmeTpax perucTpalyy yKa3bIBatoTCs BpeMsl U JjaTa COOBITHS OTKaTa,
crenuduKanus AeCTBUI OTKaTa, UACHTUPUKATOP CyObEeKTa OCTYyIa,
WHUIMUPOBABIIETO JAHHOE JICHCTBUE, pE3yJbTaT IeHCTBUS,

10

OO6ecrieynTh 3alIUTY JAHHBIX PErHCTPAIMU OT UX YHUUTOXKEHUS WK MOIUDUKAIIUU
HapyIIUTETIEM;

11

PeanuzoBaTh MexXaHU3MBI COXpaHCHUA JAHHBIX PErUCTpalluU B CIIydac COKpallCHUA
OTBCACHHBIX IO HUX PECCYPCOB;

12

Peann3oBaTh MEXaHU3MBI IPOCMOTPA U aHAIM3A JAHHBIX PErHCTPALUU U UX
(GWIBbTpaLKy MO 33JaHHOMY HaboPy MapaMeTpoB;
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13

[TpoBOANTH ABTOMATUYECKUN HETIPEPHIBHBII MOHUTOPUHT COOBITHIA, KOTOPbIE MOTYT
SIBISATHCA NpuunHON peannzanuu [IMB (co3nanue, pegakTupoBaHue, 3aMuch,
KOMIIJISIUS 00BEKTOB, KOTOPbIe MOTyT coepkarhb BIT).

14

Peanu3oBaTh MEXaHU3M aBTOMAaTUYECKOIO aHAIN3a JaHHBIX PETHUCTPALIUHU 110
mradioHaM TUMOBBIX posiBieHui [IMB ¢ aBToMaTHueckum ux OJIOKHPOBaHUEM U
YBEIOMJICHUEM aIMUHUCTPATOPa O€3011aCHOCTH;

15

[IpoBOIUTH HECKOIBKO BUIOB y4eTa (AyOIUpPYIOLINX) C PETUCTPALIMEN BbIIaUH
(nmpuema) HocuTenel nHpopMauy;

16

OcymiecTBIATh perucTpalmio Bxoaa (BbIxo/1a) CyObEKTOB JIOCTyIa B CUCTEMY (U3
CUCTEMBI), TUO0 perucTpanus 3arpy3kd 1 THULHAIN3alUY OTIEPAllMOHHON CUCTEMBI.

17

OcCyIIecTBIATh PETUCTPAIHMIO BBIIAYH MEYaTHBIX (Tpa@UUecKX) TOKYMEHTOB Ha
«TBEPIYIO» KOMHIO. B mapameTpax perucrpamnu ykasbIBaroTcs (1ata U Bpemst
BbIJauu (0OpalieHus K MOJCUCTEME BbIBOJIA), CTIelM(UKAIINUS YCTPOIICTBA BbIIAUU —
Joruyeckoe uMs (HOMep) BHELIHEro YCTPOICTBA, KpaTKOE COJepKaHUE
(HauMeHoBaHue, BUI, UQP, KOI) ¥ YPOBEHb KOH(MUICHIIUATLHOCTH JOKYMEHTA,
uaeHTU(UKATOp CYOBEKTa TOCTYIA, 3alIPOCHUBIIETO TOKYMEHT;

18

OcyiecTBIATh PErUCTpalMIO 3amycKa (3aBepIIeHNs) TPOrpaMM U MPOLIECCOB
(3amanui, 3a/1a4), MpeIHA3HAYCHHBIX JIsl 00paboTKH 3antuinaemMbix aiaos. B
napaMeTpax perucTpaluy yKa3bIBalOTCs JaTa U BpeMs 3amycKa, uMs
(mpeHTHdUKATOP) MPOTpaMMBbI (TIpoliecca, 3aaHus), HACHTH(PUKATOP CyObEeKTa
JIOCTYIIa, 3alPOCUBILIETO IIporpamMmy (IIpoLecc, 3a/laHUE), pe3yJIbTaT 3aIycka
(ycrienHbIi, HEYCIEITHBIN — HECAHKITMOHUPOBAHHBIN),

19

OcymiecTBIATh PErUCTPALIMIO MOMBITOK JOCTYIA MPOrPaMMHBIX CPEICTB (Iporpamm,
MIPOLIECCOB, 3a/1a4, 3a/IaHni) K 3anuiaeMbiM (paiiiam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS JaTa U BpeMsl MOMBITKH TOCTYNA K 3aluinaeMomy ¢aiiry ¢ ykazaHuem
ee pesynbrara (ycHeliHas, HeyClelIHasi — HeCaHKIMOHUPOBaHHAs ), UACHTU(PHUKATOP
cyOBeKTa JIocTyna, cnenndukanus 3amuiaemMoro daina;
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20

OcCyIecTBIATh PErUCTPAIMIO MOTBITOK JOCTYIIa TPOTPAMMHBIX CPEICTB K
CJICAYIOIIUM JIOTIOJTHUTEIBHBIM 3alMIIaeMbIM 00BbEKTaM JIOCTYIIA: TepMUHAJIAM,
KomrbloTepam, y3iam cetu UCII/IH, muausM (kaHaiaMm) CBSI3U, BHEITHUM
YCTPOKCTBAM KOMITBIOTEPOB, ITPOTpaMMaM, TOMaM, Kataioram, (aitinam, 3anucsm,
MoJIsIM 3amnmceil. B mapaMerpax peructpanuy yKa3bpIBalOTCs 1aTa U BPEMS TTOIBITKA
JOCTYIA K 3aIIUIIaeMOMY OOBEKTY C YKa3aHHEM ee pe3yibTaTa (ycIelHasi,
HEYCIeNTHas — HECAaHKIIMOHUPOBAaHHAs ), MICHTH(PHUKATOP CyOBEKTa IOCTYIIA,
crenuQpuKanus 3alHiaeMoro 00beKTa — JOrHueckoe UMsi (HoMmep);

21

[IpoBoaUTH yueT Bcex 3alllUIaeMbIX HOCUTeNIel HHPOPMaluu C TOMOIIbIO X
MapKUPOBKH U C 3aHECEHNEM YUYETHBIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

22

OcyiiecTBIATh OUUCTKY (OOHYNIEHHE, 00e3THYMBaHNE) 0CBOOOKAeMBIX 00IacTeit
OTICPATUBHOW MaMsATH KOMIBIOTEPOB U BHEITHUX HaKonmuTene. OuncTka
OCYIIECTBIISICTCS OJHOKPATHOW TPOU3BOIBHOMN 3aIMCHI0 B OCBOOOKIAEMYIO 00JIaCTh
MaMSTH, paHee HCIIOH30BAHHYIO JUISI XPAaHESHUS 3alIUIIaeMbIX TaHHBIX ((aiiios,
nHdopmanun);

B noacucreme obecredeHns 1eJTOCTHOCTH:

O6ecneunTh 1EIOCTHOCTh TPOTPAMMHBIX CpecTB 3amuThl B coctae C3I1/IH, a
Tak)ke€ HEM3MEHHOCTh MTPOrpaMMHOM cpeabl. [Ipu 3TOM 11e10CTHOCTh CPECTB 3aIIUThI
MIPOBEPSIETCS TIPH 3arpy3Ke CHCTEMBI 110 HATHMYHUIO UMEH (MICHTU(PUKATOPOB)
komnoneHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOM Cpeibl 00eCTIeYnBaCTCS
otcyrctBueM B MCIIJIH cpeacTB pa3pabOTKu U OTIIAJIKA MPOTPAMM;

OcymectBiath ¢usznueckyro oxpany UCIIIH (ycTpoiicTB 1 HOCUTEEH
uHpopmalun), mpeaycMaTpuBaroias KOHTpob fqoctyna B nomemenus UCIT/Ixn
MTOCTOPOHHUX JIUI], HAJTMYKE HA/ICKHBIX MPENATCTBUH /1151 HECAHKIIHOHUPOBAHHOTO
nporukHoBeHMs B omemenus MCII/{x u xpanumuiie Hocuresnei nadopmanuu;

[TpoBoauTh nepuoanyeckoe tectupoBanue Gynkuuit C3I1IH npu n3smenenuu
nporpaMMHoO# cpenbl 1 nepconana MCIIJIH ¢ momolibio TeCT-Iporpamm,
nmutupyroux nonsitkn HC/L;

TOJDKHBI OBITh B HATMYUK cpeacTBa BocctanoBieHus C3I1/1H, npenycmaTtpuBatomue
Be/ICHHE JBYX KOIUI MPOrPaMMHBIX CPEJICTB 3alIUThl HHYOPMALIUH, UX
HEepHOANUECKOe OOHOBIICHHE M KOHTPOJIb pab0TOCTIOCOOHOCTH;
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[IpoBoaUTH MPOBEPKY LENOCTHOCTH MOAYJEN cpelcTBa 3aiuThl oT [IMB,

S) HEOOXOAUMBIX JUIsl €M0 KOPPEKTHOTO (PYHKIIMOHUPOBAHMUS, TIPU €TO 3arpy3Ke C + + +
HCI0JIb30BAHUEM KOHTPOJIBHBIX CYMM,;
ObecreunTbh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3aiuTel oT [IMB,

6 IIpeAyCMaTpUBAIOLIasl BEICHUE JBYX KOIIUM IPOTPAMMHOIO CPEACTB 3aIUTHI, €r0 + + +
MIEPHOIUNIECKOE OOHOBJICHHE U KOHTPOJIb PA0OTOCIIOCOOHOCTH;
Peanu3zoBaTh MeXaHU3MBbI IPOBEPKH LIETIOCTHOCTH MTAKETOB OOHOBJIEHUI CPEACTBA

7 3amuTsl oT [IMB ¢ ucnosib30BaHNEM KOHTPOJIBHBIX CYMM; + + +
[TpoBoauTs pesepBHOE kKonupoBanue [1/IH Ha oTUyk/1aeMble HOCUTENH HH(POPMAITHH;

8 - + +

V B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[TIpoBoauTh aBTOMAaTHYECKYIO NPOBEPKY HA Hanmnuue BII nnu nocnencteuit [IMB

1 nipu ummnoprte B UCII/IH Bcex mporpaMMHBIX Moayel (IPUKIIaHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT coiepxaTh BII, Mo uX TUMOBBIM 11a0JI0HAM U ¢ TIOMOIIbIO
IBPUCTUYECKOTrO aHAIIN3A;
PeanuzoBaTh MeXaHU3MBI aBTOMATHYECKOTO OJIOKMPOBaHUS 0OHapy)eHHbIX BII

2 MyTeM UX YIAAJICHUS U3 TPOrPaMMHBIX MOJYJICH WM YHUUITOXKCHHS; + + +
PerynsipHo BeINONHATH (MIpH nepBoM 3amycke cpeacTs 3ammThl [1J{n ot [IMB u ¢

3 yCTaHaBIMBAaEMOM MEepUOJINYHOCTHIO) IPOBEPKa Ha MpeaMeT Hanuuus B HuX BIL; + + +
JomxHa nHunmupoBaThest aBTomatudeckas mposepka UCII/In Ha mpeameTr Hamuuus

4 BII npu BeisiBieHnu ¢dakra [IMB; + + +
Peanu3oBaTh MexaHU3M OTKaTa Jyisl yCTaHABIMBAEMOIO YKCIIa ONIEpaluid y1aJeHus

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOAYJIEH U + + +
MPUKJIAHBIX TPOrpamMM WJIM POTPaMMHBIX CPEICTB, cofepxamux BIL.

6 JononuutensHo B UCII/IH noymkeH npoBOUTHCS HENPEPBIBHBIA aBTOMAaTUYECKUM + + +
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CeThIO0 ¢ 1eNbio BhiaBneHus BIL.

VI KonTponas orcyrcteus HIB B 110 C3U1
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Jnist mporpaMMHOTO 00€eCTIeYeHHs, UCTI0JIb3YeMOT0 TPH 3aIIuTe HHQOpMAIUK B
NCTIn (cpencts 3ammuthl uHGopmanmu — C3U, B TOM 4uciIe U BCTPOSHHBIX B
00IIeCUCTEeMHOE U MTPUKIAIHOE porpaMMmHoe obecrieuenue — [10), momkeH ObITh
o0ecreveH COOTBETCTBYIOIINN YPOBEHB KOHTPOJII OTCYTCTBHS B HeM H/IB (He
JIEKJIIAPUPOBAHHBIX BO3MOXKHOCTEN).

VIl

O6napyxenue sropxkennii B UCIT/In

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM IPOrPaMMHO-aINapaTHBIX CPEJICTB (CUCTEM)
oOHapyxeHnus sropxkenuii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHUE CUCTEMBI O0OHAPYKEHUS CETEBBIX aTakK,
MCII0JIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIN3A

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/IbI BBISIBJIICHUS! aHOMAJIUI

VIl

3amura UCITIH ot IIDMHWH

st oO6paboTku nHGOpManmu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomme
TpeboBaHusM ctaHaapToB Poccuiickoit deneparuu mo 3IeKTPOMarHUTHOU
COBMECTHMOCTH, 110 0€30MaCHOCTH ¥ SPrOHOMHYECKUM TPEOOBAHUAIM K CPEICTBAM
0oTOOpaxkeHUsI HHPOPMAIUH, TI0O CAHUTAPHBIM HOPMaM, MPEeIbIBISIEMbIM K
BHIeoTUCIUICHHBIM TepMuHaiaM [19BM (mampumep, TOCT 29216 91, 'OCT P
50948-2001, TTOCT P 50949-2001, T'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus MCII/[H TpeboBanmsam 6e3omacuoctu [1/1H

[IpoBectu 00s3aTENBHYIO CEpTUDHUKALINIO (ATTECTALMIO) IO TPEOOBAHUAM
0e30macHOCTH MH(GOPMAITUH;

JlekmapupoBaTh COOTBETCTBHE MIIH 0053aTEIIbHYIO CePTUDUKAIIIO (aTTECTAIHIO) O
TpeOoBaHUAM 0€30MacCHOCTH MH(GOPMAIUH (TI0 PEIICHHUIO OTIEPaTopa);

+ - -

[Tpumeuanue: {ns UCII[Au 4 xnacca nepeyeHb MeponpusaTil mo 3amure [1J{H onpenenseTcs B 3aBUCUMOCTH OT yiiepOa KOTOPbI MOXKET ObITh

HAHECCH B CJICACTBUHU HECCAHKIIMOHUPOBAHHOTO NJIKX HCIIPEAHAMCPECHHOTO NOCTYIIA K HI[H
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CornacoBaHo:
3aBeyIOLasl KaHLEJSIpUEH
JUPEKTOP IIKOJIBI

YYHATEID

BacunwseBa Basientuna ['ypreBHa
CemenoB Banepuan ApkaapeBuy
Uukaes Ouner BnagumupoBuy
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