[Ipunoxkenue N22. TH(dpopMmanimoHHasa mamMmaTKa i
oOyJamIIuxcs /i pa3MenieHus Ha 0QUITUATbHbBIX
NHTepHET-pecypcax

C KaxabIM roZ,oM MONOAEXMN B UHTEPHETE CTAHOBUTLCA BOJIbLUE, @ WKOAbHUKM OLHWN U3 CaMblX aKTUBHbIX
nonb3oBatenel PyHeTta. Mexay TeM, TOMUMO OFPOMHOIO KONMYECTBa BO3MOXKHOCTEN, UHTEPHET HECET 1 NpobaeMbl.
OTa namsTka J0/1>KHa NoMOUb Tebe 6e30MacHO HaxOAUTLCS B CETU.

KomnbloTepHbie BUPYCbI
KomnbroTepHBbIN BMPYC — 3TO Pa3HOBUAHOCTb KOMMbFOTEPHbIX MPOrpaMm, OTIMYNTENbHON OCOBEHHOCTLIO KOTOPOWA
ABNAETCA CMOCOBHOCTb K Pa3MHOXEHMIO.

B ZomnonHeHWe K 3TOMy, BUPYCbl MOTYT MOBPEAUTb UAN MONHOCTBIO YHUUTOXUTL BCe dalisibl U AaHHbIe,
MOAKOHTPOJIbHbIE MO/Ib30BATENO, OT MMEHM KOTOPOro Hbl/ia 3anyLyeHa 3apaxEéHHas nporpaMmma, a Takxke NOBPeaunTb
WA Jaxke YHUUTOXUTb OMEePaLMOHHY CUCTEMY CO BCeMy dainamm B LLes oM. B BosbLUMHCTBE Cayyaes
PacnpoCTPaHATCA BUPYChl Yepe3 MHTEPHET.

MeTOAbI 3aWnTbl OT BP€AOHOCHbIX MporpamMmm:

1. Wcnonb3yi coBpemeHHble onepaLoHHble CUCTEMbI, UMetoLLME CePbE3HbBIN YPOBEHb 3aLLMTbI OT BPEAOHOCHbIX
nporpamm;

2. TlocCTosHHO ycTaHaBAMBalM NayTth (LMPPOBbIE 3aniaTky, KOTOPble aBTOMAaTUUEeCKW YCTaHaBANBAOTCA C LieNbto
[0pabTku NporpaMmel) 1 Apyrne obHOBAEHWA CBOEN onepaLMoHHOM cncTembl. CkaumBam UX TOBKO C
oduumanbHoro cainta paspabotumnka OC. Ecam cylectByeT pexym aBToMaTMyeckoro 06HOBNEHNS, BKIOUN €ro;

3. Paborali Ha CBOeM KOMMbIOTEPE MOZ NpaBamMu MoJib3oBaTens, a He afMUHUCTPaToOPa. ITO He NO3BOAUT
60/1bLIMHCTBY BPEJOHOCHBIX MPOrpaMM MHCTaAANPOBaTbCA Ha TBOEM MEePCOHaNbHOM KOMMbIOTEPE;

4.  cnonb3yin aHTUBUPYCHbIE MPOrpamMMHble MPOAYKTbI M3BECTHbIX MPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBIeHNEM 6a3;

5. OrpaHuyb GU3Myeckmii OCTyn K KOMMbIOTEPY A/1f MOCTOPOHHUX AN

6. Vcnonb3yli BHeLWHWE HOocMTenn MHGOopMaLMK, Takne Kak daeLlka, AUCK UK Gainn n3 MHTepHeTa, TONAbKO 13
npodepeHHbIX MCTOUYHNKOB;

7. He oTKpbiBaii KOMMNbIOTEPHbIE daibl, MONYUYEHHbIE N3 HEHAZEXHbIX MCTOYHMKOB. [axe Te dalisibl, KOTopble
npucnan TBOM 3HaKOMbI. Jlyyllie yTOUHW y Hero, OTNpPaBAsa v OH Tebe uX.

Cetn WI-FI

Wi-Fi — 370 He BWA NepeAaun JaHHbIX, He TEXHOIOTMA, a BCero nnlib 6peHa, mapka. Ewe B 1991 roay HuaepnaHackas

KoMnaHus 3apeructpuposana 6peHs «WECA», uto obo3Hauvano cnosocouyetanme «Wireless Fidelity», koTopsblit

nepeBOANTCS Kak «6ecnpoBOZAHas TOUHOCTb».

[0 Hawero BpemeHu folna apyras abbpeBraTypa, KOTopas ABAsETCA Takol Xe TexHoaorneli. 1o abbpeBmaTtypa
«Wi-Fi». Takoe Ha3BaHMe b0 AaHO C HAMEKOM Ha CTaHAAPT BbICLLIN 3BYKOBOW TexHWKM Hi-Fi, uto B nepesoge
0O3HayaeT «BblCOKasi TOYHOCTb>.

[a, 6ecnnaTHbIN UHTEPHET-A0CTYN B Kade, OTENAX U a3ponopTax ABAAETCS OTANYHOW BO3MOXHOCTLIO BbIXOAA B
NHTepHeT. Ho MHOrmne akcnepThbl cumTatoT, UTo obuiesoctynHble Wi-Fi ceTu He siBastoTCcA 6e30nacHbIMU.

CoBeTbl Mo 6e30MacHOCTU paboTe B 06LLes0CTyMHbIX ceTax Wi-fi:

1. He nepegaBali cBONO JIMYHYO MHPOPMaLMto Yepes obesocTyrnHble Wi-Fi ceTn. PaboTtas B HUX, XkenaTesbHO He
BBOAWTb MapoJ/in AOCTYNa, JIOTVHbI U Kakve-To HOMepa;

2. Wcnonb3yi n o6HOBAAN aHTUBMPYCHbIE MPOrpaMMbl 1 bpaHaMayep. Tem cambiM Tbl 06e3onacuLlb cebs ot
3aKauku BMpYyca Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonb3oBaHun Wi-Fi otkaroum dyHkumio «O6wumin soctyn K danam n npuHtepam». aHHas GyHKums
3aKpbITa MO YMONYAHWIO, OAHAKO HEKOTOPbIE MOJIb30BaTeNIN akTUBMPYLHOT e€ Ans yA06CTBa NCMONb30BaHUA B
pabote nnn yuebe;



4. He ncnonb3ayii nybanunblin WI-FI Ans nepegauv MYHbIX ZaHHbIX, HANPUMEP A/ BbIXOAa B COLMaNbHblE CETU UK
B 3/IEKTPOHHYHO MOUTY;

5. Wnonb3yii ToNbKO 3aLmLLeHHoe coeamHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca BBOAM
NUMeHHO «https://»;

6. B mobunbHOM TenepoHe oTkatoum GyHkUmMto «IMogkntoveHne k Wi-Fi aBTomatmnyeckmn». He gonyckan
aBTOMaTUUECKOro NoAKIYeHMs ycTporicTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumanbHble CETV aKTUBHO BXOAAT B HaLLy XXM3Hb, MHOTMeE Nt0AM PaboTatoT 1 XKMBYT TaM MOCTOAHHO, a B Facebook

y>Xe 3aperncTprupoBaH MUIAMAPA YenoBeK, UTO ABNAETCA OAHOW CeAibMOM BCEX XUTeNEel NaaHeTbl.

MHorne nosnb3oBatenn He NOHMMAOT, UTO I/IHq)OpMaLI.I/Iﬂ, pasMeleHHaa UMM B COUManbHbIX CETAX, MOXET ObITb
Hal\/’I,CI,EHa M nNCnoib3oBaHa KeM yrogHo, B TOM 4ncie He obdA3atensHo ¢ brarumm HaMepeHunamMmun.

OcHoOBHble coBeThbl Mo 6e30MacHOCTY B COoUMaZibHbIX CeTAaX:

1.  OrpaHuub cnNnUCok apy3en. Y Tebs B Apy3bsaxX HE AOMKHO BbITb CIyYaHbIX U HE3HAKOMbIX NHOAEN;

2. 3awmuiar cBOK YacCTHYHO XM3Hb. He yka3biBali napoau, TenedoHsbl, agpeca, AaTy TBOEro pOXAEHUA U APYryro
NNYHYI0 MHGOPMaLMO. 310YMbILLIIEHHVUKN MOTYT MCMOb30BaThb AaXke MHPOPMaLIMIO O TOM, KaK Tbl U TBOW
poauTeNV NAaHNpyeTe NPOBECTU KaHUKYbI;

3. 3awuwwan cBOo penyTauuio — AepXKu ee B YNCTOTe 1 3ajaBali cebe Bonpoc: xoTen Bbl Tbl, YTOOLI Apyrue
Moab30BaTeNN BUAENN, YTO Thbl 3arpy>kaeLb? MNogymain, npexae Yem 4to-To onybavkoBaTh, HanucaTb u
3arpy3nTb;

4.  Ecav Tbl TOBOPULLb C NHOABbMY, KOTOPbIX HE 3HAELLb, HE UCMOJIb3Y CBOE PeasbHOe UMS U APYTYHO JINUHYHO
MHOOPMaLMK: UMsl, MECTO XMTENbCTBA, MECTO yuebbl 1 npoues;

5. W3b6erai pasmelyeHns dotorpaduii B IHTepHeTe, rae Tbl M306paskeH Ha MECTHOCTU, MO KOTOPON MOXHO
onpezAennTb TBOE MECTOMONOXEHNE;

6. [pw perncrtpaumm B coLmanbHOM CeTU HEOBXOAMMO MCMONb30BaTh CI0XHbIE MapOo/v, COCTOsALLME U3 BYKB U
LUMdp 1 C KONMYECTBOM 3HAKOB He MeHee §;

7. [lna coumanbHOW ceTu, NOYTbl 1 APYrX CalToOB HEOBXOAMMO NCMO/b30BaTh PasHble Napoan. Toraa ecim Tebs
B3/I0MatOT, TO 3/10YMbILLNEHHWKM NMOAYyYaT JOCTYN TONBKO K O4HOMY MeCTY, a He BO BCe Cpasy.

ANEeKTPOHHbIE AeHbIN

DNEeKTPOHHbIE AeHbMM — 3TO OYeHb YA06HbIN CNOCO6 niaTexer, OAHAKO CYLLLECTBYHOT MOLLEHHUKK, KOTOpble XOTAT

NOAYYNTb 3TV AEeHbIW.

3}'IeKTpOHHbIe A€HbI' NoABUJINCb COBCEM HEAABHO M UMEHHO 13-3a 3TOro BO MHOTMX roCcyaapcrtBax 4O CUX MOp He
NnponncaHo NMpo HUX B 3aKOHax.

B Poccunn sxe oHM bYHKLMOHUPYHOT 1 O HUX Y>KE MPOMMCAHO B 3aKOHE, TAe UX Pa3fenstoT Ha HECKOJIbKO BUJOB —
QHOHWMHbIE U He aHOHUMHbIe. Pa3HuLa B TOM, YTO aHOHMMHbIE — 3TO T€, B KOTOPbIX Pa3peLLaeTcs NpoBOAUTh
onepauun 6e3 naeHTMdrKaLMm NoNb30BaTeNs, a B HEAHOHVMHbIX MAEHTUdMKALIMN NOAb30BaTENS ABAAETCA
oba3atenbHOMN.

Takxke cnefyeT pasnnyath 31eKTPOHHble GraTHble AeHbr (PaBHbI FOCYAapPCTBEHHBIM BakoTaM) U 3NEKTPOHHbIE
HedunaTHble feHbrv (He paBHbl TOCYapCTBEHHbIM BasltoTaMm).

OCHOBHble coBeTbI Mo 6e3onacHon pa60Te C 31I€KTPOHHbIMW A€HbraMu:

1. MpwuBaxu K cHeTy MOBWAbHBIV TenedoH. ITO camblil YA0BHbIN 1 BbICTPbIN CNOCO6 BOCCTAHOBUTL AOCTYM K CYETY.
MpwvBA3aHHbIN TenedOoH MOMOXET, ecin 3abysellb CBOM NAATEXHbIV Napoab UAN 3ajeLlb Ha CaliT C
He3HaKOMOTrO YCTPOWCTBa;

2. Wcnonb3yi ogHopaszoBble napoan. Mocne nepexoda Ha yCUAeHHyH aBTopusaLuuio Tebe yxe He byaeT yrpoxatb
OMacHOCTb KPaXu UK NepexsaTa naaTexHoro napons;

3. Bbibepu cnoxHbI napob. MpectynHukam ByaeT He NPOCTOo yraZaTh COXHbIN Napob. HazexHble napoan —
3TO MapoAV, KOTOPble Cogep>KaT He MeHee 8 3HaKOB ¥ BKNFOUAOT B Ce6A CTPOUHbIE U NPOMNUCHbIe ByKBbI, LdpbI
¥ HECKOJIbKO CUMBOJIOB, Takue Kak 3HaK goanapa, GyHTa, BockauMuaTenbHbI 3Hak v T.n. Hanpumep, $tROng!;;

4. He BBOAW CBOM /MYHble aHHbIE Ha caliTax, KOTOPbIM He JoBepseLlb.



DneKTpOHHasA nourta
DNIeKTPOHHAs NoyTa — 3TO TEXHONOTUS U NPeAoCTaBaseMble 0 YCIYTY MO NMepechiKe U MONYUEHNUIO INEKTPOHHbIX
COOBLLEHNI, KOTOPblE PacipeaenstoTci B KOMMbHOTEPHOW CETU.

O6bIuHO 3ﬂeKTpOHHbII7I NMoYTOBbIN AWMNK BbITNAANT Cchejgyroumm o6pa30|v|: I/IMﬂ_I'IOJ'IbBOBaTeJ'IH@I/IMH_AOMEHa.

Takxe Kpome nepesaynm NnpocToro 1ekcrta, MMeeTca BO3SMOXHOCTb NepeaaBaTb CbaVIﬂbl.

OcHoBHble coBeTbl Mo He3onacHo paboTe C 3NEKTPOHHOW MOYTON:

w

Hazo BbiOpaTh NpaBW/IbHbIA MOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBbIN BbIGOP BecniaTHbIX MOYTOBbIX
CEepPBUCOB, OAHAKO Nlyyllie JOBEPATb TEM, KOTO 3Haellb M KTO NMepBbIVi B PERTHHTE;

He yka3biBai B IMYHON nouTe ANYHY nHdGopmMaumto. Hanpumep, nyulle BbI6paTh «My3biKaibHbIV_paHaT@» nan
«pok2013» BmecTO «Temal3»;

Vcnonb3yin AByx3TamHyr aBTOpPU3aLIMIO. DTO KOrAa NOMMUMO Napos HYy>KHO BBOAUTb KOJ, MPUCbIIaeMbld no SMS;
Bbibepu cNoxkHbIN Napob. s KaXA0ro NouYTOBOro sLLMKa AOMKEH OblTh CBOW HAZEXHBbIN, YCTONUMBBINA K
B3/1OMY Mapoib;

Ecav ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMPOC, UCMOAb3YI 3Ty BOSMOXHOCTb;

Mcnonb3yin HECKOIbKO MOUTOBBIX ALWMKOB. [1epBbIN 4151 YaCTHOW Nepenmncky ¢ agpecatamu, KOTOPbIM Tbl
JoBepsiellb. OTO 3/IEeKTPOHHbIN apec He HaZo MCMO/b30BaTh NMPW pPerncTpaummn Ha popymax v canTax;

He oTkpbiBai hainbl v Apyrvie BIOXKEHUS B MUCbMaX AaxKe eI OHWU NMPULLIW OT TBOUX ApYy3eit. Jlydlle yTOUHM y
HWX, OTNPaBASAAN N OHU Tebe 3T dalinbl;

Mocne okoHYaHWsA PaboTbl Ha MOUTOBOM CEPBUCE Mepes 3aKpbITUEM BKAAAKM C CANTOM He 3abyab HaxaTb Ha
«BbIATU».

Kn6ep6ynnvHr uam BuptyanbHoe U3geBaTe/IbCTBO
KnbepbynnmHr — npecnesoBaHne cOobLEHNAMN, COAEPKALLMMUN OCKOPBAEHNSA, arpeccuto, 3anyrnuBaHue;
Xy/MraHCTBO; COLMasibHOe BOMKOTUPOBaHUE C MOMOLLBIO PasvyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl NO bopbbe ¢ KnbepbynnnHrom:

w

He 6pocaiica B 60i. Jlyuwunii cnocob: mocoBeToBaThCsA Kak cebs BeCTU 1, eCN HET TOro, K KOMY MOXHO
06paTnTLCA, TO BHaYase yCrnokouTbes. Ecam Tbl HauHeLb O0TBeYaTbh OCKOPOAEHNAMU Ha OCKOPBAEHNS, TO TONbKO
elle 60/blUe pasoxKellb KOHDANKT;

YnpaBnsii cBoelt knbeppenyTtauuew;

AHOHMMHOCTb B CETV MHUMas. CyLLecTBYHOT CMOCOObI BbISICHUTb, KTO CTOMT 3@ aHOHMMHbIM akKayHTOM;

He cTouT BecTn xyauraHckuii obpas BUPTyanbHOW Xn3HW. VIHTepHeT GuKCnpyeT Bce TBOW AEUCTBUA U COXPaHAET
nX. Yaanutb nx OysaeT KpaliHe 3aTpyAHUTENbHO;

Cobntofain cBOW BUPTYasibHYH YeCTb CMOJIOAY;

WVrHopupyi eamHnyHbIN Heratne. OgHOpPa30Bble 0OCKOPbUTE/IbHbIE COOBLLLEHMA Nyylle UrHopupoBaTb. OBbIUHO
arpeccus NpekpaLLaeTcs Ha HavabHOW CTaguu;

baH arpeccopa. B nporpammax obMeHa MrHOBEHHbLIMW COOBLLEHUAMU, B COLMAbHBIX CETAX €CTb BO3MOXHOCTb
610KMPOBKM OTMPaBKM COOBLLEHWNI C ONpeseNeHHbIX afpecos;

Ecam Tbl cBUAeTeNb KNbepbynanHra. TBou AelCTBUA: BbICTYNUTL MPOTUB NpeciefoBaTess, NokasaTb eMy, UTo ero
LEeNCTBUA OLLeHVBAKOTCA HEraTMBHO, NMoAAep>KaTb XXepTBY, KOTOPOM HYXHa NCUxosornyeckas NomoLlb, COO6LNTb
B3pOC/bIM O dpaKTe arpecCMBHOrO NOBEAEHNA B CETU.

Mo6unbHbIi TenedpoH

CoBpeMeHHble CMapTHOHbI U MaHLLETbI cogepyKaT B cebe BMosiHe B3pOCbIi GYHKLMOHA, U TeNepb OHU MOTYT
KOHKYpPUPOBaTb CO CTaLMOHapHbIMK KoMMbloTepamu. OfHaKo, CPeAcTB 3aLlunTbl 418 MOAOBHbIX YCTPOMCTB MOoKa OYeHb
mano.

TecTMpoBaHMe 1 MOWCK YA3BUMOCTEN B HUX MPOUCXOANUT He Tak MHTEHCKBHO, Kak Ans MK, To xe camoe kacaeTcs u
MOBUABbHBIX MPUNOKEHWIA.

CoBpeMeHHble MOBUIbHbIE Bpay3epbl yxKe MPaKTUUYeCcKn 4OrHaIN HaCTObHbIE aHaaory, O4HaKo pacluvpeHne
byHKLMOHaNa BeYeT 3a COH60M BOJbLLYHO CIOXHOCTb Y MEHbLLYH) 3aLLMLLEHHOCTb.



[Jlaneko He BCce MPOU3BOAMNTENN BbIMYyCKalOT OBHOBNIEHMA, 3aKpbIBatOLLME KPUTUYECKME YA3BUMOCTU /1Sl CBOUX
YCTPOWCTB.

OCHOBHble COBETbI ana 6e30MacHOCTM MOBUIBHOTO TenquOHa:

1. Hwuero He sBaseTcs no-HacToAlWeMy 6ecnnaTHbIM. Ey,qb OCTOPO>XEeH, BeAb KOrga Tebe npeanaratot BecnnaTHbIN
KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To nnaTtHble yCayru;

2. [yman, npexae yem otnpasuts SMS, doTo nan Buaeo. Tbl TOYHO 3HaeLUb, Fae OHU ByayT B KOHEYHOM mTOre?

3. Heobxoa1MmMo 06HOBAATL OMEPALMOHHYH CUCTEMY TBOErO CMapThOHa;

4.  Vcnonb3yi aHTUBUPYCHbIE NPOrpamMMbl 418 MOBUbHBIX TenedOHOB;

5. He 3arpyxali npuaoxeHns oT HEM3BECTHOrO UCTOUYHMKA, Belb OHN MOTYT COAep>KaTb BPeJOHOCHOe
nporpaMmMHoe obecreyeHue;

6. Tocne Toro KaK Tbl BbIiZellb C CaiTa, r4e BBOAUA NNUHYHO MHGOPMAaLMIO, 3ali4M B HACTPOWMKM bpay3epa 1 yaanm

cookies;
7. Teproanyeckn NpoBepsii Kakne naaTHble YyCayrn akTMBMPOBaHbl Ha TBOEM HOMEPE;
8. [laBaii cBOV HOMep MOBUABbHOTO TenedoHa TObLKO NFOAAM, KOTOPbIX Thl 3HAELLb Y KOMY JOBEPSELLb;
9. Bluetooth gonxeH 6bITb BbIK/IIOYEH, KOrAa Thl UM He Mosb3yellbcs. He 3abbiBain nHOrAa NpoBepAThb 3TO.
Online urpsbi
CoBpeMeHHble OHIaH-UTPbl — 3TO KpacouHble, 3aXBaTbiBatoLMe pa3BaeyeHns, 06beANHAOLLME COTHU ThiCAY
YenoBeK Mo BCcemy MupY. VIrpoku nccnesytoT AaHHbI UM MUP, 0BLLAK0TCA APYT C APYrOM, BbIMOAHSOT 3a4aHus,
CpaXkatoTCs C MOHCTPAMM M MOAYYatoT ONbIT. 3a YAOBOALCTBME OHW MAATAT: NOKYMaOT ANCK, OMJaunBatoT abOHEMeHT
NAN NpUOBpPEeTarOT Kakne-To OnLmn.

Bce 3T cpeacTBa MAYT Ha Nojaep kaHune 1 pasBUTUE UTPbl, @ TakKe Ha camy 6e30MacHOCTb: COBEPLLIEHCTBYHOTCS
CUCTEMbI aBTOPU3aLIM, BbIMyCKatOTCA HOBbIe MaTuu (LndpoBble 3annaTkuy /18 NporpaMM), 3aKpblBaroTCs YA3BMMOCTU
cepBepoB.

B I'IOAO6HbIX nrpax CtomT onacatbCA He CTOJIbKO CBOMX CONMEPHUKOB, CKOJIbKO Kpa>XXn TBOEro napo/sia, Ha KOTOPOM
OCHOBaHa cncrtemMma aBTopu3aynmn 60/bLINHCTBA urp.

OCHOBHble coBeTbl MO 6€30MacHOCTN TBOEro MTPOBOro akKayHTa:

1. Ecau gpyroi urpok BeAet cebs nioxo uav co3gaet Tebe HempuUATHOCTH, 3abNOKUPYIA ero B CMINCKE UTPOKOB;
Moxxanyics agMUHUCTPaTOPaM Urpbl Ha NaoXoe NoBeAEHWE 3TOrO UrpoKa, XKeaTebHO NPUIOXUTL KakmMe-To
JoKasaTeNbCTBa B BUAE CKPUHOB;

He yka3biBali IMUHY0 MHPOPMaLMIO B Mpodaiine urpbi;

YBakall fpyrvx y4acTHVKOB MO Urpe;

He yctaHaBauBain HeodurLManbHble NaTuv U MOZbI;

Vcnonb3yi cnosHble 1 pasHble naponv;

[Jaxke BO Bpems Urpbl He CTOUT OTK/IHOYaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOV KOMMbHOTEP MOTYT 3apasuThb.
OUWNHT naun KpaXka JINYHbIX AAHHbIX

OBbIYHON Kpaxkel AeHer 1 JOKYMEHTOB CErOAHA yXKe HUKOro He yanBHMfLlb, HO C pasBUTUEM MHTEPHET-TEXHONOTU
3/IOYMbIWNEHHUKN NepeEMECTUNINCDE B UHTEPHET, N NPOAO0J/IXKAKT 3aHUMaTbCA «JIIOBMMbIM» AeNIOM.

N

No v AW

Tak nosiBUAack HOBas yrpo3a: MHTEPHET-MOLLUEHHUYECTBA UM QULLIVIHT, F1aBHas Lielb KOTOPOro COCTOWT B MOJAYYEHUN
KOHOUAEHLMANBHbIX JaHHbIX MOJb30BaTeNeil — JIOTMHOB U Napoei. Ha aHraniickom a3bike phishing untaeTcs Kak
duwmnr (ot fishing — pblbHas noens, password — naposb).

OCHOBHble COBETbI MO 6opbbe ¢ GULLNHTOM:

1. Cnegu 3a cBOMM akkayHTOM. ECin Tbl NOZ03peBaellb, YTO TBOS aHKeTa Oblia B3/1OMaHa, TO HeO6XOANMO
3a6/10KMpOBaTh €e 1 COOBLLUTL aZMUHUCTPaTOPaM pecypca 06 3TOM Kak MOXHO CKOpeE;

2. Wcnonb3yi 6e3onacHble BeO-caiThbl, B TOM YNC/IE, MHTEPHET-MarasuHOB 1 MOUCKOBbIX CUCTEM;

3. Wcnonb3yi cnoxHble 1 pasHble napoav. Takum ob6pasom, ecam Tebs B3JIOMatOT, TO 3/10YMbILLIEHHUKM NoayyaT
[OCTYN TOILKO K OAHOMY TBOEMY NMpooduto B CETH, @ He KO BCEM;



4.  Ecav 1ebsi B3NOManu, To HEOBXOAMMO NpeayrnpeamnTb BCeX CBOUX 3HAKOMbIX, KOTOpble AobaB/eHbl y Tebs B
ApYy3bsiX, O TOM, YTO Tebs B3/IOMaAn 1, BO3MOXHO, OT TBOEro MMeHWN ByAeT paccbiiaTbCs ChaM W CCbIKK Ha
dULINHrOBbIE CaliThbl;

5. YcraHoBW HagexHbIN naponb (PIN) Ha MOBUAbHBIV TenedoH;

OTkArOUM CoXpaHeHne napons B bpaysepe;

7. He oTkpbiBai dalsibl N pyrre BNOXKEHUS B MUCbMaX AaxXe eCiv OHW NPULLAN OT TBOMX Apy3el. Jlyudlue yTOUHN Yy
HWX, OTAPaBAAAN N OHW Tebe 3TN Gainnbl;

LUindposasa penyrauua

Lindposas penyTaumns — 3T0 HeraTMBHas UM NO3NTUBHasA MHbopMaLma B ceTh o Tebe. KomnpomeTtupytoLLas

MHPopMaLMA pa3MeLLieHHas B MHTEPHETE MOXET cepbe3HbiM 06pa3oM OTPa3UTLCH Ha TBOEI peasbHOW XKU3HU.

o

«lndpposas penyTaLua» — 310 TBOW UMUAX, KOTOPbIA popmMupyeTcs 13 MHGopMaLMmn o Tebe B MHTepHeTe.

TBOE MECTO XWUTENbCTBA, yuebbl, TBOE PUHAHCOBOE MONOXKEHUE, OCOBEHHOCTH XapaKTepa U pacckassbl 0 61U3KUX — BCe
3TO HaKarnJMBaeTcs B CeTu.

MHorne nogpoCTKM IEFKOMbICIEHHO OTHOCATCA K Ny6AnKaumMn anyHon nHdopmaumm B IHTepHeTe, He MOHUMasn
BO3MOXHbIX NMOCNEACTBUNA. Thl faxke He CMOXeLUb JorasjaTbCs O TOM, 4To poTorpadus, pasmelleHHas 5 neT Hasag,
CTana NPUYMHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuy, pa3melleHre TBonx GoTorpaduii n apyrue 4eincTBms MOTYT HE MCUE3HYTb Jaxke Mocse TOro, Kak Tbl UX
yAanvib. Tbl He 3HaELLb, KTO COXPaHWA 3Ty MHGOPMaLMo, Monana M OHa B MOMCKOBbIE CUCTEMbI U COXPaHMAACh Jin
OHa, a FaBHOE: UTO MOAYMAtOT O Tebe OKpy>KatoLLlee NtOAW, KOTOpble HAWAYT U YBUAAT 3T0. Hantn nHdopmaumio
MHOFO JIET CNYCTA CMOXET 060N — KakK 13 A0BOpbIX MOBYXAEHWUN, TaK U C HAMEPEHUEM MPUUNHUTL BPes. ITO MOXKET
6bITb KTO YrOAHO.

OCHOBHble COBETbI MO 3awunTe Ll.VI(I)pOBOVI penyTauunn:

1. Mogyman, npexae yem 4to-To Ny6AMKOBaTb M NepesaBaTth y cebs B 610re nan B CoLManbHOM ceTu;

2. B HacTpoiikax npoduas yCTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NPoduas 1 ero COAepP>XKMMOro, cAenan ero
TONBbKO «A/1A ApY3en»;

3. He pa3meLyan 1 He ykasbliBaih MHPOPMALLMIO, KOTOPas MOXET KOro-Mb0 ockopbasTb nan obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LWKOAbHUKN— aKTUBHbIE NoJsib3oBaTenu LdpoBoro npoctpaHcTea. OfHako Aaneko He BCe 3HatoT, YTo

No/b30BaHME MHOTMMW BO3MOXHOCTAMU LMdpoBOro Mupa Tpebyet cobatogeHns npas Ha MHTENNEKTya bHYHO

COBCTBEHHOCTD.

TepMUH «MHTeNNeKTyaNbHas COBCTBEHHOCTb» OTHOCUTCA K Pa3/IMUYHbIM TBOPEHUAM YENOBEYECKOrO yMa, HaunHas ¢
HOBbIX 306PETEHNI 1 3HaKOB, 0603HAYUAIOLLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTW , U 3aKaHUMBas KHUramu,
doTorpadvamm, KWUHOGUABMAMU U My3bIKaTbHBIMU MPOU3BEAEHVAMU.

ABTOpCKMe NpaBa — 3TO NpaBa Ha MHTeNNeKTyalbHYH COBCTBEHHOCTL Ha MPOU3BELEHNSA HayKW, 1MTepaTypbl 1
MCKyCCTBa.

ABTOpCKMe MpaBa BbICTYMAOT B KAYECTBE rapaHTUM TOTO, YTO UHTENIEKTYaIbHbIA/TBOPYECKUIA TPYA aBTopa He byaeT
HamnpacHbIM, ZacT emy CrpaBej/IMBble BO3IMOXHOCTU 3apaboTaTth Ha pe3ynbTaTax CBOEro Tpyaa, Moay4nTb N3BECTHOCTb
1 NpV3HaHMe.

HwvkTo 6e3 paspelleHuns aBTOpa He MOXET BOCMPOV3BOAMNTb €10 NMPOU3BeAEHME, PaCTPOCTPaHATL, Ny6ANYHO
AEeMOHCTPVpPOBaTh, MPOAaBaTh, UMMOPTUPOBATh, MyckaTb B MPOKAT, My6JNYHO UCMONHATb, NMOKa3blBaTb/UCTMOHATL B
adupe nan pasmeLLatb B ViHTepHeTe.

Vcnonb3oBaHue «MmpaTckoro» NporpaMMHOro obecrneyeHrs MOXeT MPUBECTM K MHOTMM pUCKaM: OT MNOTepW AaHHbIX
K TBOMM aKkayHTaM A0 610KMPOBKM TBOErO YCTPOWCTBA, rAe YCTaHOB/EHHbIW He neranbHas nporpamma. He cront
Takxe 3abbIBaTh, UTO CyLLECTBYET ierabHble U HecnnaTHble NPOorpamMmMbl, KOTOPbIe MOXHO HaWTW B CETU.



O noprane

CeTeBMYOK.pd — TBOV rNaBHbI COBETUMK B CETU. 34e€Chb Thbl MOXELLb Y3HaTb O 6€30MacHOCTM B CETU MOHATHBIM U
[OCTYMHBIM A3bIKOM, @ NMPU BO3HUKHOBEHUWN KPUTUYECKON CUTyaLm obpaTuTbCs 3a COBETOM. A TakKe NPUHATb
yyacTue B KOHKypcax 1 CTaTb CamMbIM LIMPPOBLIM rpaxaaHnHOM!



