HNudopmanuonnbsie MaTepuaibl 00 AKTYaJIbHbIX HETATUBHBIX SBJIEHHAX
B IH(POBOM NPOCTPAHCTBE U CIOCO0AX NPOTHBOAECHCTBUSA TAKHM TeHICHIUAM

1. He3akonHoe noTpediieHne U 000POT HAPKOTUYECKHX CPEICTB
Brimyck onmaitH-mapadona [Imwxenus [lepBoix «llepBbie. HaBbIKU 111 5KU3HIY
NOCBAIIEH TOMY, KaK MPOTUBOCTOATh PACIIPOCTPAHEHUIO 3aIlPEIICHHBIX BELIECTB YEpe3
COLMAIBHBIE CETH, MECCEHXKEPHI U OHJIANH-UTPHI:

https://vk.com/wall-214524833 291092

2. MomeHHHYEeCTBO
[{ukn BHEYpOUHBIX 3aHSATHI MO BOMpPOCaM HHQPOPMAIIMOHHON O6e30MacHOCTH
U 1udpoBOM TUTHEHBI NIKOJLHUKOB, PEKOMEHIOBaHHBIM Poccuiickoit akanemuei
00pa3oBaHus, BKIIOYAET METOJAMYECKHE PEKOMEHJIAlMK ISl MPOBEICHHUSI BHEYPOUHBIX
3aHATHH 110 TeMe « MomeHHnYecTBO» A 2-6 u 7-11 Kiraccos.
https://cifrateka.ru/teachers/?sectionld=56

[{udpoBoit cepBUC MO KU3HEHHOW CUTyalluu «3alluTa OT MOIIEHHUKOB B CETH
Ha EjguHOoM mopTane rocynapCcTBEHHBIX M MYHUIMNAIBHBIX YCIYr ((QyHKIIHN)
(moptan I'ocycmayr).

https://www.gosuslugi.ru/scammer_protection

CepBuC TIPEIOCTABIISAET BHIOOP CICAYIOMMX CUTyaruii: « MOIIIEHHUKH THITAIOTCS
noiayuuth jgoctynn k locyciyram» (3Ta cuTyauusi HampapjieHa Ha TOMOIb
B BOCCTAaHOBJICHMHM KOHTPOJIA HaJ YYETHOW 3aluchio) W «S Xody 3aIuTHTHCS
OT MOIIICHHWKOB B CETH» (B JaHHOW CHUTYyallUd PeYb HUICT O MEpax MpPeaOTBPAIICHUS
MIPECTYIHBIX IEUCTBHI).

B pamkax mepBoii cuTyaluu npejcTaBieHa moaApoOHast MHCTPYKIIHS, B KOTOPOH
coziepkUTCs MHGOPMAITUS O TOM, YTO JeNaTh, €CIU TPAKIAHUH YK€ COOOIINI Mapob
nunu ko1 u3 CMC MOIIEHHUKaM.

B pamkax BTOpO¥ CUTyalluud pacCMaTPUBAIOTCS MEPHI, HAMPABJICHHBIE HA 3aIUTY
OoT KUOepHpecTynmHUKOB (3ampeT Ha 0dOpMIIEHHE JOTOBOPOB CBSI3M, 3allpeT
Ha TMOJyYeHUE KPEAUTOB U 3aliMOB, MpaBuiia 6€30MacHOCTH TIPH TeIehOHHBIX 3BOHKAX,
CIOCOOBI 3alTUTHI OT (PMHAHCOBOTO MOIIIEHHUYECTBA), & TAKXKE MPECTABICH YEK-JIUCT
1o HU(PPOBOW TUTHEHE.

PerymnsipHo oOHoBisiemasi 0a3a MOIIEHHUYECKHUX CXEM Ha JaHHBIM MOMEHT
BKJIIOYAET 86 CXEM C MX KPAaTKUM ONMCAHUEM
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1

3. BepOoBka
Metoanueckue pEKOMEHIalun TUTST neAarornueCcKux pabOTHUKOB
o01eo6pazoBaTeIbHBIX OpraHu3aluii «OnnaitH-BepOOBKa MOJIPOCTKOB:

npoduIakTHIeckas padboTa B IITKOJIC)
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPeH/bI B CONUAJIBHBIX CETAX
Nudopmanondsie  kaptoukd, mnoarotoeileHHble AHO  «HanuwonanbHbIC
MIPUOPHUTETHI COBMECTHO C AJIBSIHCOM (JOCTYIMHBI Ha pecypcax O0bsicHaeM.pd)

lNMpymvepbl pUCKOBAHHbLIX
TeM B couceTax:

+

Urpbl C yAyLUIbEM U 3a4€PXKKON AblXaHNS

$

MPBLIKKA C BbICOTbI, MAZEHNS, SKCTPEMa/IbHbIe
«MPOBEPKMN»

CamMorioBpexgeHune «paan sBnaeo»
l‘lpMéM TabneTok unn APYyrnx BeLecTB «Ha crnop»
darpeccrBHbI€ PO3bIrPbILLN

+ 4+ 4+ 4

ornacHble andxaku
TSR RmmRE———~ .
Ecnv Bbl yBUAENN, UTO pe6EHOK MHTEepecyeTcH

NoCTaMu Ha 3TV TeMbI, 0653aTEeNbHO
noroBopuTe C HAM.




Nouemy peb6€eHKyY
MHTEepPecCHO:

4 XenaHue bbITh «KakK BCe»
4+ CTpax CTaTb U3roem
4+ NOTPe6bHOCTb B NPU3HAHUK U Nankax

4+ HeJoCTaTO4YHasi 3pen0CTb 30HbI MO3ra,
OTBeYarLLer 3a NocneacTBus

VHTepec peb€HKa ycUNMBaKOT U aiITOPUTMbI
coLceTen: OHY aHaN3UPYIOT, YTO CMOTPUT

Nosb30BaTe/ib, ¥ CHOBA U CHOBA MOKa3bIBaOT
MOXOXKUe PONKNA.



Ha 4yTto o6paTuTh @
BHUMaHue

PebéHoK

BPSA4 X BaM pacckaxer,
YTO XOYeT y4acTBOBaTb
B OMacHOM YenneHaxe.
CTOUT HAaCTOPOXKUTHLCH,
ecnu:

+ pebéHok YacTo npayert TenedoH

4+ N3IMeHWNN0Cb NnoBeaeHne, NnoaBu/iachb
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKW U Nopessbl,
pebEeHOK HEe MOXET OOBACHUTL, OTKYAa OHWU

4+ eCTb AaB/ieHne CO CTOPOHbI Apy3en

+ roBopuT BaM: «Tbl NPOCTO HE MOHMMaellb,
3TO TPeHA»



Kak pearvpoBaThb

poauTenam

CTpax 3a pebéHKa — 3T0 HOpMaJ/ibHO.
Ho pa3sroBop ny4lle HaunHaTb, KOrga aMoLnm
YTUXHYT.

He cTouT: NoBbIWAaTL ron0C, KpUYaTh, CTbIANTD,
yrpoxaTtb, oTbmpatb TenepoH 6e3 06 bACHEHN.
Takasa peakumsa MOXeT MOATONKHYTb pebéHka

K TOMY, UTO OH ByAeT CKpbliBaTb OT BaC CBOE
y4yacTtve B NOA0OHbIX YenneHaxax.




Kak npaBu/ibHO
pa3sroBapuBaThb

He ob6BuHsANTE! CKaXkure:
BmecTo: «Thl BOObLLE «fl BONHYHOCb
AyMaellb ro0BOW?» 3a Tebsa» n «[asawn
NN «§ 3anpeLuaro — pasbepémcs

N BCE» BMecCTe»,

NHorpa pebéHky BaXXHO He 0bbsACHeHne,
a BO3MOXHOCTb ObITb YC/IbILUAHHbIM.
He nepebuBanTe ero.

B pasroBope onnpanTecb Ha paKThbl.
Hanpumep:

«Bnaeo B UHTEpHETE «[1pn yayuwbse
OCTaeTca HaBcera» KeTK MO3ra

nornbaroT
3a HEeCKO/IbKO MUHYT»




NMpepnoXxurte

aJ/ibTEPHaATUBbI

YXXenaHue puckoBaTb — YacCTb B3POC/IEHUS

N Nomcka cebsa. BaxHoO He noaaBuTb ero,

a HarnpaBUTb SHEPr1K B BEPHOM HarpasneHun.
BO3MOXHble anbTepHaTUBbI:

4+ CNOPT N aKTUBHOCTb, €CIN HYXEH
aapeHanuH

+ TBOpPYecCTBO, 67101 N X0661, 4TOOBLI NOAYYaTb
6onbLue BHUMaHUA

+ noaaepxka 1 noxsana Aoma, ecin pebeHky
He XBaTaeT Npu3HaHus




UTOo eLé MOXKHO
caenarthb:

4+ 06cyanTe, Kak NPaBUIbHO NMOJb30BaThCA
couceTaMm

+ HacTpoViTe BO3paCcTHbIE OrpPaHNYeHUs

4+ obcyxganTe ¢ pebeHKOM TO, YTO OH CMOTPUT
B UHTEpHeTe

+ Hay4uTe NpoBepaTb NHPOPMaLMIO

Bawa 3aga4a — He 3anpewiatb Wan Nyratb,
a HayuuTb pebéHka BUAETb OMNacHble TPeHAb!

N oueHmnBaTb X NOCeACTBUA.

5. TpaBas (Ku6epOy/amHr)
[{ukn BHEYpOUHBIX 3aHATHI MO BOMpPOCaM HH(POPMAIMOHHON Oe30MacHOCTH
U Uu(ppOBOM TUTHEHBI UIKOJBHUKOB, PEKOMEHAOBaHHBIM Poccuiickoil akanemuen
oOpa3oBaHMsl, BKIIOYAET METOANYECKHE PEKOMEHAAIMH JIJIsl IPOBEICHUSI BHEYPOUHBIX
3aHsaTHI 10 TeMe « TpaBist» g 2-6 u 7-11 knaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56

[IpoekT B opmaTe JEHIUHTOBOM CTpaHUIIBI B ceTH VHTEpHET, peain30BaHHbBIMI
Munnudgpsl Poccun B paMkKax BCEPOCCHUHCKOM TMPOTpaMMbl  KHOEPTUTHUEHBI U
MOBBIIIEHUSI TPAaMOTHOCTH TrpaxaaH Poccuiickon @Penepanmu. Ha caite npoekra
pa3MelieHa WHGOpMALMS JUISl KaXKIOTO M3 YYACTHUKOB KUOEpOYIJIMHTA: KEPTBBI,
arpeccopa
U HaOmoaTers

https://kubep-Oysunr.pdy/

Nudopmarmonnsie  kaptoukw, mnoaroroBieHnsie AHO  «HanumonanbHbie
MIPUOPUTETHI COBMECTHO C AJIBSTHCOM (IOCTYITHBI Ha pecypcax OObscHsIeM.pd)


https://кибер-буллинг.рф/
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@

Echv Bbl yBUAENW B YaTe KOHPNUKT, He CTOUT
pearnpoBaTb 3MOLMOHANbLHO. 3TO MOXET
yCyrybuTtb cuTyauuto.

He Hy>XHO: Nlyuywe:
* MUCaTb FHEBHbIe « caenatb

coobLeHus CKPUHLLOTbI
B 06N YaT nepenncku
BbIACHATb * 3aduKCcMpoBaThb
OTHOLUEeHUS KOHTEeKCT un gaty
ny6an4Ho * CMOKOWHO
06BUHATbL obaymaTh
YYXKUX geTen AanbHeunwmne

waru
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NMopaepixka,

a He gonpoc

CrnoKowvHOo norosopuTe ¢ pe6eéHKoOM.
OH J0KeH MOHSATb, YTO Bbl HA €ro CTOPOHe.

Pa3roBop MO>XXHO HauyaTb Tak: «f yBugen(a)

COO0bLLEeHMA B YaTe N XO4Y MOHATb, KakK Tbl Cebs
YyBCTBYeLUb. Pacckaxu, UTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTU?»

Ba)xHo:

* ClyWaThb
6e3 ocyxaeHus

* He obecueHMBaTb
npobnemy

* He 06BUHATL
pebéHka
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Ecnu Ball pe6eHOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOM YYBCTBA,
a Bbl NOAAEPXUTE ero

* O6bACHUTE, YTO TpaBs —
3TO OTBETCTBEHHOCTb 06MAYNKOB

« CoxpaHuTe gokasartenbcrBa 6ynnumHra
N coobumTe 06 3TOM NCUXONOrY, KNAaCCHOMY
PYKOBOAUTENIO, @ NPU HEOBXOANMOCTN —
PYKOBOZACTBY LUKO/bI
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Ecnu Bawl pe6éHOK —

onaumnk

He nbiTaliTecb cpa3y Haka3blBaTb
WA onpasAbiBaTh pebéHka — pasbeputech
B CUTyauuun. 3aaanite Takme Bonpochl:

7 N

«4TO Thbl YyBCTBOBAN,
Korga nucan ato?»

~

« «Kak, no-TBoemy, 4yBCTByeT e

cebs Apyront pebeHoK?»
—
Ba)kHo:
* BbI3BaTb Yy pebeHka conepexmnsaHune
* 06BACHUTL NMNOC/IeACTBUSA

* NMOMO4Yb NCNpaBuUTb CNTYauuntko

v
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Ecnun pe6éHoOK —

Habnwpareno

O6cyauTte c peb6éHKOM:

* YTO MONTYanivBble CBUAETENIN YCUTNBAKOT
TpaB/Ko 1, NO CyTK, CTAHOBATCA
eé coyyacTHuKamu

* Kak noagepikaThb XXepTBY byn1nHra

* K KOMY 13 B3POC/1bIX MOXXHO 06paTuUThbCA
-
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Hy>KHO 2in nucaThb

B o6 yart?

O6cyanTe CUTYaLMIO C KNTAaCCHbIM
pyKoBoguTenem 1 BMecTe pelunTe, Kak nyylie
AeNcTBOBaTh. Balla 3agaya — CnpaBUTbLCS

C Npo61eMoii, a He A40Ka3aTb, YTO Bbl MPaBbl.

My6nnyHblie KOHGNNKTDI
poawuTenen Moryr:

* yCcyrybuTb NosioxeHune
Aeten

* cnpoBouUMpoOBaTb
arpeccmio B Ksiacce

* pasfAennTb B3POC/bIX
Ha BpaxayrLine
narepsi

&
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Hy>XKHO N naTwm
B NONVLUIO

OﬁpaTMTbCﬂ B aAMVWHUNCTPAUVMKO LLUKOJbI

N npaBooOXpaHUTEJ/IbHbIE OPraHbl HY>KHO,
ec/in Bbl BNAWNTE B YaTe:

* Yrpo3bl
* CUCTeMaTUYecKyto TPaB/to

* pacnpocTpaHeHne NNYHbIX GOoTOo
* BbIMOraTenbLCTBO
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6. CepBuchl H MaTepuaJbl 10 HU(POBOI 0€30MACHOCTH
KaraJjor 00y4armux KYPCOB 1o rdpoBoi
IPAaMOTHOCTH — OT TIPaBWJI PE3EPBHOIO KOMHPOBAHUSA JIAHHBIX JI0 METOJ/IOB
pacno3HaBaHus TUMerKoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo undpoBoil rPAMOTHOCTH, ONPEIICIISIIOMINN YPOBEHb OCBEIOMIIEHHOCTH
B 9TOM cdepe
https://www.gosuslugi.ru/scammer_protection/quiz

Paznen na moprane ['ocycnyr «KubepOe3omacHOCTL — 3TO MPOCTO!», T/
coOpaHa moJie3Hass MHpOpMalMs O Ppa3zHOOOpa3HbIX KubOepyrpo3ax. B oTaenbHbIX
0JIoKax pa3MelIeHbl PEKOMEHJAIMHU, CHEIUaNIbHO pa3paOdOTaHHbIE B TOM YHUCIE IS
nereil. [lomuMo 3TOro 0cob60€ BHMMAHUE YJEJICHO 3alIUTE OT (PUIIMHTA, CO3JAAHHIO
HAJISKHBIX TTapoJjieit 1 npoduIakTUKe Teie()OHHOTO MOIIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprane Iocycnyr «be3omacHocTts Jaereii B HHTepHere»,
€ TMPEJICTAaBICHBI PEKOMEHAAUMH W WHCTPYKUMM TI0 HACTPOWKE CPEICTB
POAUTENBCKOTO KOHTPOJS, MH(MOpManus O OECIJIaTHBIX CEepBHCAX U Marepualax Io
upoBoil 0E30MaCHOCTH M OMNIHUSIX JETCKOTO PEXHMMa B Pa3IMUHBIX MOMYJISPHBIX
cepBHUCax
Y IPUIOKECHUSIX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoekt «IIU®POBOM JIMKBE3», peammsyemsiii Munimdpsl Poccun
comectHo ¢ AHO «lludpoBas sxoHoMuka». B pamkax mpoekTa TOCTYITHbI
BHUJICOPOJIMKMA OT BEAYUIUX TEXHOJIOTMYECKUX KOMIAHWM, MOCBSIIEHHBIE aKTyaJlbHBIM
yrpo3aMm HH(POPMAIMOHHON 0e30macHOCTH (CoIMaibHasi WHXKEHEPHs, JPONIEPCTBO,
MOIIIEHHUYECTBO ¢ Aundeilkamu, Kpaka aKKayHTOB, JOKCHHT U Jp.) U Ccrocodam

MPOTUBOJICUCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI1130807036

Ipoexr «YPOK HUDPPbI», peanuzyembiii Munuudpsl Poccunm coBmecTHO
¢ AHO «lludpoBas 5>KOHOMHKA», NPEAOCTABISIONIMN BO3MOXHOCTh TMOJIYYUTh

CHeIMaIn3upOBaHHBIC 3HAHUS U TIO3HAKOMUTHCS ¢ akTyanbHbIMU U T-tipodeccusimu
https://ypokumdpel.pd/?yvsclid=mmui90d6uv290511431

Be6-mopran Anbsaca «IIMPPATexka. budanoreka nmpakTU4ecKUX 3HAHUI,
Ha KOTOPOM TpEJICTaBlieHa TMOje3Has MHOpManus OT BEAyIIUX JKCIEPTOB B cdepe
Oc3omacHocTH B MIHTEpHETE M IICHXOJIOTHH HE TOJBKO IS ACTeH M MOAPOCTKOB, HO U
JUTSL POJUTENCH W yUYUTENeH, CTaThH, 00Opa30BaTeIbHbIC KBU3bI, 4 TAK)KE YCK-JTUCTHI,
KOTOpPBIE IMOMOTYT ITIPOTUBOCTOSITH OMACHOCTSAM B MIHTEpHETE
https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Mertonuueckoe mocobue «Puckm B nudpoBoil cpeae: AHATHOCTHKA,
npopuIaKTUKA, KOPPEKIMS», AIPECOBAHHOE Te€/IaroraM, ICUX0JI0raM, BOCIIUTATENSIM

nu pOI[I/ITeJIHM
https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoa5kktti.pdf

['0OTOBBII UMK/ BHEYPOYHBIX 3aHATHH MO BONpocamM HHGPOPMALMOHHOU
0ezomacHocTH W UM(POBOW THrMeHbl MKOJAbHHKOB (2-6 m 7-11 Kiacco),
pexkoMeHoBaHHBIN Poccuiickoii akagemueit obpazoBanms (I{udparexa. Bipocnwie /
YUHATEISIM / MeToAnuecKre MaTeprabl). OCHOBHBIMH (hopMaTaMH IPOBEICHUS 3aHATUN
ABJISIIOTCSL Oecellbl C DJIEMEHTAMHU WUIPOBOW JICSITEIBHOCTH, a TaKKe MPaKTUKYMBI,
OpUEHTHPOBAHHBIC HA CO3JaHHE COOCTBEHHBIX MPOEKTOB B cdepe MHPOpPMAMOHHON
0€30MacHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmanuoHHO-MeTOAMYECKHE MAaTepuajbl JA poauTeeid (3aKOHHBIX
npeacraButeneii) «bezonacHocts nereit B MiutepHere»
https://disk.yandex.ru/i/KDIIgrf1IL9XiA

Buneoypok or mpencemarens  AubsiHca bemsxkosoni E.A.  «Kak
OPHEHTHPOBATHCH B OHJAMH-NPOCTPAHCTBE», MOJATOTOBIEHHBIN (QoHmoM «CrpaHa
UL IETEW» B paMKax akuuh «be3onacHOoCTh JAETCTBa» YIOJIHOMOYEHHOTO TIpHU
[Ipe3sunente Poccuiickoit @eaepannu mno npasam pedenka M.A. JIbBoBoli-benoBoii.

https://vkvideo.ru/video-207180658_456239300?t=1m42s

Iliuardopma nu@ppoBoi rpaMOTHOCTH JJIA HE3PAYMX JeTed - COBMECTHAs
naunuatuBa [TAO «Beimnenkom», Everland m AnpsiHca, HampaBieHHass Ha TIOMOIIb
MOAPOCTKAM C HapyIICHUSMH 3PEHUS B OCBOCHUH ITH(PPOBHIX HABHIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

