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(kpunTorpaduECKHX ) CPEICTB, MPEAHA3HAYECHHBIX IS 3alIUTHI HHPOPMAITUU, HE COJIepIKAIICH
CBEJICHUI, COCTABIIAIONINX FOCYIApCTBEHHYIO TalfHY B CIIydae MX MCIIOJIb30BaHMS JIs
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I. O0mue nmoJs1o:xeHus

1.1. Hactosimue TpeGoBaHusi  ONpENENSAIOT  MOPSJIOK  OpraHW3amuu W oOecreveHUs
(GYHKIIMOHUPOBAHUS MIU(PPOBATBHBIX (KpUNTOrpapUUEcCKUx) CPEeACTB, MpeaHA3HAYCHHBIX IS
3amUThel WHGOpPMAIMK, HE COJEpIKaIlel CBEJCHH, COCTaBISIOMIMX TOCYAApCTBEHHYIO TailHY
(manee — KPHUNOTOCPEICTBO) B Ciy4yae HX HCIOIB30BAaHUS [Js oOecreueHus: 0Oe30MacHOCTH
MEPCOHAIBHBIX JaHHBIX IMPH HUX 00pad0TKe B WHQPOPMAIMOHHBIX CHUCTEMAaX IEPCOHAIBHBIX
JAHHBIX (nanee — nHOOPMAITMOHHAS CUCTEMA).

1.2. Hacrosimue TpeGoBanus pa3paObOTaHbl BO HCIIOJIHEHHE:
- ®epepanprOro 3akoHa "O nepcoHanbHBIX NaHHBIX" OT 27 uroist 2006r. Ne 152-D3 (Cratbs 19);

- [lonoxennss 00 obecriedeHnn 0€30IMACHOCTH TEPCOHANBHBIX JNAHHBIX NMpPHU UX 00paboTke B
MH(QOPMAIIMOHHBIX CHUCTEMax IEPCOHANBHBIX JaHHBIX, YTBEP)KJCHHOTO MOCTaHOBICHUEM
[TpaButensctBa PO ot 17 HOAOpst 2007T. Ne781 (nanee — [lonoxenue);

- [Tonoxxenust o0 enepanbHO cityxbe 6e3onacHocTr Poccutickoit denepariiu, yTBEpKIEHHOTO
VYkaszom [Ipesunenra Poccuiickoit @enepanuu ot 11 aBrycra 2003 roma Ne 960.

1.3. Hacrosiue Tpebosanusi:

- ABJISIFOTCSL 00SA3aTENIBHBIMU ISl ONEpaTopa, OCYILIECTBIIAIOMEr0 00pabOTKYy INepCOHAIBHBIX
JAHHBIX, a TAKXKe JIMLA, KOTOPOMY Ha OCHOBAaHHMM JIOTOBOpA ONEpaTop MOpydaeT oO0paboTKy
NEPCOHAIBHBIX JAHHBIX U (MJIM) JIMIA, KOTOPOMY Ha OCHOBAHHWHM JIOTOBOpAa ONEpaTop MOpydyaeT
OKa3aHHe YCIyr IO OpraHM3aluud W O00ecreyeHHI0 Oe30MacCHOCTH 3alUThl MEePCOHAIBHBIX
JAHHBIX MPH UX 00paboTKe B MH(MOPMAIIMIOHHOW CHUCTEME C HCIIOJIb30BAHMEM KPUIITOCPEACTB.
[Tpu 3TOM CyIIECTBEHHBIM YCIOBHEM JOTOBOPA SIBISETCS 00S3aHHOCTh YIOJIHOMOYEHHOTO JIMIIA
o0ecneunTh KOH(UIEHIMATBHOCTh MEPCOHANBHBIX JAaHHBIX M 0€30MacHOCTh MEPCOHAIBHBIX
JAHHBIX TpU UX 00paboTke B HMH(POPMALMOHHOW CHUCTEME B CIIydasiX, IMPelyCMOTPEHHBIX
JENCTBYIOIMM 3aKOHO/IaTEIbCTBOM;

- pactpoCTpaHSAIOTCS Ha KPUIITOCPEICTBA, MpETHA3HAUYCHHBIE IS o0ecredeHus 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX MPH UX 00paboTke B MH(POPMAIMOHHBIX CHUCTEMax IMEPCOHATBHBIX
JTaHHBIX, BCE TEXHUYECKHE CPEICTBA KOTOPBIX HAXOAATCs B npenenax Poccuiickoit @eaepanuu, a
TaKkKe B CHCTEMaX, TEXHMYECKHE CPEJCTBAa KOTOPHIX YACTUYHO WIIU IIEJIMKOM HaXOIATCS 3a
npenenamu Poccuiickoit denepanum.



- HE OTMEHSIOT TPeOOBAaHMS HMHBIX JOKYMEHTOB, PETJIAMEHTUPYIOIINX MOPSIOK OOpaIieHus COo
cayxeOHor wmHdOpMaImel OrpaHWYEHHOTO pachmpocTpaHeHuss B (eaepaabHBIX OpraHax
WCIIOJIHUTEJIBHOM BJIACTH.

Omnepatop ¢ y4eToM 0COOCHHOCTEH CBOEH NeATETbHOCTH MOXKET pa3padaThIiBaTh HE
poTUBOpeyalre HacTosauuM TpeboBaHUIM METOIMYECKUE PEKOMEHAALINN TTO0 UX
MIPUMEHEHHUIO.

Hcnonb3yemble Ui Leleld HacToAmmMx 1peOOBaHUI TEPMHHBI M ONPE/ICICHUS MPHUBEICHBI B
MpUII0KEHUH 1.

2. Opranu3zanus W ofecreyeHue 0e30MACHOCTH O00paloOTKM ¢  HCHOJb30BAHHEM
MU (QPoBANBHBIX (KPUNITOTPAPHIECKHX) CPEACTB MEPCOHATBHBIX JAHHBIX

2.1. besonacHocTh 00paOOTKH MEPCOHATBHBIX JAHHBIX C MCIOJB30BAHUEM KPHUIITOCPEACTB
OpPraHu3yIOT U 00ECIeYMBAIOT ONEpPATOPHI, a TAKXKE JIMIA, KOTOPHIM Ha OCHOBAaHHH JIOTOBOpA
orepaTop nopy4aer o0paboTKy MEPCOHANBHBIX JAHHBIX U (UJIU) JHIA, KOTOPHIM Ha OCHOBAaHUU
JIOTOBOpa OMEpaTop MOpydyaeT OKa3aHWe YCIYT IO OpTaHU3alUH U 00ecrieueHuI0 0e30macHOCTH
00paboTku B HH(DOPMALMOHHOW CHCTEME TMEePCOHANBHBIX JaHHBIX C HCIHOJIb30BAaHUEM
KPUTITOCPEJICTB.

Obecnieuenne 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX C HCIOJIb30BAHHEM KPHIITOCPEICTB
JIOJDKHO OCYILIECTBIIATHCS B COOTBETCTBUH C:

1) Ipuxazom ®CB Poccum ot 9 despans 2005 r. Ne 66 "OO6 yrepxnenun llomoxenus o
pa3pabortke, IPOU3BOJICTBE, peanuzanum " IKCILTyaTallH M (pOBaTIBHBIX
(xkpunrorpaduueckux) cpeacTs 3aumtel nHGpopMmanuu (I[Tonoxenue [1K3-2005);

2) Ilocranosnenuem IlpaButensctBa P ot 29 nmexadpst 2007 r. Ne 957 "OO yrBepxaeHHH
HOJIOKEHUH O  JIMLUEH3UPOBAHMM  OTJCNIBHBIX  BUJOB  JIEATENBHOCTH, CBS3aHHBIX C
U PPOBaTbHBIMU (KPUNITOTpapUUECKUMH) CpecTBaMu";

3) MeronuuecKUMHA pPEKOMEHMIAIMSIMU 10 OOECIEYEHHIO C TOMOIIBI KPUITOCPEICTB
0€30IaCHOCTH TEPCOHATBHBIX JAHHBIX MpPU UX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX C HCIOJIb30BaHMEM cpencTB aBTomaruzanuu (Ne 149/54-144, 2008 r.
®CBb Poccun),

4) Hacrosimumu TpeOoBaHUSMH.

2.2. OnepaTopbl HECYT OTBETCTBEHHOCTh 32 COOTBETCTBHE MPOBOJIUMBIX UMU MEPONPHUSATHHA 10
OpraHu3alui U oOecleyeHHo 0e30MacHOCTH O00paOOTKH € MCIOJIb30BAaHHUEM KPHITOCPEACTB
NEPCOHAIbHBIX JIaHHBIX JIMIEH3UOHHBIM TPEOOBAaHUSAM M YCIOBMSIM, JKCIUTyaTallMOHHOM U
TEXHUYECKOH TOKYMEHTAllMU K KPUIITOCPECTBAM, a TaKXkKe HACTOSAIMUM TpeOoBaHUSIM.

HpI/I 9TOM OIICPATOPHI JOJIZKHBI obecneynBaTh KOMILUIEKCHOCTD 3alIUThI ICPCOHAJIBHBIX JAaHHBIX,
B TOM YHUCJIE TIOCPEACTBOM NPUMCHCHHA HerI/IHTOFpa(l)I/ILIeCKI/IX CpEACTB 3alllUTHI.

2.3. Ilpu pazpaboTke U peanu3aluu MEPOIIPUATUI 110 OpraHU3aluy U 00eCTIeUeHUI0
0€30MacHOCTH NMEePCOHAIBHBIX JJAHHBIX MPU UX 00paboTKe B MHGOPMAIIMOHHOMN cucTeMe
OIIepaTop WJIN YIIOJIHOMOUYEHHOE ONEPATOPOM JIMIO OCYIIECTBIISET:



- pa3paboOTKy Ais KaKIoW MH(OPMAIIMOHHONW CHCTEMbI MEPCOHATBHBIX JAHHBIX MOJEIU YIPO3
0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX ITPH UX 00paOOTKE;

- pa3pabOTKy Ha OCHOBE MOJEIH Yrpo3 CUCTEMbl OE30MACHOCTH IE€PCOHAJIbHBIX JIaHHBIX,
obecrieurBaroieil HENTpaTU3aIuio BCEX NMEPEUUCICHHBIX B MOJIENU yTPO3;

- OTIpe/ielIeHne  HEOOXOAMMOCTH  MCIIONB30BaHMUSA  KPUIITOCPEIACTB Ui OOecredeHust
0€30I1aCHOCTH NEPCOHANIBHBIX JIaHHBIX U, B CIy4ae MOJIOKUTEILHOTO PEILeHHs, OIpeAeIeHUE Ha
OCHOBE MOJCJIIM yIpo3 LM HCIOIb30BAHUS KPUITOCPEACTB Ul 3aIUUTHI IEPCOHAIBHBIX
JaHHBIX OT HENPaBOMEPHOIO0 WM CIy4alHOro IOCTyna K HHUM, YHWYTOKEHUS, W3MEHEHUS,
0JIOKHpOBaHUSI, KONMPOBAHUS, PACHpPOCTPAHEHUS MEPCOHANBHBIX JAHHBIX W (WJIM) HHBIX
HENpaBOMEPHBIX AEHCTBUH NPH UX 00palboTKe;

- YCTAHOBKY M BBO/l B 3KCILIyaTallUKO KPUNTOCPCACTB B COOTBCTCTBUU C 3KCHHyaTaLII/IOHHOI>'I u
TEXHHYSCKOU ,HOKYMCHTaHHeﬁ K OTHUM CpEACTBaM,

- IPOBEPKY T'OTOBHOCTU KPUIITOCPEACTB K HCIIOJIB30BAHUIO C COCTABJIICHUCM 3aKJIIOYCHUH O
BO3MOJXHOCTH HUX SKCILNTyaTalluu,

- 00y4€eHHUE JIMILI, UCIOJIb3YIOIINX KPUIITOCPEACTBA, padOTe C HUMH;

- HOBKBCMHJ’IHPHHﬁ YUCT HCIIOJIB3YCMBIX KPUIITOCPECACTB, SKCHHyaTaHHOHHOﬁ U TEXHHYECKOU
JOKYMCHTAIlMU K HUM, HOCHUTENCH NEPCOHATIBbHBIX JAHHBIX;

- y4eT JIUII, JOMYIIeHHBIX K padoTe C KpUNTOCPEACTBAMH, MPeTHA3HAYEHHBIMU JIJIs1 00eCIIeueHUs
0€30macHOCTH NEepPCOHANBHBIX JaHHBIX B HMH(OOPMALMOHHOW cucTeMe  (IOJIb30BATENN
KPUIITOCPE/ICTB);

- KOHTPOJb 3a COOJIIOJIEHUEM YCIOBHM HCIOJIb30BAaHUS KPUOTOCPEACTB, IPENLYCMOTPEHHBIX
HKCIUTYaTallMOHHON M TEXHUYECKOHN TOKyMEHTALUeH K HUM;

- pa30MpaTenbCTBO M COCTABJICHHE 3aKIOYEHUH MO (akTaM HapylIeHUs YCIOBHI XpaHEHMs
HOCHUTEJIEH NEPCOHANBHBIX JAHHBIX, UCIIOJIB30BAaHUSA KPUIITOCPEACTB, KOTOPbIE MOT'YT IIPUBECTU
K HapyLIeHUIO KOH(HIEHIUAIbHOCTH IEPCOHAIBHBIX JAaHHBIX WM JPYTUM HapyLIEHUSM,
OPUBOJASALIMM K CHIDKEHHIO YPOBHS 3alMIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX, pa3pabOTKy M
OPUHIATHE Mep [0 NPEJOTBPALICHUIO BO3MOXHBIX OIACHBIX IOCJIEACTBUN MOJOOHBIX
HapyILIECHUH;

- OIMMCAHUC OPraHU3alMOHHBIX W TCXHHUYCCKUX MCP, KOTOPBIC OICPATOP 06513yeTc51
OCYIICCTBJIATL IIPpH obOecrieueHUH 0€30IaCHOCTU MNEPCOHATIBHBIX OAaHHBIX C HCIOJb30BaHUEM
KPHUIITOCPCACTB IIPpHU UX 06pa60TKe B I/IH(I)OpMaI_II/IOHHBIX CUCTCMAX, C YKAa3aHUCM B YaCTHOCTHU:

a) MHJAEKCa, YCJIOBHOTO HAWMEHOBAHUS M PETMCTPALMOHHBIX HOMEPOB HCHOJIb3YEMBIX
KPUIITOCPEJICTB;

0) COOTBETCTBHS pa3MEILICHUsI U MOHTaXa armnapaTypbl U 000pYyJOBaHUs, BXOSAIIETO B COCTaB
KPUINITOCPE/ICTB, TpeOOBaHUSM HOPMATHUBHOW JOKYMEHTAllMd M MpaBUjiaM IOJb30BaHUs
KpUIITOCPEICTBAMU;

B) COOTBCTCTBHUA HOMeIJ_[eHI/II\/’I, B KOTOPOM pPAa3MCIICHbI KPUIITOCPCACTBA U XPAHUTCA KIHOUYCBAA
JOKYMCHTAIMA K HUM, HACTOAIIUM Tpe6OBaHI/I$IM C OIMMCAHUEM OCHOBHBIX CPEACTB 3allIMTHI,



r) BelnosiHeHUsT TpeGoBaHMii K MaTepHaTbHBIM HOCUTENISIM OHMOMETPUYECKHX IepCOHAIBHBIX
JAHHBIX W TEXHOJIOTUSIM XpaHEHHs TaKUX JaHHBIX BHE HWH(QOPMALMOHHBIX CHUCTEM
IIEPCOHAIIBHBIX JIAHHBIX.

Ornucanue MPUHSITHIX MEP JOJDKHO OBITh BKIIOYEHO B YBEAOMJICHHE, IIPEIyCMOTPEHHOE YacThIO
1 crateu 22 ®enepaibHOro 3aKkoHa " O nmepcoHaIbHbIX JAHHBIX .

2.4. [lonb3oBarenu KpPUIITOCPEACTB JOMyCKalOTCd K paboTe C HUMH 10 PEUICHHIO,
yTBepxkaaeMoMy oneparopoMm. [lpu Hamuuum nByx U OoJjiee IOJIb30BaTENIEl KPUITOCPEICTB
00S3aHHOCTH MEXJIYy HHUMH JOJDKHBI OBITh paclpeleieHbl C Y4YeTOM MepCOHAIbHON
OTBETCTBEHHOCTH 3@ COXPAaHHOCTb KpPUIITOCPEACTB, KIIIOUEBOM, HSKCIUIyaTallUOHHOW U
TEXHUUYECKOH TOKYMEHTAIIUH, a TAK)KE 33 MOPYyUYEHHBIE YUaCTKU PabOTHI.

2.5. [Tonp30BaTeny KPUNTOCPEICTB O0S3aHBI:

- HE pa3riamars HHHOPMAIHIO, K KOTOPOU OHH JIOMYIICHEI, B TOM YHCJIE CBEJICHUS O
KPUIITOCPEICTBAX, KIFOUYEBBIX TOKYMEHTAX K HUM U APYIUX Mepax 3allMThl;

- cobmoaaTh TpeOoBaHMs K 00eceueHHI0 0€30MaCHOCTH MePCOHANBHBIX JaHHBIX, TPEOOBAHUS K
obecrieueHnI0 0€30MaCHOCTH KPUIITOCPEICTB U KITFOUEBBIX IOKYMEHTOB K HUM;

- COO6H_[3.TB O CTaBIIMX UM H3BCCTHBIMH IIOIBITKAX IMOCTOPOHHUX JIUI NOJYYUTb CBCACHUA 00
HCIIOJIB3YCMbIX KPHUIITOCPCACTBAX HJIM KIIFOYCBLIX JOKYMCHTAX K HUM;

- HEMEJUICHHO YBEAOMJIATH oreparopa o (akTax yTpaTbl WIM HEIOCTayd KPHUIITOCPECTB,
KJIIOYEBBIX JOKYMEHTOB K HHM, KJIKOYEW OT IMOMEILEHUM, XpPaHWIUI, JIMYHBIX Ie4aTed U O
npyrux (akrax, KOTOpble MOTYT MPHBECTH K PAa3MJIAICHHUIO 3alUINAeMbIX IEPCOHATBHBIX
JAaHHBIX.

- CAaTb KpPHUIITOCPCACTBA, JIKCIUITYATAIUOHHYIO MW TCEXHHYCCKYIO JOKYMCHTAIIMIO K HUM,
KIIFOYCBBIC JIOKYMEHTBI B COOTBCTCTBHM C TOPAAKOM, YCTAHOBJICHHBIM HACTOAIINMU
Tpe6OBaHI/I$IMI/I, IIpU YBOJIbBHCHUHN WM OTCTPAHCHUUN OT UCIIOJIHCHUA 06H33HHOCT€I\/’I, CBs3aHHBIX
C UCITIOJIB30BAHUEM KPUIITOCPEACTB,

2.6 OoOecrnieuenne (YHKIMOHHPOBAHUS M OE30MACHOCTH KPUIITOCPEACTB BO3Jaraercs Ha
OTBETCTBEHHOTO  IIOJI30BATENsl  KPHUIITOCPEJCTB, HWMEIOMIET0  HEOOXOIUMBIH  yPOBCHB
KBaM(UKAIMK, HAa3HAYAEMOTO TPUKA30M olepaTtopa (llaiee — OTBETCTBEHHBIM MOJIh30BaTEINb
KPUIITOCPEJICTB).

JlomryckaeTcst Bo3jokeHue (PyHKIUI OTBETCTBEHHOTO TIOJIB30BATEIISI KPUTITOCPE/ICTB Ha!

- OJIHOTO U3 NOJIb30BaTENNEN KPUIITOCPEICTB;

- Ha CTPYKTYpHOE MOojpa3felieHHe WIN JOJDKHOCTHOE JHIO (paOOTHUKA), OTBETCTBEHHBIX 3a
oOecrnieueHre Oe30MaCHOCTH MEPCOHAIBHBIX IaHHBIX, HA3HAYaEMbIX OIEPaTOPOM;

- Ha CHEeIUaJIbHOE CTPYKTYpHOE TMOApa3JeleHue M0 3allUTe TOCYAapCTBEHHOW TalHBI,
MCTIOJNB3YIOIIee sl 5TOTO Mu(POBaATLHBIE CPEICTBA.

2.7. OTBETCTBEHHBIC TIOJNB30BATENIM  KPUNTOCPEACTB JOJDKHBI HMMETh  (YHKIIMOHAJIHHBIE
00513aHHOCTH, pa3padOTaHHbIE B COOTBETCTBUU C HACTOSAIIUMU TpeOoBaHUAMHU.



2.8. Ilpu ompeneneHnH 00S3aHHOCTEH MOJIB30BATENS KPUITOCPEACTB HEOOXOIMMO YUHUTHIBATH,
9TO 0E€30MacHOCTh O0OpaOOTKH C HCIOIB30BAHUEM KPHUIITOCPEICTB MEPCOHATBHBIX JaHHBIX
oOecrnieunBaeTcs:

- COOJIIOIEHNEM TOJIb30BATESIMA KPUITOCPEACTB KOH(PHUIECHIIMAIBHOCTH NPU OOpAIEHUU CO
CBEJICHUSAMH, KOTOpHIE MM JOBEPEHbI WIM CTaId HM3BECTHBI 1O paboTe, B TOM 4YHCIE CO
CBEICHUSIMH O (DYHKIIMOHHUPOBAHWU M TIOpsIKE oOecredeHus: 0e30IacHOCTH TMPUMEHSIEMBIX
KPHIITOCPE/ICTB U KITFOUEBBIX JOKYMEHTAX K HUM;

- TOYHBIM BBIIIOJIHCHUCM I10JIb30BATCILIMU  KPUIITOCPCACTB Tpe60BaHHfI K o00ecleyeHnro
0e3011acCHOCTH NCPCOHAJIBHBIX JAHHBIX;

- HAZIS)KHBIM ~ XpaHEHHEM  OJKCIUTyaTallMOHHOM W TEXHUYECKOW  JOKYMEHTAllMH K
KPUINITOCPE/ICTBAM, KJIIOYEBBIX JOKYMEHTOB, HOCHUTENICH HMH(POPMAIMK OTPAaHUYCHHOTO
pacnpocTpaHeHHS;

- obecrieueHueM INPUHATBIX B COOTBCTCTBHU C Tp€6OBaHI/I$IMI/I K MaTCpHaJIbHbBIM HOCHUTCIIAM
6I/IOM€TpI/I‘~I€CKI/IX NEPCOHAJTIBHBIX JOAaHHBIX W TCXHOJIOTHAM XpPAaHCHUSA TaKUX JaHHBIX BHE
PIH(l)OpMaI_II/IOHHBIX CUCTCM IICPCOHAJIBHBLIX TaHHBIX MCP.

- CBOCBPCMCHHBIM  BBIABJICHUEM  IIOIBITOK IMOCTOPOHHUX JIMI  IMOJYYUTb CBCIACHHUA O
3alIIIACMbIX TMCPCOHAJIBHBIX OAHHBIX, 00 HCIIOJIB3YEMbIX KPUITOCPCACTBAX HJIUM KIIHOYCBBIX
AOKYMCHTAaX K HUM;

- HEMEIJICHHBIM IIPUHATHEM MEP 10 MPEAYIPEKACHUIO PA3IIIAIICHUS 3aIIUIIAeMbIX
MEePCOHANBHBIX JTaHHBIX, & TAKKE BO3MOXKHOW WX YTEUKH MPU BBISABICHUU (AKTOB yTPaThl WIH
HEJI0CTauu KPUNITOCPEICTB, KITFOYEBBIX JOKYMEHTOB K HUM, YIOCTOBEPEHHH, MPOIYCKOB,
KITFOUYEH OT MOMEIICHHM, XpaHWIHIL, cei(oB (METAIUTMUECKUX MKa(pOB), TUYHBIX MeUaTeil u T.11.

2.9. Jlua, odopmisemple Ha paboOTy B KauecTBE TMOJb30BaTenell  (OTBETCTBEHHBIX
MOJIb30BaTEJIECH ) KPUIITOCPEICTB, HOHKHBI OBITh O3HAKOMJIEHBI ¢ HacTOSAIMMHU TpeOoBaHUAMH U
IPYTMMH JTOKYMEHTaMH, PETJIAMEHTUPYIOIIUMHU OpTraHU3alHi0 M oOecreueHue 0e30MacHOCTH
MEPCOHAIBHBIX JIAHHBIX MPH HX 00paboTKe B WH(POPMAIIMOHHBIX CHCTEMaX, IOJ PACIUCKY H
HECYT OTBETCTBEHHOCTh 3a HECOONIOJeHHE HUMHU TpeOOBaHUN YKa3aHHBIX JOKYMEHTOB B
COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickon denepannm.

2.10. Texymmii  KOHTpONb 3a oOpraHW3anmuedl u  oOecreyeHHeM  (QYHKIMOHUPOBAHUS
KPUIITOCPENCTB BO3JIaracTCsl Ha OlepaTopa U OTBETCTBEHHOTI'O IOJIB30BATENS KPUIITOCPEACTB B
npejenax uxX Ciy>KeOHBIX MOJTHOMOYHUH.

2.11. Kontponp 3a opraHuzaiueit, oOecreueHreM (YHKIIMOHUPOBAHHUS U OE30MACHOCTH
KPUTITOCPEJICTB, MPEAHA3HAYCHHBIX JIJIS 3aIUTHI TIEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
WH(OPMALIMOHHBIX CUCTEMax IEePCOHAJIBHBIX TaHHBIX, OCYILIECTBISETCS B COOTBETCTBUHU C
JIEWCTBYIOIUM 3aKOHOAATeNbCTBOM Poccuiickoit deneparum.

2.12. B cinyyae He0OXOIUMOCTH B3aUMOJIEHCTBUS ONEPATOPOB MHPOPMAIIMOHHBIX CUCTEM IMPHU
UCTIOJIb30BaHUM KPUIITOCPEICTB JUIsl oOecrieueHus: 0e30MacHOCTH 0OpabOTKH MepCOHAIBHBIX
JaHHBIX JUIS OpraHU3alliy B3aUMOJEWCTBUSA KPHUOTOCPEICTB IO PELICHUIO OIepaTopoB
NEPCOHANBHBIX JaHHBIX BBIIENAETCS KOOPIAWHUPYIOIIUI OpraH, OTBETCTBEHHBIN 3a oOecreueHne
0€30MacHOCTH MEePCOHANBHBIX JaHHBIX, YKa3aHUSI KOTOPOTO SBJISIOTCS 00s3aTENIbHBIMU JIJIS1 BCEX
I10JIb30BATENEH KPUIITOCPEACTB.



3. Ilopsinok oOpamieHusi ¢ KPUNTOCPEACTBAMM U KPUNTOKJIIYaMH K HUM. Meponpusitus
NPH KOMIIPOMeTalMy KPUNITOK/IIOYeH.

3.1. Ilonmb30BaTeNM KPUNTOCPEACTB OOSI3aHBI:

- HE pa3riamarh HHGHOPMAIUIO O KITFOUEBbIX JOKYMEHTaX;

- HE IOMYCKaTh CHATHE KOMUU C KIIFOUEBBIX JIOKYMEHTOB;

- HE JIONYCKaTh BBIBOJ KJIFOYEBBIX TOKYMEHTOB Ha auciuiei (Monutop) [I19BM wnu npuntep;
- HE JIOMyCKaTh 3aIMCH Ha KIIFOYEBOW HOCUTEIh TOCTOPOHHEH nH(pOopManmu;

- HE JIOMYCKaTh YCTAaHOBKHU KJIIOUEBBIX TOKYMEHTOB B apyrue [I9BM.

3.2. ITpn HE0OXOAMMOCTH MepeayH M0 TEXHHUYECKUM CPEICTBAM CBSI3U CITY>KEOHBIX COOOIIEHUI
OTPAaHMYEHHOTO JIOCTYIA, KACAOIIMXCS OpTraHuM3aluu W obecredeHus (QYHKIHOHHPOBAHUS
KPHUIITOCPE/ICTB, YKAa3aHHBIC COOOIIEHHSI HEOOXOJMMO IepeaaBaTh TOJIBKO C HCIOJIb30BAHUEM
KpunTocpeacts. [lepenava mo TEXHHYECKUM CPEJICTBAM CBSI3M KPUIITOKIIIOUEH HE JIOIMYCKAaeTCs,
32 UCKJIIOYEHHEM CIICHAIbHO OPraHW30BAaHHBIX CHCTEM C JICHIEHTPAIN30BaHHBIM CHAOKEHUEM
KPUTITOKJTFOYaMHU.

3.3. Kpunrocpencrsa, UConb3yeMble Ui 00ecTieueHusT 0€30IaCHOCTH MEPCOHABHBIX JTaHHBIX
npu ux o0paboTke B WHGOPMAIMOHHBIX CHUCTEMax, MOMAJEKAT YYEeTy C HCHOJIb30BAHUEM
WHJIEKCOB WJIM YCJIOBHBIX HANMEHOBAHUM U PETUCTPAIITMOHHBIX HOMEPOB.

[lepeueHb WHIEKCOB, YCIOBHBIX HAUMEHOBAaHUI M PETUCTPALMOHHBIX HOMEPOB KPUIITOCPEICTB
onpenensiercs PeaepanbHON ciyx00ii 6e3omacHoctu Poccuiickoii denepamum.

3.4. Ucnionp3yeMble WM XpaHUMbIE KPUNTOCPEACTBA, OKCIUIyaTAlMOHHAS M TEXHUYECKas
JOKyMEHTaluss K HHUM, KIIOYEBbIE JOKYMEHTBHI IIOJIEKAT IO3K3EMILUIIPHOMY  Y4YETY.
Pexomennyembie ¢opmbl npuBeneHbl B [lpunoxenun Ne2. Ilpu sTomM mporpammHbie
KPHUIITOCPEACTBA JOJDKHBI YUUTHIBATECS COBMECTHO C alllapaTHbIMU CPEACTBAMH, C KOTOPBIMHU
OCYIIECTBIISIETCS WX IITaTHOEe (QyHKIMOHUpoBaHue. Eciu anmapaTHble WM anmapaTHO-
[IPOrpaMMHBIE KPHUIITOCPEACTBA IOAKIIOYAIOTCS K CHUCTEMHOM IIMHE WIM K OJHOMY H3
BHYTPEHHUX MHTEp(EICOB ammapaTHbIX CpPEJICTB, TO TaKuW€ KPUITOCPEICTBA YUUTHIBAIOTCS
TaK)K€ COBMECTHO € COOTBETCTBYIOIIMMHU allllapaTHBIMU CPEICTBAMH.

EnvHunel MO3K3EMIUIIPHOTO y4yeTa KIIOYEBBIX JOKYMEHTOB CUMTAETCSA KIIOYEBOM HOCHUTEIb
MHOTOKPAaTHOT'O HMCIOJIb30BaHUs, KJIF0UeBOI 0JI0KHOT. Eciu 0JIMH U TOT k€ KJIF0UE€BOI HOCUTEIh
MHOTOKPAaTHO HCIOJB3YIOT JUI 3alUCH  KPUNTOKIIOYEH, TO €ro KaXIbpld pa3 Ccleayer
PEerucTpupoBaTh OTAEIIBHO.

3.5. Bce MOJIYYCHHBIC OK3CMINIAPLLI KPUIITOCPECACTB, 3KCHHyaTaHHOHHOﬁ U TEeXHUYECKOH
JOKYMCHTAIlUM K HHM, KIKOUYCBBIX JOKYMCHTOB OOJIKHBI OBITE BbIJIAaHBI I10J] pPaCIHCKy B
COOTBCTCTBYIOIICM  KYPHAJIC MO3K3CMIINIAPHOTO YUYCTa MOJB30BATCIAM  KPUITOCPCACTB,
HECYIIM IIEPCOHAIBbHYIO OTBETCTBCHHOCTE 3a UX COXPAHHOCTD.

OTBETCTBEHHBIN MOIL30BATEIIh KpUIITOCPEACTB 3aBOJUT MW BCACT HA KaAXKIOIO IIOJb30BaTCIIA
KPpHUIITOCPCACTB HHI.[CBOﬁ CUYCT, B KOTOPOM PCTUCTPUPYCT YHUCIAINUCCA 3a HUMU KPUIITOCPCACTBA,
SKCILTYaTAMMOHHYIO U TEXHUYCCKYIO JOKYMCHTAIIUIO K HUM, KITFOUCBBIC JOKYMCHTHI.



3.6. Ecmu  sKcmmyaTallMOHHOM M TEXHMYECKOW JOKYMEHTAlMed K  KPHITOCPEACTBAM
IIPEyCMOTPEHO NMPUMEHEHHE Pa30BBbIX KIIOYEBBIX HOCUTENIEH WM KPHUITOKIIOYU BBOIAT U
XpaHAT (Ha BEChb CPOK MX JEMCTBMSI) HENOCPEACTBEHHO B KPUITOCPEJICTBAX, TO TAKOW pa3OBBIi
KJIIOYEBOM HOCHUTENb WINM 3JIEKTPOHHAs 3alMCh COOTBETCTBYIOIIEIO KPUITOKIIOYA JOJDKHBI
pPETUCTPUPOBATHCSI B TEXHUYECKOM (ammapaTHOM) J>KypHajie, BEAYLIEMCS HEIOCPEIACTBEHHO
I0JIb30BATEIEM KPUIITOCPEIACTB. B TeXHHYECKOM (amlmapaTHOM) >KypHalle OTpPaKaroT TaKKe
JaHHble 00 DJKCIUTyaTallud KpPUITOCPEACTB M JPYrUe CBEIACHHS, MPEIyCMOTPEHHBIC
SKCIUIyaTalMOHHOM M TEXHUYECKOM JOKyMEHTalued. B UWHBIX cioydasx TEeXHUYECKUH
(anmapaTHbIi) XKypHaJl HAa KPUIITOCPEACTBA HE 3aBOAUTCS (€CIM HET MPSMBIX yKa3aHUH O €ro
BE/ICHUU B HKCIUTyaTallMOHHON WJIM TEXHUYECKOH TOKyMEHTAaLUU K KpUITocpeacTBam). Tumnosas
dbopMa TEXHUYECKOTO (aNmapaTHOTO) )KypHalla IpuBeIeHa B puokeHuu No 3.

3.7 Tlepemaya KpUNTOCPEACTB, SKCIUIYaTAlIMOHHOW W TEXHHYECKOH TOKYMEHTAIlMU K HUM,
KITFOYEBBIX JJOKYMEHTOB JOIYCKAETCsI TOJIBKO MEXY MOJIb30BaTEISIMU KPUITOCPEACTB U (MIIH)
OTBETCTBEHHBIM I0JIb30BATENIEM KPUIITOCPEACTB MOJ PACIHUCKY B COOTBETCTBYIOLIMX JKypHaIax
MO3K3EMIUIIpPHOrO ydera. Takas mepenada MexXAy IOJIb30BAaTEISIMU KPUOTOCPEACTB JOJIKHA
OBITh CAaHKIIMOHMPOBAHA OTBETCTBEHHBIM I10JIH30BATEIIEM KPUIITOCPEICTB.

3.8. [lonp3oBaTenu KPUOTOCPEACTB XPAHAT HHCTALIMPYIONIUE KPUIITOCPEACTBA HOCHTEINH,
JKCIUIYaTallMOHHYI0 M TEXHUYECKYH) JOKYMEHTALMI0 K KPUITOCPEACTBAM, KIIOUYEBbIE
JOKYMEHTHI B IIKadax (AIpKax, XpaHWIUIIAX) WHANBUAYAIFHOTO IMOJIb30BAHMS B YCIOBUSX,
UCKJTIOYAIOIIUX OECKOHTPOJIBHBIM JOCTYI K HUM, a TAaKXKe UX HEIPeJHAMEPEHHOE YHUUTO)XKEHUE.

[Tosib30BaTeny KPUOTOCPEICTB IMPEAYCMATPUBAIOT TAKXKE pa3/ielIbHOE O€30IacHOe XpaHEHUe
JNEHCTBYIOIIMX W PE3EPBHBIX KIIOUEBBIX JIOKYMEHTOB, MpEAHA3HAUYEHHBIX ISl MPUMEHEHUS B
ClIy4ae KOMITPOMETAIUH JACUCTBYIOIINX KIIFOYEBBIX JOKYMEHTOB.

3.9. AnmapaTHble CpeICTBa, C KOTOPBIMH OCYIIECTBIISETCS INTaTHOE (YHKIMOHHPOBAHUE
KPHUITOCPE/ICTB, @ TaKXe allapaTHble W amnapaTHO-IPOrpaMMHbIE KPHUIITOCPEICTBA JOJKHBI
ObITH 00OpPY/IOBaHBl CPEACTBAMU KOHTPOJSI 3@ MX BCKPBITHEM (OIeyaTaHbl, OIJIOMOUPOBAHBI).
Mecro oneuarbiBaHMs (OIIIOMOMPOBAHUS) KPUITOCPEACTB, allapaTHBIX CPEJACTB JODKHO OBITh
TaKUM, YTOOBI €r0 MOXKHO OBUIO BU3yalbHO KOHTPOJIMPOBaTh. [IpM HanWMuuM TEXHHUYECKOU
BO3MOXXHOCTH Ha BpeMs OTCYTCTBUSI MOJb30BaTeled KpPUIITOCPEICTB YKa3aHHbBIE CpEICTBa
HEO0XO0IMMO OTKITIOYATh OT JIMHUY CBSI3M U yOMpPaTh B OTI€YaThIBAEMbIe XPaHWIINIIIA.

3.10. Kpunrocpencrsa u KIIFOUEBbIe TOKYMEHTBI MOTYT JIOCTABIISATHCS (enbIberepckoil (B TOM
Yucia€  BEJOMCTBEHHOM) CBSI3bI0 WM CO  CIEUUAIBHO  BBIACICHHBIMH  OIEpaTOpoOM
OTBETCTBEHHBIMH I0JIb30BATENSIMU KPUITOCPEACTB U COTPYJHUKAMH IPU COONIOAECHUU MED,
UCKJTIOYAIOMIUX OECKOHTPOJBHBIA JOCTYN K KPHUITOCPEACTBAM M KIIIOYEBBIM JOKYMEHTaM BO
BpeMs JOCTaBKH.

SKCHHyaTaI_II/IOHHYIO U TCXHHUUYCCKYIO NOKYMCHTAIIUIO K KPUIITOCPECACTBAM MOKHO IEPCCHUIATH
3aKa3HbIMHU WJIKM HECHHBIMU MMOYTOBBIMU OTIIPABJICHUAMM.

3.11. Jlnsg mepechUTKd KPUNTOCPECTB M KIFOUEBBIX JIOKYMEHTOB OHU JIOJDKHBI OBITH ITOMEIICHBI
B MPOYHYIO VIIAKOBKY, HCKIIOYAIOIIYI0 BO3MOXHOCTh WX (DU3HUECKOTO TMOBPESKIACHHUS U
BHEIITHETO BO3JCUCTBUS, B OCOOCHHOCTH Ha 3allMCAaHHYI0 KIIOYEBYIO HWH(POPMAIIHIO.
Kpunrocpencrtsa mepechuialoT OTAEIBHO OT KIIFOUEBBIX JOKYMEHTOB K HMM. Ha ymakoBkax
YKa3bIBAIOT ONEpaToOpa WJIM OTBETCTBEHHOTO MOJIb30BATENSl KPUITOCPEACTB, I KOTOPBIX 3TH
YIAKOBKHM IIpeaHa3HayeHbl. Ha Takux ymakoBKkax JenarT NOMETKY «JIuuHO». YnakoBKu
OTICYATHIBAIOT TaKUM 00pa3oM, YTOOBI MCKIIOYaIach BO3MOXXHOCTb W3BJICUCHHS W3 HHUX
COJIEP’)KUMOTO 0€3 HapyIIeHUs YITAaKOBOK M OTTUCKOB TIEUaTH.



Jlo mepBoHayaIbHOW BBICBUIKM (WJIM BO3BPALICHUS) aJipecaTy COOOLIAIOT OTAEIbHBIM MHChMOM
OIKCaHKE BBICBUIAEMBIX €MY YIIaKOBOK M I€4aTei, KOTOPHIMU OHU MOTYT OBITh OllE€YaTaHBl.

3.12. Jlng mepechbUIKH KPUIITOCPEJCTB, SKCIUTyaTallUOHHOW M TEXHUYECKOW JOKYMEHTAIluu K
HUM, KJIIOUEBBIX JOKYMEHTOB CIJIEyeT MOATOTOBUTH COMPOBOJAMUTEIBHOE MHUCHMO, B KOTOPOM
HEOOXOJUMO YKa3aTh: YTO MOCHLIAETCA U B KAKOM KOJUYECTBE, YUETHbIE HOMEpA U3JIEIUM UITU
JOKYMEHTOB, a TaKXe, MpPH HEOOXOIUMOCTH, HA3HAYCHHE U TOPSJAOK HCIOJIb30BaHUS
BBICBbLIIAEMOro oTipanieHus. COpoBOAUTENLHOE MUCHMO BKIIAIBIBAIOT B OJJHY U3 YIIAKOBOK.

3.13. TlonyueHHbIE YNaKOBKHM BCKPHIBAE€T TOJIBKO ONEPATOpP MM OTBETCTBEHHBIN I10JIb30BaTElb
KPHUIITOCPENCTB, Ul KOTOPBIX OHU IIpeAHa3HadeHbl. Eciu comepKuMoe NOIy4eHHOW YIIaKOBKHU
HE COOTBETCTBYET YKa3aHHOMY B COIPOBOJUTENIBHOM IMCHME MJIM Cama YIaKOBKa U II€4aTh - UX
ONMHUCaHHIO (OTTUCKY), a TaK)KE €CIM YIaKOBKa IMOBPEXJIEHA, B Pe3ylbTaTe 4ero oopa3oBajics
CBOOOJHBIN JIOCTYIl K €€ COJAEPKHUMOMY, TO I0JIy4aTellb COCTABISET aKT, KOTOPbIM BBbICHLUIAET
ornpaBuTento. IlosydeHHblE € TakMMM OTIPABICHUSMM KPUITOCPEIACTBA M  KIIOYEBBIE
JIOKYMEHTBI 10 ITOJIy4E€HHs YKa3aHUW OT OTIPABUTEIIS IPUMEHATH HE Pa3pelacTcs.

3.14. Tlpn oOHapyXeHHH OpaKOBaHHBIX KJIIOYEBHIX IOKYMEHTOB HJIM KPUIITOKIIOYEH OJWH
9K3eMIUISIp OpakOBAHHOTO W3JENUsl CIENyeT BO3BPATUTh W3TOTOBUTENIO JUIl YCTaHOBJIECHUS
IIPUYMH [IPOUCIIEAIIErO U UX YCTPAHEHHUs B JAJIbHEHIIEM, a OCTaBLUIMECS IK3EMIULIPHI XPAaHUTh
J10 IIOCTYIUICHMS TOIIOJIHUTEIBHBIX YKa3aHUU OT U3TOTOBUTEIIA.

3.15. HOJ'Iy‘leHI/IC KpHUIITOCPCACTB, 3KCHHyaTaHHOHHOﬁ U TEXHHYECKOHU AOKYMCHTAIlUU K HUM,
KIIFOYCBBIX JOKYMCHTOB JOJIXKHO OBITH MOATBCPKACHO OTIIPABHUTCIIO B COOTBCTCTBHU C
MMOpAAKOM, YKA3aHHBIM B COIIPOBOJUTCIIBHOM ITHUCbME. OTHpaBI/ITeHB 00s13aH KOHTPOJHUPOBATH
AO0CTaBKy CBOHX OTHpaBJICHI/Iﬁ aapecaram. Ecmu ot aapecata CBOCBPCMCHHO HC ITOCTYIIMIIO
COOTBCTCTBYIOLICTO TOATBCPIKACHUA, TO OTHPABUTCIIbL MOOJDKCH HAIPaBUTb €MY 3allpoC H
IMPUHATD MCPbI K YTOYHCHUIO MCCTOHAXOXKICHUA OTHpaBJICHPIfI.

3.16. 3aka3 Ha U3TOTOBJIEHNE OYEPEIHBIX KITFOUEBBIX JTOKYMEHTOB, X U3TOTOBIICHHE U PACCHUIKY
Ha MECTa MCIOJb30BaHUS Ul CBOEBPEMEHHOW 3aMEHBI JEHCTBYIOIIUX KIIOUEBBIX JOKYMEHTOB
cleyeT MPOU3BOAUTDH 3a0JIarOBpEMEHHO. YKa3aHUE O BBOJE B JIEHCTBUE OUYEPEIHBIX KIHOUYEBBIX
JIOKYMEHTOB MOXeET OBbITh JaHO OTBETCTBEHHBIM IOJIb30BaTeIeM KPUNTOCPEACTB TOJBKO MOCIHE
MIOCTYIIJIEHUSI OT BCEX 3aMHTEPECOBAHHBIX IOJIB30BATEIEH KPUNTOCPEICTB MOITBEPKIACHUSI O
MIOJIyYEHUU UMH OYEPEAHBIX KIIFOUEBBIX JOKYMEHTOB.

3.17. Hencnonb30BaHHbIE HITH BBIBCACHHBIC M3 }leﬁCTBHH KIIIOYCBLBIC JOKYMCHTHI ITOJICI)KAT
BO3BpAICHUIO OTBECTCTBCHHOMY ITIOJIB30BATCIIFO KPUIITOCPECACTB HUJIM IO €TI0 YKA3aHUIO JOJIZKHBI
OBITH YHUYTOXCHBI HA MECTC.

3.18. YHUUTOKCHHE  KpUNTOKIIOUeH  (MCXOMHOW  KIIIOYeBOW  MH(MOpPMAIMHA)  MOMKET
MPOU3BOIUTHCS MyTEM (U3MUYECKOTO YHUYTOXKEHHS KIFOYEBOIO HOCHUTENS, Ha KOTOPOM OHH
pPacroJIOKEHbl, WM MyTeM CTHpaHus (pa3pyllieHus) KPUNTOKIIOYeH (MCXOIHOM KIHo4eBOH
uH(popMalun) 6e3 MOBPEKACHHUS KIFOYEBOIO0 HOCUTENs (Ui oOecreueHUs: BOZMOKHOCTH €ro
MHOTOKPAaTHOT'O UCTIOTb30BaHMUS ).

Kpunroxmoun (UCXOAHYIO KIIOUEBYIO MH(OPMAIIMIO) CTUPAIOT MO TEXHOJOTHH, IPUHATON A
COOTBETCTBYIOIINX KITFOYEBBIX HOCHUTENICH MHOTOKPATHOTO HWCIIONB30BaHUS (IUCKET, KOMITAKT-
muckoB (CD-ROM), Data Key, Smart Card, Touch Memory u T.m.). Henocpencrsennsie
JNEHCTBUS 1O CTUPAHUIO KPHUNTOKIIOYEH (MCXOAHOM KIIOYEBOM HMH(pOpMAIMHN), a TaKkxke
BO3MOXKHBIE OIpaHHYEHHUS Ha JajbHeWllee MPUMEHEHHE COOTBETCTBYIOIIMX KIIFOUEBBIX
HOCUTENIEi MHOTOKPATHOTO HWCIOJB30BAHUS  PETIAMEHTHPYIOTCS  OKCIUTYaTalldOHHOW W



TEXHUYECKON OKYMEHTAlMeld K COOTBETCTBYIOLIMM KPHUIITOCPEICTBAM, a TAKXKE YKa3aHUSAMU
OpraHu3aIiy, MPOU3BOIUBIICH 3aITUCh KPUTITOKITIOUEH (MCXOHOM KITFOUEBON HHGOPMAIIHH ).

KiroueBble HOCHUTENM YHUYTOXKAIOT IIyTEM HAHECEHUS MM HEYCTPAaHUMOTO (PHU3UUYECKOrO
MOBPEKICHMSI, MCKIIOYAIOIIEr0 BO3MOXHOCTh MX HCIIOJIB30BAHMS, a TaKKE BOCCTAHOBJICHUS
KIroueBoi nHpopmanuu. HemocpencTBeHHbIe ASHCTBHUS 10 YHUYTOXKEHHIO KOHKPETHOTO THIIA
KJIFOYEBOT'O HOCUTENS PETVIAMEHTUPYIOTCS IKCIUTYaTaAlIMOHHOM U TEXHUYECKON JOKYMEHTALMEN K
COOTBETCTBYIOIIIMM KPHUINTOCPEACTBAM, a TaKK€ YKa3aHUSIMHU OpraHu3aluy, MPOU3BOIMBIIECH
3aMMCh KPUMITOKITIOUEH (MCXOJHOM KITIOUEBOW HHPOPMALIUN).

BymaxkHbie W TpouyMe Ccropacmble KIIOYEBbIC HOCUTEIHM, a TAKXKE OSKCIUIyaTallMUOHHAS |
TEXHUYECKas MOKYMEHTALMsl K KPHITOCPEIACTBAM YHUUYTOXKAIOT IyTeM CKUTAHUS WA C
MIOMOIIIBIO JTIOOBIX OymMaropes3areabHbIX MaIllvH.

3.19. KpunrocpeacrBa yHUYTOXKaOT (YTHIM3UPYIOT) 1O PEIICHHUIO OIepaTopa, BIIAJICIOIIETO
KPUINITOCPE/ICTBAMU, U C YBEIOMIICHUEM OpPTraHU3allMH, OTBETCTBEHHOH B cooTBeTcTBHH ¢ [1K3-
2005 3a opraHM3aIrIo MOAK3EMIUISIPHOTO Y4eTa KPUIITOCPEICTB.

HameueHHble K yHMYTOXKEHHIO (YTHJIM3alMM) KPHUIITOCPEACTBA MOAJEKAT W3BATUIO U3
amnmapaTHbIX CpPEACTB, C KOTOPHIMH OHHM (yHKIMOHUpoBaiW. [Ipm 3TOM KpHNTOCpEACTBa
CYMTAIOTCA M3BATBIMU M3 aNIApaTHBIX CPEICTB, €CJIM HCIOJHEHA IPEAyCMOTPEHHAs
JKCIUTYaTallMOHHOW M TEXHUYECKOM JOKYMEHTALMEN K KPUITOCPEACTBAM IIpoLeaypa yAaleHUs
IPOrPaMMHOI0 0OecleuYeHusI KPUIITOCPEICTB U OHU MOJHOCTHIO OTCOEJUHEHBI OT amnapaTHbIX
CPEJICTB.

3.20. [TpuromHbie ISl MAIBHEWINETO WCIIONB30BAHMS Y36l M JIETAIA allapaTHBIX CPEICTB
o0miero Ha3HaueHWs, HE NpPEJHA3HAYCHHBIC CICIUAIBHO JUIA alllapaTHOW pealu3aiuu
KpUNTOrpaMuecKkux aJropuTMOB WM HMHBIX (DYHKIIUH KPHIITOCPEICTB, a TaK)KE COBMECTHO
paboraroliee € KPUOTOCPEIACTBAMHU  00OpyAOBaHWUE (MOHUTOPBI, IPHHTEPBI, CKaHEPHI,
KJIaBHaTypa M T.I.), pa3pemiaeTcss HCIOJIb30BaTh IIOCIE YHUYTOXKEHHUS KPUIITOCPEICTB 0e3
orpannueHuit. [Ipu 3Tom uHpOpManMsi, KOTOpas MOXKET OCTaBaThCsl B YCTPOMCTBAX MaMSTH
obopynoBaHus (HalpuMep, B MPUHTEPaAX, CKaHepax ), JoKHa ObITh HAZEKHO yaleHa (cTepra).

3.21. KitoueBble  TOKyMEHTBHl JOJDKHBI OBITh YHUYTOXKEHbI B CPOKM, YyKa3aHHbIE B
AKCIUTYaTal[MOHHOM M TEXHUYECKOW MOKYMEHTAllUd K COOTBETCTBYIOUIUM KPHUITOCPEICTBAM.
Ecin cpok yHHYTOXEHMS DKCIUTYaTallMOHHOW M TEXHUYECKON JOKYMEHTAl[ME€l HE YCTaHOBJIEH,
TO KJIFOUEBBIE IOKYMEHTHI JIOJKHBI OBITh YHMUTOXKEHBI He mo3aHee 10 cyTok mocie BbIBOJa UX
u3 JeiictBus  (OKOHUaHMsS cpoka JeiictBusi). PakT yHUUTOXKEHHs odopmisercs B
COOTBETCTBYIOILIUX JKypHaJlax IOAK3EMIUIIPHOIO Yydera. B 3T ke CpOKM € OTMETKOH B
TEXHUYECKOM (anmapaTHOM) KypHaje MOAJIeKaT YHUUTOKEHHUIO Pa30Bble KIIFOUEBbIE HOCUTEIH U
paHee BBEIEHHAs M XPAHSILIASACA B KPUNITOCPEICTBAX WM MHBIX JIOMOJHUTEIBHBIX YCTPOHCTBAX
KJIIo4eBass MH(QOpMaIMsi, COOTBETCTBYIOIIAs BBIBEACHHBIM M3 JCWCTBUS KPUNTOKIIOYAM;
XpaHsILMecss B KpUntorpaduyecky 3alllMIIeHHOM BHJI€ JITaHHBIE cliefyeT nepemudpoBaTh Ha
HOBBIX KPHIITOKIJIIOYAX.

3.22. Pa3oBble KJIIOYEBBIE HOCHTENH, a TAKXKe JJIEKTPOHHBIC 3alHCH KIIYEBON WH(pOpMaIuy,
COOTBETCTBYIOIIECH BBIBEICHHBIM W3 JICUCTBUS  KPUNTOKIIOYAM, HEMOCPEIACTBEHHO B
KPUITOCPEICTBAX WJIM WHBIX JOIOJHUTEIBHBIX YCTPOMCTBAX YHUUYTOXKAKOTCS IOJIB30BATEISIMU
ATUX KPUMNTOCPEACTB CAMOCTOSTEIBHO TO/I PACTTUCKY B TEXHUYECKOM (ammapaTHOM) KypHaJe.

KmroueBrlie AOKYMCHTBI YHHYTOKAIOTCA 1100  IOJIb30BATCIISIMU KpUIITOCPCACTB, 0o
OTBCTCTBCHHBIM I10JIB30BATCIIEM KPHUIITOCPEACTB IIOJ PACIIMCKY B COOTBETCTBYIOIINX KYypHAJIax



MO9K3eMIUISIPHOTO y4YeTa, a YHMUYTOXKEHHE OONbIIOro 0O0beMa KIIIOUEBBIX JOKYMEHTOB MOXKET
ObITb 0opMiIeHO akTOM. IIpn 3TOM mosB30BaTENAM KPUIITOCPEACTB Pa3pelIacTCs YHUUYTOXKATh
TOJIBKO HCIIOJIb30BaHHBIE HEMOCPEICTBEHHO MMHU (TMpeJHA3HAUYEHHBIE ISl HUX) KPUIITOKJIIOYH.
[Tocne yHMUYTOXKEHMsI IOJB30BATEM  KPUITOCPEACTB JOJDKHBI  YBEAOMHUTb 00 3TOM
(TenehoHOrpaMMOH, YCTHBIM COOOIICHHEM IO Tese(OHY U T.I.) OTBETCTBEHHOTO IMOJIb30BATENS
KPHUITOCPE/ICTB AJIsl CIIUCAHUsI YHUUYTOXKEHHBIX JIOKYMEHTOB C UX JIMLEBBIX CUETOB.

VYHnuToXeHue 110 AKTYy IMPOU3BOJUT KOMUCCHA B COCTABC HE MCHEC JIBYX YCJIOBCK M3 4YHClia JIMIL,
JOMYIICHHBIX K ITOJIb30BAHUIO KPHUIITOCPCIACTB. B akte YKa3bIBACTCA 4YTO YHHUYTOXKACTCA U B
KakoM KoymmdyecTBe. B KOHIE aKTa JO€J1a€TCsd HuTOoroBas 3alliuCh (I_[I/I(l)paMI/I u HpOHI/ICBIO) (6]
KOJIMYECTBE HAMMCHOBAaHHH U OK3CMIIVIPOB  YHUYTOXKACMBIX  KIIFOYEBBIX JTOKYMCHTOB,
HHCTAJUTUPYIOIIUX KpHUIITOCPECACTBA Hocheneﬁ, 3KCHHyaTaHHOHHOﬁ u TEXHHUYSCKOU
JOKYMCHTAIUU. I/ICHpaBJIeHI/ISI B TCKCTC aKTa JOJI?’KHBI OBITh OrOBOPCHLBI U 3aBCPCHBI MOAIINCAMU
BCEX UYICHOB KOMHCCHUH, IIPHHHMABIINX Y4YaCTUC B YHHUUYTOXCHHUHU. O IIPOBCACHHOM
YHUYTOKCHHUU ACTAOTCA OTMETKH B COOTBCTCTBYIOIHUX XKXYpHaJIaX IMOSK3CMIUIAPHOI'O yucTa.

3.23. KpunTokiio4n, B OTHOIIEHUH KOTOPBIX BO3HUKIIO MTOI03PEHUE B KOMIIPOMETAIINH, & TAKKe
JIEMCTBYIOIME COBMECTHO C HUMU JPYTUe KPUITOKIIOUN HE0OXOAMMO HEMEUIEHHO BBIBECTH M3
JICHCTBHsI, €CIIM HWHOM IOPSJAOK HE OrOBOPEH B OKCIUIyaTallUOHHOM W TEXHUYECKOU
JOKYMEHTallMu K KpPUITOCpeACTBaM. B 4ype3BpluailHBIX ciy4asX, KOIZa OTCYTCTBYIOT
KPUIITOKJIFOYM  JUI  3aMEHbl  CKOMIIPOMETHUPOBAHHBIX,  JOIYCKAeTCs, II0  PEIICHUIO
OTBETCTBEHHOT'O I10JIb30BaTENs KPUITOCPEICTB, COIVIACOBAHHOTO C ONIEPATOPOM, UCIIOIb30BAaHUE
CKOMIIDOMETUPOBAHHBIX  KPUITOKIOUEeH. B 3TomM  ciiysae 1nepuox  MCIOJIB30BaHUSA
CKOMITIPOMETHPOBAHHBIX KPUITOKIIOUEH J0JKEH ObITh MAaKCUMAJIbHO KOPOTKUM, a 3alluIIaeMas
uH(popMalKs KaK MOXKHO MEHEE LIEHHOI.

3.24. O HapylICHUSX, KOTOpPbIE MOTYT TPUBECTH K KOMIIPOMETAIIMA KPUNTOKIIOYEH, HX
COCTaBHBIX YacTell WU NnepecaaBaBIINXCA (XpaHfIHII/IXCFI) C UX HCIOJIb30BAHHUEM IICPCOHAIBHBIX
JIAHHBIX, TI0Jh30BATEIM KPHUIITOCPEACTB O05A3aHBI COOOMIATh OTBETCTBEHHOMY IOJIb30BATEIIO
KPUIITOCPENICTB | (KUJTN) OTlepaTopy.

OcMOTp KIIFOUEBBIX HOCUTENIEH MHOTOKPAaTHOTO HCIOJb30BAaHUS IMOCTOPOHHHUMH JIUIIAMH HE
CIeNyeT pacCMaTpUBaThb KakK MOJO3PEHUE B KOMIIPOMETALMM KPUITOKIKYEH, €CIIM IPU dTOM
MCKJII0YaJIach BO3MOKHOCTb UX KOMUPOBAHUS (YTEHUSI, PA3MHOKEHU).

B ClIydadx HEAO0CTaduu, HCIPCAbABICHUSA KIHOUCBBIX JOKYMCHTOB, a TAKXKE HCONPECACICHHOCTHU
HX MECTOHAXOXACHUA IPUHUMAKOTCA CPOYHBIC MEPBI K UX PO3BICKY.

3.25. MeponpusTisi IO PO3BICKY W JIOKQJIM3AIMH TOCIEACTBHA KOMIIPOMETAINHA KITFOYCBBIX
JIOKYMEHTOB OPTraHU3YeT U OCYILIECTBIIET OIEPATOp.

3.26. KiitoueBble TOKYMEHTHI Uil KPUIITOCPEJICTB MM MCXOJHAas KIoueBas MHpoOpManus Ais
BBIPa0OTKH KJIFOUEBBIX TOKYyMEHTOB n3rorasinBaioTcss ®Ch Poccuu Ha 10roBopHOiIl 0OCHOBE WK
aunamu, umeromuMy Jmnens3no @Ch Pocecnn Ha 1eATENbHOCTD 10 M3TOTOBJICHMIO KITFOUEBBIX
JIOKYMEHTOB /111 KPUITOCPEICTB.

M3roToBisTh KIHOYEBbIE JTOKYMEHTBI U3 MCXOJHON KIIOYEBOM MH(pOpPMAlUU MOTYT ONepaTopbl
WM OTBETCTBEHHBIE I0JIb30BATENHN KPUIITOCPEACTB, IPUMEHSSI IITaTHbIE KPUIITOCPEICTBA, €CIU
Takasg BO3MOYKHOCTb INPEAYCMOTpPEHA AKCIUIyaTallMOHHOM M TEXHMYECKOM JOKyMEHTalMeW K
KPUIITOCPEICTBAM.



4. Pa3melleHne, crnenuajgbHoe o00OpyJAOBaHHe, OXpaHAa M OpPraHH3alHs peXuMa B
NMOMeIleHUSIX, I/Ie YCTAHOBJIEHbI KPUNTOCPEICTBA HJIN XPAHATCHA KJII0YeBble JOKYMEHTHI K
HHM.

4.1 Pazmemnienue, criendaibHOe 000pYyI0BaHKE, OXpaHa U OpraHU3alus PeKUMa B MOMEILICHHUSIX,
I7JIc YCTAHOBJICHBI KPHUIITOCPEACTBA WMJIM XPAHATCS KIIOYEBBIE JOKYMEHTHI K HHM (nanee -
PSKUMHBIE TIOMEIIEHHUs), JOJDKHBI O0CCIIeUYMBaTh COXPAHHOCTh TEPCOHAIBHBIX JTaHHBIX,
KPHUIITOCPEJICTB U KITFOYEBBIX JOKYMEHTOB K HUM.

[Ipu oOopynoBaHMM PpEXKUMHBIX TMOMENICHUA JOJKHBI BBIIOJHATHCS TpeOoBaHHS K
pa3MeIICHUI0, MOHTaXY KPUIITOCPENICTB, a TAKXKE APYroro 000pyaoBaHus, GyHKIIHOHUPYIOLIETO
C KPUNTOCPEICTBAMH.

HepeqncneHHHe B HACTOALIIEM I[OKYMGHTG Tpe6OBaHI/I$I K pe)KI/IMHBIM IIOMCHICHUAM MOFyT HC
NPEABSBIATLCSA, €CIM 3TO MPEAYCMOTPEHO IIpaBUJIaMHU IIOJIb30BAHUS KPHUIITOCPEIACTBAMH,
coriacoBanubsiMu ¢ @Ch Poccumn.

4.2. PexxMHBIC TIOMEIIEHHUS BBIIEIAIOT C y4YETOM pa3MEepoB KOHTPOJIUPYEMBIX 30H,
pErIaMeHTUPOBAHHBIX 3KCIUTYaTallMOHHOW U TEXHUYECKOW TOKyMEHTaluel K KpUIITOCPEACTBAM.
ITomenieHus JOJKHBI UMETh IPOYHBIE BXOJHBIE IBEPU C 3aMKAMH, FapaHTUPYIOIIUMH HAJIEKHOE
3aKpbITUE MOMEIEeHUH B Hepabouee BpeMs. OKHA MOMELCHUH, PACIOJIOKEHHBIX Ha MEPBBIX WU
IIOCJIETHUAX ATaXKaX 3/1aHHUM, a TAK)KE OKHA, HAXOISIIMECS OKOJIO MOYKAPHBIX JIECTHUL U JAPYTUX
MECT, OTKyJa BO3MOXXHO IIPOHUKHOBEHUE B PEXKHMMHBIC IIOMELICHUSA I[OCTOPOHHUX JIHULL,
HEeo0X0auMO 000pyIoBaTh METAJUIMYECKUMHU pEIIEeTKaMU, WM CTaBHSIMM, WM OXPaHHOU
CUTHAIM3alued, WIM JIPYTMMH CpEACTBAMM, MPENATCTBYIOIUMU HEKOHTPOJIUPYEMOMY
IIPOHMKHOBEHHUIO B PEKUMHBIE TIOMEILICHHUS.

4.3. Pazmernienue, crieiuaibHOE 000PYAOBaHNE, OXpaHa U OpPraHU3alUs PEKUMA B MIOMEIICHUSIX
JOJIKHBI UCKIIIOYUTH BO3MOKHOCTh HEKOHTPOJIUPYEMOTO MPOHUKHOBEHHS MM NMPEObIBAaHUS B
HUX TIOCTOPOHHHUX JIMII, @ TAK)KE MPOCMOTPA TOCTOPOHHUMHU JIUIIAMU BEIYIIUXCS TaM padoT.

4.4. PexxuM oXpaHbl MOMEIIEHUH, B TOM YKCJIe MpaBuja J0MycKa COTPYIHUKOB U MTOCETUTENEH B
pabouee u Hepabodee BpeMsi, YCTAaHABIMBAET OTBETCTBEHHBIN MOJIb30BATENh KPUITOCPEICTB 110
COTJIACOBaHUIO, MPH HEOOXOAUMOCTH, C OMEpPaTOPOM, B MOMEIICHUSIX KOTOPOTO YCTaHOBIECHBI
KPUIITOCPEICTBA WUJIU XPAHSTCS KITIOUEBBIE IOKYMEHTHI K HUM. Y CTAHOBJICHHBIN PEXXUM OXPaHbI
JIOJDKEH MpeAyCMaTpuBaTh MEPUOJUYECKUNA KOHTPOJIb 32 COCTOSHHUEM TEXHMUYECKHX CPEICTB
OXpaHbl, €CITM TAKOBBIE UMEIOTCSI, a TAK)KE YUUTHIBATH MOJIOKEHHS HACTOSIINX TpeboBaHMil.

4.5. JIsepn crennoMeneHuil JOJKHBI ObITh IOCTOSHHO 3aKpbITBl HAa 3aMOK M MOTYT
OTKPBIBATBHCS TOJIBKO JJISI CAHKIIMOHUPOBAHHOT'O NIPOX0/la COTPYAHUKOB U noceTuteneil. Kioun
OT BXOJHBIX JBEped HYMEpPYIOT, YUYUTBHIBAIOT M BBIJAIOT COTPYAHHUKAM, HMEIOIIMM IpPaBo
JIONyCKa B PEKUMHBIE MOMEILIEHHs, O]l PAaClMCKy B JKypHalle ydeTa XpaHuiauil. J[yOGnukarel
KJIFOUe OT BXOJHBIX JIBEpEH TaKWX IOMEIIEHUN CIIeyeT XpaHUTh B cedde omeparopa uiu
OTBETCTBEHHOT'O TOJIb30BATENSI KPUIITOCPEACTBAMH.

4.6. JInst ipefoTBpaIIeHUsT IPOCMOTPA U3BHE PEKUMHBIX TTOMEIICHHH WX OKHA JIOJDKHBI OBITH
3alUIIEHBI.

4.7. PexxMHBIE TOMEIIECHNUS, KaK IMPaBUIIO, TOJDKHBI OBITh OCHAILIEHBI OXPAaHHON CUTHATU3aIUeH,
CBA3aHHOM €O CIIy)XOOM OXpaHbl 3/1aHUS WIM JEXKYpHBIM 10 opraHu3anuu. lcnpaBHOCTh
CUTHAJIM3ALMU TEPHUOJUYECKH HEOOXOJUMO TPOBEPSATh OTBETCTBEHHOMY  IOJIb30BATEIIO



KPHUITOCPEICTB COBMECTHO C TIPEACTABUTENEM CIYKOBl OXpaHbl WIM JEXKYPHBIM I10
OpraHM3alK C OTMETKON B COOTBETCTBYIOIINX JKypHaIaXx.

4.8. Jlns XpaHeHMS KJIIOYEBBIX JOKYMEHTOB, OKCIUIyaTallMOHHOW W  TEXHHYECKOM
JOKYMEHTAIUH, HMHCTAUTMPYIOUINX KPUITOCPEACTBA HOCUTENEH JOJKHO OBITh MPEAYCMOTPEHO
HEOOXOUMOE YHCIIO HAJEKHBIX METAIMYECKHX XPaHWJIMIL, OOOpPYIOBAaHHBIX BHYTPEHHUMHU
3aMKaMU C JIBYMs 3K3eMIUIIpaMU KIIFOYeld M KOJOBBIMH 3aMKaMH WJIH MPHCIIOCOOICHUSIMHU ISt
ONEYATHIBAHMUS 3aMOYHBIX CKBaXHUH. OJMH 53K3eMIULIp KJIO4Ya OT XpaHWIulla JOJKEH
HAXOJUTHCSl y COTPYIHUKA, OTBETCTBEHHOTr0 3a XpaHuwiuile. /lyonukaTsl Kiro4ed OT XpaHWINLL
COTPYIHUKU XPaHAT B ceiipe OTBETCTBEHHOI'O MOJIB30BaTENsl KpUNTocpeAcTs. Jlyonukar kitoua
OT XpaHWIMIIA OTBETCTBEHHOI'O I10JIb30BATENSl KPUITOCPEACTB B OIEYATAaHHON YIIAKOBKE
JOJIKEeH OBITH Mepe/iaH Ha XpaHeHHE ONepaTopy MO/ PACIHUCKy B COOTBETCTBYIOIIEM KypHAIE.

4.9. I1o okoH4YaHUU paboyero AHs PEKUMHOE ITOMELICHNE U YCTAHOBJIEHHBIE B HEM XpaHWIUINA
JIOJDKHBI OBITH 3aKpBIThl, XpaHWJUIIA omnedaTaHbl. Haxopsimuecs B IOJIb30BAHUU KIIIOYU OT
XPaHWIUIL TOJDKHBI ObITh CIaHbI O] PACIIUCKY B COOTBETCTBYIOLIEM JKypHaJle OTBETCTBEHHOMY
[10JIb30BATENI0 KPUITOCPEACTB WU YIOJIHOMOUYEHHOMY (E€KYpPHOMY), KOTOpBIE XPAHAT 3TU
KJIFOYM B JINYHOM MJIHM CHIEIIMATIBHO BBIJCICHHOM XPAHUIHIIE.

Kirroun OT pe:KMMHBIX ITOMEIICHUH, a TaK)Ke KIIF0Y OT XPaHUJIMIIA, B KOTOPOM HaXOAATCS KIIIOYH
OT BCEX JIPYTUX XPaHWIMIL PEKUMHOIO MOMEIEHHs, B ONIEYaTAaHHOM BH/JI€ I0JKHBI OBITh CIaHbI
IIOJT PAaCIMCKY B COOTBETCTBYIOIIEM KYPHAJIE CIIY)KObI OXpaHbI WJIH JEKYPHOMY IO OpraHU3aluu
OJIHOBPEMEHHO C IIepefjadyed IoJ OXpaHy CaMHUX pPEKHUMHBIX nomemeHuil. lledarn,
IIpEHA3HAYEHHbIE JUIs OIEYaThIBAHWS XPAaHWIMIL, JIOJDKHBI HAXOAMUTBHCSA Y I0Jb30BaTeNeh
KPHUIITOCPEACTB, OTBETCTBEHHBIX 33 9TH XPaHUJIUILA.

4.10. IIpu yTtpate KiItoya OT XpaHWIUILA WIK OT BXOJHOM JABEPH B PEXKUMHOE ITOMELICHHUE 3aMOK
HE0OXOMMO 3aMEHUTh WM MepeesiaTh €ro CEKPET ¢ U3rOTOBJIEHUEM K HEMY HOBBIX KIIIOUEH ¢
JOKYMEHTaIbHbIM odopmiieHHeM. Eciau 3aMOK OT XpaHWIMILA MepesienaTh HEBO3MOXKHO, TO
TaKo€ XpaHWINIIE HEoOXOAUMO 3aMeHUTh. [lopsAnoK XpaHEHHs] KIIOYEBBIX M JIPYIHX
JOKYMEHTOB B XpaHWIMILE, OT KOTOPOrOo yTpayeH K4, 10 HM3MEHEHHs CeKpeTa 3aMKa
YCTaHaBJIMBAET ONEPATOP WIM OTBETCTBEHHBIN MTOJIB30BATEb KPUIITOCPEICTB.

4.11. B OOBIYHBIX YCIOBUSIX PEKHUMHBIE IOMEIICHUs, HaXOSAIIMecs B HHUX OleyaTaHHbIE
XpaHWIUIIA MOTYT OBITh BCKPBITHI TOJBKO IOJIb30BATEISIMH KPUIITOCPEICTB, OTBETCTBEHHBIM
H0JIb30BATEIEM KPUIITOCPEICTB MU ONEPATOPOM.

[Ipu oOHapyXeHHH TPU3HAKOB, YKAa3bIBAIOIIMX HA BO3MOYKHOE HECAHKIMOHHPOBAHHOE
IIPOHMKHOBEHNE B 3TH ITOMELICHUS WM XPAHUJIUIIA [IOCTOPOHHHUX JIMIL], O CIIYYUBIIEMCS JTOJKHO
ObITh HEMEIJICHHO COOOIIEHO OTBETCTBEHHOMY I0JIb30BATEN0 KPUIITOCPEJICTB HIIM OIEPaTopy.
[TpuObIBIIMIT OTBETCTBEHHBINH IOJIH30BATENb KPUNTOCPEACTB JIOJKEH OLIEHUTh BO3MOXHOCTH
KOMIIPOMETAIUU XPAHAIIMXCA KIFOYEBbIX U IPYTUX JOKYMEHTOB, COCTABUTh aKT U IIPUHATH, IPU
HEO0OXOIUMOCTH, MEPHI K JIOKAIN3ALNUU MTOCIEACTBIUI KOMIIPOMETALINN NTEPCOHANBHBIX TAHHBIX U
K 3aME€HEe CKOMIIPOMETUPOBAHHBIX KPUIITOKIIIOUEH.

4.12. Pa3memiene ¥ MOHTaX  KPUOTOCPEACTB, a Takxke Jpyroro o0opyroBaHMS,
(GYHKIIMOHUPYIOLIETO C KPUIITOCPEACTBAMM, B PEKHUMHBIX IMOMEIIEHUSAX TOJIKHBI CBECTH K
MUHUMYMY BO3MOYKHOCTb HEKOHTPOJIMPYEMOIO JOCTYyNa IIOCTOPOHHUX JIMII K YKa3aHHBIM
cpeactBaM. TexHHYeckoe OOCIyKHMBAaHHE TaKOro OOOPYIOBaHMS U CMEHa KpPUNTOKIHOYEH
OCYILECTBIISIFOTCS B OTCYTCTBHE JIMLI, HE JOMYIIEHHBIX K pab0Te ¢ JaHHBIMU KPUIITOCPEJICTBAMH.



Ha Bpemst oTcyTCcTBHS MOIB30BaTENEH KPUNITOCPECTB yKazaHHOE 000pyIOBaHUE, IPH HATUYUU
TEXHUYECKOH BO3MOXKHOCTH, TOJDKHO OBITh BBIKJIFOUEHO, OTKJIIOUEHO OT JIMHUM CBA3H U yOpaHO B
OII€YaThIBAEMbIE XpaHWIMIIA. B IIPOTHBHOM Cily4ae IO COIVIACOBAHHMIO C OTBETCTBEHHBIM
[I0JIb30BATEIEM KPHUIITOCPEICTB HEOOXOJMMO MPENyCMOTPETh OpPraHU3aLMOHHO-TEXHUUYECKUE
MEpBI, UCKIIFOYAIOIINE BO3MOKHOCTh MCIIOIb30BAHNS KPUIITOCPEICTB IIOCTOPOHHUMH JIULAMHU.

[Tpunoxxenue 1
OcHOBHbIE TEePMHUHBI U ONIPe/ieJIeHUs!

BiokupoBaHue nmepcoHaIbHBIX JAaHHBIX - BpEMEHHOE MPEKpaIleHue coopa, CHCTeMaTH3aIINH,
HAKOIUICHUS, WCIIOJb30BaHUSI, PACIPOCTPAHEHUSI MEPCOHAIBHBIX JAaHHBIX, B TOM YHCJIE HX
nepeaayn.

Joctyn Kk nuHGOPMAIMHU - BO3MOXKHOCTD OJIy4eHUs HH(GOPMALIUU U €€ UCIIOJIb30BaHUS.

HNudopmanuoHHasi cucTeMa - COBOKYITHOCTh COZEpKalielicss B 0a3ax JaHHBIX WHPOPMALUU H
obecreunBarIIUX ¢ 00padoTKy MHPOPMAITMOHHBIX TEXHOIOTHIA U TEXHUICCKUX CPEJICTB.

NudopmanuonHass cucTeMa MNepPCOHAJBHBIX [JAHHBIX - HHPOPMAIMOHHAS CHUCTEMA,
IIPEJICTaBIISIIONIAsl COOOM COBOKYITHOCTD IEPCOHAIBHBIX JIaHHBIX, COAEpKAIINUXCS B 0a3€ TaHHBIX,
a Tak)Ke WHOOPMALMOHHBIX TEXHOJIOTHIA M TEXHUYECKUX CPEACTB, MO3BOJSIONUINX OCYIECTBISThH
00pabOTKy TaKMX MEPCOHAIBHBIX JAaHHBIX C MCIOJIH30BAHUEM CPENICTB aBTOMATH3AaIMK WK 0e3
HCIIOJIb30BAaHUS TAKUX CPE/ACTB.

KonTpoampyemasi 30Ha - IpOCTPAaHCTBO, B Mpejeaax KOTOPOro OCYLIECTBISETCS KOHTPOJIb 32
npeObIBaHUEM U JEMCTBUSIMM JIUIL] U (MJIM) TPAHCIOPTHBIX CPEACTB.

['panuneii KOHTPOIMPYEMON 30HBI MOXET ObITh: IEPUMETP OXpaHSAEMON TEeppUTOpUHU
npeanpusaTis (YUpexaeHus), OrpaxIaoiie KOHCTPYKIIMM OXPaHsAeMOro 3/1aHus, OXpaHseMoi
YaCTH 3[1aHUs, BBIJCICHHOIO TIOMELICHUS.

KOH(l)I/I)_IEHHI/IaJIbHOCTb NEePCOHATBHBLIX JTaHHBIX - 00s13aTeNbHOE HJIA CO6J'IIO,Z[€HI/I$I
OnepaTopoOM HMJIM MHBIM MMOJYYHBHIUM JOCTYIl K NEPCOHAJIIBHBIM JAHHBIM JIMITIOM TpC6OBaHI/Ie HE
JAOIMYCKATh UX PACHPOCTPAHCHUA 0e3 coriacus Cy'6’beKTa MEPCOHAJIBHBIX JAaHHBIX WJIA HAJINYUA
HNHOI'0O 3aKOHHOI'O OCHOBaHMA

KpunrocpeacrBo - mudpoBaibHoe (KpUNTOrpaduveckoe) CpeiCTBO, MperHa3HAYEHHOE IS
3alUThl HH(GOPMAIIUY, HE CO/IepIKalllel CBeICHHH, COCTABIIAIOLINX TOCY/1apCTBEHHYIO TaiiHy. B
YaCTHOCTH, K KpPUITOCPEJCTBAM OTHOCATCS CpEACTBA KPHUNTOTpaUYecKOd  3aIIUTHI
unpopmanuu (CK3U) - mudpoanbHble (kpunTorpapuueckue) cpeacTBa 3aluTsl HHopMauu
C OrpaHWYEHHBIM JOCTYIIOM, HE COJAEpKalleld CBEIACHUH, COCTABISIONIMX TOCYIApCTBEHHYIO
TaliHy

Mopeab HApymIUTesI - MPEANOIOKEHUS O BO3MOXKHOCTSX HAPYIIUTENS, KOTOPbIE OH MOKET
WCIIONIB30BaTh IS Pa3pabOTKU W TIPOBENCHMsI aTak, a TakXke 00 OrpaHWYeHUSX Ha OTH
BO3MO>KHOCTH.

Mopaeb yrpos - nepedeHb BO3MOKHBIX yIPoO3.

O0padoTka mepcoHANbHBIX JAHHBIX - JEWCTBUA (ONEpalny) ¢ MEPCOHAIBHBIMHU JaHHBIMHU,
BKJIIIOYasg cOOp, CHUCTeMaTH3allMio, HaKOIUIEHHe, XpaHEeHue, YyTouHeHue (OOHOBIIEHHE,



U3MEHEHHE), HCIOJIb30BaHUE, PAaCIpOCTpaHEHHE (B TOM 4HCIE Iepeaady), 00e3IHMuuBaHUE,
OJIOKMpOBaHKE, YHUUTOXKEHHUE IIEPCOHANIBHBIX JTaHHBIX.

O01mie0cTyIHBIE MEPCOHATbHBIE JAHHBIE - IEPCOHATBHBIE JaHHbIE, JTOCTYII
HEOTPAHMUYEHHOTO KPyTa JIUII K KOTOPBIM MPEOCTaBJICH C COTIachs CYOheKTa MePCOHATBHBIX
JTAHHBIX WM HAa KOTOPBIE B COOTBETCTBUH C (he/IepalIbHBIMH 3aKOHAMH HE PaclpoCTPaHACTCS
TpeGoBaHue COOMIOACHNS KOH(PUICHIIMATHHOCTH.

OmnepaTop - rocyJapCTBEHHBIN OpraH, MyHULIMIIAIBHBIA OpraH, I0pUANIECKOe HITH (hru3ndecKoe
JIUI0, OpraHu3yoIlre U (WIK) OCYIIeCTRIsoIME 00pab0OTKy MEPCOHANBHBIX JaHHBIX, a TAKKe
OTIpENIeIAIONINE LIEH U COIepKaHue 00pabOTKH NMEePCOHATIBHBIX JAHHBIX.

IlepconanbHble aaHHbIEe - JI00as WHGOPMAIMS, OTHOCSIIASCA K OIPEICICHHOMY HIIH
onpenensieMOMYy Ha OCHOBaHMM TakodW wuHpopMmauuu (Quznyeckomy nuny (CyOBEKTY
NepCOHAJILHBIX JaHHBIX), B TOM YUCIIC €ro (haMIIus, UMs, OTYECTBO, 'O, MECSII, 1aTa U MECTO
pOXKIEeHUs, ajpec, CeMeiHoe, COIMalTbHOE, MMYIIECTBEHHOE IIOJ0XKEHHE, 0Opa3oBaHMUE,
npodeccus, 10X0bl, Apyras HHPOPMAIHS.

IHonb30BaTesb - MU0, YYAaCTBYIOLIEE B DKCILIyaTallud KPUIITOCPEICTBA MIIM HCIOJIB3YHOLIEEe
pe3yabTaThl ero GyHKIHOHUPOBAHUSI.

PQCHPOCTpaHeHI/Ie NMEPCOHAJTBHBIX JTaHHBIX - IIGP'ICTBI/ISI, HaIlIpaBJICHHLBIC Ha nepcaady
NEPCOHATIBHBIX NTAHHBIX OIPCACIICHHOMY KPYI'y JIUII (nepez[aqa MNEPCOHAJIbHBIX I[aHHBIX) HJIN Ha
O3HAKOMJICHHUEC C ICPCOHAJIBHBIMHM IOaHHBIMU HCOIPpaHMYCHHOI'O Kpyra Jvl, B TOM 4YHCIIC
O6HapOI[OBaHI/IC MNECPCOHAJIIBHBIX NAaHHBIX B CPCACTBAX MacCcoOBOM PIH(l)OpMaI_II/II/I, pasMCIICHUC B
I/IH(1)OpMaLII/IOHHO-TGJIGKOMMyHI/IKaLII/IOHHBIX CETAX I MpeaoCTaBJICHUC AO0CTYyIIa K
MNEpCOHAJIbHBIM JJaHHbBIM KaKHUM-JIHOO MHEIM CIIOCOOOM.

Pe:xnmubie MNOMCIICHUA - TIOMCHICHUA, I'IC YCTAHOBJICHBI KPHUITOCPCACTBA WM XPAHATCA
KIIFOYCBBIC JOKYMCHTBI K HUM.

CpenctBo 3ammThl HHGOPMAIIUM - TEXHHYECKOE, MPOTPAMMHOE CPEJICTBO, BEUIECTBO U (WIIN)
MaTtepua, MpeaHa3HauYeHHbIE WJIM UCTIOIb3YEMBbIE JIJISl 3aIIUTH HH(GOPMAITHH.

Iu¢pposaibHbie (KpUNTOrpadgpuyecKue) CpeacTBa - KPUNTOCPEACTBA:

a) cpencTBa MHU(POBaHUS — allllapaTHBIE, MPOrPaMMHBIE U amnmapaTHO—MIPOrPaMMHBIE CPENICTBA,
CUCTEMBl M KOMIUIEKCHI, pEealn3yIollue alrOpUTMbl KPUOTOrpaduyecKkoro mnpeodpazoBaHuUs
uH(pOpMaIlMK ¥ TIpeIHa3HaYeHHbIE JIJIS 3aIUThl HH(OPMAIIUU TP Tepeaade Mo KaHalaM CBS3H
U (WIK) I 3alUThl HTHPOPMALMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA MpHU €€ 00padoTke u
XpaHEeHUH;

0) cpeAcTBa  MMMTO3AIIMTHI — allapaTHbE, MPOrpaMMHBIE W ammapaTHO—IIPOrpaMMHBIE
CpPEICTBA, CHUCTEMBbl M KOMIUIEKCHI, pEaM3yIOIIe aJIrOPUTMBbl KPUOTOrpaduyecKkoro
npeoOpa3oBaHusl MHPOPMALMU M TpeAHA3HAYEHHBIC JUIS 3allUThl OT HaBS3bIBAHUS JIOKHOMN
uH(pOopMaLnu;

B) CpelICTBA AJIEKTPOHHOW HM(POBOI MOJAMUCH — anmapaTHble, MPOTpaMMHBIE M amlmapaTHO—
IIpOrpaMMHBIE CpPEACTBA, OOECIEUMBAIOIIUE HA OCHOBE KpUNTOrpagHUuecKux NpeoOpazoBaHUM
peanu3anuio XoTs Obl OJHOW W3 CIEAYIOIMX (YHKUUN: CO3/aHHE 3JIEKTPOHHOU IU(pPOBOH
MNOJAMUCH C KCIOJBb30BAaHHEM 3aKpBITOTO KIIOYa 3JIEKTPOHHOW 1U(POBOH  MOJIKUCH,
MOJTBEPXKJIEHHUE C HCIOJBb30BAHUEM OTKPBITOTO KIIOYa AJIEKTPOHHOH LU(POBOM moAmHUCH



HOJUIMHHOCTH 3JIEKTPOHHOU IM(POBOIM IMOAMUCH, CO3JAHHE 3aKPBITBIX U OTKPBITHIX KIHOYEH
3JICKTPOHHOU U(PPOBOI MOANHCH;

T) CPEICTBa  KOJMPOBAHHS — CPEACTBA, PEATU3YIOMIME AITOPUTMBI  KPUNTOrPadHIECKOro
npeoOpa3oBaHusi HMH(GOpPMAIMK C BBHIMOJHEHHEM YacTH MPEoOpa3oBaHHs IYTEM PYUYHBIX

onepaunﬁ HJIN C UCIIOJIb30BAHUEM aBTOMATHU3UPOBAHHEBIX CPEACTB HA OCHOBE TaKHUX onepauﬂﬁ;

1) CPE/ICTBA M3TOTOBJICHUS KJIFOYEBBIX JOKYMEHTOB (HE3aBHCHMO OT BHJA HOCHUTENS KIIIOYECBOM
uHpOpPMALINN);

€) KJII0UeBbIe IOKYMEHTHI (HE3aBUCUMO OT BHJIa HOCUTEJISI KJIFOUEBOM HHPOpMALIHH).

[Tpunoxenue 2
TUIIOBAS ®OPMA

JKypHaJIa IO3K3EMIUIIPHOTO y4€Ta KPUNTOCPEACTB, KCIUTYaTaAllHOHHON U TEXHUYECKON
JOKYMEHTAIUU K HUM, KIIFOYEBBIX JOKYMEHTOB

Perucrpanuonn OtmeTka o
HaumenoBanue OtmeTka o Bblaye
KDHITTOCEICTS bIC HOMEpa MOJTyYCHU N
P a p CK3U, Homepa
KCILL a'TaIII/IOH AKCIUTyaTaIllMOH SK3EMILISIPOB
Ne H}(I)ﬁ u HOH " (kpunTorpadu Haran ®.1.0. Jara u
. HOME
. TEeXHHYECKOH Yec-KHe Ot Koro P ronbsosaren pacrmuck
TOXHHIHCECKOM JOKYMEHTaIuU HOMeEpa) COTpOBOZ
JOKYMeHTaLH y P [oJIy4e - Py aB
M K HAM, HOMEpa  KJIFOYEBBIX HbL o ore KPHIITOCDEN TONTydeH
I(J'IIO‘IGBI:IX cepuit JIOKYMEHTOB CTB uu
OKVMOHTOR KITFOUEBBIX fTHcpMa
FIOKYM JIOKYMEH-TOB
1 2 3 4 5 6 7 8

OrMmetrka 00 n3patun CK3U u3

OTMmeTKa 0 MOAKIIOUEHUH (YCTaHOBKE)
anmnapaTHBIX CPEJCTB, YHUUTOKECHUH

CK3U1
KJIFOYEBBIX JOKYMEHTOB
[ara Howmepa
MOJKJIFOYEHN alapaTHBIX
®.1.0. g b C e)I;CTB B ®.N.0
MOJIb30BaTENS P ’ Howmep akra Ilpumedann
(YCTaHOBKH)  KOTOpHBIE [ara  mosb3oBarens
KPHUIITOCPEACTB, HIn ©
W MOANWCH YCTAaHOBIIEH MU3BATHUSA CK3H,
MIPOU3BOAMBLIE pacmucka oo
T, bl WK K (YHUYTO IPOU3BOAMBIIIE
ro YHUUYTOKEHU
MPOM3BENIIN KOTO-PbIM -)KCHHS)  TO U3BITHE
MOJKJIFOYEHUE u
X MTOJKIIIO- (YHUYTOXKEHHE)
(YycTaHOBKY)
MOJIKJIFOYEHU YEHBI

e KpHUIITO-



(ycTaHOBKY)  CpencTBa
9 10 11 12 13 14 15
[Tpunoxenue 3
TUITIOBA ®OPMA
TEXHUYECKOTO (anmmapaTHoro) xKypHaia
Otmerka 00
Hcnonb3zyemble KpUITOKIIOYN YHUYTOKEHUU
Tun u (cTupanum)
erucrpa
p p 3amnucu . Homep
- CepuiiHbIid, pa3oBO-TO
No [IUOHHBIC KpHUIITOTpa KJIIOUYEBOTO
il obcnyxu  Tum P va(b IMomnucy  IIpume
.0 HOMeEpa A-YECKUA  HOCHUTEIS WIH
-BaHUIO KJIFOYEBO I0JIB30- -4aHue
UCIIOJIb3Y HOMED U 30HBI Har
KpUIITO- -TO BaTeiIs
-€MBIX HOMED KPUIOTOCPECT
CpCaAcCTB JIOKY- KpHUIITOCPEACT
KPHIITO- AK3EMII-JIsIpa B, B KOTOPYIO
MEHTa B
CpCACTB KJIFOYEBO-TO BB€-JICHBI
JIOKyMEHTa KPHUIITO-
KIIIOYU
1 2 3 4 5 6 7 8 9 10



