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METOOUWYECKME PEKOMEHOALUA
NO OBECMNEYEHUIO C NOMOLLbIO KPUMTTOCPEACTB BE3OMNACHOCTHU
NEPCOHAJIbHbIX AAHHbIX NPU NX OBPABOTKE B UH®OPMALIMOHHbIX
CUCTEMAX NEPCOHAJIbHbIX OAHHbIX C UCMONIb3OBAHUEM
CPEACTB ABTOMATU3ALINK

BBeneHue

Hactosdwume MeTtoandeckue pekomeHgaumMm Mo obecnevyeHuto C MOMOLLLI0  KPUNTOCPEACTB
©e3onacHOCTW NepcoHarbHbIX AaHHbIX NPY NX 06paboTke B MHAPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX
AaHHbIX C MCMONb30BaHMEM CpeAcTB aBToMaTtusauumn (ganee - MeTogmyeckve pekoMeHgaumm)
pa3paboTaHbl B cooTBeTCTBMM C N. 2 [locTaHoBneHust MNMpaButenbctea Poccunckon depepaumm ot 17
Hos16pst 2007 r. N 781 "O6 yTtBepxaeHun lNMonoxeHnst o6 obecnevyeHnn 6e30nacHOCTM NEPCOHAsIbHbIX
AaHHbIX Npu nx obpaboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX".

MeToguyeckne pekomMeHOauun npegHasHayeHbl Ons  OnepaTopoB U pa3paboTyMKOB
WH(POPMALIMOHHBLIX CUCTEM MEepCOHanbHbIX AaHHbIX M OXBaTblBAOT BOMPOCHI 3alUMTbl NEPCOHANbHbIX
AaHHbIX C MOMOLLIbIO KPUMTOCPEACTB.

MeTtoguyeckumn pekomeHgauMssMn HeobxoaMMoO PYKOBOACTBOBATLCA B Criydae onpegeneHus
onepaTopoM HeobxoamMmocTu obecnedeHnss 6e30mMacHOCTU MEePCOHanbHbIX AAHHbLIX C MCNOMb30BaHWEM
KPMNTOCPEACTB (3a WCKMYEeHMeM cryyasi, Korga onepaTopoM sBnseTcs  uandeckoe nuvuo,
ncnonb3ayoLiee nepcoHasnbHble AaHHbIE UCKIMIOYUTENBHO ANSl MUYHBLIX U CEMENHBIX HYXA), a Takke Mnpu
obecneyeHnn 6e30MacHOCTU MEepCcOoHarnbHbIX OaHHbIX Mpu 06paboTke B MH(OPMAaLMOHHBLIX CUCTEMAX,
OTHECEHHbIX K KomneTeHumn OCB Poccun. B 4yacTtHocTn, MeTtogudeckumn pekoMeHZaunsmm
HeoOX0AMMO pyKOBOACTBOBATLCSH B CrieyHOLLMX CryYasx:

- Npu obecneyeHnn ¢ UCNOSMb30OBaAHNEM KpunTocpeacTB 6e30nacHOCTU NEPCOHAarbHbIX AaHHbIX NpU
nx obpaboTke B rocygapCTBEHHbIX WMH(OPMAUMOHHBIX CUCTEMAxX MEePCOHarnbHbIX AaHHbIX (4acTb 5
®epgepanbHoro 3akoHa ot 27 mtonsa 2006 r. N 149-d3 "O6 nHdopmaumn, MHPOPMaLMOHHBIX TEXHOSOTNSX
n o0 3awmTe nHdopmaummn");

- MPU MCMOMb30BaHUN KPUMTOCPEACTB Ans obecnedyeHus NepCcoHanbHbIX OaHHbIX B Chnydasix,
npegycmoTpeHHbix n. 3 [lonoxeHus o pa3paboTke, MPou3BOACTBE, peanu3aumMm W 3IKcnnyatauuu
wndbpoBanbHbIX (Kpuntorpaduyeckux) cpeacTs 3awmTtbl nHdopmaumm (MNonoxenune MNK3-2005).

HacTtoswume Metognyeckune pekomeHaaumm He pacnpocTPaHATCs Ha MHPOPMAaLMOHHbIE CUCTEMBI
nepcoHarnbHbIX AaHHbIX, B KOTOPbIX:

- NepcoHarnbHble AaHHble 0bpabaTbiBaloTCs 6€3 NCMONb30BaHUSA CPEACTB aBToMaTU3aLuy;

- obpabaTbiBatoTCA NepcoHarnbHble AaHHbIE, OTHECEHHbBIE B YCTAHOBMEHHOM MOPSAKE K CBEAEHUSIM,
COCTaBMSOLWNM FOCYAapCTBEHHYIO TalHYy;

- TexXHW4YecKkue cpeacTBa YacTUYHO MMM LENMKOM HaxogaTcs 3a npegenamu  Poccuickon
degepaumn.

1. OCHOBHbIE TEPMWHbI N UX ONpPeAeneHns

B HacToawmx MeToguyeckux pekoMeHgaumsix v npu B3ammogencteum ¢ nuueHsvatamm OCB
Poccuu, asnawwmmmcsa paspaboTumkamu KpMnTocpeacTs, paspabdboTynkamMmm MHGPOPMALMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX, B KOTOPbIX MWCMOMb3YKTCA KPUNTOCPEeACTBa, WNU cheumanusaMpoBaHHbIMU
opraHusaumsmMy, nNpoBOAALMMM  TemaTuyeckue UccrnefoBaHWUs  KPpUNTOCPeACTB,  WUCMOMb3YHTCS
cnegyroLmne OCHOBHbIE TEPMUHBI.

AsTomaTuaupoBaHHasa cuctema (AC) - cuctema, cocTosiLas U3 nepcoHana v KoMmnnekca cpeacTs
aBTOMaTM3aUMM ero [OeATenbHOCTU, peanuaylowas WHPOPMAaLMOHHYIO TEXHONOIMI0  BbINONHEHUS
YCTaAHOBIEHHbIX PYHKUMIA <1>.

<1>TOCT 34.003-90.

ABTOMaTM3MpOBaHHad cucTemMa B 3alulieHHOM ucnonHenum (AC3U) - aBTOmMaTu3MpoBaHHas
cuctema, peanusylowasd MHEMOOPMALMOHHYIO TEXHOJSOTMI0 BbIMOMHEHNS YCTaHOBMEHHbIX (YHKUMA B
CcoOTBETCTBMM C TpeboBaHMAMM CTaHAAPTOB WM (UNKU) WHBIX HOPMATMBHBLIX OOKYMEHTOB MO 3awuTe
WHpopmaunn <2>.

<2>TOCT P 51624-2000.



ATaka - UeneHanpaBfieHHble OeNCTBUSI HapylIUTENsl C WCMONb30BaHWEM TEXHUYECKUX U (Mru)
MPOrpaMMHbIX CPEACTB C LEeSblo HapyLUeHWsl 3afaHHbIX XapaKTepUCTUK 6e3omnacHOCTV 3aluuiiaeMoi
KpUNTOCPeaCTBOM UHGOPMaLMM UK C LieNbio CO34aHNs YCroBUiA ANs 3TOro.

Be3onacHoCTb - COCTOSIHUE 3aLUULLEHHOCTM XU3HEHHO BaXKHbIX MHTEPECOB JIMYHOCTU, ObLLecTBa U
rocygapcTBa OT BHYTPEHHUX U BHELLHMX Yrpo3 <3>,

<3> 3akoH Poccuiickon Peagepaumm "O 6esonacHocTu".

BesonacHocTb 00bekTa - COCTOAHME 3aLUMLLEHHOCTM 06 bEKTa OT BHELUHWX Y BHYTPEHHMX Yrpoa3.

MpumeyaHme.

[aHHoe onpepeneHue pacnpocTtpaHseTcs Ha Nnobon peanbHbIi OOBLEKT, B Ka4yecTBe KOTOPOro
MOryT BbICTYNaTb TEXHUWYECKME CpeacTBa, NporpamMMHble cpeacTtsa, MHdopMauums, MHPOPMAaLMOHHbIE
TEXHOMOrM1, WHMOPMALMOHHbIE CUCTEMBI, MHAOPMALMNOHHO-TENEKOMMYHUKALMOHHbBIE CEeTW, 34aHus,
COOpPYXEeHUsa 1 T.4.

BJ'IOKVIpOBaHI/Ie nepcoHalribHbIX AaHHbIX - BpeMEeHHOE npeKpalleHne 060pa, cucreMmaTmnsauunu,
HaKonieHund, ncnomnb3oBaHuA, pacrnpoCTpaHeHNA nepcoHarbHbIX AaHHbIX, B TOM YUCIe X nepenadun <4>,

<4> depnepanbHbiv 3akoH "O nepcoHarnbHbIX AaHHbIX".

BcTpavBaHme KpuntocpeactBa - MpOLECC MOAKMYEHUS KPUNTOCPEACTBA K TEXHUYECKUM U
nporpaMmHbIM CpeAcTBaM, COBMECTHO C KOTOPbLIMU MpeanonaraeTcs ero wratHoe pyHKUUMOHMPOBaHWeE,
3a WUCKIMOYEHNEM MpoLecca NHCTaNALnN.

[okyMeHTUpoBaHHble  (OeknapupoBaHHble) Bo3moxHoctn 1O (TC) -  dyHKUMOHAnbHbIE
BoamoxHocTuh M0 (TC), onncaHHble B gokyMeHTaumm Ha 10 (TC).

HocTtyn K nHdbopmaLumm - BO3MOXHOCTb NOMy4YeHUss Hpopmaunn 1 ee NCnonb3oBaHns <5>.

<5> O@epepanbHbin 3akoH "O6 WHMOpMauMKM, MHPOPMALMOHHBIX TEXHOMOMMSX M O 3awuTe
uHdopmauum".

KnN3HEHHO BaXHble MHTepPEeChl - COBOKYMHOCTb NOTpebHOCTEN, yAOBNETBOPEHNE KOTOPbIX HAaAEXHO
obecneynBaeT CyLleCTBOBaHME W BO3MOXHOCTM MPOrPECCMBHOIO pPa3BUTUS NUYHOCTKM, obLiecTBa wu
rocygapcrea <6>.

<6> 3akoH Poccuickon degepaumm "O BesonacHocTn".

3awmwaemas wHpopmauma - uHdopmauus, Ans  KoTopon obrnagateneMm  MHGOpMaumu
onpefeneHbl XxapakTepUCTUKN ee HesonacHOCTU.

WMHCcTannsauma - ycTaHoBKa MpOrpamMMHOro NpoAykTa Ha KomnbloTep. WMHcTannauuss obbluHO
BbINOMHAETCH MNOA YNpasfeHWeM WHCTannaTopa - nNporpammbl, KOTopas MPUBOAUT COCTaB U CTPYKTYpY
yCcTaHaBnMBaeMoro nporpaMMHOro U3fenus B COOTBETCTBUE C KOH(Urypauumein komnbloTepa, a Takke
HacTpauBaeT NporpaMMHbIE NapaMeTpbl COrNacHO TUMY UMEIOLLENCH OnepaunoHHON CUCTEMBI, Knaccam
pelwaemMbix 3adad u pexumam paboTtbl. Takum 06pas3om, MHCTanNnAUUS genaet nNporpaMMHbIA NPOAYKT
nNpurogHbIM  Afs  MCNONb30BaHWS B OAHHOW BbIYUCMAWUTENBHOM CUCTEME W [OTOBbIM  pelaTb
onpederneHHbIN Knace 3agay B onpegeneHHoM pexmme paboTel <7>.

<7> B. Oopot, ®. HoBukoB "ToOnNKoBbIA CroBapb COBPEMEHHOW KomnbloTepHow nekcuku", Cr16.,
BEXB-lMetepbypr, 2004.

UHdopmaums - ceegeHuns (coobLueHns, JaHHbIe) He3aBUCUMO OT (POpMbI UX NpeacTaBneHns <8>.
<8> ®epgepanbHbii 3akoH "O6 uHdoOpMauunM, WMHGPOPMALMOHHBIX TEXHOMOMMAX W O 3aluTe
WHopmauun®.

MHdopMaLmoHHas cuctema - COBOKYMHOCTb cogepalwencss B 6asdax AaHHbIX vHOpMauun u
obecneunBatoLnx ee 06paboTKy MHHOPMALMOHHBIX TEXHONOMMIN N TEXHUYECKNX CpeacTB <9>.

<9> depgepanbHbii 3akoH "O6 uMHdoOpMauunM, MHGPOPMALMOHHBIX TEXHOMOMMAX W O 3alumTe
MHdopMaLun”.

|/|H¢)OpMaLI,I/IOHHa$| cucrtema nepcoHarsbHbIX AaHHbIX - I/IH(bOpMaLIMOHHaﬂ cucremMa,
npegcrasnaowlan cobon COBOKYMHOCTb MepCOHallbHbIX OaHHbIX, cOoAepXallnXxcda B 0ase AaHHbIX, a
Takxe VIHd’)OpMaLI,I/IOHHbIX TEXHOMOIMMM U TEXHUYECKMX cpencTs, NO3BOJIAKLWNX OCYLLECTBIIATb 06pa60TKy



Takux MepCOHasbHbIX OAHHbIX C UCMOSIb30BaHMEM CPEACTB aBTOMaTtM3auuu unu 6e3 Mcrnosb3oBaHUs
Takux cpeacts <10>.

<10> depepanbHbIvi 3akoH "O nepcoHarnbHbIX AaHHbIX".

MHdopMaLMOHHbIE TEXHOMOMMM - MpOLEecChl, MeToAbl Moucka, cbopa, XpaHeHus, obpaboTku,
NpefoCTaBneHus, pacnpocTpaHeHnss UHopMauMM u Cnocobbl OCYLLECTBMEHUS TaKMX MNpPOLECCOB U
mMeTogoB <11>.

<11> ®epgepanbHbii 3akoH "O6 MHdOpMaUUK, WMHPOPMALMOHHBLIX TEXHOMOMMSIX U O 3awuTe
MHdopMaLun”.

WHdopMaLMOHHO-TENEKOMMYHWKALNOHHAsA CeTb - TEXHONorMyeckass cuctema, npegHasHavyeHHas
ANnga nepegayn no nMHUAM CBA3U MHOpMaLMK, AOCTYN K KOTOPOW OCYLLECTBASIETCS C UCMNOMb30BaHWEM
CpeacTB BbIYUCIIUTENBHON TEXHUKN <12>,

<12> ®epepanbHbinl 3akoH "O6 uHOpMaUUK, WUHPOPMALMOHHBIX TEXHOMOrUSX U O 3awuTe
WUHcpopmauun".

MHdopMaLMOHHO-TENEKOMMYHMKALMOHHAsA CceTb OobLlero nomnb3oBaHus - UHEMOPMAaLMOHHO-
TEeNeKOMMYyHVKaUMOHHAs CeTb, KOTOpas OTKpbiTa Afs MCNOoMNb30BaHWs BCemMu puanyeckumn u
IOPUANYECKMMM NULL@MW U B YCIyrax KOTOPOW 3TUM Nnuam He MOXeT BblTb OTKa3aHo.

Vcnonb3oBaHne nepcoHanbHbIX AaHHbIX - AEWCTBMSA (onepaumu) C nepcoHarnbHbIMWU AaHHbIMU,
coBepllaeMble OMepaTopoM B UenAX MPUHATUSA peLleHu WNM  COBEpPLUEHUS WHbIX AeNCTBUW,
NopOoXAaLWuUX puanyeckne NocneacTBns B OTHOLIEHUN CYObeKTa NepCcoHanbHbIX AaHHbIX WU APYInX
nvy, mMbo nHbiM obpasom 3aTparvBarowmx npaea M cBOOOAbI CyObekTa NepcoHarbHbIX AaHHbIX WK
apyrmx nuy <13>.

<13> PepaepanbHblii 3akoH "O nepcoHarnbHbIX AaHHbIX".

Kanan ataku - cpega nepeHoca OT cybbekta K oObekTy aTtakm (a BO3MOXHO, M OT obbekta K
CybbeKkTy aTakn) AeNCTBUI, OCYLLECTBMASEMbIX MPU NPOBEAEHUN aTaKu.

KoHTponupyemas 30Ha - NpOCTPaHCTBO, B Mpederiax KOTOpPOoro OCYLIECTBASETCA KOHTPOfb 3a
npebbiBaHNEM U AENCTBUMAMN NUL, 1 (M) TPAHCMOPTHBIX CPeacTB.

"paHunuen KOHTPONMMPYEMOW 30HbI MOXET ObITb: NEPUMETP OXPaHAEMON TEPPUTOPUN NPEANPUATUS
(yupexgeHusi), orpaxparolime KOHCTPYKUMM OXPaHAEMOro 3[4aHus, OXpaHAeMOM YacTu 34aHus,
BblAENEHHOro nomeLleHus <14>.

<14>TOCT P 51624-2000.

KoHdugeHumansHoCTb MHOpMauun - obssatenbHoe AN BbIMOSHEHMS NWULIOM, MOMYyYMBLUUM
JOCTyn K onpefeneHHon uHdopmauuv, TpeboBaHWe He nepefaBaTb Takyld MHOpMaUUO TPETbUM
nuuam 6e3 cornacusi ee obnagatens <15>.

<15> ®epgepanbHbii 3akoH "O6 MHdOpMaLUK, WMHPOPMALMOHHBLIX TEXHOMOIMSX U O 3awuTe
MHdopMaLun”.

KoHdmaeHumanbHoOCTb NepcoHarbHbIX OaHHbIX - 06s3aTenbHoe Ans cobnoaeHns onepaTtopoM unm
WHbIM MOMYyYMBLUMM [JOCTYN K MepcoHanbHbIM [aHHbIM NWULOM TpeboBaHME He [onyckaTb WX
pacnpocTpaHeHuss 6e3 cornacusa cybbekta nepcoHarnbHbiX AaHHbIX WX HanmU4uMs MHOTO 3aKOHHOro
ocHoBaHUA <16>.

<16> ®depepanbHbIvi 3akoH "O NepcoHanbHbIX AaHHbIX".

KpunTorpadwmyeckn onacHas uHdopmaums (KOW) - nHdopmaumsa o COCTOSHUSX KpUNTocpeacTsa,
3HaHWE KOTOPOW HapyliMTernem Mo3BOUT €My CTPOUTb anropuTMbl  OMpedeneHust  KIo4eBom
WHpopMaumm (Unn ee 4acTn) Unm anropuTmbl 6ECKNIOYEBOro YTEHNS.

Kpuntocpeacteo - wwudpoBanbHoe (KpunTtorpaduyeckoe) cpenctBo, nNpefHasHavyeHHoe Ans
3aWmThl MHpopMauun, He cofepxalleld CBEeOEHMIW, COCTaBMSALWMUX TFOCyAapCTBEHHYK TawHy. B
YaCTHOCTHU, K KPUNTOCPEACTBaM OTHOCATCS cpeacTBa KpunTorpadgudeckon sawmutsl nHpopmaumm (CK3N)
- WundppoBanbHble (KpunTorpaduyeckme) cpeacTea 3alwmTbl MHAOPMaL MU C OrpaHUYeHHbIM JOCTYMNOM, He
cofepxallen ceeeHnin, COCTaBNALLMX FOCYJapCTBEHHYO TakHy <17>.



<17> "lNonoxeHne o pa3paboTke, NPOU3BOACTBE, peanusaumm 1 sKchayaTaumm WndpoBarbHbIX
(kpunTorpaduyeckmx) cpencte 3awuTbl MHGopmauun (Monoxernne [MK3-2005)", 3aperncTpmpoBaHo
MuHioctom Poccum (pernctpaumoHnHbii N 6382 ot 3 mapTta 2005 roga).

Mogenb Hapywutens - npegnorioXeHNss O BO3MOXHOCTAX HapywUTens, KOTOpble OH MOXeT
ncnonb3oBaTth Ana pa3paboTku 1 NpoBedeHns atak, a TaKkke 06 orpaHNYeHUsX Ha 3T BO3MOXHOCTH.

Mogenb yrpos - nepeyeHb BO3MOXHbIX Yrpos.

Hapywutens (cybbekt aTaku) - nMuo (UNu  MHULMMPYEMBIM MM  Mpouecc), nposoAsiiee
(npoBoaALLMIN) aTaky.

HeraTtuBHble (yHKUMOHANbHbIE BO3MOXHOCTU - AOKYMEHTUPOBaHHbIE U HEOOKYMEHTMPOBAaHHbIE
BO3MOXHOCTW MPOrpaMMHbIX U annapaTHbIX KOMNOHEHTOB KPUNTOCPEACTBA U cpelbl (PYHKLUMOHUPOBAHWSA
KpunTocpeacTsa, No3sonsoLwme:

- MoOAMMUMPOBATbL WAM WCKaxaTb anroputM paboTbl KpWUNTOCPEACTB B Mpouecce ux
NCMNonNb30BaHWs;

- MOAMdMLMPOBATb UMM UCKaXaTb MHAMOPMAUMOHHbIE UMM YNpaBnsiowme NOTOKM U MPOLEcChl,
CBf3aHHble C PYHKLMOHUPOBAHNEM KPMNTOCPEACTBA;

- nomyyaTb OOCTYNn HapylwuTensam K XpaHslWencsa B OTKPbITOM  Buae  KI4eBOW,
noeHTUMUKaUMoOHHON ©n  (Mnu) ayTeHTuduumpyowen uHdopMauun, a Takke K 3almwaeMon
WHopmauuu.

HepokymeHTupoBaHHble (HegeknapupoBaHHble) Bo3moxHocTu [1O (TC) - dyHKUMOHanbHbIE
Bo3MoxHocTh 1O (TC), He onucaHHble MMM He COOTBETCTBYIOLUME OMWCAHHBIM B AOKYMEHTauuu, npu
UCMOMb30BaHNM  KOTOPbIX BO3MOXHO HapylleHue XapakTepucTuk 6e30onacHoCTM  3awmiiaemMon
uHdopmaumm <18>.

<18> [aHHoe onpegeneHue aBnseTcd 0600LIeHnem onpegeneHuns NOHATUSA
"HeJOKYMEHTMpPOBaHHblEe (HegeknapupoBaHHble) Bo3MoxHocTu [10", npusBegeHHoro B Pykosogsiiem
pokymeHte [octexkommuccum Poccum "3awmta OT HEeCaHKLUMOHMPOBAHHOIO AOCTyna K MHgopMauuwn.
Yactb 1. lporpammHoe obecneveHne cCpeAacTB 3alimTbl MHopmauuun. Knaccudukaumsi No ypoBHIO
KOHTPOMsi OTCYTCTBUS HeAEeKNnappyemMbix BO3MOXHOCTeN" (BBeaeH B aencteue lNpukasom MNMpeacenarens
Noctexkomuccum Poccum N 114 o1 04.06.1999).

Hocutenu ceegeHuii, COCTaBNAOLWMX rOCYAapCTBEHHYIO TalHy, - MatepuarnbHble 06beKTbl, B TOM
yncne uanyeckue nons, B KOTOPbIX CBEAEHMWS, COCTaBNSAIOWME rOCyAapCTBEHHYIO TalHy, HaxXo4aT cBoe
oTobpaxkeHve B Buge CMMBOIOB, 06pa3oB, CUrHanNoB, TEXHNYECKMX PeLUEeHnA 1 npoueccos <19>.

<19> 3akoH Poccuiickonn Pegepaumm "O 6esonacHocTn".

MpumeyvaHwue.

Tak kak No cBOew NpMpoae CBeAEHUS, COCTaBMNALLME rOCYAAPCTBEHHYIO TaliHy, HE OTNNYaKTCs OT
BCEX OCTarbHbIX CBEAEHUI, TO NPMBEAEHHOE OnpeaeneHne MOXHO KOPPEKTHO MCMONb30BaTh A1 No0bIX
cBeJeHUn.

YuuTbiBag onpegeneHne noHATMa "mHdopmaumsa", TepMuH "HocuTenb uHdopmaumm" MOXHO
ncnonb3oBaThb B KAYECTBE CUHOHMMA TEPMUHY "HOCUTENb CBEeeHN".

Ob6esnnunBaHue nepcoHaribHblIX OaHHbIX - Oenctems, B pe3ynbTate KOTOPbIX HEBO3MOXHO
onpenenntb NPpUHaONeXHOCTb NepCcOoHallbHbIX AaHHbIX KOHKPETHOMY Cy6'beKTy nepcoHasribHbIX OaHHbIX
<20>.

<20> depepanbHbli 3akoH "O NepcoHanbHbIX AaHHbIX".

ObnagaTtenb MHgoOpMauun - IMLO, CaMOCTOSATENBHO co3fasLuee uHgopmaumio NMbo nonyymsLLee
Ha OCHOBaHWW 3aKOHa MMM OOroBopa MpaBoO paspelwaTtb MMM OorpaHuyuBaTb AOCTYN K MHGOpMaumM,
onpegensemMon no kKaknm-nnbo npmsHakam <21>.

<21> ®epepanbHbin 3akoH "O6 wHMOpMauMn, UHEGOOPMALUMOHHBIX TEXHOMOMUSAX M O 3awuTte
WHopmaunn®.

O6paboTka NnepcoHanbHbIX AaHHbLIX - 4ENCTBUS (Onepaunm) ¢ NePCOHarnbHbIMU AaHHLIMM, BKIOYas
cbop, cuctemaTnsaumo, HakonneHne, XxpaHeHme, yrtouHeHme (O6HOBMNEHME, U3MEHEHNE), UCNONb30BaHNE,
pacnpocTpaHeHne (B TOM uucne nepefady), obe3anuumBaHve, ONOKMPOBAHWE, YHUYTOXEHME
nepcoHanbHbIX OaHHbIX <22>.

<22> depepanbHbIvi 3akoH "O nepcoHanbHbIX AaHHbIX".



O6LwenocTynHble NepcoHarnbHble AaHHble - MepCOoHasbHble AaHHble, OOCTYM HEOrpaHU4YeHHOro
Kpyra nvL, K KOTOpbIM MPedoCTaBrieH C cornacusi cybbekta nepcoHarbHbIX AaHHbIX UM Ha KOTOpble B
COOTBETCTBMM C (pedeparibHbIMM  3aKOHAMM He pacnpocTpaHsieTcs  TpeboBaHue cobntogeHust
KOH(naeHumManbHOCTN <23>.

<23> PepaepanbHbIii 3akoH "O nepcoHarnbHbIX AaHHbIX".

OO6bekT MHdopMaTU3aUMM - COBOKYMHOCTb WH(OPMALMOHHBLIX PECYpcoB, CPeacTB U CUCTEM
00paboTkn nHbopMaLmm, UCMoNb3yeMbIX B COOTBETCTBUM C 3agaHHOW MHOPMAaLMOHHON TEXHOIOTNEN,
cpeacTts obecneyeHnsa obbekTa UHopmaTmMsaLmm, NOMELLEHUA UNU OOBHLEKTOB (34aHWIA, COOPYXEHUN,
TEXHUYECKNX CPeacTB), B KOTOPbIX OHW YCTAHOBIMEHbI, UMW MOMELLEHUA U 06beKkTbl, NpeAHa3HayYeHHble
Ans BegeHust KoHduaeHUManbHbIX NepPeroBopoB <24>.

<24>TOCT P 51275-99.

OnepaTop - rocygapCTBEHHbIN OpraH, MyHULUUMNAnNbHbIA OpraH, HpUAMYEcKoe wunu usmyeckoe
nuuo, opraHusywowme wn (Mnu) ocywecTensowme o6paboTky nepcoHanbHbIX AaHHbIX, a Takke
onpegensoLLne Lenu u cogepxaHme o6paboTkn nepcoHarnbHbIX AaHHbIX <25>.

<25> ®epepanbHbIvi 3akoH "O nepcoHanbHbIX AaHHbIX".

OnybnukoBaHHble BO3MOXXHOCTU 1O unmn TC - BO3MOXHOCTU, CBEAEHNSI O KOTOPbIX codepXaTcs B
06LLEeOCTYNHBIX OTKPbITBIX UCTOYHMKAX (TEXHMYeckue 1 nobble apyrve martepuansl paspabotyuka MO
unu TC, moHorpadum, nyénmkauun B CMW, matepuanbl KoHdepeHUnn n gpyrux popymos, nHdbopmMaums
u3 cetu Internet n 1.4.).

MepcoHanbHble pfaHHble - nwbad MHpopMauuMs, OTHOCAWAACA K OonpegenieHHoOMY  WIu
onpefensieMoMy Ha OCHOBaHWM Takon MHdopMauuun dusndeckoMmy nuuy (CyObekTy nepcoHanbHbIX
AaHHbIX), B TOM 4ucrne ero damunus, UMms, OTYECTBO, rog, Mecsu, AaTta U MeCTO poXAeHus, agpec,
CeMenHoe, couuanbHoe, MMYLLECTBEHHOE MOnoXeHne, obpasoBaHue, npodeccus, AOX0Abl, Apyras
nHdopmauna <26>.

<26> depepanbHbIvi 3aKoH "O nepcoHarnbHbIX AaHHbIX".

Monb3oBaTenb - NWUO, y4YacTByKLlEe B 3SKCnnyaTauuuM KpUNTOCPEACTBa WM UCNONb3ylollee
pe3ynbTaTbl ero PYHKLNOHMPOBAHWSI.

MO - nporpammHoe obecneveHue.

PacnpocTpaHeHne nepcoHanbHbIX [daHHbIX - [OEWCTBWS,, HanpaelieHHble Ha nepegadvy
nepcoHanbHbIX OaHHbIX OMNPeAeneHHOMY Kpyry nuy (nepegada MepcoHarbHbIX AaHHbIX) WMAM Ha
O3HaKOMJIEHME C NEepPCOHanbHbIMU AAHHBIMW HEOrPAHWYEHHOMO Kpyra nuuy, B TOM Yucne obHapogoBaHue
nepcoHasnbHbIX [OaHHbIX B CPeAcTBax MacCoBOW WHGOpMauuu, pasMelleHve B WHEPOPMaLMOHHO-
TENEeKOMMYHMKALMOHHBIX CETAX UMW NpefocTaBfieHMe OOCTyna K MepPCOHarlbHbIM AaHHbIM KakuM-nmbo
WHbIM cnocobom <27>.

<27> ®epepanbHblii 3akoH "O NepcoHanbHbIX AaHHbIX".

CrneuvanbHas 3awWwmta - KOMMMEKC OPraHM3auMOHHbIX W TEXHUYECKUX  MeponpuaTun,
obecneunBaoLLmMX 3aLMTy UHOPMALMM OT YTEYKM NO KaHanam No6OYHbIX U3NY4YEHUA U HABOOOK.

Cpena dpyHkunoHupoBaHus kpuntocpeacTsa (CPK) - COBOKYNMHOCTb TEXHUYECKMX M NMPOrPaMMHbIX
CcpencTB, COBMECTHO C KOTOpbIMW Mpefnonaraetcs wratHoe (OYHKUMOHWpOBaHME KpunTocpeactsa u
KOTOpbl€ CNOCOOHLI MOBMNWATL Ha BbIMONTHEHME NPeAbABNAEMbIX K KpUnTocpeacTsy TpebosaHui.

CpenctBo 3awmTbl MHOpPMAaUMK - TeXHUYeckoe, MporpaMMHOEe CPeAcTBO, BeLecTBO M (unu)
maTtepwuan, npeaHa3HayeHHble Uy Ucnonb3yemble Ans 3alnTbl MHOpMaLmm <28>.

<28>T'OCT P 50922-96.

Cpenctso BbluucnutenbHon TexHukn (CBT) - COBOKYMHOCTb MPOrPaMMHbLIX W TEXHUYECKUX
3MNEeMEHTOB cucTeM 00paboTKM AaHHbIX, CNOCOBHBLIX (PYHKLMOHMPOBATL CaMOCTOSITENBHO UM B COCTaBe
OpYrnx cuctem <29>.

<29>TOCT P 50739-95.



TpaHcrpaHvyHas nepegaya MepcoHanbHbIX AaHHbIX - Mepegada NepcoHanbHbIX  AaHHbIX
onepatopoM 4yepe3 'ocygapcTBeHHyH0 rpaHuuy Poccuickon ®epepauummn opraHy BnacTu MHOCTPAHHOTO
rocygapcrea, (hmsanyeckomy Unu Ipuanyeckomy nunuy MHOCTPaHHOro rocygapcrea <30>.

<30> PeaepanbHbIii 3akoH "O nepcoHarnbHbIX AaHHbIX".

TC - TexHu4eckoe cpencTeo.
ero3a ©esonacHocTun - COBOKYMHOCTb ycnosvu7| n q)aKTOPOB, co3garumx onacHoCTb XWU3HEHHO
BaXXHbIM MHTEpecaM JIN4YHOCTH, obwecTtBa n rocygapcrtea <31>.

<31> 3akoH Poccuiickon Pegepaumm "O 6esonacHocTn".

Yrpo3a 6e3onacHoOCTM 06beKTa - BO3MOXHOE HapyLUeHNe XapakTepucTukM 6esonacHocTn obbekTa.

YHUYTOXEHME nepcoHanbHbIX [AaHHbIX - AOEWCTBMS, B pe3ynbTaTe KOTOpbIX HEBO3MOXHO
BOCCTAHOBUTb COAEpPXXaHWE MepPCOHarbHbIX OaHHbIX B WHMOPMALMOHHOM CUCTEME MEePCOHaNbHbIX
AaHHbIX Unn B pesynbTaTe KOTOPbIX YHUYTOXaKTCA MaTepuarnbHble HOCUTENU MepCoHarbHbIX AaHHbIX
<32>.

<32> depepanbHbIvi 3akoH "O nepcoHarnbHbIX AaHHbIX".

YcnelwHas ataka - ataka, 4OCTUruas CBOen uenw.

YpoBeHb  Kkpuntorpadpmyeckon  3awmtbl  UMHOPMAaUMM - COBOKYMHOCTb  TpeboBaHui,
npeabsBnseMbIX K KpUNTocpeacTsy.

XapakTtepuctmka 6esonacHocTn obbekTa - TpeboBaHMe K 06BbEKTY UMK K YCIIOBUSAM €ro CO3[4aHust U
CyLLEeCTBOBaHMSA, unn K uHdopmaumm 06 0ObekTe U YCMOBUSIX €ro CO3[4aHWsl U CYLLEeCTBOBaHWS,
BbINOSHEHNE KOTOPOro Heobxoammo Ans obecneyeHus 3alMLLEHHOCTU XU3HEHHO BaXKHbIX WHTEPECOB
nnMYHoCTK, obLecTBa UnNu rocyaapcTea.

LLindppoBaneHble (kpunTorpadmnyeckne) cpeacTaa:

a) cpeacTea WndpOBaHWA - annapaTtHble, MPorpaMMHbIE U annapaTHO- NporpaMmHble CpeacTsa,
CUCTEMbI U KOMMIEKChI, peanuaylolme anroputmbl Kpuntorpadmyeckoro npeobpasoBaHus MHopmauum
W NpeAHasHaveHHble ANns 3awuTbl MHOpMaLuKn Npy nepegade no kaHanam CBaA3u 1 (unu) anga 3awuTbl
WH(OPMaLMM OT HECaHKLMOHNPOBAHHOIO AOCTyNa npu ee obpaboTke 1 XxpaHeHuw;

0) cpeacTBa MMMTO3aWUTLI - annapaTHble, NPOorpaMMHbIE U annapaTHO- NporpaMMHble CPeAcTBa,
CUCTEMbI U KOMMSIEKChI, peanuayloLimne anroputmbel Kpuntorpaguyeckoro npeobpasoBannst MHopMaLmm
W NpegHasHayeHHble AN 3aliMThbl OT HaBA3bIBaHUS NOXHOW MHOpMaLuu;

B) cpedcTBa 9MeKTPOHHOW UMpPOBON nognucu - annapatHble, NPOorpaMMHblE W annapaTtHo-
nporpaMmHble CpeAcTBa, obecrneymBalollMe Ha OCHOBe kpunTorpaduyeckux npeobpasoBaHui
peanu3aumio XoTa Obl OQHOW M3 cnenylLlwmx yHKLUA: co30aHNe SMeKTPOHHOW LUndpoBON MOANUCK C
UCNONb30BaHMEM  3aKPbITOrO  KMoYa  3NEKTPOHHOW  umMdbpoBOW  noanucu, noaTBeEPXAeHue C
UCNonb30BaHNWEM OTKPbLITOrO KroYya 3MEeKTPOHHOW UMAPOBOM NOAMUCK MOASIMHHOCTU SNEKTPOHHOM
LMdpOoBOM NOAMUCK, CO3AaHNE 3aKPbITbIX N OTKPbITLIX KIHOYen 3MeKTPOHHOM LndpoBon noganuc;

r) cpegctBa KOAMPOBaHWSA - CpeacTBa, peanuaylolime anropuTmbl  KpunTorpaduyeckoro
npeobpasoBaHnsa nHGoOpMaLnK C BbINONIHEHWEM YacTu Npeobpa3oBaHus NyTeM PyYHbIX onepauni nunm c
MCnonb3oBaHNEM aBTOMaTU3MPOBaHHbIX CPEACTB HA OCHOBE Takux onepauuin;

AO) CpeacTBa M3rOTOBMEHUSA KMOYEBbIX AOKYMEHTOB (He3aBMCMMO OT BuAa HOCUTENS KIHOYeBOMW
WHpopmauun);

€) KroyeBble JOKYMEHTbI (He3aBUCUMO OT BMAa HOCUTENS KntoveBon nHgopmMaumm) <33>.

<33> lNocTaHoBneHue NpaButensctBa Poccuiickon Pegepaumnm ot 23 ceHTa6ps 2002 r. N 691 "O6
YTBEPXOEHUN MOMOXEHUA O NUUEH3NPOBaHUW OTAEfNbHbIX BWAOB AEATENbHOCTW, CBA3aHHbIX C
wndpoBaneHbiMK  (kpunTorpadgpuyecknmn) cpeacteamun” (CobpaHue 3akoHogaTenbcTBa Poccuiickon
®depnepaumm, 2002, N 39, ct. 3792).

2. OCHOBHble NoONoOXeHus

2.1. PaboTbl no obecnevyeHno ¢ NOMOLLBI KPUNTOCPEACTB 6€30NacHOCTU NepCOHarbHbIX OAHHbLIX
npu nx obpaboTke B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAarbHbIX OAHHbIX C UCMONb30BAHNEM CPEACTB
aBTOMaTM3aumMm (ganee - MHMOPMAaLMOHHAs CUCTeMa) NMPOBOAATCS B COOTBETCTBUM CO CreAyloLMMu
OCHOBHbIMW OOKYMEHTaMM:;

- ®epepanbHbIl 3akoH OT 27 utona 2006 r. N 149-®3 "O6 wuHdopmaumn, MHGHOPMAaLMOHHBLIX
TEXHOMOIMSX U 0 3awuTe nHgopmauyumn®;

- ®epgepanbHbii 3akoH oT 27 nonsa 2006 r. N 152-d3 "O nepcoHanbHbIX aHHbIX";



- lMonoxeHne 06 obecneyeHnn 6e30MacHOCTM MepcoHanbHbIX AaHHbIX Mpu MXx obpaboTke B
VMH(OPMALMOHHBIX CMCTEMaxX MePCOHanbHbIX OaHHbIX, yTBepXaeHHoe MocTtaHoBneHnem lMpaButenscTea
Poccuiickon ®epepauum ot 17 Hosbpsa 2007 r. N 781 (nanee - MNonoxeHue);

- lNopsgok npoBedeHus knaccudukaumm MHGPOPMALUOHHBIX CUCTEM MEPCOHAasNbHbIX AaHHbIX,
yrBepxaeHHbIn Mpukaszom ®CTIK Poccun, CE Poccnn n MunmnHdopmesssnm Poccun ot 13 deBpans
2008 r. N 55/86/20 (3apeructpupoBaH MuHioctom Poccumn 3 anpens 2008 roga, permctpaunoHHbin N
11462) (nanee - MNMopagok);

- lNonoxeHne o paspaboTke, NPOM3BOACTBE, peanu3auMm K 3Kcnnyatauuym WndpoBanbHbIX
(kpunTorpaduydeckmx) cpeacTs 3awmTbl MHAopmauun (MonoxeHune MK3-2005), yreepxaeHHoe Npukaszom
®CB Poccum ot 9 pespana 2005 r. N 66 (3apeructpupoBaH MuHioctom Poccum 3 mapta 2005 roaa,
pernctpaumoHHbin N 6382);

- TunoBsble TpeboBaHWsi MO opraHM3aumm u obecneyeHnto YHKLUOHUPOBAHUSA LUINGPOBATbHBbIX
(kpynTOrpacdbmyecknx) cpeacTs, npedHasHaYeHHbIX AN 3aWwuTbl WMHoOpmauun, He coaepXallen
CBedEeHWI, COCTaBNSAKLINX FOCYOapCTBEHHYIO TawHy, B Crlydyae MX WCMNONb30BaHusa Ans obecneveHus
©e3onacHOCTW NepcoHarnbHbIX AaHHbIX NPY NX 06paboTke B MHAPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX
AaHHbIX (PCB Poccun, N 149/6/6-622, 2008);

- HacTosawme MeTognyeckme pekomeHgaumm.

2.2. B cootBeTcTBUM C N. 2 [TonoxeHnst 6e30nacHOCTb NePCOHanbHbIX AaHHbBIX NP X 0bpaboTke B
WHOPMALMOHHBIX cucTeMax obecneynBaeTcsi C NMOMOLLBIO CUCTEMbI 3alUUTbI MNEePCOHAanbHbIX OaHHbIX,
BKITIOYaIOLLEN OpraHM3aunOHHbIE Mepbl U CPeAcTBa 3aLmThbl uHdopMaumm (B TOM Yncne wugposanbHble
(kpunTorpadmnyeckme) cpeactea, CpeacTsa nNpeaoTBpaLleHnsl HECaHKLMOHMPOBAHHOIO AOCTYyNa, YTEeYKM
UHdOPMaUMM MO TEXHWYECKMM KaHamnam, MpOrpaMMHO-TEXHUYECKMX BO3AENCTBUMN Ha TEXHWYeckue
cpenctea 0b6paboTku mepcoHanbHbIX AaHHbIX), @ Takke Ucnonb3dyemble B MHHOPMALUMOHHOW cucteme
WHOPMALMOHHbIE TEXHONMOrMn. TexHW4Yeckme W nporpaMMHble CpeacTBa [OIDKHbI  YOOBNETBOPATb
yCTaHaBNMBaeMblM B COOTBETCTBMM C 3akoHogaTenbcTBoM Poccuiickon ®depepaunn TpeboBaHMSIM,
obecneynBaroLLMM 3aLMTy MHopMaLnK.

2.3. B cooTtBeTcTBMU C N. 12 [NonoxeHns HeobXoaANMbIM yCrnoBueM pa3paboTku CUCTEMbI 3aLLUThI
nepcoHarnbHbIX AaHHbIX ABMASETCS hopMUMpOBaHNE MOAENN yrpo3 6€30MacHOCTU NepCoHarnbHbIX AaHHbIX
(nanee - mogenb yrpos).

Kpome atoro, B cootBeTcTBMM C N. 16 lMopsgka mogens yrpo3 Heobxoguma ansd onpegeneHus
Knacca cneumnansHon MHPOPMaLMOHHON CUCTEMBI.

2.4. Mogenb yrpo3 opMypyeTcs 1 yTBepXaaeTcs onepaTtopomM B COOTBETCTBUN C METOANYECKMMM
AOKYMeHTaMu, paspaboTaHHbIMM B COOTBETCTBUM C nNyHKTOM 2 [loctaHosnewus [lpaBuTensctea
Poccuiickon ®egepauun ot 17 Hos6pa 2007 r. N 781 "O6 yteBepxaeHun MNonoxeHns o6 obecneyeHmn
Be3onacHOCTW NepcoHarnbHbIX AaHHbIX NPpY NX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHAaNbHbIX
JaHHbIX" <34>.

<34> CobpaHue 3akoHogaTenscTa Poccuickon Pegepaumm 2007, N 48, yacts Il, c1. 6001.

B cnyyae obecneyeHns 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX 6€3 MCNoNb30BaHNsSt KPUNTOCPEACTB
npv (bopMMpOBaHUN MOAENUN Yrpo3 UCNONb3YTCA MeToanyeckue aokymeHTel PCTIK Poccuu.

B cnyyae onpegeneHus onepatopoM HeobxoanmocTn obecneveHnsi 6e30MacHOCTU NepPCOoHarbHbIX
OaHHbIX C WCMNONb30BaHWEM KpUMNTOCPeACcTB npv  HOPMUPOBAHMM MOLENM  Yrpo3 UCNOSb3yTCA
mMeTtoaundeckne gokymeHTel ®CTOK Poccum n HacTosiwme MeTtoamyeckune pekomeHgauumn. NMpu aTom 13
AByx copepxawuxcsa B gokymeHtax ®CTOK Poccum n MeToguueckmx pekoMeHOauuax OAHOTUMHBLIX
yrpo3 BblbupaeTcsa 6onee onacHas.

Mo cornacoeaHuto ¢ PCTIK Poccum n ®CB Poccun gonyckaetcs hopMUpoBaHUE MOLENU yrpos
TONBKO Ha OCHOBaHWMM HacTosWwmux MeTognyeckmx pekomeHgaumnn.

Mpn obecneyeHnn GesonacHOCTWM MepPCOHanbHbIX AaHHbIX Npu 06paboTke B MH(OPMAaLMOHHbIX
cuctemax, OTHECeHHbIX K komneteHumn OCB Poccun, mogenu yrpo3 oOpMUMPYHOTCS TOMBKO Ha
OCHOBaHWM HacToaWwmnx MeTognyeckmx pekomeHgauun.

2.5. B cny4ae ucnonb3oBaHunsi B UHPOPMALIMOHHOM CUCTEME KPUNTOCPEACTB NMpU HEOOXOAMMOCTH K
dopMupoBaHMIO MOAenu Yyrpo3 MoOryT npuenekatbca nuueHsvatel ®CB Poccun, asnswoLimecs
pa3paboTynkamMn  KpUNTOCPEACTB MMM CMeuManuanpoBaHHbIMKW  OpraHu3aumsmMu, NpoBOSSALLMMM
TemMaTuyeckmne UccrefoBaHns KpUNToCpeacTB.

2.6. Mogenb yrpo3 MoXeT ObITb MepecMoTpeHa:

- MO PEeLLUEeHMI0 ornepaTopa Ha OCHOBE MEPUOAMYECKU MPOBOOUMBIX MM aHanm3a M OLEHKU Yrpos3s
f©esonacHOCTM nepcoHarnbHbIX AaHHbIX C Yy4eToM OcobeHHOCTeW W (MnM) M3MEHEHUN KOHKPETHOM
WH(OPMaLIMOHHON CUCTEMBI;

- MO pesynbTataMm MeponpuUSTUA MO KOHTPOSO 3a BbIMNONHEHMEM TpeboBaHMI K obecneyeHuto
©e30nacHOCTU NepPCoOHarnbHbIX AaHHbIX NPY X 00paboTke B MHOPMALNOHHOW CUCTEME.

3. MeTogonorusa dopmMmpoBaH1s Mogenu yrpos



3.1. O6wue NpmHLMNbI

PaspaboTtka mogenu yrpo3 gomkHa 6asmpoBaTbCs Ha Cneaylwmnx NpMHUunax:

1) BesonacHOCTb MepcoHanbHbIX AaHHbIX MpU MX 0b6paboTke B MHMOPMAULMOHHBIX CUCTEMAaX
obecneuynmBaeTcsd C MOMOLUBIO CUCTEMbl 3alUTbl MNEpPCOHanbHbIX AdaHHbX (M. 2.2 MeToamyeckmx
pekomeHaaumn).

2) lpu dopmmpoBaHun mMogenu yrpo3 HeobXoOAMMO YYUTbiBaTb KakK Yrpo3bl, OCYLLEeCTBIEHUe
KOTOpbIX HapylwaeT 6e30nacHOCTb MepcoHanbHbIX AaHHbIX (fanee - npsimasa yrposa), Tak W yrposbl,
cosfaioLLme ycroBus Ans NosABEHNs NPSMbIX Yrpo3 (4anee - KOCBEHHbIE Yrpo3bl) UM KOCBEHHbIX Yrpos.

3) lepcoHanbHble faHHble 0b6pabaTbiBalOTCA U XpaHATCA B WH(OPMALMOHHOM CUCTEME C
UCMNOMb30BaHNEM  OMpeAerieHHbIX  MHPOPMALUMOHHBIX  TEXHOMOMMA M TEXHUYECKUX  CPeacTs,
nopoxgawLwmx OObEeKTbl 3alMTbl Pa3fIMYHOTO YPOBHS, aTakM Ha KOTOpble CO34alT NpsaAMble WK
KOCBEHHbIE Yrpo3bl 3alLMLLaeMon MHopMaLun.

4) KpuntocpeAcCTBO LWTATHO (YHKLUMOHMPYET COBMECTHO C TEXHWYECKMMU W MNPOrpaMMHbIMU
cpenctBaMu, KOTOpble CMOCOOHbI MOBMUSATH Ha BbIMOSIHEHME MNPEAbABSEMbIX K KPUNTOCPEACTBY
TpeboBaHW 1 kKoTopble 06pasytoT cpeay pyHKUMOHMpOoBaHMSA KpuntocpeacTea (CPK).

5) Cuctema 3awwmTbl NepcoHanbHbIX OaHHbIX He MOXeT obecneyvTb 3awWuTy MHdopmaumm oT
OEVNCTBUIN, BbINOSMHAEMbIX B pamkKax NpPefoCTaBrieHHbIX CYObEKTy AEWCTBUMI MOMHOMOYUN (Hanpumep,
KPMNTOCPEACTBO He MoxeT obecneunTb 3awuty UHPOPMauUMM OT PacCKpbITUS Nuuamu, KOTOPbIM
nNpeaocTaBrneHo NpaBo Ha AOCTYM K 3TOW MHopmauun).

6) HapywuTtenb MoxeT eNCTBOBAaTb HA PasfMyHbIX 3Tanax XW3HEHHOro LMKNa KpUnToCpeacTea u
CoK (nmog atmmm aTanamu B HACTOSILLEM AOKYMEHTE NOHUMAKOTCSA pa3paboTka, NPOn3BOACTBO, XpaHEHue,
TPaHCNOPTUPOBKA, BBOA B 3KCMfyaTauuio, 3JKCniyaTauus NPOrpamMMHbIX M TEXHUYECKUX CpeacTs
Kpuntocpenctea n COK).

7) [Ona obecneyeHnss Ge3onacHOCTM MepcoHarnbHbIX [AaHHbIX Mpu  ux obpaboTke B
VMHGOPMALIMOHHBIX CUCTEMAX OOIPKHbI MCMOMb30BaThbCA CEPTUDMLMPOBAHHbLIE B CUCTEME CEPTUUKALMM
®CBb Poccumn (umerolime nONOXWUTENbHOE 3aKMYeHMe 3JKCMEepPTHOW oOpraHvM3aummM O COOTBETCTBMM
TpeboBaHNAM HOPMATMBHbLIX JOKYMEHTOB No 6€30MacHOCTU MHAOPMaLMKN) KPUNTOCPEACTBA.

B cnydyae oTcyTCTBUS rOTOBBIX CEPTUDNLNPOBAHHBIX KPUNTOCPEACTB, (PYHKLUMOHANBHO MPUTOAHBLIX
ana  obecneyeHns ©6e30MacHOCTM MNEPCOHamNbHbIX AaHHbIX MNpyM  MX 0O0paboTke B KOHKPETHOW
WH(OPMALMOHHOW CUCTEME, Ha 3Tane aBaHNpPOoeKTa WIN 3CKU3HOTO (3CKM3HO-TEXHUYECKOro) npoekTa
pa3paboTynMKoM MHPOPMALMOHHOW CUCTEMBbI C y4acTMEM onepaTopa u npegnonaraemoro paspaboryuka
KpMNTOCPeAcTBa rotoBUTCA 060CHOBaHUe LenecoobpasHocTn pa3paboTkm HOBOro Tvna KpunTocpeacTsa
n onpefenstoTca TpeboBaHns K ero pyHKLUMOHaNbHbLIM CBOMCTBAM.

PaspaboTka HOBOro Tuna KpunTocpeacTBa OCYLLECTBNAETCA B COOTBETCTBMM C [NonoxeHnem MK3-
2005.

PasnuyaloT mogenb yrpo3 BEpPXHEro YPOBHS M OeTanM3npoBaHHY MOLENb Yrpo3.

Mogenb yrpo3 BepxHero ypoBHs nNpegHasHavyeHa A5is onpeferneHnst xapakTepucTnk 6esonacHocTu
3alLMLIaeMbIX NEPCOHANBbHbIX OAHHbLIX U APYTMX 0OBEKTOB 3alnThl (NpuHUMNLI 2 1 3). 3Ta Mogenb Takke
onpefensieT UICXOAHble AaHHble AN AeTann3npoBaHHOW MOAENM Yrpos.

HeTtanuanpoBaHHass mogenb Yrpo3 npegHasHadeHa Ans onpegeneHus Tpebyemoro ypoBHS
KpunTtorpaguyeckon 3amThbl.

3.2. MeTogonorvs oopMMPOBaHUSi MOZENM YrPO3 BEPXHETO YPOBHS

CDOpMVIpOBaHVIe MoLenn yrpo3 BepxHero ypoBHA OCYLWECTBIAETCA Ha 3Tane c6opa 1N aHanmsa
NCXOAHbIX AaHHbIX MO MHd)OpMaLLMOHHOVI cunctemMe B COOTBETCTBUM C YCTAHOBJIEHHbLIM nOpﬂ,EI,KOM.

Ons npaBuIibHOro onpeaeneHna KpuntocpeacTs, HeobxoauMbix Ans obecneveHust 6e3onacHoOCTH
nepcoHaribHbIX AaHHbIX, OOMOJIHUTESIbHO K AaHHOMY 3Tany npenbaABidTCA crnegywuimne Tpe6OBaHl/Iﬂ.

OnpepaeneHne ycnoBun Co3gaHus U UCNOSb30BaHNSA NepCcoHarnbHbIX AaHHbIX

JomxkHbl BblTb ONMCaHbI YCNOBMS CO34aHUSA M UCMOMb30BaHWUA NepPCOHanbHbIX AaHHbIX. [ns aToro
onpeaensaTCs:

- cybbekTbl, co3galolime nepcoHanbHble AaHHble (B Ka4ecTBe Takoro cybbekta MOXeT BbICTynaTb
nvuo unu ero NpeacTaBuTeNb B BUAE NPOrpaMMHOIO Ui TEXHNYECKOTo CPeacTBa);

- CybbeKTbl, KOTOPbIM NepCOoHarnbHbIE AaHHbIE NpegHa3HaYeHbl;

- MpaBuna gocTyna K 3awmwaemon nHpopmaumu,;

- MHdOPMAaUMOHHbIe TexHonornu, 6a3bl AaHHbIX, TEXHWYecKne cpencTBa, UCnonb3yemble Ans
€034aHusi 1 06paboTkN NepCcoHarnbHbIX AaHHbIX;

- ucrnomnb3yemble B MpoLecce CO3[4aHMs M WUCMONb30BaHUSI MepPCOHaNbHbIX AaHHbIX OOBLEKTHI,
KOTOpble MOryT ObiTb 0GbeKkTamu yrpo3, co3garLlyMu YCNoBUst NS NOSBIIEHWS Yrpo3 MepcoHarnbHbIM
AaHHbIM. Takoro poga o6bekTamun MoryT 6bITb, HANPUMEP, TEXHUYECKNE U NPOrpaMMHble CPeAcTBa.



CreneHb petanusauun ONUCaHWs JOMKHA OblTb [OCTAaTOMHOW ANS BbIMNOSHEHUS OCTallbHbIX
TpeboBaHu k aTany cbopa 1 aHanmaa UCXOAHbIX AaHHbIX N0 NHHOPMALMOHHOW CUCTEME.

OnuncaHne dopm NpeacTaBrneHnst NepCoHanbHbIX AaHHbIX

lMepcoHarnbHble AaHHbIE MMEIT pasnunyHble opMbl NpeacTaBneHns (popmbl rkcaumm) ¢ y4eTom
MCnosnb3yemblix B MHHOPMAaLIMOHHON CUCTEME MHPOPMALMOHHBLIX TEXHOMOIMIA U TEXHUYECKMX CPEeACTB.

Heobxogumo patb onucaHue aTux ¢popm npeactaBneHus (hopm dukcauum) nepcoHarnbHbIX
AaHHbIX. K Takum dopmam oTHOcATcs obnactyv onepaTuBHOM namaTh, dannbl, 3anncu 6a3 OaHHbIX,
NoOYTOBLIE OTNPABIEHNS U T.A4.

OnucaHve nHdopMaummn, CoNyTCTBYIOLLEN NpoueccamM CO34aHUsA U UCNONb30BaHUSA NepCcoHanbHbIX
AaHHbIX

Ha ocHoBe aHanusa ycrioBui CO3L4aHWsi M UCMONb30BaHUS MepCoHasnbHbIX OAHHbLIX AOIDKHA ObiTb
onpegeneHa WHgopmaums, ConyTCTBYHOLWAsA npoueccam CO34aHus M UCMOMb30BaHUA NepCcoHarnbHbIX
AaHHbiX. [lpy 3TOM npeAcTaBnsaeT UHTEPEeC TOMbKO Ta MHopMauus, Kotopasi MOXeT OblTb 06beKTOM
yrpo3 v notpebyeT 3awmnThl.

K ykaszaHHOM MHpopmaLmm, B HaCTHOCTU, OTHOCUTCS:

- KMoYeBas, ayTeHTuduumpyoLwas n naponeHasa nHdopmMaumsa KpuntocpeacTsa;

- KpunTorpadudeckn onacHas nHgpopmaums (KOW);

- KOHUrypaunoHHas uHdopmaums;

- ynpasnstoLwas nHdopmaums;

- MHpOpMaLMSA B 3MEKTPOHHbIX XXypHanax permcrpaumu;

- NoboYHbIE CUrHanbl, KOTOpPble BO3HMKAIOT B npouecce PYHKUMOHNPOBAHMSA TEXHUYECKNX CPEACTB
W B KOTOPbIX MOMHOCTBIO UMM YaCTUYHO OTpaXKalTCsA NepcoHarnbHble AaHHble WY Apyras 3awuuiaemasi
MHdopMaLns;

- pesepBHble kKonuu pannoB C 3awuuiaemMon MHdoOpmaumen, KoTopble MOryT cosjaBaTbCA B
npouecce o6paboTkn 3TUX Palinos;

- ocTaToyHasa MHopMaLMsa Ha HocUTensax nHopMaLmu.

B Tex cnydyasix, korga Mogenb yrpo3 paspabartbiBaeTcA nuvuamu, He  ABMSOWUMUCS
cneynanuctamm B 06racTu 3awwmTbl MHOPMaLMKN, PEKOMEHOYETCH OrPaHNYUTLCA NPUBEAEHHBIMM Bbile
npuMepammn mHgopmauum, COnyTCTBYIOLWEN MNpoueccaM CO34aHUA U UCMONb30BaHUSA MNepPCOHaNbHbIX
AaHHbIX.

Paspabotunkn mogenun yrpos - cneumanqcTtbl B obnacty 3awmTbl MHOpMauum MOryT YTOYHUTb
yKa3aHHbI Bblle MepedYeHb MHgopmMauun, COnyTCTBYIOLEN npoueccam CO34aHus M UCMONb30BaHUSA
nepcoHanbHbIX AaHHbIX, C NPUMBEAEHMEM COOTBETCTBYHLWMX 060CHOBaHMIN. PekomeHayeTca ykasaHHoe
YyTOYHEHWE fenaTh TOMbKO B crydae HeobXoAMMOCTU pa3paboTkn HOBOro TUna KpuMntTocpeacTea.

YTouHeHWe nepeyvHs uHdOpMaumK, COMyTCTBYIOLWENH npoueccaM Co3gaHua U UCNONb30BaHUS
nepcoHanbHbIX AaHHbIX, JOIMKHO OCYLLECTBATLCA MyTEM:

- UCKIIOYEeHUs TMNOB paccMatpuvBaemMon MHOPMaUUU U3 YKa3aHHOro Bbllle MepeyHs, KoTopble
ABNAOTCHA U3ObITOYHLIMU B CUITY CNeUndUKA KOHKPETHON MHEPOPMAaLMOHHOW CUCTEMBI;

- KOHKpeTusauum un getanusaumm He MUCKMYEeHHbIX TUMOB paccMaTpuBaemMon MHopmauun ¢
Y4E€TOM KOHKPETHbIX YCIOBUIM 3KCnIyaTaumm MHpOpMaumoHHON CUCTEMBI;

- onucaHus TUNOB paccMaTpMBaemon WHoOpMauun, He yKa3aHHbIX B MNPYBEOEHHOM BbIlLE
nepeyHe.

OnpepneneHune xapakTepucTuk 6e3onacHoCTH

Heobxooumo onpegenutb XxapakTepucTnku 6e30nacHOCTN HE TONbKO NEPCOHANbHbIX AAHHBLIX, HO U1
XapaKkTepucTnkn 6e3onacHocTn Bcex 0OBbEKTOB, KOTOpble OblNn onpeferneHbl kKak BO3MOXHbIE OOBbEKTHI
yrpos.

OCHOBHbIMU (KNaccU4ecknmmn) xapakTepucTmkamm 6€3onacHoOCTU ABNSATCA KOHUAEHUNANBHOCTD,
LLeNIoCTHOCTb W JOCTYMHOCTb.

B pononHeHne K nepedqncrieHHbIM Bbille OCHOBHBIM XapakTepucTukam ©Ge3onacHoCcTM MoryT
paccmatpuMBaTbCs TakKe W JOpyrme xapaktepuctmkm 6esonacHoctM. B yacTHocTM, K Takum
XapakTepuCTUKaM OTHOCATCSH HeoTKa3dyeMocTb <35>, yyeTHocTb <36> (MHOrga B KayecTBe CMHOHUMA
ncnonb3yeTcs TEePMUH "MOOKOHTPONBHOCTL"), @yTEHTUYHOCTb <37> (MHOrAa B KayecTBe CUHOHMMA
ncnonb3yeTcs TEPMUH "LOCTOBEPHOCTL") N aieKBaATHOCTb <38>.

<35> HeoTka3yeMOCTb - CMOCOOHOCTL AOKa3aTb, YTO AENCTBUE MM COObITUE MPOM3OLUNO TakuUm
obpasom, 4To hakT OencTBuMst unm cobbiTss He MoxeT ObiTb onpoBeprHyT (MCO 7498-2:99 n UCO
13888-1:2004).

<36> Y4eTHOCTb

- CBOMCTBO, ObGecnevmBalollee OOHO3HAYHOE OTCMEeXMBaHWE COOCTBEHHbLIX OEWCTBUIA NoOOro
noruyeckoro obbekta (MCO 7498-2:99);



- obecneyeHne Toro, YTo AencTBuUs cybbekTa MO OTHOLLIEHUIO K OOBEKTY MOTYT ObiTb NPOCHEXEHbI
YHVKanNbHO MO OTHOLLEHUIO K CYOBHEKTY.

<37> AYTEHTUYHOCTb

- CBOMCTBO oObecneyeHusl MOEHTUYHOCTU CcyObekTa WnM pecypca 3asiBlIEHHOW WAEHTUYHOCTMW.
AYTEHTUYHOCTb MPUMEHSIETCA K TakmMm CcybbektaM Kak Monb3oBaTenu, npouecchbl, CUCTEMbl W
nHpopmauwms (ISO/IEC 13335-1:2004);

- UOEHTUYHOCTb OOBbEKTA TOMY, YTO 3asiBIEHO.

<38> ApekBaTHOCTb - CBOWCTBO COOTBETCTBUS NpeaHaMepeHHOMY MOBEAEHMI0 U pesynbTartam
(ISO/IEC 13335-1:2004).

MpvBeOeHHbI  CNMCOK  XapakTepucTMk 6Ge3onacHOCTM He  S9BMseTCAa  McYepnbiBatoLLMM.
Bo3amoxHOCTb 6onbLIOro 4YmMcna xapakTepucTuk 6e30macHOCTM KpoeTcs B OnpeferieHUun MNoHATUSA
"XxapakTtepucTuka 6esonacHoCcTn oobekTa":

"XxapakTepucTuka 6esonacHocT o6bekTa - TpeboBaHMe K OOBEKTY UMK K YCITOBUSIM €r0 CO34aHus U
CyLLeCTBOBaHMS, unn K wuHdopmaumm 06 0O0bekTe U YCMOBUSIX €ro CO3L4aHWsl M CyLIEeCTBOBaHWS,
BbINOMHEHNE KOTOPOro Heobxoammo Ans obecneyeHus 3alULLEHHOCTU XM3HEHHO BaKHbIX MHTEPECOB
nnyHocTK, obecTea unu rocygapctea”.

Kak npaBuno, ycnoBusi co3gaHnst U CyLLeCTBOBaHWS pearibHbIX 0OBbEKTOB AOCTAaTOYHO CIIOXHbI U,
Kak cneacTteue, K HUM MOXHO NpeabsiBUTb AOCTATOMHO MHOMO CambIX pasnuyHbIX TpeboBaHun.

Tak kak yrpo3a 6e3onacHoCTM O0ObekTa - BO3MOXHOE HapylleHUe XapakTepucTukm 6e3onacHocTu
00bekTa, TO nepeyeHb BCEX XapakTepUCTUK ©e30nacHOCTUM ANsi BCEX BO3MOXHbIX OOBEKTOB yrpos, no
CyTW, onpegenseT MOAEeNb Yrpo3 BEPXHETO YPOBHSI.

Hanpumep, ecnn B uHdoOpmauuoHHOW cucteme TpebyeTca obecneunTb TOMbKO 3aliuTty OT
YHUYTOXEHUS, LIENMOCTHOCTb M [OOCTYMHOCTb 3aluiiaemMon WHdgopmauum (B KavyecTBe BO3MOXHOIMO
npvMepa Takoh WH(OPMAaLMOHHOW CUCTEMbI MOXHO MPUBECTM MHEHOPMALIMOHHYIO CUCTEMY LUKOJTbHOIO
yunTens, cogepkallyro obLeaocTynHble NepCcoHanbHbIE AaHHbIE YYaLMXCS), TO MOAerNb Yrpo3 BEpPXHEro
YPOBHS COOEPXKUT CrieayoLLniA NepeyeHb yrpos:

- Yrpo3a YHUUTOXEHUS 3alLmLLaeMorn nHdopmaumm;

- Yrpo3a HapyLUEeHUs LeNTOCTHOCTM 3aLlmLLaeMorn nHdopmaumm;

- Yyrpo3a HapyLeHnss AOCTYMNHOCTY 3aluLaemMon nHdopmasmu.

3.3. MeTogonorus hopMnpoBaHns AeTanu3npoBaHHOW MOAENM yrpos

CornacHo npusegeHHoMy B 3akoHe Poccuiickon depepaumm "O BesonacHocTn" onpegeneHumio
noHsaTus "yrposa 6e3onacHocTn" HeoOxoouMO onpeadennTb COBOKYMHOCTb YCNOBUA U (pakTopOB,
CO3[aloLLMX ONaCHOCTb HapyLUeHUsi XapakTepucTuKk 6e30nacHOCTU BO3MOXHbIX OOBLEKTOB Yrpo3. OTO U
ecTb cogepxaHue paboT No co3gaHnio AeTanM3npoBaHHON MOAEeNn yrpos.

Mo>kHO NpMBeCTU NpUMepbl, KOoraa LenecoobpasHo cos3gaHue Mmogernew yrpo3 HECKOMNbKUX YPOBHEW
AeTtanusauumu.

O4yeBMAHBIM  MPUMEPOM  MOXET CMAyXMTb OOBEKT yrpo3, npeacTaBnsioWUA  CIIOXHYHO
TeppuTopManbHO  pacrnpefefieHHyl0  aBTOMaTU3MPOBAHHYKD  CUCTeMy, Afs  KOTOPOW  YCrOBMSA
PYHKLMOHMPOBAHUSA Pa3fMYHbIX COCTaBHbIX YacTel CUCTEeMbl MOFYyT CyLWEeCTBEHHO pasnuyatbed. [pu
aHanuse Takon CUCTeMbI, KaKk MpaBumo, UCNOMb3yeTCa NPUHLMN 4EKOMMO3NLUMK CROXHOro obbekTa. Ecnin
)Ke COCTaBHble 4YacTu CUCTEMbI Takke BeCbMa CrOXHbI, TO UX aHanu3 cHoBa notpebyeT ncnonb3oBaHne
npyHUMNa Aekomnosvuumn cnoxHoro obvekta. B paccmaTprvBaemom cnyyae uenecoobpasHo cosgaHue
mMogenewn yrpos ans kaxgoro obbekta, nonyyaoLerocs B npouecce 4EKOMNO3ULMMN.

Mpu onpegeneHnn yrpo3 6esonacHocT obbekTa cregyeT pasnuyaTth:

- Yrposbl, He ABMSAOLMECs aTakow;

- aTakw.

PekomeHayeTcsa ncnonb3oBath CriedyoLylo CTPYKTYPY Yrpo3, He ABMSIOWNXCSA aTakaMm:

- Yrpo3bl, He CBSA3aHHbIE C AeATENbHOCTBIO YenoBeKa: CTUXuiHble 6eACTBUSA 1 NPUPOAHbIE ABNEHNS
(3emneTpsiceHVs, HaBOOHEHWS, yparaHbl U T.4.);

- Yrpo3bl CoUManbHO-NONMMTUYECKOro Xapakrepa: 3abacToBku, caboTax, fokarnbHble KOH(AWKTbI 1
T.0.;

- OWuWbOYHblE [OencTBuA M (UNK) HapyweHuss Tex WM UWHbIX TpeboBaHuMm  nuuamu,
CaHKUMOHUPOBAHO B3aUMOAEWCTBYIOLIMMU C BO3MOXHbIMW OObekTamu yrpo3. Ecnn, Hanmpumep, B
KayecTBe OObekTa yrpo3 BbICTynaeT aBTOMaTU3MPOBAHHas CUCTEMa B 3alUMLEHHOM WCMOMHEHUU
(AC3MW), TO k TaKUM OENCTBUAM U HAPYLLUEHUSIM, B YACTHOCTMW, OTHOCATCS:

- HEMpeayMbILLNIEHHOE UCKaXKeHWEe UNK yaaneHe nporpaMmmMHbIX komnoHeHTos AC3U;

- BHeJpeHne 1 NCNosfb30BaHNE HeyYTEHHbIX MPorpamm;

- WrHOPMpOBaHWE OpPraHU3auMOHHBIX OrpaHWYeHWin (yCTaHOBMEHHbIX MpaBun) npu pabote C
pecypcamu AC3W, Bkniovasi cpefcTBa 3alnTbl UHopmaumn. B yactHocTu:



- HapylweHune npaBuil XpaHeHus WH(OPMauUM OrpaHUYEHHOro AOCTyna, WCMNONb3yeMon Mpu
aKchfyaTaumm CpeAcTB  3awmTtbl  MHGopMaumm (B YaCTHOCTW,  KITKOMEBOW, MAPOSIbHOM U
ayTeHTUMUMpYoLLIE MHdOpMaLUN);

- MpedocTaBfieHWe MOCTOPOHHMM fiMuaM BO3MOXHOCTM [OCTyna K CpeacTBam  3awwuThl
WHOpMaUMM, a Takke K TEeXHWYECKMM W NporpaMMHbIM CpeacTBaM, CrMOCOOHbIM MOBMAMATH Ha
BbINOMHEHNE NPeabsABASEeMbIX K cpeacTBaM 3alumTbl MHpopmMauun TpeboBaHmi;

- HacTpoWka M KOH(pUrypupoBaHue CpeacTB 3alluTbl WMHOPMaLMKU, a TakkKe TEeXHUYECKUX WU
NPOrpaMMHbIX CPeACTB, CMOCOOHbIX NOBNWUSATbL Ha BbINOMIHEHWE NpeabsaBnsSeMblX K CpeacTBaMm 3aluuTbl
WHpopmauum TpeboBaHWi, B HapyLLEeHUe HOPMATUBHBIX U TEXHUYECKUX JOKYMEHTOB;

- HecoobLLeHMe 0 hakTax yTpaTbl, KOMAPOMETaL MM KNYEBON, NAapOfbHON 1 ayTEHTUULNPYIOLLER
WHpopmaumm, a Takke nbon apyron MHopMaLmMmM orpaHNYEHHOro A0CTYNa;

- Yrpo3bl TEXHOFEHHOrO XapakTepa, OCHOBHbIMU N3 KOTOPbIX ABMAKOTCA:

- aBapum (OTKMIOYEHME INEKTPOMUTAHMS, CUCTEMbI 3a3eMIIEHWs, paspyLleHUEe WHXEHEePHbIX
COOPYXXEHUI U T.4.);

- HewcnpaBHOCTW, cbou annapaTtHbiX CpeacTB, HEeCTaburbHOCTb MNapaMeTpoB  CUCTEMBI
3MNeKTpOoNUTaHus, 3a3eMneHms u 1.4.;

- MOMEeXU 1 HaBOAKW, NpuBoAsLLMe K cbosam B paboTe annapaTHbIX CPEACTB.

CnenyeT oTMETUTb, YTO, Kak NpaBuo, 3aliMTa OT Yrpo3, He ABMSAHLMXCS aTakaMu, B OCHOBHOM
pernameHTMpyeTcs MWHCTPYKUMAMMU, pas3paboTaHHbIMU M YTBEPXAEHHbIMW onepatopaMuM C y4eToM
ocobeHHocTeln akennyaTtaumm MHOPMaLMOHHBIX CUCTEM U OENCTBYIOLLEN HopMaTBHON 6asbl.

Kak nokasan mMMpoBOW M OTEYECTBEHHbIW OMbIT, aTaku SIBMSOTCA Hauboree onacHbIMKM yrpo3ammu
(4To obycnoBneHO WX TLWATENbHOW MOArOTOBKOMW, CKPbLITHOCTBIO MNPOBEAEHUs, LeneHanpaBneHHbIM
BbIGOPOM OBBLEKTOB U Lienen aTak).

ATakm TrOTOBSATCA W MPOBOAATCA HapywMUTENEeM, MpuU4eM BO3MOXHOCTM MpOBeAeHNss artak
06ycnoBneHbl BO3MOXHOCTAMM Hapywmntens. VHbIMn crnoBamm, KOHKPETHbIE BO3MOXHOCTW HapyLUUTens
ONpefenstoT KOHKPETHBIE aTakK, KOTOpPblE MOXET NPOBECTU HapyLUUTEb.

Ho Ttorga c y4yeTom onpegeneHunss MOHATMS "Mogenb Hapywutena" Bce BO3MOXHblE aTaku
ONpenensatTCs MOAENbIO HapyLUIUTENs.

Mogenb HapylwuTenss TeCHO CBsi3aHa C MOAENbk Yrpo3 U, Mo CYTWU, SIBNSETCA €€ 4acTbio.
CwmbICrioBble OTHOLLEHUS MEXAy HMMK crneaylwme. B mogenu yrpo3 cogepXmtca MakCcMMmarbHO MonHoe
onuncaHme yrpo3 besonacHocTn obbekta. Mogenb HapywmTens CoaepXUT onMcaHue npeanonoxXeHns o
BO3MOXHOCTSAX HapyLUMTENsi, KOTOpPble OH MOXEeT UCNoNnb30BaTh ANsi pa3paboTkM 1 npoBedeHMs aTak, a
Tarke 06 orpaHMYEHNsIX Ha 3TN BO3MOXHOCTMU.

3.4. MeTtogonorns oopMmnpoBaHnsa MOAENV HapyLmnTens

CornacHo nocrnegHemy w3 onpegeneHHblx B M. 3.1 MeTtoguueckux pekoMeHgauum npuHUMny
(MpuHUMN  7) HapywuTenb MOXeT [AEWCTBOBAaTb HA pPa3fNUYHbIX 3Tanax >KUM3HEHHOro UuMkna
kpuntocpeactea u COK (nog aTumMm aTanamym B HACTOSLLEM [OKYMEHTE MOHMMatTcs paspaboTka,
NPOM3BOACTBO, XPaHEHWe, TPaHCMOPTMPOBKA, BBOA B 3KCMMyaTauuio, 3KCnnyaTaums NporpaMmHbIX U
TexHu4Yeckunx cpeacts kpuntocpeacTs u COK).

Otanbl pa3paboTki, NPOWM3BOACTBA, XpaHEHUs, TPaHCMOPTUPOBKM, BBOAA B 3KCNyaTauuio
TEXHUYECKNX N NPOrpaMMHbIX CpeacTB kpuntocpeactesa n COK

Ha atanax paspaboTku, NpoM3BOACTBA, XPaHEHWs, TPaHCMOPTUPOBKM, BBOLA B 3KCMMyaTaLuio
TEXHUYECKNX U NporpamMmmHbix cpeacTts kpuntocpeactBa n CPK obpaboTka nepcoHanbHbIX AaHHbBIX He
nponssogmnTcd. [oatomy obbekTaMmm atak MoryT ObiTb TOMbKO CamMu 3TV cpeacTBa M AOKYMeHTauus Ha
HUX.

B cBA3M C N3NOXEHHbIM Ha yKa3aHHbIX 3Tanax BO3MOXHbI CrieAyroLLme aTaku:

- BHeCeHVWe HeraTuBHbIX (YHKUMOHAMNbHbLIX BO3MOXHOCTEW B TeXHWYECKue W MnporpammHble
KOMMOHeHTbl kpuntocpeactBa n COK, B TOM uucne C UCNONb3oBaHWEM BPEOOHOCHbLIX MNporpamm
(koMnblOTEPHBLIE BUPYCHI, "TPOSHCKNE KOHW" U T.4.);

- BHECEHMEe HECaHKUMOHWPOBAHHbIX W3MEHEHMN B [OKYMEHTauuio Ha KpUNTOCPEACTBO U
TeXHU4eckKne n NporpamMmmHble KOMMNoHeHTbl COK.

Heobxooumo OTMETUTb, YTO yKa3aHHbIE aTaKu:

- Ha aTanax pa3paboTky, NPOM3BOACTBA N TPAHCMOPTUPOBKM TEXHUYECKMX M NPOrpamMmMHbIX CPeACTB
kpuntocpeactea u COK mMoryT npoBoANTLCH TONbKO BHE 30HbI OTBETCTBEHHOCTM OnepaTopa;

- Ha a9Tane XpaHeHUs TEeXHWYECKMX W MporpammHbix cpeacTtB kpuntocpeactea m COK moryt
NPOBOAMUTLCS Kak B 30He, TaK 1 BHE 30HbI OTBETCTBEHHOCTW OnepaTopa;

- Ha aTane BBOAA B 3KCMyaTaUMi0O TEXHUYECKMX U MPOrpaMMHbIX CpeacTB KpuntocpeacTsa u COK
MOryT NPOBOAUTLCS B 30HE OTBETCTBEHHOCTM onepaTopa.

B cBSA3M C 13N0XeHHbIM onepaTopbl AOMKHbI NPegyCMOTPeTb Mepbl KOHTPONS:



- COOTBETCTBUSA TEXHUYECKMX M NPOrpamMmmHbIX cpeacTs kpuntocpeactsa u CPK n gokymeHTaumm Ha
3TW cpefcTBa, MOCTyNawLWmUx B 30HY OTBETCTBEHHOCTM onepartopa, 3TanoHHbIM obpasuam (Hanpumep,
onepaTop OOImkeH TpeboBaTb OT MOCTABLUMKOB rapaHTUN COOTBETCTBUS TEXHUYECKUX U MPOrpaMMHbIX
cpeaoctB kpuntocpeactBa u COK u  gokymeHTaumMm Ha 3TM CpPeAcTBa, MOCTYMawWMX B 30HY
OTBETCTBEHHOCTM oOnepaTtopa, 3TanOHHbIM oObpa3uaMm WM MexaHW3Mbl KOHTPOMs, MNO3BoNdALmne
onepaTopy yCTaHOBWUTb CaMOCTOATENbHO TaKoe COOTBETCTBUE);

- LLeNOCTHOCTM TEXHUYECKUX 1 NpOorpaMMHbIX cpeacTB kpuntocpeactsa n COK n gokymeHtaumm Ha
3TV CpeacTBa B NpoOLECCe XpaHeHWs U BBOAA B SKCMyaTaluio 3TUX CPeAcTB (C UCMOMNb30BaHWEM Kak
MEXaHU3MOB KOHTPONS, OMNUCaHHbIX B [AOKYMEHTauuW, Hanpumep, Ha KpUMNToCcpeactBo, Tak M C
NCNONb30BaHUEM OPraHU3auUNOHHbLIX U OpraHn3aLMOHHO-TEXHUYECKUX Mep, pa3dpaboTaHHbIX onepaTtopom
C y4eToM TpeboBaHW COOTBETCTBYHOLLIMX HOPMATMBHbIX U METOOUYECKUX OOKYMEHTOB, - CcM. n. 2.1
MeToanyeckux pekomeHgauui).

OTan aKkcnnyaTaumm TEXHUYECKUX U MporpamMMHbIX cpeacTs kpuntocpeactsa n COK

Ataka kak nwoboe ueneHanpaBneHHOe [eWCTBME XapaKTepusyeTcs PsSAoM  CyLUEeCTBEHHbIX
npu3HakoB. K 3TUM CYyLLECTBEHHbIM NMPU3HaKaM Ha 3Tane 3kcrnyatauuy TEeXHUYECKUX U NporpammHbIX
cpeacTts kpuntocpeacTea u CPK BnomnHe eCTeCTBEHHO MOXHO OTHECTM:

- HapyLwuTens - cybbekTa ataku;

- 0BBbeKT aTtaku;

- uenb aTaku;

- UMEIOLLIYIOCS Y HapyLwmTens nHdopmauuto 06 obbekTe ataku;

- IMEIOLLMECS Y HAapYLUUTENS CpeacTBa ataku;

- KaHan aTaku.

Bo3moxHble 06beKTbl aTak U Lenu atak onpeaenstoTcs Ha atane hOpMUMPOBaHUS MOLENW Yrpos
BEPXHErO YPOBHS.

Mpn onpegeneHun obbLEKTOB artak, B YaCTHOCTWU, AOMKHbl ObiTb PacCMOTPEHbl Kak BO3MOXHble
06beKkTbl atak U Npy HeoB6XOAMMOCTUN KOHKPETU3NPOBaHbI C Y4ETOM MUCNOfb3yeMbiX B UHOPMAaLMOHHON
cucteMe MHAOPMAaLMOHHBIX TEXHOMOMMIN N TEXHUYECKMX CPEACTB CreayloLine 00beKTbI:

- AOKYMEHTauus Ha KpMNTOCPEACTBO M Ha TEXHWYECKNE U NPorpaMMHble KOMNOHeHTbl CPK;

- 3alyaemMble NepcoHanbHble AaHHbIE;

- KItoYeBas, ayTeHTudmumpyoLwas 1 naponbHas MHopMaLns;

- KpunTorpadgunyeckn onacHasa nHgopmaums (KOW);

- KPUNTOCPEACTBO (NPOrpaMMHbIE M annapaTHble KOMMOHEHTbI KPUMTOCPEACTBA);

- TEXHUYECKNE 1 NPOorpamMmmHble KOMNOHeHTbl COK;

- AaHHble, NepegaBaemMble No KaHanam CBA3w;

- MOMELLIEHUS, B KOTOPbIX HAXOAATCA 3aliuLiaemble pecypcbl MHHPOPMaLMOHHON CUCTEMBI.

B Tex cnyyasx, korga wmogenb yrpo3 paspabaTtbiBaeTcd nvuamu, He  ABNAOLMMUCH
cneumanucTamm B 06nactui 3awmntbl HGPOPMaLMK, PEKOMEHOYETCS OrpaHNYNTLCA NPUBEAEHHBIMU Bbille
npumepammn BO3MOXHbIX OOBEKTOB aTak.

Pa3spabotunkn mopenu yrpos - cneumanqctel B 06nactu 3awmTbl MHOPMaLUMN MOTYT YTOUHWUTb
yKasaHHbli Bbllle MepeyeHb BO3MOXHbIX OOBEKTOB arak C npuBedeHUMEM COOTBETCTBYHOLLMX
obocHoBaHuM. PekomeHOyeTcsi yKasaHHOe YTOYHEeHWe pfenaTb TONMbKO B Crydyae HeobxoaumocTu
pa3paboTku HOBOro Tna KpMNToCpeacTsa.

YTOUYHeHMe nepeyHs BO3MOXHbIX 06 bEKTOB aTak AOIMKHO OCYLLECTBASATLCH NyTEM:

UCKMOYeHMs OOBbEKTOB aTak M3 yKa3aHHOrO BbILE MEepPeyYHsi, KOTopble ABMSOTCH U3ObLITOYHLIMU B
cuny cneundukn KOHKPETHON MHPOPMALIMOHHOW CUCTEMBI;

KOHKpeTu3auum 1 getanu3aumm He UCKIOYEHHbIX OOBbEeKTOB aTak C y4eTOM KOHKPETHbIX YCIOBWUiA
aKcnnyaTaumMm MHOOPMaLMOHHOW CUCTEMBI;

onvcaHns o6BbEKTOB aTak, He yka3aHHbIX B MPUBEAEHHOM BbilLE NepeyHe.

C y4yeTOoM M3NOXEHHOTO MOAENb HapywmTensa Ang aTtana  SKennyaTaumv TEXHUYECKUX U
nporpamMmmHbIX cpeacTs kpuntocpeacTsa n CPK gormkHa MMeTb CneayoLwwyto CTPYKTYpY:

- onucaHve Hapywutenen (CyobeKkToB aTak);

- npegnonoxeHns ob nvetoLlencs y Hapywmntens uHgopmaunm o6 obbekTax aTak;

- MpeanonoxeHns ob NMELNXCH y HapyLMTensa CpeacTBax artak;

- onucaHve KaHarnoB aTak.

OnucaHune HapywunTenen (CyObeKkToB aTak)
1) PazmmuarnT WeCTb OCHOBHHIX THUIIOB Hapywmteyneu: H , H ,..., H .
1 2 6
[lpennosiaraercsa, uTO HapyumTenm Tuna H m H MoOryT cTaBuTbh paboOTH IIO
5 6
CO3IaHMI CIOCODOB M CpencTB aTaK B HaAy4YHO-MCCJEeIOBAaTEeJIbCKUX LEeHTpax,
creuManmM3upyumuxcsa B objlacTy paszpaboTkM M aHalMza KpunrocperncTts u COK.



BosmMmoxHOCTHU HapymmMTeJia THUulla H BKJIOUAKT B Cceba BO3MOXHOCTU HapymumTesda
i+l
Turna H (1 <= 1 <= 5).
i

Eciy BHeWHUM HapyumTesb o6JjamaeT BO3MOXHOCTAMM I[IO0 CO3IOaHMIO CIIOCODOB
IIOOI'OTOBKIU aTakK, aHaJIOT'MMYHBIMM COOTBETCTBYKINVM BO3MOXHOCTAM HapylMTeJid TUIla
H (sa VM CKJIDYEHMEM BOBMOXHOCTeﬁ, npengocTraBJIdEeMBIX HpeGHBaHMeM B MOMEHT aTakKMn

i
B KOHTPOJMPYEMOM 30HEe), TO DBTOT HapywumTeJlb Takxe OynmeT o0003HAYaThbCSAa Kak
HapymmTenbs Tuna H (2 <= 1 <= 0).
i

2) OaHHbI pa3gen Moaenu HapyLnTensa OOMKEH coaepxaTb:

- nepeveHb nuL, KOTOpble HE paccMaTpuBalTCA B KayecTBe MOTEHLManbHbIX HapyLuMtenewn, u
060CHOBaHWE 3TOro nepeyHs (Mpu HeobxoAMMOCTH);

- TIpPennojioXeHMe O HEBO3MOXHOCTM CI'OBOpa HapyumTesnel (IOJjis BCeX TUIIOB
HapyMMTeneﬁ) nJjinm NIpedrnoJIOXeHMA o BO3MOXHOM CcroBope HapymMTeneﬁ 1z o
XapakrTepe croBopa, BKJIOYA A InepednciieHmne IOOIIOJIHMTEJIb HEIX BOBMOXHOCTeﬁ,
KOTOPEIE MOTYT MCIIOJIB30BATh HaXOoOgAmMeCsd B CI'OBOpEe HapymmTeJ M OJId NIOOT'OTOBKU
¥ NPOBeIeHMusa aTak (mjisa HapyumTenen Ttuna H - H ).

4 6

MpumevaHne.

[daHHbI pasgen MOAenu HapyLnTens uMeeT crneayolee TUNoBoe CoaepKaHue.

CHavana Bce msmyeckue nuua, MMerLmne OOCTyN K TEXHUYECKMM M MPOrpaMMHbIM CPpeacTBam
WH(OPMALIMOHHON CUCTEMBI, Pa3fensaiTca Ha crnegyoLlme Kateropuu:

- KaTeropusa | - nuua, He MMeroLWMe NpasBa AOCTyna B KOHTPOMMPYEMYIO 30HY WMHE(OPMaLMOHHON
CUCTEMBI;

- kateropus Il - nMua, nmeroLwwme NpaBo NOCTOAHHOrO UMW Pa3oBOro AOCTYNa B KOHTPONMPYEMYHO
30HY MHPOPMALIMOHHOW CUCTEMBI.

[danee Bce noTeHuuWanbHble HAPYLWUNTENW Noapas3gensoTcs Ha:

- BHELUHUX HapyLiMTernemn, OCYLIECTBNAKLWMX aTakM Ku3-3a NpeaernoB KOHTPONMPYEMOW 3OHbI
WH(POPMALIMOHHON CUCTEMBI;

- BHYTPEHHMX HapylLuMTenen, OoCyLIeCTBASIOLWMNX aTaku, Haxogacb B npeaenax KOHTPOnMpyemom
30HbI MHPOPMALMOHHOWN CUCTEMBI.

KoHcTaTupyetcs, 4To:

- BHELUHMMW HapyLimMTensiMmM MoryT BbiTb Kak nuua kateropum |, Tak u nuua kateropum l;

- BHYTPEHHUMW HaPYLIMTENAMU MOTYT ObITb TONBKO Nnua kateropum .

[aetca onucaHue npuBMNErMpoBaHHbLIX MoMnb3oBaTenen WUH(OPMALMOHHOMW CUCTEMbI (YNEeHOB
rpynnbl afMUHUCTPATOPOB), KOTOPbIE Ha3Ha4YarTCHA M3 YyMcrna ocobo AOBEPEHHBIX MWL, U OCYLLECTBNSAT
TEeXHUYeCKoe 06CNyXnBaHNE TEXHNYECKUX U NPOrpaMMHbIX CPeACTB Kpuntocpenctea u COK, Bknovas mx
HaCTPOWKY, KOH(UrypmpoBaHume " pacnpegeneHue KItoueBon OOKyMeHTauum Mexay
HeNpMBUINErMPOBaHHbIMU NOMNb30BATENSAMU.

[anee cneayet o60CHOBaHME MWCKMOYEHUA TEX UMM MHbIX TUMNOB nuu, kateropum Il M3 yncna
noteHuuanbeHbIX HapywuTenen. Kak npasuno, npusBunierMpoBaHHble Monb3oBaTteny UHPOPMaLNOHHOMN
CUCTEMBI UCKIIOYAKTCA U3 YMcna NOTeHUUanbHbIX HapyLUMTENen.

W, HaKoHeL, paccMaTpuBaeTcs BONPOC O BO3MOXHOM CroBOpe HapyLluUTenen.

MpeanonoxeHusa 06 nMetoLLencs y HapywmnTens nHdopmaumm o6 obbekTax atak

[daHHbI pasgen MoAenu HapyLwmnTensa JOMMKeH coaepXarhb:

- NpegnorioXeHne O TOM, YTO MOTeHUManbHble HapywwuTenu obnagatoT Bcel uHdopmauuen,
HeobXoaMMOW ANs NOAroTOBKM M NpOBedeHUs aTak, 3a UCKNoYeHneM MHopmaLuum, 4OCTYN K KOTOPOW CO
CTOPOHbI HAPYLUUTENS UCKNIOYaeTCsd CUCTEMON 3aLUnTbl MHdopmaummn. K Takor nHdopmMauumn, Hanpuvep,
OTHOCUTCA NaporbHas, ayTeHTUdUUMpYoLWas n Krnoyesas nHpopmauums;

- 0DOOCHOBaHHbIE OrpaHMyeHuMst Ha CcTeneHb WHMOPMWPOBAHHOCTU HapywuTens (nepeyeHb
CBeAeHWIN, B OTHOLLEHMWN KOTOPbIX NpeanonaraeTcs, YTO OHN HApYLUMTENO0 HEQOCTYMHbI).

MpumeyvaHwue.

OB6ocHOBaHHbIE OrpaHMYEeHUs Ha CTeneHb MHPOPMUPOBAHHOCTU HAPYLUMTENSA MOMYT CyLLECTBEHHO
CHU3UTb TpeboBaHUs K KPUNTOCPEACTBY Npu ero paspaboTke.

an onpegeneHunn OrpaHMHEHMﬁ Ha CTeneHb MFKbOpMMpOBaHHOCTM HapywuTtend, B 4aCTHOCTU
ﬂOﬂXHbI6HpraCCMOTpeHbICﬂeﬂyKnuMeCBeﬂeHMﬂ

- coaepxxaHue TEXHUYECKON OOKYMeHTauunn Ha TexXxHn4eckme 1 nporpaMmmMmHblie KOMIMOHEHTDI COK;

- AoJIroBpeMeHHbI€ KITH4Y1 KPpUNTOCPEOCTBA,



- BCE BO3MOXHble AaHHble, NnepefaBaeMble B OTKPbITOM BMAE MO KaHamnam CBA3W, He 3aLlyULLEeHHbIM
OT HecaHkumoHmpoBaHHoro goctyna (HC[H) k wHdopmaumvm opraHu3auuoHHO-TEXHUYECKUMU Mepamu
(dbasoBble NycKkW, CUHXPOMOCKIKK, He3aLwndpoBaHHbIE aapeca, KOMaHAbl yNpaBnieHns 1 T.M.);

- CBeeHWs O NNHMSX CBS3U, MO KOTOPbIM NepefaeTcd 3awimwaemas uHdopmaums;

- BCe CeTu cBA3W, paboTalLlume Ha e4MHOM KITHoYe;

- BCe nMposiBNSWLWMECS B KaHanax CBs3M, He 3awmweHHbix oT HCO k  wmHdopmauumu
OpraHn3aLUnOHHO-TEXHUYECKUMM MepaMu, HapyLLeHns npaBun akcnnyatauum kpyntocpeacrea n CoOK;

- BCe nNposaBnslOLMECH B KaHamax CBA3W, He 3awuweHHblx ot HCO k wmHdopmauuu
OpraHn3aunOHHO-TEXHUYECKUMU MEPAMU, HEMCNPABHOCTU 1 COON TEXHUYECKUX CPEACTB KpUNTOCpeacTea
n COK;

- CBedeHusd, nonyyaemble B pesynbrate aHanmsa nobbIX CUrHanoB OT TEXHUYECKUX CpeacTs
kpuntocpeactea u COK, koTopble MOXeET NnepexBaTuUTb HapyLUNTENb.

TospkO HapyumurenaMm Tuna H - H wMoTryT OBITH MBBECTHHE BCE CETM CBA3U,
3 6
paboramomme Ha €OVMHOM KJIYe.
ToJpkO Hapyumrenm Tuna H - H pacrnojsaramnT Hap4any C OOCTYIHEMM B
5 6

CBOOOIHOM Npomaxe OOKyMeHTauuel Ha KpunrocpedcTBO M COPK MCXOOHBIMM TEeKCTaMu
INPUKJIAOHOTO MNPOIPAMMHOI'O OOeCIeYeHUd.
Tosbpko HapyunTeamu TUla H pacnoJjiaramnT BCe)y IOOKyMeHTauuey Ha
6
kpunrocpencrteo u COK.

B Tex cnyyadx, Korga wModesib  yrpos pa3pa6aTuBaeTCH omuamMum, He  ABnArwmnMmmncA
cneunannctamum B obnactn 3aLlnTbl VIHCbOpMaLJ,VIVI, pekoMeHayeTcAa orpaHnynTbCA npuBedeHHbIM Bbille
npegnosfioxXxeHnem o TOM, 4YTO nNoTeHuwuanbHble HapywunTenn O6ﬂaﬂaMT BCEN Mmbopmaumeh
HeobxoaMMOW Ans NOAroTOBKM M NPOBEAEHMS aTak.

Pa3pa6OT‘-IVIKVI mMmoaenun yrpos - cneunanncTbl B obnactm 3alnTbl VIHd)OpMaLI,VIVI MOryT NoAroToBUTb
000CHOBaHHbIE orpaHn4eHnA Ha CTeneHb MFKbOpMMpOBaHHOCTM HapywunTend. PeKOMeHﬂyeTCﬂ
yKa3aHHOe orpaHun4vyeHne pgenatb TOJIbKO B Clly4dae HeO6XO,EI,I/IMOCTVI pa3pa6OTKI/I HOBOIro TuUna
KpunTocpeacTsa.

MpeanonoxeHus 06 nMerLMXCa Yy HapyLUInMTensa cpeacraax atak

[aHHbIN pasgen mogenu HapyLunTensa AOMMKeH coaepxaTb:

- NPeAnorioXeHWe O TOM, YTO HapylwuTenb UMeeT Bce Heobxoaumble ANA NpoBefeHus atak no
OOCTYMHBIM €My KaHanam aTak cpeacTBa, BO3MOXHOCTM KOTOPbIX HE MPEeBOCXOAAT BO3MOXHOCTU
aHamnorM4yHbIX CpPeAcTB  aTak Ha  MHQopMauuilo, COAepXallyld CBEeAEHUs, COCTaBnswoLiMe
rocygapCTBEHHYIO TalHy;

- 000OCHOBaHHbIE OrpaHNYEHM Ha UMEIOLLMECS Y HapyLUUTENS CpeAcTBa aTak.

MpumeyvaHme.

OB6OCHOBaHHbIE OrpaHUYEeHMsT HA MMEKLLMECS Y HapyLIMTensa cpeactea aTak MOryT CyLLEeCTBEHHO
CHM3UTb TpeDOoBaHMS K KpUNTOCPEACTBY Npu ero paspaboTke.

lMpn onpegeneHnn OrpaHUYEHUn Ha MMEKLLIMECSs y HapylimTens cpeficTBa artak, B 4YaCTHOCTH,
AOMXHbI BblTb PACCMOTPEHBI:

- annapaTHble KOMMOHEHTbI kpuntocpeacTea u COK;

- AOCTYyMHble B cBOOOAHON Npofake TEXHUYECKNe CpeacTBa U nporpaMMHoe obecneyeHmne;

- cneumanbHO paspaboTaHHble TeXHUYeCKne CpeacTsa u nporpaMMHoe obecneveHue;

- WTaTHble CpeacTaa.

Hapyumrtenmn TuHna H n H pacrnojiaralpT TOJIBKO INOCTYIHBIMM B CBOOOIHOM
1 2
nponaxe arnlapaTHBMM KOMIIOHEHTaMM Kpunrocpencrsa m COK.
IOMIOJIHUTEJIbHEIE BO3MOXHOCTM HapyuwmTejey Turna H - H 10 IOJIYUYEHUIO
3 5

anrnapaTHEIX KOMIIOHEHT KpuITocpencTsa u COK 3aBucAT OT pPeaJiM30BAaHHEIX B
MHQOPMAaLIMOHHOM CHUCTEeMe OPTaHMB3AaLMOHHBIX Mep.
Hapymmrennu THUIIa H pacnojiaranT JIOOBMM — aNlapaTHBMM KOMIOHEHTAMMU
6
kpunrocpencrea u COK.
Hapymmurenn tTuna H MOT'YT MCIOJIb30BaThb WTATHEE CPENCTBa TOJIBKO B TOM
1
Cllydae, eCJM OHM PAaCIOJIOKEHEl 3a NpelejaMM KOHTPOJMPYEMOM 3OHEH.

Bo3MOXHOCTM HapyuwmrTejsey Tuna H - H IO MCIOJIB30BAHMIO WTATHEX CPEICTB
2 6



3aBUCAT OT pPeayM30BAHHEIX B MHOOPMALMOHHONM CHCTEeMe OPITaHM3AalMOHHHEX Mep.
Hapymmurenn Tuna H - H MOTYT IPOBOIOUTL J1abDOPaTOPHHE MCCJIENOBAHUSA
4 6
KPUITOCPENCTB, MCIOJb3yeMHX 3a IpelejlaMy KOHTPOJMPYEMOM BOHH MHOOPMALMOHHONM
CUCTEME .

B Tex cnydyadx, Korga wMofenb Yyrpos paspa6aTb|BaeTc;| nmuamn, He 4ABnAKWUMUCA
cneunannctamm B obnactu 3alnThbl VIH(*)OpMaLI,VIM, pekoMmeHayeTcA orpaHn4YnTbCA TOJbKO
npuBeaeHHbIMU Bbille cpeacTtBamMmm aTtak.

PaspaboTunku mogenu yrpos - cneuuanuctsl B 06nacTu 3alumTbl MHOPMALMM MOTYT YTOUYHUTb
ﬂpMBeﬂEHHHﬂ BbllLE MNMepevyeHb CpeacTB aTak. PeKOMeHﬂyeTCH YKa3aHHO€e YyTOYHEeHWe genaTtb TOJIbKO B
cnyyae HeO6XOﬂ,VIMOCTVI pa3pa60TK|/| HOBOIO TUNa KpuntocpeacTea.

OnucaHuve kKaHanoB aTak

C npaktuyeckoW TOYKM 3peHMst 3TOT pasfen 4BnsieTCa OOHMM W3 BaXHeWWmx B Mogenu
HapywwuTens. Ero cogepxxaHue no cylwecTtsy onpefensieTca ka4ectBOM hOpMUPOBaAHUA MOAENn yrpo3
BEPXHEr0 YpOBHS.

OCHOBHbIMU KaHanaMmn atak ABnsTCS:

- KaHanbl CBSA3M (Kak BHYTPW, Tak U BHE KOHTPONMPYEMOW 30HbI), He 3awmuieHHble oT HCO «k
NHGOPMaLIMM OPraHN3aLMOHHO-TEXHUYECKUMUN MEPaMU;

- WTaTHbIE cpeacTaa.

Bo3MOXHbIMW kaHanamMmm atak, B 4aCTHOCTU, MOTYT ObITb:

- KaHanbl HENnoCpeACTBEHHOro JocTyna K oOObekTy artakm (akyCTUYEeCKU:W, BU3yarbHbIN,
dusndeckmn);

- MaLLVHHbIE HOCUTENW nHGOPMaL MK,

- HocuTenun nHdopmaLmm, BelBe4eHHbIE U3 ynoTpebneHus;

- TEXHNYECKNE KaHarmnbl YTEYKM;

- CUrHanbHbIE Lieny;

- Lienu aneKTponuTaHus;

- Lenu 3a3emneHus;

- KaHan yTeYKWn 3a CYET 3NEKTPOHHbBIX YCTPOWCTB HErNMacHOro nonyYyeHuns nHdopmaumm;

- NHOPMALMOHHbIE 1 ynpaBnsowwme nHtepdericel CBT.

B Tex cnydasx, koroa Mogenb yrpo3 paspabaTbiBaeTcsa nvuamMu, He  ABMASHOLWMMUCS
cneynanuctamm B obractu  3awmMThl  MHGOPMaUWMM, PEKOMEHAYETCA  OrPaHUYMTbCS  TOMbKO
NpVBEAEHHBbIMY Bbille OCHOBHbLIMW KaHanaMmu aTak.

Paspabotunkn mogenu yrpos - cneumanuctbl B o6nactu 3awwmtbl MHCpOpMaLMM MOryT YyTOYHUTb
NPVBELEHHbIN BhILLE NepeyeHb KaHanoB atak. PekomeHayeTcsa yka3aHHOE YTOYHEHWe AenaTtb TOMbKO B
cnyyae HeobxoaMMoCTU pa3paboTku HOBOIo TUNa KPUNTOCPEeACTBA.

OnpepgeneHne Tuna HapywnTens
Hapyumresns oTHOCUTCA K THny H ecJM CcpeInoyu [OPennoJIOXeHUM O ero
i
BO3MOXHOCTAX €CThb NPEenIOoJIOXeHMe, OTHOCHAIlleeCda K HapyummuTesaaMm Tuna H , m HeT
i
MIPEennoJIOKEeHUY, OTHOCSUWMXCS TOJIbKO K HapymwmresnsaMm Tuna H (3 > 1).
J
Hapymmrenp OTHOCMTCHA k Tuny H B MHPOPMALUMOHHEIX CHUCTEMax, B KOTOPEIX
6
obpabaTeHBawTCA HamboJjiee BaXHEE [IepPCOHAaJIbHEE INAaHHEE, HApPpYyULeHMEe XapaKTepUCTUK
0e30MaCHOCTM KOTOPHIX MOXET IIPUBECTU K OCODO TAXEJEIM IIOCJIeNCTBMUAM.
PexomennyeTcs npm OTHECEeHUU ornepaTopoMm HapymmTeisa k THnny H
6
COIJIaCOBHBATE MoIeJsib Hapyumresna ¢ ®CE Poccum.

4. YpoBeHb Kpuntorpadu4eckon sawmnTbl NepCoHanbHbIX AaHHbIX,
YPOBHU cneuunanbHOM 3aLnTbl OT YTEYKM MO KaHanam noboYHbIX
N3NyYeHU 1 HAaBOAOK M YPOBHU 3aLLMUTbI
OT HECAHKLMOHMPOBAHHOIO JOCTYNa

4.1. PasnnyatT wectb ypoBHen KC1, KC2, KC3, KB1, KB2, KA1 kpuntorpaduyeckon 3awuThbl
NnepcoHanbHbIX [AaHHbIX, HEe coAepXalMx CBEOEHUN, COCTaBMSKLWUX TFOCYOAPCTBEHHYIO TalHY,
onpegeneHHbIX B NOpsiake Bo3pacTaHUst KONMMYECTBa U XECTKOCTU NpeabsBrsieMblX K KpuntocpeacTsam
TpeboBaHM, 1 COOTBETCTBEHHO LLECTb KNACCOB KPUMNTOCPEACTB, Takke obo3Havaemblx Yepe3 KC1, KC2,
KC3, KB1, KB2, KA1.



YpoBeHb KpunTorpadmyeckomn 3aWmThl nepcoHanbHbIX OaHHbIX, obecne4vnBaemon
KpMNTOCPEACTBOM, OMNpPEAEensieTcsi onepatopoM MyTeM OTHECEHWS HapyluTens, OAeNCTBUMSM KOTOPOro
AOIMKHO MPOTUBOCTOSITb KPUMTOCPEACTBO, K KOHKPETHOMY TUMYy.

[lp OTHEeCeHMM 3aKa3UMKOM HapyumTesid K Tuny H KpUIOTOCPEeICTBO ILOOJIKHO

1
obecrneuuTs KpuUITOTpadmuueckyn 3ammTy [0 ypoBHI KCl, x Tuny H - KC2, x Tuny
2
H - KC3, x uny H - KBl, x Tuny H - KB2, x Ttuny H - KAl.
3 4 5 6

4.2. PasnnyatoT Tpu ypoBHs KC, KB n KA cneuunanbHOM 3aWMTbl OT YTEYKM NO KaHanam nobouYHbIX
N3MNy4YEeHN 1 HABOOOK NpW 3aLLMTe NepCoHarnbHbIX AaHHbBIX C MCMONb30BaHMEM KPUNTOCPEACTB.

Tpn OTHECEHUU HapyumTensa k Tuny H - H @moipkHa ObBITE obDOecrnedeHa
1 3
crieumalsibHasg samura 1o yposHO KC, x Ttmny H - H - 1o yposHO KB, k THIOY
4 5
H - no yporH KA.

6
43. B cny4qyae TMpUHATUA oOnepaTtopoM pelweHnAa O 3aluTte nepcoHallbHbIX [OaHHbIX B
MW@OpMauMOHHOW cucrteme OT HeCaHKUMOHMpPOBAHHOINO AOCTyna B COOTBETCTBMM C HOPpMaTUBHbIMU
pokymeHTamn OCB Poccum pasnuuyatot wectb ypoBHen AK1, AK2, AK3, AK4, AK5, AK6 3awutbl OT
HECaHKUMOHMPOBAHHOIO AO0CTyna K nMnepcoHallbHbiIM [OaHHbIM B MFKbOpMauMOHHHX cucremax,
onpeneneHHbIX B Nopdaake BoO3pacTtaHnA KOnnM4yecTBa U XKEeCTKOCTU NpeabABIA€MbIX K CUCTEMaM 3allUThbl
Tpe6OBaHI/Il7I, N COOTBETCTBEHHO LWWECTb KJlaccoB VIH(bOpMaLI,VIOHHbIX CUCTEM, TAaKXKe 0603Ha4YaeMbIX yepes
AK1, AK2, AK3, AK4, AK5, AK6.
[Ipy OTHEeCeHUM 3aKa3UMKOM HapywmTesd K Tuny H B MHQOPMALMOHHOM CHUCTeMe
1
OOJDKHA OBITH obecrneueHa 3ammnTa oT HECaHKLUMOHMPOBAHHOI'O HOCTylla K
IIepCOHAaJIbHEM IaHHEM O ypoBHKO AKl, x Tuny H - no ypoBHO AK2, x Tuny H -
2 3
no yporBH AK3, k Tuny H - no ypoBH AK4, x Ttuny H - no ypoBH AKS5, K THOy
4 5
H - no ypoBHIO AK6.
6

5. TpeboBaHMs K KOHTPOIIO BCTPaMBaHWS KpUNTocpeacTea

5.1. BctpamBanue kpuntocpeacTs knacca KC1 un KC2 ocyuectBnsetca 6e3 KOHTPOMsi CO CTOPOHbI
®CBb Poccum (ecnn aTOT KOHTPOSMb HE MPefyCMOTPEH TEXHWYECKMM 3adaHuMeM Ha pas3paboTky
(MogepHM3aumo) MHPOPMaLIMOHHON CUCTEMBI).

BctpauBaHue kpuntocpeactB knacca KC3, KB1, KB2 n KA1 ocyuwecTtBnseTcs TONbko noA
KOHTposiem co ctopoHbl PCH Poccum.

5.2. Bctpausanue kpuntocpeacts knacca KC1, KC2 nnm KC3 MoxeT ocyLLecTBnsaTbCA NMBo cammnm
nonb3oBaTenem KpunTocpeacTBa MNpu Hanumuuu cooTBeTcTByowen nuueHsun PCB Poccuum, nubo
opraHusauven, nMmetoLler cCooTseTcTByoLWYy nuueHauio PCh Poccun.

BctpauBaHme kpuntocpegctea knacca KB1, KB2 wunu KA1 ocyulectBndetca opraHusaumen,
UMetoLLEen COOTBETCTBYHOLYIO nuueHsnio dCH Poccun.

5.3. B xoge koHTpons co ctopoHbl ®CB Poccun BcTpanBaHus kpuntocpeacTsa MOryT peliaTses, B
YacTHOCTU, cneayoLume 3agadu:

- npoBepka TpebOOBaHMIN [OOKYMEHTAUMM Ha KPUMNTOCPEACTBO, OTHOCALIMXCA K BCTPavMBaHUIO
KpMNTOCpeacTBa, B TOM YNCIE:

- aHanu3 KOPPEKTHOCTU BCTPaNBAHWS;

- aHanu3 NpPaBUIbHOCTU (PYHKLMOHUPOBAHWSA CUCTEMBI YNPaBIEHNS KINoYamu;

- 9KCnepvMeHTanbHasi npoBepka pPaboToCNOCOBHOCTM KPUMNTOCPEACTBA W MPaBUITbHOCTM
BbIMOJTHEHWUS] BO3JTOXXEHHBIX Ha HEro LeneBbixX QyHKLMIA;

- OUEHKa BIUSAHUS TEXHUYECKMX W MNPOrpaMMHbIX CPEACTB, COBMECTHO C KOTOPbIMU
npegnonaraeTcsi wraTtHoe (YHKLUUOHWPOBAHUE KPUNTOCPEACTBA, HA BLINMOJIHEHWE MpPeabsABAsSEMbIX K
KpunTocpeacTBy TpeboBaHWi.

MeTognka u nporpaMma KOHTPONSA BCTpauBaHWs KPUMTOCPeACTBa paspabartbiBatotca u (unu)
060CHOBbLIBAOTCS  CMELMANN3NPOBaHHOW OpraHusaumen, NpoBOAsLLEd TEMaTUYECKME WCCNeaoBaHUs
KpuntocpeacTea, u cornacosbiBatoTcs ¢ PCb Poccuu.



("Memoduyeckue pekomeHOayuu o obecriedyeHUrO ¢ MOMowbio Kpunmocpedcme 6e3zonacHocmu
rnepcoHarbHbIX 0aHHbIX NpU ux obpabomke 8 UHGOOPMAUUOHHLIX cucmeMax NepcoHasbHbiX OaHHbIX C
ucrnonb3osaHuem cpedcme asmomamu3sayuu” (yme. @CE P® 21.02.2008 N 149/54-144))



