I/IH(l)OpMaIII/IOHHaH naMsaTKa IJisd meaaroroB pO}II/ITe.]'[eﬁ

C KaXKIbIM I'OJJOM MOJIOACKHU B MHTCPHCTC CTAHOBUTHLCA 6OJILIHC, a MIKOJIBHUKNU OJHU M3 CAMBIX aKTHUBHBIX
noJib30oBareneii Pynera. Mexay TeM, MOMHUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U
po0IeMbl. JTa MaMsaTKa JOJDKHA MOMOYb TeOe 6e3011acHO HaXOIUThCS B CETH.

KoMmnbroTepHbie BUPYCHI

Komnviomepnvii _6upyc — 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX MPOTpPaMM, OTINYUTEIBHOM
0COOCHHOCTBIO KOTOPOI! SBISIETCSI CHOCOOHOCTD K Pa3MHOKEHHUIO.

B nononHeHue K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM IMOJHOCTBIO YHUUTOXXUTh BCE (Dailibl U JIaHHBIE,
MOJIKOHTPOJIBHBIE TIOJIB30BATEINI0, OT MMEHH KOTOpPOro OblIa 3amylleHa 3apakEHHas IporpaMma, a TaKke
MOBPEANUTH WM AK€ YHUUYTOXHUTH OTEPAIIMOHHYIO CUCTEMY CO BceMH (paiimamu B 1ienioM. B GosbIimHCTBE
CIIy4aeB paclpOCTPAHSIOTCSI BUPYChI U€PE3 UHTEPHET.

MeToAbI 3aIUIMTHLI OT BPEAOHOCHBIX IIPpOrpamMm:

1.  Hcnonb3yil cOBpeMEHHbIE OIEpallMOHHBIE CHCTEMBI, MMEIOIINE CEpPhE3HBIM YPOBEHb 3alUTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. TloctosiHHO ycTaHaBiMBail mauTH (IH(POBEBIE 3aIUIATKH, KOTOPHIE aBTOMAaTHYECKH YCTAHABIMBAIOTCS C
LIETBI0 JOPAOTKU TIPOrpaMMbl) U Ipyrue OOHOBJICHUSI CBOEH OmepaluoHHON cucTteMbl. CkauuBai UX TOJIBKO
¢ odunuansHOoTO caita paspadorunka OC. Eciam cymiecTByeT peXUM aBTOMATHYECKOTO OOHOBIICHWS,
BKJIIOUH €r0;

3. PalOoraii Ha cBOeM KOMIIBIOTEpE MO TPaBaMU IOJIb30BATENs, & HE aIMUHHUCTPATOpa. ITO HE MO3BOJIHT
OOJIBIIMHCTBY BPEJJOHOCHBIX MPOTPaMM MHCTANIMPOBAThCSA HAa TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIC IPOTPAMMHBIE TTPOIYKTHI U3BECTHBIX MPOU3BOJIUTENEH, C aBTOMATHYECKUM
oOHOBJIEHMEM 0a3;

5. Orpanuyb Gpu3NYeCKUil JOCTYN K KOMIBIOTEPY AJISl IOCTOPOHHUX JIMII,

6.  Hcnosp3yii BHENIHWE HOCHUTENW MH(POpPMAIMH, Takue Kak QUiemika, TUCK Wik (aill U3 MHTEpHETa,
TOJIBKO U3 MPO(EepEeHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMMBIOTEPHBIC (DAMIIBI, MMOTYYCHHBIC U3 HEHAAE)KHBIX MUCTOYHUKOB. Jlake Te (aibl,
KOTOPBIE MTPUCITA TBOW 3HAKOMBIN. JIydllle yTOUHH Y HETO, OTIPABJISUT I OH TEOE UX.

Cern WI-FI

Wi-Fi - 510 He BHI mepemayd AaHHBIX, HE TEXHOJOTHs, a BCEro Juib OpeHm, mapka. Eme B 1991 roay
HUJIEpJIaHJICKasi KoMITaHus 3apeructpupoBaiia opern « WECA», uto 0603Ha4aio C10BOCOYETaHNE
«Wireless Fidelity», KOTOpbIil mepeBOIUTCS KaK «OeCIpOBOHAS TOYHOCTHY.

Jlo Hamiero BpeMeHM JoluIa Jpyras abOpeBuaTypa, KOTOpas SBJSETCS TaKOHW e TEeXHOJOrue. Ito
abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIMN 3BYKOBOW TEXHHUKHU
Hi-Fi, uro B mepeBoie 03HAYACT «BBICOKAS TOUHOCTH.

Jla, OecIIaTHBIM WHTEPHET-IOCTYN B Kade, OTeNsIX M a’dponopTax SBISICTCS OTIMYHONW BO3MOXKHOCTHIO
BBIXOJ]a B HMHTEpHET. HO MHOrHWe 3KCHepThl CUMTAIOT, 4To obmenoctymubie Wi-Fi cetn He SBISIOTCS
0€30I1aCHBIMHU.

CoBeTbl 0 0e30nacHOCTH padoTe B 001e10CTYHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoio JuuHyl0 HHGpopManuio depe3 obmenoctynHble Wi-Fi cetn. PabGoras B Hux,
KenaTeJIbHO He BBOJUTH IApOJIU JIOCTYIA, JOTHHBI U KAKHE-TO HOMEPa;

2. Hcnonb3yit 1 0OHOBIISH aHTUBUPYCHBIE IPOTpaMMbl U OpaHaMayep. TeM caMbIM Thl 00e30macuIlb ceds
OT 3aKa4yKH BHpYca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkmoun ¢yHkiuio «O0mumii goctyn k ¢aitnam u npuntepam». [lanHas
(GyHKIUS 3aKpbiTa O YMOJYAaHUIO, OJHAKO HEKOTOpBIE IOJIb30BATEIM AaKTUBUPYIOT €€ s yaoOcTBa
UCIOJb30BaHUs B paboTe nin yueoe;

4, He wucnonw3yit myOmuuneiii WI-FI mis mepemaum nWYHBIX JaHHBIX, HampuMmep Ui BBIXOJa B
COLIMANIbHBIE CETH WU B 3JIEKTPOHHYIO MOUTY;

5. Nnonp3yit Tonpko 3amuiiennoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. mpu Habope Beb- anpeca
BBOIM UMeHHO «https://»;

6. B moOunbHOM Tenedone oTkimoun ¢pyHkuuio «llogkmouenne k Wi-Fi aBromaruueckn». He nomyckaii



aBTOMATHYECKOTO MOJIKIIOUEHHs yCTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

CouunajbHble ceTH

COI_[I/IaJIbeIC CCTU AKTHUBHO BXOJAT B Hallly KM3Hb, MHOTHC JITOU paGOTaIOT " JXUBYT TaM IOCTOSAHHO, a4 B
Facebook yxxe 3apeructpupoBan MIIIHAP]] YEIOBEK, YTO SBISETCS OJHON CEABMOM BCEX KUTEIICH TUIAHETHI.

MHorue nojap30BaTeIn HE IIOHUMAKOT, 4TO I/IH(bOpMaIII/Iﬂ, pasMCIICHHAad UMW B COLUAJIBHBIX CCTAX, MOMKCT
OBITh HaﬁHeHa H HUCII0JIb30BaHa K€M YroJHO, B TOM YHCJIC HC 00s13aTeNIbHO ¢ O1aruMu HaMCpPCHUAMMU.

OcHoBHbIE COBeThI N0 0€30MACHOCTH B COLHAJIbHBIX CETAX:

1.  Orpanuub crnucok Apy3eil. Y T1e0s B Jpy3bsaxX HE JOJDKHO OBITh CIIydallHBIX M HE3HAKOMBIX JIFOJIEH;

2.  3amumniail CBOIO YacCTHYIO *HU3Hb. He yka3biBall mapoiu, TenedoHsbl, aapeca, AaTy TBOETO POXKACHUS U
APYryIo JUYHYI0 HHPOPMAIHIO. 3JI0yMBIIUIEHHUKH MOTYT UCTIOJIB30BATh JTake HH(POPMAIIHIO O TOM, KaK ThI
Y TBOM POJIUTEINHN IUIAHUPYETE MPOBECTH KaHUKYJIBL;

3. 3amumiaii CBOIO peIyTanuio - JIEpKA e B YUCTOTE M 3a7aBail ceOe BOMPOC: XOTen ObI THI, YTOOBI
Jpyrue TOojb30BaTeNd BMJENM, 4YTO Thl 3arpyxaems? Ilogymaii, mpexnae ueM 4YTO-TO OIYOJMKOBATH,
HamucaTh 1 3arpy3uTh;

4. Ecau Thl TOBOPHILb C JIIOJBMU, KOTOPBIX HE 3Haellb, HE MCIOJb3yHd CBOE pealbHOE MM U JPYTyIO
JUYHYI0 UH(POPMALIUU: UMSI, MECTO )KMTEIBCTBA, MECTO YueObl U IIPOYEE;

5. Usberait pasmemenus gororpaduii B MHTEpHETE, T THI M300paK€H Ha MECTHOCTH, MO KOTOPOH
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpum perucrpanuu B COIMAIBHON CETH HEOOXOIMMO HCIIOJIB30BaTh CIIOKHBIC MAPOJIH, COCTOSIIUE W3
OyKB U TP U ¢ KOJINISCTBOM 3HAKOB HE MeHee 8;

7. Jlms conmanbHOW CETH, TOYTHI U JAPYTUX CAUTOB HEOOXOJMMO HCIOJIB30BaTh pasHble mapoiu. Torma
ecyiy TeOsI B3JIOMAIOT, TO 3JI0YMBILIUIEHHUKH MOJIy4aT AOCTYI TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE 1eHbI'H

DONEeKTpOHHBIE ACHBIM — OTO OYEHb YIOOHBIM CHOCOO TUTATEXKEHW, OJHAKO CYIIECTBYIOT MOIICHHHUKH,
KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBTH.

DJNEeKTPOHHBIC JACHBI'H TOSIBUINCH COBCEM HEIABHO M MMEHHO M3-3a 3TOTO BO MHOTHX TOCYAAapCTBax JI0 CHUX
MOp HE MPOTIMCAHO PO HUX B 3aKOHAX.

B Poccum xe onmn (bYHKHI/IOHI/IPYIOT U O HUX YK€ IIPOIMKMCAHO B 3aKOHEC, I'I€ UX pasACIAOT Ha HECKOJIBKO
BHUJOB — AaHOHUMHBIC 1 HC aHOHHUMHBIC. PaSHI/IHa B TOM, YTO aHOHUMHEBIC - 3TO T€, B KOTOPBIX Pa3pCIIacTCA
IIpOBOAXUTH OIICpallnun 0e3 I/I,I[GHTI/I(l)I/IKaI_II/II/I II0JIB30BATCJIA, 4 B HCAHOHUMHBIX I/I,Z[GHTI/I(bI/IKaI_[I/II/I II0JIB30BaTCIA
SABJIETCS 00s13aTEIBLHOM.

Taxxke criemyer pasznuyarh OSJEKTPOHHbIE (UaTHBIE JEHBI'M (paBHBI TOCYJApCTBEHHBIM BalllOTaM) U
ANIEKTPOHHBIC HE(UATHBIE ACHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHoBHBIE COBeTHI 10 0e30MacHOi padoTe ¢ 3JIeKTPOHHBIMH IeHbIaMM:

1 [IpuBsixu Kk cuery MOOWIBHBIA TenedoH. ITO caMblii yIOOHBIH U OBICTPBINA COCOO BOCCTAHOBHTH
nocTyn K cyery. [IpuBsi3aHHbIi TeneOH TOMOXKET, ecli 3a0y/Ienib CBOW TUIATS)KHBIN 1MapoJib WK 3aiIelib
Ha CalT C HE3HAKOMOTO YCTPOWCTBA;

2 Hcnonb3yit onHopasoBeie maponu. [locie nepexosa Ha yCUIIEHHYIO aBTOpHU3aIHIO Te0e yxe He Oyaer
yrpOKaTh OMACHOCTh KPaXXH HIIU TIepexBaTa MIaTe:KHOTO apoJis;

3 Bribepu cnoxnsiii naposb. [IpectynHukam OyaeT He MPOCTO yragaTh CIOXKHBIA maponb. HamexHbie
MapoJu — 3TO MaPOJIM, KOTOPBIE COePKAaT HE MEHee 8 3HAKOB U BKIIIOUYAIOT B ce0sl CTPOYHBIEC U MPOIKCHBIC
OyKkBBI, IIU(PHI U HECKOJIBKO CHMBOJIOB, TaKue Kak 3HAK JAojuiapa, (yHTa, BOCKIHMIATEIBHBIA 3HAK W T.II.
Hanpumep, $tRONg!;;

4. He BBOIM CBOUM JMYHBIC JaHHBIE HAa caliTaX, KOTOPHIM HE JI0OBEPSEIIIb.

DJIEKTPOHHAsI 10YTA

3J'ICKTpOHHa${ noyra — 3TO TEXHOJIOTUA U TPCAOCTABIIICMBIC C€I0 YCIIYI'H IIO0 TMNEPCCHBUJIKEC W IOJIYYCHHIO
QJICKTPOHHBIX COOGMCHHﬁ, KOTOPBIC pacpCaCIAOTCA B KOMHLIOTCpHOfI CCTH.



OO0bIYHO AIIEKTPOHHBIN MOYTOBBIN STITIK BBITJIS AT CIICTYFOIIAM oOpazom:
UMs_TIOJIb30BATEISI(@HUMSI_TOMCHA.

Taxoke Kpome mepeaun IpoCTOro TeKCTa, UMEETCsl BO3MOXKHOCTh IepeaBaTh (haiiibl.

OcHoBHBIE COBeTHI 10 0e30MacCHOl padoTe ¢ 3J1eKTPOHHOI MOYTOIi:

1. Hago BBIOpaTe mNpaBWIBHBIA TOYTOBBI CepBUC. B HWHTEpHETE €CThb OTPOMHBIN BBIOOD
OeCIuTaTHBIX IOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlle JOBEPATH TeM, KOTO 3HAEHIb W KTO IEPBHIA B
pEUTHUHrE;

2.  He ykaspiBail B JIMYHOH mouTe JU4HYI0 MHpopMmanuto. Hanpumep, sydmie BeIOpaTh
«MY3BIKaTbHBIN _(haHaT@» mim «pok2013» BMecTo «Temal3y;

3. Hcrmonb3yil NBYXATallHYIO aBTOPU3ALMIO. DTO KOTJA TMOMHMO Tapojisi HYKHO BBOJUTH KO,
npucklIaeMbiid o SMS;

4, BriGepu crnoxubiit maposb. sl KaKI0ro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM HAISKHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnum ecTh BO3MOKHOCTH HallMcaTh CAMOMY CBOM JINYHBIN BOPOC, UCIIOJIB3YH 3Ty BO3MOYKHOCTb;
6.  Vcmonb3yil HECKOJBKO IOYTOBBIX SIITUKOB. [IepBBIN Ui YacTHOW IMEPENUCKU C ajpecaTrami,
KOTOPBIM ThI JOBEpsACHIb. JTO AJIEKTPOHHBIM aJpec HE HAJ0 HCIIOJIb30BATh IPU PETHCTpPALMU Ha
dbopymax u caifTax;

7. He oTkpsiBail (paiiibl U Ipyrue BIOKEHUS B MUChbMaxX Ja)Ke €CIM OHU MPUIILITU OT TBOUX JIPY3€H.
Jlydile yTOYHM y HUX, OTIIPABIISLIN JIU OHU TeOe 3T (ailiibl;

8.  Tlocme okoHYaHUs pabOTHI Ha TIOYTOBOM CEpBUCE MEpe] 3aKPhITHEM BKJIAIKH C CATOM He
3a0yap HAXKaTh HA «BBIATHY.

Kun0epOy/UIMHT WK BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynnuar — mpecneoBaHue COOOIIEHUSMH, COJCP)KAIIUMU  OCKOPOJICHHsI, arpeccuio,
3allyTUBaHKE, XYJIMTAHCTBO; COIUAIBHOEC OOWKOTHPOBAHWE C TOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHoBHBbIE COBETHI 10 00pbLOE ¢ KHOEPOYIJIMHIOM:

1.  He 6pocaiics B 60#. JIyqmunii crioco0: MOCOBETOBATHCS KaK ce0st BECTH U, €CJIM HET TOr0, K KOMY
MOKHO OOpaTHThCS, TO BHAYale YCIIOKOUTHCA. ECIM Thl HauHEIIb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOPOJICHUSI, TO TOJILKO elle OOJIbIIe pa30KKelb KOHMIIHUKT;,

2. YmpaBisii CBoel KuOeppenyTamnmei;

3. AHoHMMHOCTH B ceTH MHHMMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHHUMHBIM
aKKayHTOM;

4.  He cToWT BecTH XyJIHMTaHCKHi 00pa3 BUPTyalbHOW >KW3HU. VHTEpHET (DUKCHUpyeT BCE TBOH
JICUCTBUS M COXPAHSET UX. Y AaJIUTh UX OyeT KpaiiHe 3aTPpyIHUTEIBHO;

5. CoOmronaii cBO¥ BUPTYAIbHYIO YECTh CMOJIOJNY;

6. UrHopupyit emuHuuHbIi HeraTuB. OIHOPa30BbBIE OCKOPOUTENbHBIE COOOIICHHUS JIydIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcsi Ha Ha4aabHOUW CTaNH,

7.  ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITUAIBHBIX CETSIX €CTh
BO3MOHOCTh OJIOKUPOBKH OTIPABKHU COOOIIEHHI C ONpeAeTIEHHBIX a/IpECOB;

8. Ecmu 1B cBuperens kuOepOysuinHra. TBou neicTBHs: BBICTYNUTH MPOTHUB IMPECIEN0OBATENs,
MOKa3aTh €My, UYTO €ro JCWCTBHs OILEHWBAIOTCA HEraTHBHO, MOJAJEPXKAaTh KEPTBY, KOTOPOH HYXKHA
MICUXOJIOTHYECKast MOMOIIb, COOOITUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBECHUS B CETH.

MoOuabHblii TeaedoH

COBpeMCHHBIC CMapT(I)OHBI U IUIAHIICTBI COACPIKAT B ceOe BIIOJIHE B3p00J'IBII>i (I)YHKI_II/IOHaJ'I, " TCIICPb
OHM MOTYT KOHKYPHUPOBATH CO CTAIMOHAPHBIMHU KOMIIBIOTCPAMU. O,[[HaKO, CpCACTB 3alllUThl JJId
HO,Z[O6HBIX yCTpOﬁCTB INHOKa O4YCHb MaJio.



TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IPOUCXOJUT HE TAK MHTEHCUBHO, Kak i [1K, To ke
caMoe KacaeTcsi © MOOMJIbHBIX MPHJIOKEHHA.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl yXKe MPAKTHUECKH TOTHAIM HACTOJIbHBIC aHAJIOTH, OJTHAKO
pacmupenue QyHKIMOHaIa BIedeT 32 CO00# OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO 3AIIHIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BbITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE KPUTHUECKUE YA3BUMOCTH
JUIsL CBOMX YCTPOMCTB.

OcHOBHbBIE COBETHI JIs 0€30MACHOCTH MOOHJILHOI0 TeJ'[e(l)OHa:

1 Hwudero He sBiIsIeTCS MO-HACTOsAIIEMY OecriaTHBIM. Bynib ocToposkeH, Beab Korna Tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO IJIaTHBIE YCIYTH;

2. Jlymaii, mpexxae yem otrpaButh SMS, poTo mim Buneo. Tel ToUHO 3HAEHIB, T OHU OYAYT B
KOHEYHOM uTOre?

3. Heo0xoammo 0OHOBIATH OTIEPAIIMOHHYIO CHCTEMY TBOET0O cMapT(oHa,

4. Hcnonb3yit aHTUBHUPYCHBIE TPOTPAMMBI JJ1s MOOMIIBHBIX TEIE(POHOB;

5. He 3arpyxaii mpujio)keHHsI OT HEU3BECTHOT'O UCTOYHHKA, BEAb OHU MOTYT COJIEpKaTh
BpPEJOHOCHOE MPOTpaMMHOE 00ecrieueHuE;

6. [Tocne Toro kax Thl BIiIENIb ¢ caiiTa, i€ BBOJWI JIMYHYIO HHPOPMAIHIO, 3aiiI1 B HACTPONKU
Opaysepa u ynaamu Cookies;

7. Ilepuoguyecku npoBepsAill Kakue MIaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDPE;

8. Jlamaii cBOif HOMEp MOOHMIIFHOTO Telle()OHA TOIBKO JIFOSIM, KOTOPBIX ThI 3HACTIIb M KOMY
JOBEPSEIIb;

9. Bluetooth nomkeH ObITh BBIKITIOUEH, KOT/Ia ThI M HE MOJIb3yenibcs. He 3a0biBaii nHor 12
IIPOBEPATH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAaTH-UTPBI — 3TO KPacOUyHbIE, 3aXBaThIBAIOIIME Pa3BiIeueHUs, 00BEAUHSAIONINE COTHU
THICSIY YeJIOBEK MO BceMy Mupy. Urpoku uccrienyroT JaHHBIH UM MHp, OOIIAloTCA OPYyr C JAPYrom,
BBITIOJIHSAIOT 33aJaHUsl, CPAKAIOTCSI C MOHCTPAMHU M TOJIYYalOT OMBIT. 32 yIOBOJIbCTBUE OHU IIATAT:
MOKYIAOT JUCK, OIJIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKHe-TO OMIIUH.

Bce atu cpenctBa mayT Ha MOAJEp)KaHUE U pPa3BUTHE UIPhl, a TaKKe Ha caMmy O€30MacHOCTH:
COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIIMYCKAIOTCS HOBbIE MaTyu (UU(POBBIEC 3araTKU AJIs
MIPOrpaMm), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOMX COIICPHHUKOB, CKOJILKO KpaKu TBOCT'O I1apOJIAi,
Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOPHU3allUKU OOJBIINHCTBA urp.

OcHoOBHbIE COBEThI 10 0€30IIACHOCTH TBOEr0 HI'POBOI0 aKKayHTa:

1. Ecnu npyroii urpok Beaer ceds Ioxo UK co3aaeT Tede HenpUsTHOCTH, 3a0JIOKUpPYH ero B
CIIUCKE UTPOKOB;

2. Tloxamyiicst aIMUHMCTPAaTOpaM MI'Pbl Ha IJI0OXO€ MOBEJEHHUE ATOTO UI'POKa, XKeJIaTeIbHO
MIPUJIOKUTH KAKUE-TO J0KA3aTENbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyro nHpopMmaiuio B mpodaiiie Urpsl;

YBaxaii Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii Heo(umaibHble TATYU U MOJIBL;

Hcnonp3yi CI0XKHBIE U pa3HbIE NIAPOJIU;

Jlaxxe BO BpeMs UTPBI HE CTOUT OTKJIFOYATh aHTUBUPYC. I10Ka THI Urpaeiib, TBOM KOMIIBIOTED
MOT'YT 3apa3uTh.

Nogakw

@OUIIUHT WA KpaiKa JUYHbIX JAHHBIX



OObIYHOW Kpakeil JCHEer W JIOKYMEHTOB CETOJHS YK€ HUKOrO He yauBHfIlb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTHIA 3JI0YMBINUICHHUKH MIEPEMECTHIINCH B UHTEPHET, U MTPOJIOJDKAIOT 3aHUMAThCS
«WIFOOUMBIMY» JIEJIOM.

Tak mosBUIach, HOBas yrpo3sa: HHTCPpHCT-MOIICHHHUYCCTBA WHJIN (1)I/II_HI/IHI‘, TjIaBHasA 0OCJIb KOTOPOIro

COCTOWUT B TOJYYEHUH KOH(PHUICHIMATBHBIX IAHHBIX IIOJIb30BaTeNiel — JIOTMHOB | maposieid. Ha
aHrmMiickoM si3bike phishing umrtaercs kak ¢ummar (ot fishing — peiOnas soBns, password —
apoJib).

OcHoBHbIE cOBeThI N0 0opbOe ¢ GUIINHIOM:

1. Cnemm 3a cBOoMM akkayHTOM. Ecnmu ThI mOjo3peBaelib, YTO TBOS aHKeTa Oblla B3JOMaHa, TO
HE00X0IMMO 3a0JIOKHUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOPEE;
2. Hcnonw3yit 6e30macHbie BEO-CAlThI, B TOM YHCIIe, HHTEPHET-Mara3uHOB M MOUCKOBBIX CHCTEM;

3. Hcmonb3yil crnoXkHBIE W pa3HblE TMMapoim. TakuMm oO0pazoMm, eciau TeOsS B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOJIYy4aT JOCTYN TOJIBKO K OJJTHOMY TBOEMY IPOQUIIIO B CETH, a HE KO BCEM;

4. Ecaum Tebg B3iOMaaM, TO HEOOXOAMMO MpPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
n00aBJIEHBl Y TEOSI B JIPY3bsIX, O TOM, YTO Te€Os B3JIOMAJIM M, BO3MOXKHO, OT TBOErO0 MMEHH OyAeT
pacchUIaThCs CllaM U CChUIKU Ha (PUIIMHTOBBIE CANTHI;

5. Ycranosu HazexHbI maposs (PIN) Ha MOOGMIIBHBI TenedoH;

6.  OTkITI0YM cOXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpsiBail (paiiibl U Ipyrue BIOKEHUS B MUChbMaxX Ja’Ke €CIIM OHU MPUIILITU OT TBOUX JIPY3€H.
Jlydiire yTOYHM y HUX, OTIPABIISLIN JIU OHU TeOe 3T (ailiibl;

udposasi penyrauus

[udpoBast pemyramusi - 3TO HETaTUBHAas WIM TMO3WTUBHAs WHQopMmanus B ceth 0O Teoe.
Kommnpomerupytomass uHopmamus pasMelieHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTPa3HUThCS HA TBOEH peaIbHOM KU3HH.

«IudpoBas pemyranusi» - 3TO TBOM HMHJDK, KOTOPBIA (GopMupyercs u3 wHGOpManuu o Tebe B
WHTCpHETE.

TBoe MecTo KUTCIILCTBA, y‘Ie6BI, TBOC (bl/IHaHCOBOC IIOJIOKCHHC, 0COOEHHOCTH XapaKTepa U pacCKa3bl
0 OJIM3KHMX — BCE 3TO HAKAIIIMBAETCS B CETH.

Mmuorue IMOAPOCTKHU JICTKOMBICIICHHO OTHOCATCA K HY6J'II/IKaI_[I/II/I JIMYHOM PIH(bOpMaHI/II/I B I/IHTepHeTe,
HC IMOHHUMas BO3MOXXHBIX HOCHC,Z[CTBHfl. ThI JaXXC HC CMOXCIIb JOoraaatrbCsia O TOM, 4YTO (bOTOFpa(bI/IH,
PasMCIICHHAA 5 nmet Haszaza, cTajia HpH‘lHHOﬁ OTKa3a IIPpUHATDb TeOs Ha pa60Ty.

KomMmeHnTapuu, pazmernienrue TBoux pororpaduii u aApyrue AeUCTBUS MOTYT HE UCUE3HYTh JaXKe MOcCIie
TOTO, KaKk Thl MX yJauuiib. Thl HE 3Haellb, KTO COXpaHWI 3Ty HMHOpMallMIo, TOMajaa JIM OHA B
MTOMCKOBBIE CUCTEMBI M COXPAHWJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O Tebe OKpY)Karollee IO,
KOTOpbIe HAaWIyT W YBUIAT 3T0. HaliTu mHpOpMaMIO MHOTO JIET CIYCTS CMOXET JII000OM — Kak u3
TOOpPBIX MOOYKJIEHUH, TaK ¥ ¢ HAMEPEHUEM MPUUUHHUTH Bpe. DTO MOXKET ObITh KTO YTOIHO.

OcHoBHbBIE COBETHI IO 3ammTe HUGPOBOI penyTanum:

1.  Tlomymaii, mpex/e 4eM 4TO-TO IMyOJMKOBAaTh W Tepe/iaBaTh y ceOs B OJIOTE WM B COIMAJIBHOM
CEeTH;

2. B mHacrpoiikax mnpowis yCTaHOBH OTpPaHUYCHHS HA MPOCMOTP TBOEro MNpOQWiIsl U €ro
COJICPKMMOTO, CETIAl €ro TOJIBKO IS APY3eh»;

3. He pasmemiaii u He yka3biBail HMH(MOpPMAIMIO, KOTOpas MOXET KOro-JU00 OCKOPOJATH WM
00MKAaTh.



ABTOpCKOe NpPaBo

CoBpeMeHHbIE IKOJIbHUKHA— aKTUBHBIE IMOJIb30BATENH IM(ppoBoro mpoctpancTBa. OIHAKO JalleKO HE
BCE 3HAIOT, YTO MOJIb30BAaHNE MHOTUMH BO3MOXHOCTSMH IIH(PPOBOTO MUpa TpeOYyeT COOIIOCHNUS TIpaB
Ha UHTEJJIEKTYaJIbHYIO0 COOCTBEHHOCTD.

TepMUH «MHTEUIEKTyallbHass COOCTBEHHOCTb» OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSM YEJIOBEUYECKOI'O
yMa, HauWHas C HOBBIX M300peTeHWid W 3HAKOB, 00O3HAYAIOMIUX COOCTBEHHOCTh HAa IMPOIYKTHI U
YCIOyrd, W  3aKaHyMBas  KHUTaMu, (QororpadusiMu, KUHOPHIBMAMH H  MY3BIKQJIbHBIMU
IIPOU3BEICHUSIMU.

ABTOpCKHME MpaBa — 3TO IIpaBa Ha HMHTEUIEKTyaJlbHYI0 COOCTBEHHOCTb HA IPOU3BEACHUS HAYKH,
JIUTEpaTyphl U UCKYCCTBA.

ABTOpCKHE MpaBa BHICTYNAIOT B Ka4€CTBE FapaHTUU TOTO, YTO MHTEJJIEKTYaJIbHBIN/TBOPUECKUN TPy
aBTOpa He OyAeT HalpacHbIM, JacT €My CIpPaBe/UIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pPE3ylbTaTax
CBOErO TpyJa, MOJy4UTh U3BECTHOCTh Y IIPU3HAHHUE.

Hukro 6e3 paspemieHuss aBTopa HE MOXET BOCIHPOU3BOJUTH €0 IMPOU3BEACHUE, PACIPOCTPAHSTD,
nyOJIMYHO IEMOHCTPUPOBATh, IPOJAaBaTh, UMIOPTHUPOBATH, MIyCKaTh B MPOKAT, MyOJIUYHO UCHOJHSITD,
MOKa3bIBaTh/UCIIOJIHATE B 3Qupe win pazmeniars B HTepHere.

Hcnonb30BaHue «[mMpaTCKOro» MpOrpaMMHOTO 00ECTIeYeHHUs] MOYKET MPUBECTH K MHOTUM PUCKaM: OT
MOTepU JaHHBIX K TBOMM aKKayHTaMm 10 OJOKHMPOBKH TBOETO YCTpPOICTBA, I'Jle YCTAaHOBJICHHBIN He
neranpHas nporpamma. He crtouT Taxke 3a0bIBaTh, YTO CYIIECTBYET JIeTajbHble W OecIIaTHbBIE
IIPOTrpaMMBbI, KOTOPBIE MOYKHO HANTH B CETH.

O nopraJe

CeteBU4OK.p() — TBOH TJIaBHBIA COBETYMK B CETH. 3/I€Ch Thl MOXKEIIb Y3HATh O OE30MaCHOCTH B CETH
MOHATHBIM M JOCTYIHBIM S3bIKOM, a MPU BO3HUKHOBEHHHM KPUTHUECKOW CHUTyallud OOpaTUTHCA 3a
COBETOM. A Tak)Ke IPHUHSTh y4aCTHE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM I'PaK JAHUHOM
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