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TIPUNOIKEHUE L ..ottt e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaeaaaaaaaeaens

OnpeaeneHun

B HacTosmem AOKYMCHTC HUCIOJIB3YIOTC CIICAYHOIIUC TCPMUHBI U UX OIPCACICHU.

ABTOMATH3HPOBAHHASA CHCTEMA — CHCTEMa, COCTOsINAs U3 MEepCcoHajga M KOMIUIEKca
CPEACTB aBTOMAaTHU3ALMHM €ro JAEATE]IbHOCTH, pealu3ylollas HHPOPMALMOHHYIO TEXHOJIOTUIO
BBITOJIHEHUS YCTAHOBJICHHBIX (DYHKIIMH.

AyTeHTI/I(l)I/IKa].[I/IH OTHPABUTEJAA OAAHHBIX — TIIOATBEPXKIACHHUE TOT'O, YTO OTIIPABUTEIIb
MOJIYYCHHBIX TAHHBIX COOTBETCTBYCT 3a4BJICHHOMY.

be3onacHOCTh MNEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3allMIIEHHOCTH I€PCOHAIBHBIX
JIAHHBIX,  XapaKTepU3yemMoe CIIOCOOHOCTBbIO  TOJb30BaTeNed, TEXHUYECKUX CpelICTB |
MH(GOPMAIIMOHHBIX TEXHOJIOTUN 00ecneYnTh KOH(UIECHIIMATbHOCTD, [IEJIOCTHOCTh U JOCTYITHOCTh
NEePCOHATBHBIX JaHHBIX MpPU MX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax MEpCOHATbHBIX
JIAHHBIX.

Bbuomerpuueckne mnepcoHaJdbHble [aHHbIE — CBEACHUS, KOTOpPbIE XapaKTEpU3YIOT
(GHU3HnOIOrHUECKUe OCOOCHHOCTH YEJIOBEKAa W HAa OCHOBE KOTOPHIX MOXHO YCTaHOBHUTH €ro
JUYHOCTh U KOTOPBIE UCHONB3YIOTCS AJIMHMHHUCTpAIEH sl YCTAHOBJIEHHS TUYHOCTH CyOBbeKTa
NEPCOHANBHBIX JIAHHBIX, MOTYT 00pabaThIBaThCs TOJIBKO MPU HATMYUM COTJIACHS B MMCbMEHHOMN
dopMe cyOBbeKTa MEepCOHAIBHBIX JaHHBIX (BKIOYas (Gororpaduu, OTHEYaTKHU MajibleB, 00pa3
CETUYaTKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS TeJla M APYTYIO M0100HYI0 HH(POPMAIIHIO).
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biaoknpoBaHne mNepcOHANBHBIX [aHHBIX — BpEeMEHHOE THpekpaiieHue o0paboTku
NEPCOHANBHBIX JaHHBIX (32 MCKIIOYCHHEM CcIy4yaeB, ecliu o0paboTka HeoOXxomuma Juis
YTOUHEHUS IEPCOHATBHBIX JAHHBIX ).

Bupyc (KOMIBIOTEpPHBIH, NPOrPAMMHBIN) — HCIOJHAEMbIM NpPOrpaMMHBIA KOJ WIH
UHTEPIPETUPYEMbI HAa0Op MHCTPYKLUHMH, OONajaroluil CBOWCTBAMU HECAHKIIMOHMPOBAHHOIO
pacrpocTpaHeHusi 1 camoBocnpousBeaeHus. Co3nanHble TyOIMKaThl KOMIIBIOTEPHOTO BUpYyCa HE
BCErJa COBIQJAlOT C OPUIMHAJIOM, HO COXpPAHAIOT CIIOCOOHOCTh K JaibHeimemy
pacpoOCTPaHEHUIO U CAMOBOCIIPOU3BEACHHUIO.

BpenonocHass mnporpamma — 1mporpamMma, IpeJHa3HAuY€HHAas Uil  OCYILIECTBIICHUSA
HECAHKIIMOHUPOBAHHOTO JOCTYMA U (WJIK) BO3ACHCTBUA HA MEPCOHANIbHBIE JaHHbIE WIH PECypChl
MH(GOPMAIIIOHHOW CUCTEMBbI IEPCOHATBHBIX JaHHBIX.

BcnomorarebHble TeXHHYECKHE cpeacrea M CHCTEMbBI — TCEXHUYCCKUC CpPCACTBA U
CUCTCMbI, HC IMPCAHA3HAYCHHBIC IJIA IICpCaayu, 06pa60TKI/I H XpaHCHUA IICPCOHAJIbHBIX JaHHBbIX,
YCTaHABJIMBACMBIC COBMCCTHO C TCXHUYCCKUMU CPCACTBAMH U CUCTEMaMH, MPCAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I IIEPCOHAJIBHBIX HMAHHBIX WM B IIOMCIICHUAX, B KOTOPBIX YCTAHOBJICHBI
I/IH(bOpMaI_II/IOHHBIC CUCTCMBbI IICPCOHAJIBHBIX JTaHHbIX.

JlocTynl B ONEPAIMOHHYIO cpely KOMIbIoTepa (MH(OPMAIMOHHOI CHCTEeMbI MEPCOHAILHBIX
JAHHBIX) — TIOJTy94EHHE BOZMOKHOCTH 3aITyCKa Ha BHITOJTHEHNE ITATHBIX KOMaH I, (DYHKIIHIA, TIPOIIC/TYP
OTEPAIIMOHHON CHCTEMBI (YHUUTOXKEHHSI, KOITMPOBAHUS, TIEpEMEIIeHHs U T.I1.), UCTIOIHIEMbIX (DaiyioB
MPUKJIATHBIX [IPOTPAMM.

I[OCTyl'l K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD ITOJTYYCHUA I/IH(I)OpMaL[I/II/I " €€ UCII0JIb30BaHMA.

3aka04HOe YCTPOMCTBO — 3JIEMEHT CpEJCTBA CheMa HH(OpMAllMM, CKPHITHO BHEIPSEMBIN
(3aKy1apIBacMbIi WM BHOCHMBIN) B MeCTa BO3MOXKHOIO cheMa HH(popMalmu (B TOM YHCIE B
OrpaXIEHUE, KOHCTPYKIINIO, 000PY0BaHKE, IIPEAMETBI MHTEPbEPA, TPAHCIIOPTHBIE CPEJICTBA, A TAKXKE B
TEXHUUYECKHE CPEZICTBA U CUCTEMBI 00paOOTKH MH(POPMALUN).

Zammmaemass uHgopmanusi — wuHGOpMAIUS, SBISIOMIASACS TIPEAMETOM COOCTBEHHOCTH W
MO/JIeKAIasl 3allliTe B COOTBETCTBUM C TPeOOBaHMSMHU MPABOBBIX JOKYMEHTOB WM TPeOOBAHHSMU,
YCTaHABIIMBAaEMBIMU COOCTBEHHHKOM HMH(OPMAITUH.

HNnentuduxanus — nprcBoeHHEe CyOBEKTaM M OOBEKTaM JIOCTyNa uaeHTU(HKaTopa U (UIN)
CpaBHEHHE NPETBSBIIIEMOTO WACHTU(HKATOpA C TIEPEYHEM IPUCBOCHHBIX UICHTH(UKATOPOB.

HNudopMaTUBHBIA CHIHAJ — DJIEKTPUYECKUE CUTHAIIBI, aKyCTHYECKUE, 3JIeKTPOMArHUTHBIE H
npyrve (QU3UYecKre TIONsl, 1O TapameTpamM KOTOPhIX MOXKET OBITh PacKphiTa KOH(PHICHIMATHHAS
uHpopmalms (TepcoHANbHBIE JaHHbIe) 00padarbiBaeMasi B MH(OPMAIIMOHHON CHCTEME MEPCOHATBHBIX
JTAaHHBIX.

HNupopmanuonnass cucreMa mnepcoHaabHbiX JAaHHbIX (MCIIIH) —COBOKYNHOCTH
cojepxalmxcss B 0a3ax JaHHBIX NMEPCOHAIBHBIX JAHHBIX U 00ECHEeuMBAIOMIMX MX 00paboTKy
UH(POPMALIMOHHBIX TEXHOJIOTUN M TEXHUYECKHUX CPEJICTB.

HNudopmanmoHHbie TEXHOJOTHH — TIPOIECChl, METOIbI TIOHUCKa, cOOpa, XpaHeHWs, oOpaOoTKH,
NPEIOCTABIICHHS, PACIPOCTPAHCHHST UH(POPMAIIMH M CIIOCOOBI OCYIIECTBIICHUSI TAKHX IPOIIECCOB U
METO/IOB.
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Hcnonb3oBaHne mNepCOHANbHBIX AAHHBIX — JEHCTBUS (Omepalnuu) C TMEepPCOHATbHBIMU
JAHHBIMHU, COBEPILAEMBIE ONEPATOPOM B IIEJIAX NPUHATUS PELIEHUH WIM COBEPIICHMSI HMHBIX
NEHCTBUI, MOPOXKAAIOIINX IOPUINYECKUE TIOCTIEICTBUS B OTHOIIEHUU CyOBhEKTa MEepCOHATBHBIX
JAHHBIX WM JAPYTHX JIMI JUOO MHBIM 00pa3oM 3aTparuBaroIlUX IpaBa U CBOOOIBI CyOBEKTa
NEPCOHAIBHBIX JaHHBIX WU APYIUX JIMII.

Hcrounuk yrpo3bl 6e30MacHOCTH MH(OPMAIMU — CYOBEKT JIOCTYIA, MaTepUaIbHBIA OOBEKT WK
(u3HrUecKoe sIBIEHKE, SIBISIOIINECS IIPUYUHON BOSHUKHOBEHHS YTPO3bl 0€3011acHOCTH HH(OPMAIUH.

KonTtposmpyemasi 30Ha — TMpOCTPaHCTBO (TEppUTOpUS, 3[aHUE, YacTh 3[aHUS, IOMEICHHE), B
KOTOPOM HCKJTIOYEHO HEKOHTPOJIMPYEeMOe MpeObIBaHKE MMOCTOPOHHMX JIMI, a TAKXKE TPAHCIIOPTHBIX,
TEXHUYECKUX M MHBIX MaTEPHATBLHBIX CPE/ICTB.

KonduaeHnmaabHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTEIbHOE IS COOMIOJICHHS OIIEpaTOpOM
WIM WHBIM TIOMYYHBIIAM JOCTYII K TIEPCOHABHBIM JaHHBIM JIMIIOM TpeOOBAHHME HE JIOMYCKaTh WX
pacripocTpaHeHue 0e3 coryacus CyObeKTa MepCOHATbHBIX JAHHBIX WM HAIMYKMsS HHOTO 3aKOHHOTO
OCHOBAaHMUSI.

MeskceTeBoil KpaH — JIOKIbHOE (OIHOKOMIIOHEHTHOE) WM (DYyHKIIMOHATIEHO-PACIIPEICIICHHOS
MporpaMMHOE  (IIPOrpaMMHO-AIIAPaTHOE) CPEACTBO  (KOMIUIEKC), peau3ylollee KOHTPOJb 3a
uH(popMaIMeid, mocTynaromeld B HHPOPMAIMOHHYIO CHUCTEMY IE€PCOHAIBHBIX JAHHBIX W (WJIN)
BBIXOJIAIIIIEH U3 UHPOPMAIIMOHHOW CUCTEMBI.

Hapyumrennh 0e30IIaCHOCTH NEPCOHAIBHBIX JAHHBIX — (H3HUECKOE JIMIO, CIydailHO Win
HpeIHAMEPEHHO COBEPILIAIOICe JCHCTBUS, CIIEICTBHEM KOTOPBIX SIBJISICTCS HapyIICHHWE Oe30MacHOCTH
NEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKEe TEXHUYECKUMH CPEeJICTBAMHU B MH(OPMAIMOHHBIX CHCTEMAX
[IEPCOHAIBHBIX JaHHBIX.

HeaBTomaTn3npoBanHas o0pa0oTka  mNepcOHANbHBIX  JAHHBIX —  00paboTka
NEPCOHAIBHBIX JIaHHBIX, COJIEPKAIINXCA B UHOPMAIIMOHHON CUCTEME MEPCOHAIBHBIX JaHHBIX
a100 M3BJICUCHHBIX M3 TAKOH CHUCTEMBI, CUUTAETCS OCYILECTBIEHHONW 0€3 HCHOJIb30BaHUSA
CPEICTB aBTOMAaTH3alMu (HEaBTOMATHU3HPOBAHHOW), €CJIM TaKhe AEHCTBHS C MEPCOHAIbHBIMU
JAHHBIMHU, KaK HCIOJIb30BaHUE, YTOUHEHHE, PACIHPOCTPAHEHUE, YHUUYTO)KEHHE MEPCOHAIBHBIX
JAHHBIX B OTHOIICHHUU KaXKJI0TO U3 CyOBEKTOB NMEPCOHAIBHBIX JAaHHBIX, OCYIIECTBISIOTCSA MPU
HEIOCPEICTBEHHOM Y4aCTHH YeJIOBEKa.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHAQJIbHBIE ~ BO3MOXHOCTH  CpPEJICTB
BBIYMCIIATEITFHON TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOIHE OMMCAHHBIM B IOKYMEHTAIINH, TIPU
UCTIOJIb30BaHUM  KOTOPBIX BO3MOXKHO — HApyIIeHWE KOH(UACHIMAIBHOCTH, JIOCTYTHOCTH I
LIETIOCTHOCTH 00pabaThIBaeMOi MHpOpMAaLIUH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHBIE /IeHCTBHSI) — IOCTYI K MH(pOpMAIIN
WM JISWCTBHS ¢ MH(OpMAalMel, HapyIIaolHe NpaBuia pasrpaHuueHus JOCTyNa C UCTOIb30BaHUEM
HITaTHBIX CPEJICTB, IPEIOCTABIISIEMBIX UH(POPMAIIMOHHBIMUA CUCTEMAaMHU IT€PCOHATBHBIX TaHHBIX.

Hocurens undopmanuu — Qu3nueckoe IMIO0 WIM MaTepUaIbHBII OOBEKT, B TOM YHCIE
dm3udeckoe mose, B KOTOpoM HH(GOpMAIMS HAXOJUT CBOE OTPAKEHHE B BHUIEC CHMBOJIOB, 00OpasoB,
CUTHAJIOB, TEXHMYECKUX DEIICHU U TIPOLIECCOB, KOMMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKHX
BEJIMYKH.

O0e3/IMYMBaHHE NMEPCOHANBHBIX JAHHBIX — ICHCTBUSA, B PE3YNbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHO 0€3 MCIIOJIb30BaHUs JONOJHUTEIBHOM HH(POPMAIIUK ONIPEeIeUTh MPUHAIIICKHOCTD
NEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATIBHBIX JaHHBIX.
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O0padoTka MNePCOHAIBLHBIX JAAHHBIX — JI000€ JeicTBHE (omepanus) WIA COBOKYITHOCTH
nedcTBril  (omepanuii), COBEpIIAEMBIX C HCIIOJIBb30BAaHMEM CPEICTB AaBTOMATH3alMU WM  0e3
UCIOJIb30BAHMS TAKMX CPEJCTB C MEPCOHAIbHBIMU JAHHBIMU, BKJIFOYasi cOOp, 3aIiCh, CUCTEMaTH3aLHIO,
HAKOIJICHUE, XpaHEeHUEe, YTOuHeHHe (OOHOBJIEHHE, M3MEHEHHE), U3BIICYEHUE, HCIIOIb30BaHME, TIepenady
(pactipocTpaHeHue, TPENOCTABJICHHE, JOCTYI), OOE3JIMYMBAaHME, OJOKUPOBAHKE, YIAJICHHE,
YHUUYTOXKEHHE NIEPCOHAIIBHBIX JaHHBIX.

OOmenocTynHbIle  TEepPCOHAJbHBbIE  JIaHHbIE —  IIEPCOHAIBHBIC  JAaHHBIC,  JIOCTYI
HEOTPAaHMUYEHHOTO Kpyra JIUIl K KOTOPBIM MPEJOCTaBICH C COMNIachs CyOBEKTa MEePCOHATBHBIX
JAHHBIX WJIM Ha KOTOPBIC B COOTBETCTBHH C (eficpabHBIMU 3aKOHAMH HE PacpOCTpPaHACTCS
TpeboBaHue COOTI0ICHUS KOH(PUICHIIMAIBHOCTH.

Oneparop (MepCcOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBI OpraH, MYHHMIIMIAIbHBIA Opras,
FOPUJIMYECKOE N (PU3MYECKOE JIMIO, CAMOCTOSATELHO WM COBMECTHO C JIPYTMMH OpraHHU3YIOIEee U
(Mr) ocyIIeCTBIIsTOIIeE 00PaOOTKY IMEPCOHANIBHBIX IAHHBIX, a TAKKE ONMPEISIISIONIME 1IEIM 00padOTKH
HEPCOHANIBHBIX JAHHBIX, COCTaB IE€PCOHAIBHBIX [AHHBIX, MOMISKALMX 00paboTKe, JeicTBUs
(omeparum), COBEpIIAEMbIE C IEPCOHATBLHBIMU JAHHBIMU.

Texunyeckune cpeacrsa MHGOPMALUMOHHONH CHCTEMBbI MEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIUUCIIUTEIILHON TEXHUKU, MH(OPMAIIMOHHO-BHIUMCIIUTENIHHBIE KOMILIEKCHI U CETH, CPEACTBA M CUCTEMBI
nepeaun, mpuemMa u oOpabotku IIJIH (cpemctBa W CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEICHHS, TIEPETOBOPHBIE W TEIEBU3UOHHBIC YCTPOWCTBA, CPEICTBA W3TOTOBJICHMS,
TUPKUPOBAHUS JIOKYMEHTOB M JIPyrMi€ TEXHUYECKHUE CPEACTBa 00pabOTKH pPEueBOM, TpadyecKoid,
BUICO- U OyKBEHHO-IIM(POBOK HMH(OpPMAILINK), MPOrPaMMHBIE CPECTBA (OINEPAIMOHHBIC CUCTEMBI,
CHCTEMbI YINpaBlieHHs 0a3amMy JaHHBIX M T.I.), CPEACTBA 3aLUTHl MH(QOpPMALUM, MPUMEHSEMbIE B
MH(OPMAIMOHHBIX CUCTEMAX.

IlepexBaT (MHpOpManuM) — HEIPaBOMEPHOE MOIYYeHHE MHPOPMAIMU C HCIOJIb30BAHUEM
TEXHUYECKOTO  CPEJCTBa, OCYLIECTBISIOUIET0  OOHapyXeHHe, TMpueM U  00paboTKy
MH(POPMATHUBHBIX CUTHAJIOB.

IlepconanbHble naHHbIE — JTI00as WHPOpPMAIKSA, OTHOCAMIASCA K TPSIMO WM KOCBEHHO
OTpeIeICHHOMY WJIHM OIpeesiieMOMy (GU3NYECKOMY JUIY (CYOBEKTY MEPCOHATIBHBIX TAaHHBIX).

IToOouHBIEe 2JIEKTPOMATHUTHBIC M3JYYEeHHS W HABOAKH — DJIEKTPOMAarHUTHBIE U3JTY4YECHHUs
TEXHUYECKUX CPE/CTB O0pabOTKM 3aliuiiaeMoil MHQOpMalu{, BO3HUKAIOIIHME KaK MOOOYHOE
SBJICHUE W BBI3BAHHBIC DJIEKTPUYECKMMM CUTHAJIAMH, JECHCTBYIOIIMMH B HUX DJIEKTPUYECKHX U
MarHUTHBIX ILEMSX, @ TaK)Ke 3JEKTPOMAarHUTHbIE HABOJKH 3THUX CUTHAJIOB HAa TOKOMPOBOJSIINE
JIMHUM, KOHCTPYKIIMH U IIETIH MTUTaHUSI.

[HonuTUKa  «YHMCTOrO  CTOJIA» —  KOMIUIEKC  OPraHM3alMOHHBIX  MEpPOIPUSATHUH,
KOHTPOJIUPYIOIINX OTCYTCTBHE 3alMCHIBAHUS HA OyMa)KHbIE HOCHUTEIH KIIOYeH W aTpuOyTOB
nocTyta (maposeit) U XpaHeH!s UX BOJH3U 00BEKTOB JIOCTYTIA.

IHonb3oBaTeqap HMHGPOPMALMOHHON CHCTEMbI NEPCOHAJNBHBIX JaHHBIX —  JIMIIO,
y4yacTByrollee B (PYHKIMOHUPOBAHUN WH(POPMALMOHHONW CHCTEMbI NEPCOHAIBHBIX JaHHBIX WIIH
UCTIOJIB3YIONIee PE3YyIbTaThl €€ (DYHKIIMOHUPOBAHMUS.

IIpaBuia pa3rpaHMyeHusi JOCTYINA — COBOKYIHOCTh IPABHJI, PETIAMEHTUPYIOIIMUX ITpaBa
JIOCTYTIa CYObEKTOB JIOCTyMa K 00bEKTaM JI0CTyTIA.

IIporpaMmMHas 3akjajiKa — KOJ IPOrpaMMBbl, MPEJHAMEPEHHO BHECEHHBIH B MPOTpaMMy C
LENbI0 OCYIIECTBUTh YTE€UKY, HM3MEHHUTb, OJOKHPOBATH, YHUUYTOXKUTh HWHGOPMALUIO WIH
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YHUUYTOXXUTh M MOIU(UUIMPOBATH MHporpaMMHOE oOecrieueHne HHGPOPMAIMOHHON CHUCTEMBI
MEPCOHAIBHBIX JaHHBIX U (MJIK) OJIOKUPOBATH anmnapaTHbIe CPEeICTBA.

IIporpammHoe (IMporpaMMHO-MaTeMaTH4ecKoOe) BO3JAeiicTBHE — HECAaHKIMOHUPOBAHHOE
BO3/ICHICTBUE HA PECYPCHl aBTOMATU3UPOBAHHOW WH(OPMAIIMOHHON CUCTEMBI, OCYIIECTBIIIEMOE C
MCIIOJIb30BAaHUEM BPEIOHOCHBIX MPOTPaAMM.

PackpbiTHe NEpPCOHANBHBIX [AaHHBIX — YMBIIUIEHHOE WJIH CllydailHOe HapylleHue
KOH(UICHIIMATLHOCTH NEPCOHANIBHBIX JaHHbBIX.

PacnpocTpaneHre NEepCOHAJBHBIX JAHHBIX — JECHCTBHs, HAIIPABICHHBIE HA PACKPBITHE
IIEPCOHAIIBHBIX TaHHBIX HEOIIPEACIICHHOMY KPYTY JIUIL

Pecypc undgopMaliluOHHOH CHCTEMbI — HMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPHUKJIAIHOIO
WM allliapaTHOTo obecrieueHus: yHKITMOHUPOBAHUS HH()OPMAIIMOHHON CUCTEMBL.

CneunajbHble KATEropuM MNEPCOHAJIBHBIX JAHHBIX — II€PCOHAJbHBIC  JAHHbIE,
KacarolllMecsi  pacoBOM, HAIMOHAJIBHOM  NPUHAIJIEKHOCTH, MOJUTHYECKHX  B3IJISOB,
PENUTHO3HBIX WU GHIOCOPCKUX YOeXKACHUN, COCTOSIHUS 3I0POBbS U WHTUMHOWU KU3HU
CyOBbEeKTa MePCOHATBHBIX JAHHBIX.

Cpezlcr Ba BbIYMCJIUTEIbHONH TEXHUKH — COBOKYITHOCTb ITPOIrpaMMHBIX 1 TEXHUYCCKUX 3JICMCHTOB
CUCTEM O6pa6OTKI/I JAaHHBbIX, CIIOCOOHBIX (I)YHKI_[I/IOHI/IpOBaTL CaMOCTOATCIIBHO UJIM B COCTAaBC APYIrux
CHUCTCM.

Cy0bexkT mocryna (Cy0beKT)— JMIO WIM IPOLECC, NEWCTBUS KOTOPOrO PEriaMeHTUPYHOTCS
MpaBUJIaMU Pa3rpaHUUuEHUs JOCTYIA.

TexHuuyeckuii KaHa1 yreuku MHGOPMALMU — COBOKYITHOCTh HOCUTEISI MH(pOpMAIMU (CPeACTBa
00paloTKM), (PH3UUECKON CpeIbl pacpOCTpaHeHUs: MH(OPMATUBHOTO CUTHAIA U CPENICTB, KOTOPHIMU
noObIBaeTCs 3amuinaemMas nHpopmanus.

TpancrpanuyHas nepeaaya MmepcoHAJbHBIX JAHHBIX — Iepeadya MePCOHAIBHBIX JaHHBIX
omneparopoM uepe3 l'ocymapcrBeHHyro rpanuny Poccuiickoir @Penepauuu oprasHy BIIaCTH
MHOCTPAaHHOIO TOCYJapcTBa, (U3MUECKOMY WJIH IOPUAWYECKOMY JIMIY HHOCTPAHHOTO
roCcynapcTBa.

Yrpo3sl 0e30NMacHOCTH TEePCOHAIBHBIX JAHHBIX — COBOKYIHOCTb YCIOBHH U (PaKTOPOB,
CO3/AK0IIMX OMACHOCTh HECAaHKIIMOHMPOBAHHOIO, B TOM YHCIIE CIIy4aifHOTO, JOCTYIA K NEPCOHAIbHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTrO MOXKET CTaTh YHUYTOKEHHUE, U3MEHEHHE, OJIOKHMPOBAHNUE, KOTMPOBAHIIE,
pacIpoCTpaHEHNE MEPCOHATBHBIX JAHHBIX, a TAKXKE WHBIX HECAaHKIIMOHWPOBAHHBIX JIEMCTBHIA MPU KX
00paboTKe B MH(DOPMAITMOHHOM CHCTEME MePCOHATIBHBIX TAHHBIX.

YHuUTOKEHUE TEPCOHAIbHBIX JAHHBIX — JICHCTBUS, B pE3yJbTaTe KOTOPBIX HEBO3MOYKHO
BOCCTaHOBUThH COJICpYKAHHUE TEPCOHATBHBIX JIAHHBIX B HMH(OPMAIMOHHON CHCTEME TMePCOHATBHBIX
JAHHBIX WIA B PE3YJIbTATE KOTOPBHIX YHUYTOXKAIOTCS MaTE€pUAIbHbIE HOCUTEIU MEPCOHAIBHBIX
JTaHHBIX.

YTeuka (3amminaeMoii) WHE(OPMALMH MO TEXHHYECKHMM KAHAJIAM — HEKOHTPOIUPYEMOE
pacnpoctpaneHre HH(OOPMAIMK OT HOCHUTES 3aliIiaeMoi nHpopmarmn depe3 GU3HIecKyro cpemy 10
TEXHHYECKOTO CPEZICTBA, OCYIIECTRIISIONIECTO IepeXBaT HH(pOpMaIHH.

Ysa3BUMOCTB — €1a00CTh B CPEJICTBAX 3aAILUTHI, KOTOPYIO MOXKHO HCIIONB30BATh I HAPYIICHUS
CHCTEMBI WM CoJiep Kaliieiics B Heil nH(opMarmu.
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HenoctHocTh  uHGOPMAMM —  CHOCOOHOCTH  CPEICTBA  BBIYMCIUTEIBHON TEXHUKH — WJIH
ABTOMATH3MPOBAHHOM CHCTEMBI OOECIeunBaTh HEM3MEHHOCTh MH(OPMAIMH B YCIOBUSIX CIy4aifHOTO
W/WITH TIPeTHAMEPEHHOTO NCKKEHUS (pa3pyIIeHNUs ).
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OBO3HAYEHUA U COKPALLIEHU A

ABC — @HTUBUPYCHBIE CPEACTBA

APM — aBTOMaTU3UPOBAHHOE Paboyee MECTO

BTCC — BCIIOMOTaTEJIbHbIE TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIx — nH(OpPMAIMOHHAS CHCTEMa MEPCOHATTBHBIX TAHHBIX
K3 — KOHTpOJIUpYyeMast 30Ha

JIBC — JIOKaJIbHAsI BBIYMCIIUTENbHAS CETh

MD — MEYKCETEBOM dKpaH

HCJI — HECAHKLIMOHUPOBAHHBIN JOCTYII

oC — OIEpalMOHHas1 cUcTeEMa

I11x — [IEPCOHAJIbHBIE JTAHHBIC

IIMB — MPOrpaMMHO-MaTeEMaTHYECKOE BO3/ICHCTBUE

§(0) — IIporpaMMHOe o0ecredeHne

[IOMHWH — OOOYHBIE ANEKTPOMArHUTHBIE U3ITyYeHHUs 1 HABOJKU
CA3 — CHCTEMa aHaJIM3a 3allUIIEHHOCTH

C31 — Cpe/CTBa 3alIUThl UHPOPMALUH

C3I11n — cucreMa (IOJCUCTEMA) 3aIUThI IEPCOHAJIBHBIX JaHHBIX
COB — cuctemMa 0OHapy>KEHUS! BTOP>KEHUI

TKYU — TeXHIYECKHUE KaHaJIbl YTeUKH HH(OpMaIn

YBII/IH — yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JJAHHBIX
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BBEJIEHUE

Hacrosmas Ilonmutrka wH(opManuonHoit Oe3omacHoctn (manee Ilomutuka) MBJIOY
«HoBoTOpBsUTbCKHI TeTCKuil can «YibiOkay (manee — YUpekaeHHUe) sSBIsSeTCS O(UIIMATBHBIM
JIOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUU ¢ TpeOoBaHUsAMU DeiepaqbHOr0 3aKOHa OT 27 UI0JIs
2006 r. Ne 152-03 «O nepcoHadbHBIX JaHHBIX» U TocTaHoBJIeHUs [IpaBurenscTBa Poccuiickoi
Oenepannu ot 1HOOpss 2012 1. Ne 1119 «OO6 yTBepkAcHUM TpPeOOBAHWN K 3aIlIUTe
NEPCOHANBHBIX JAaHHBIX NpU HUX 00paboTke B MH(OPMAIIMOHHBIX CHCTEMax IEPCOHAIBHBIX
JTAHHBIX», HA OCHOBaHHH:

- «PekomeHAaumi no obecnevyeHnto 6e30MNacHOCTM NEPCOHA/bHbIX AaHHbIX NPU UX 0bpaboTKe B
MHOOPMALMOHHBIX CUCTEMAX MEePCOHaNbHbIX AaHHbIX», YTBEPXKAEHHbIX 3amecTuTenem
anpektopa ®CTIK Poccum o1 15.02.2008 r.,

- «TunosbIX TpeboBaHWI No opraHM3auun n obecnedeHno GyHKLMOHNPOBAHUA WNPPOBabHbIX
(KpunTorpagpuuecknx) cpeacTs, npeaHasHauYeHHbIX ANA 3alMTbl UHGOPMaLIMKM, HE coaep Kalllel
CBEAEHWNIN, COCTaBAAIOWMX TOCYAAPCTBEHHYIO TallHy B C/lyyae M3  WCMO/Ib30BaHWA A4
obecneyeHna 6e30nNacHOCTU MepPCoHasbHbIX AaHHbIX NpU UX 06paboTke B MHOOPMALMOHHbIX
CMCTEMAX MepCoHasNbHbIX AAHHbIX», YTBEPXAEHHbIX pykosoacTtBom 8 LleHtpa ®Cb Poccuun
21.02.2008 r. Ne 149/6/6-662.

B Tlonutuke ompenenensl tpedboBanusi k nepconany WCIIH, crerneHb OTBETCTBEHHOCTH
MepcoHaNa, CTPYKTypa U HEOOXOAMMBIA YPOBEHb 3alUIIEHHOCTH, CTaTyC M JOJHKHOCTHBIC
00s13aHHOCTH COTPY/JAHHUKOB, OTBETCTBEHHBIX 3a OOECIedeHHe O€30MacHOCTH TMEePCOHATBHBIX
nauubix B UCIT/IH Yupexaenus.
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1 O6wue nonoxkeHusa
Lennro HacTosmiel ITonuTuku siBaseTcs odecneuenre 0e30MacHOCTH 00bEKTOB 3aIUThI

VYupexaeHus OT BCEX BHJOB Yrpo3, BHEINIHUX W BHYTPCHHUX, YMBIIUICHHBIX H
HEeIpeJHAMEPEHHbIX, MUHUMH3AIUS yiiepda OT BO3MOXKHOM pealu3aluu yrpo3 0e30macHOCTU
[T (YBIIdn).

be3onacHoCcTh NEPCOHAIIBHBIX JaHHBIX JOCTHUTaCTCs MyTeM HUCKIIOYCHUA
HECCaAaHKIIMOHUPOBAHHOI'0O, B TOM YHCIIC CHy‘l&fIHOFO, A0CTyIa K II€PCOHAJIBHBIM JaHHBIM,
PE3YIbTATOM KOTOPOTI'O MOKET CTaTh YHUUYTOXCHUC, USMCHCHUC, 6JIOKI/IpOBaHI/Ie, KOIIMPOBAHUC,
PaACIpOCTPaHCHUC ICPCOHAJIBHBIX JaHHBIX, 4 TAKXKC MHBIX HCCAHKITMOHUPOBAHHBIX IleICTBHfI.

WNudpopmanusa U cBsi3aHHbIE C HEH PeCypChbl JOJKHBI ObITh JOCTYIHBI /Il aBTOPU30BAHHBIX
nojb3oBareiei. J{oJKHO OCYyLIECTBIATHCS CBOEBPEMEHHOE OOHAapYyXEHHE M pearupoBaHHE Ha
YBII/IH.

,Z[OJI)KHO OCYHICCTBIIATHCA NPCAOTBPAILICHUEC MMPECAHAMCPCHHBIX WA cnyqaﬁme, YaCTUYHBIX
WJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/ICI)I/IKEIIII/If/'I HJIM YHUUYTOXKCHUA IICPCOHATIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI TpeACTaBieH B [lepeyHe mepcoHambHBIX JAAHHBIX, YKa3aHHOMY B
[Tomoxxennn 06 06pabOTKE MEPCOHABHBIX TaHHBIX.

Cocras UCII[IH, mojuexamux 3aliuTe, MpeacTaBieH B AKTe 00CIeIOBaHUS TEKYIIEro
COCTOSIHMSI TEXHHYECKOM 3aIlUThl IEPCOHAILHBIX JTAHHBIX.
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2 O6nactb hencrema

TpeboBanus Hactosmiel [loMUTUKN pacIpOCTPAHSIOTCS Ha BCEX COTPYIHUKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, paOOTAIOLIMX IO KOHTPAKTYy M T.I.), a TaKXe BCeX IPOYMX JIUI]
(MOPSAAYMUKH, Ay TUTOPHI H T.I1.).
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3 Cuctema 3aLuUTLI NEPCOHANBHBIX AaHHbIX
Cuctema 3amuThl nepcoHabHbIX JaHHBIX (C3I1/IH), cTpouTCst HA OCHOBAHUH:

- AKTa 06CNei0BaHMA TEKYLLLETO COCTOAHMUA TEXHUYECKOM 3aLMTbl NePCOHANbHbIX AAHHbIX;
- MepeyHA NepcoHaNbHbIX AaHHbIX, MOA/EeXKaALLMX 3aLUUTE;

- AKTOB KnaccuduKkauym HGOPMaLMNOHHBIX CUCTEM NEPCOHA/IbHBIX AAHHbIX;

- YacTHbIX Mogenen akTyanbHbIX Yrpo3 U BepoATHOro HapywuTens UCMNOH;

- MonoKeHuna o pasrpaHMYeHNN NpPaB AOCTyNa K NepCOHaNbHbIM AaHHbIM;

- PykoBogsawmx apokymeHto ®CTIK n ®Cb Poccum.

Jns  ob6ecrieuenust 3ammtel  VMICII[IH HeoOXoamMo COONIOJCHHE OpPraHU3aI[OHHO-
TEXHUYCCKUX Mep. AJIMUHUCTpaIyeil obecrieunBaeTcs 0€30MacHOCTh MEPCOHANBHBIX JaHHBIX B
COOTBETCTBUHU C HEOOXOIMMBIM ypPOBHEM 3aIllUIICHHOCTH, KOTOpas omucaHa B TeXHUYECKOM
3a71aHuM Ha co3nanue cuctemsl 3amuThl 11 UCII /. B Yupexnenuu onpeneneHbl akTyanbHbIe
yrpo3bl Oe3omacHoctu [1/[H, xoTOphie omucanbl B YacTHOM MOJENHM aKTyalbHBIX Yrpo3 H
BepostHoro Hapywmutens UCII/IH.

[log axTyanbHBIMH yrpo3aMu O€30MacHOCTH MEPCOHAIBHBIX JIAHHBIX MOHHUMAaETCs
COBOKYHNHOCTb  yCIOBUHI M (akTOpOB,  CO3JAIOIIMX  aKTYaJbHYIO  OIIAaCHOCTb
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCIIE€ CIy4YailHOTo, JOCTYyNa K NEPCOHAIBHBIM JJAHHBIM IPU UX
00paboTke B MHPOPMAIIMOHHON cHUCTEME, Pe3yJIbTaTOM KOTOPOrO MOTYT CTaThb YHMUYTOXKEHUE,
U3MEHEeHHe, OJIOKMpOBaHKME, KOMMPOBAHUE, PEJOCTaBIEHHE, pAaCPOCTPAaHEHUE NEePCOHATBHBIX
JTAaHHBIX, a TAK)Ke NHbIEC HEITPABOMEPHbBIE 1EUCTBHSL.

VYrpo3sl 1-To TUNA aKkTyallbHBI JAJ11 MHPOPMALMOHHOW CHUCTEMBI, €CIIU /7Sl HEe B TOM YHUCIIe
aKTyaJlbHbl YIpO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHMPOBAHHBIX (HEAECKIApUPOBAHHBIX)
BO3MOXHOCTEH B CUCTEMHOM NPOIPaMMHOM 00€CIEUeHUH, UCIOJIb3YEMOM B HH(OpPMAIIMOHHON
CUCTEME.

VYrpo3bl 2-T0 THUNA aKTyaJIbHbI 1711 HTHPOPMAILIMOHHON CHCTEMBI, €CIH JIJIsl HEE B TOM YHUCIIE
aKTyaJbHbl YIpO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOKHOCTEH B IMPUKIIAaTHOM mporpaMMHOM O6CCHC‘IGHI/II/I, HCIIOJIB3YEMOM B
MH(}OPMaLIMOHHON CHCTEME.

Yrpo3sl 3-r0 THMA aKTyalbHbI A UH(OOPMAIIMOHHON CHUCTEMBbI, €CIU Ul Hee aKTyaJlbHbI
yrpo3bl, HE CBS3aHHbIE C HaJU4YUEeM HEJAOKYMEHTHPOBAaHHBIX (HEIEKIapHUpPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM M MPHUKJIAJHOM MPOTPaMMHOM OOECIEYEeHUH, UCIOIb3yeMOM B
UH(POPMALIMOHHOM CUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAessieTcs HEOOXOAWMBIH YpOBEHb 3aIIMIIEHHOCTH
[11a xaxmoit UCIIdn Yupexnenus. Ha ocHOBaHMM aHalM3a aKTyaJbHBIX YIpo3 0€30MacHOCTH
I111, onncanHoro B YacTHOM MoJienH akTyalabHBIX yrpo3 U BeposTtHoro Hapymurens UCII/Ix n
Otuera o0 pe3yibTaTax MPOBENEHUS BHYTPEHHEH NIpOBEpKe, JAeNaeTcsl 3akKIoYeHHe O
HEOO0XOIMMOCTH HCIOJIB30BAHUS TEXHUUECKUX CPEACTB M OPraHU3aLMOHHBIX MEPONPUATHI IS
obecrieuenust 6e3omacHoctr I1/lH. BriOpanHble HEOOXOIMMBIE MEPONPUSITHS OTPAKAIOTCS B
[Inane MeponpuUsITUH IO 3AIUTE NEPCOHATBHBIX TAHHBIX.
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Jost xaxxnoit UCIT{H nomxeH ObITh COCTaBJICH CIIUCOK MUCIOIB3YEMBIX TEXHUUYECKUX CPEIICTB
3aIIUTHI, & TaK K€ MPOTPAMMHOTO OOECIedeHHUs, ydacTByromero B oopadorke I1JIH, Ha Bcex
anementax UCIIx:

- APM nonb3oBatenei;

- CepBepa NpUIOHKeHUI;
- CYb4;

- Fpanuua J1BG;

- KaHanos nepepauun B cetn obLiero nonb3oBaHua U (Mnn) mexayHapoaHoro obmeHa, ecam no
HUM nepegatotca MAH.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd VCIIAH u axtyansHbix yrpo3, C3I1[H moxer
BKJII0YATh CJIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- dHTUBUPYCHble CpeacTBa AnAa pa60lw|x CTaHLI,MIZ nosb3oBaTenen un CepBepoOB;
- CpeacTtBa MeXCeTeBoro aKkpaHMpoBaHUA,

- cpeactBa Kpuntorpadmyeckon 3awmTtbl MHPOpMALMK, NpU MNepedade 3alULLIAEeMON WH- -
dopmauum no KaHanam cBA3K.

Tak ke B CIIUCOK JOJKHBI OBITh BKIIIOUEHBI (DYHKIIMU 3aIIUThI, 00ecleunBaeMble ITaTHBIMU
cpeactBamu  obpabotku I/l onepanumonnsiMu cuctemamu (OC), mnpukiaaaeiM 110 u
CHelMaIbHBIMM KOMILJIEKCAMHU, PealM3yIOIIUMHU cpelcTBa 3aluThl. CrMCOK (DYHKIMHA 3aIIUTHI
MOJKET BKJIIOYATh:

ynpasneHue 1 pasrpaHnyeHne JocTyna nosb3oBaTenei;
perncTpaumio 1 yyeTt 4emncTenii ¢ HGopmaumen;

- obecneymBaThb LLEJIOCTHOCTb AAHHbIX;

- NPOM3BOANTL OOHAPYKEHMI BTOPKEHWIA.

CHOucoK HCIONBb3yEMBIX TEXHHYECKHX CpEACTB OTpaxkaercs B llmane meponpuatnii mo
3alllUTE MEPCOHAIBHBIX JaHHBIX. CIMCOK HCIOJIB3YEMBIX CPEACTB JIOJDKEH IOAJIEPKUBATHCS B
aKTyaJlbHOM COCTOSHMM. lIpu H3MeHeHMM cocTaBa TEXHUYECKUX CpPEJICTB 3allUThl HIIU
anemeHToB MCII/IH, COOTBETCTBYIOLIME W3MEHEHUS JOJDKHBI ObITh BHeceHbl B CIHCOK H
YTBEPKACHBI 3aBEyIOIIEeH YUpexAeHUs UM JIMIOM, OTBETCTBEHHBIM 3a 00ecrieueHue 3aliiThl
I1]1H.
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4 TpebosaHua Kk noacucremam C3MNAH

C3I1/Ix BKIrOYaET B ceOsl CICTYIOITUE TIOICHCTEMBI:

- YNpaBAEeHUA JOCTYNOM, PETUCTPALMU U YYETa;

- obecneyeHun LLENOCTHOCTU U AOCTYMHOCTY;

- QHTUBMPYCHOM 3aLLMUTbI;

- ME}KCeTeBOro 3KPaHNpPOBaHUs;

- aHa/IM3a 3aWMLEHHOCTY;

- 06HapyKeHNA BTOPKEHWUI;

- KpunTorpadmnyecKkom 3aLmTbl.

[oncucremsr C3I1JH mmeror pasnuusblii QyHKIHOHAN B 3aBUcUMOCTH OT kiacca WCIIH,
OIpesielIeHHOro B AKTe Kiaccu(ukauuu HH(OPMALMOHHBIX CHCTEM HEPCOHAIbHBIX JIAHHbBIX.
Cnucok cootBerctBust Ppynkiuii noacucreM C3IIIH kiaccy 3alIMIEHHOCTH TMPEICTaBICH B
[punoxenun Ne 1.

4.1 Nopgcncrembl ynpasneHna AOCTYNOM, PErMcTpaLmm 1 yuera

[Togcucrema ympaBiaeHUs JOCTYIIOM, PETHCTPALMH M y4eTa IpeHa3HaueHa Ul pealn3aluu
CJIEAYIOMNX (PYHKIUIL:

- NAeHTUPUKALMM U NPOBEPKA NOAJINHHOCTM CybbEKTOB AocTyna npu Bxoae 8 MCMOH;

- MAeHTMd)MKaLI,MM TEPMUHANOB, Y3/10B Ce€TU, KaHanoB CBA3U, BHELWHUX yCTpOﬁCTB no
NNOTMYECKUM UMEeHaM,;

- naeHTUdUKaUMM NpPorpamm, TOMOB, KaTanoros, ¢anioBs, 3anucen, Nonen sannucen No UMeHam;

- pernctpauum Bxoaa (Bbixoaa) cybbeKToB A0CTyNa B cucTemy (M3 cucTembl), iMbo pernctpaums
3arpysku 1 MHMLMANN3AUMKN ONEPALLMOHHOM CUCTEMbI U e OCTaHOBa.

- perucrpauuu MonbITOK A0CTyna NpPorpamMmmHbIX CpeAcTB (nMporpamm, NpoOLLEeccos, 3ajad,
3afaHuii) K 3almwaembim hannam;

- pernctpauum MnomnbITOK AO0CTyna MPOrpamMHbIX CPeAcTB K TEPMMUHaNaM, KaHanam cBA3M, -
nporpammam, TOmam, Katasoram, Gaitnam, 3anucam, Nonam sanucei.

[Toncucrema ympaBieHHS HOCTYIIOM MOXET OBITh peaan30BaHa C TOMOIIBIO IITATHBIX
cpenct oOpadotku [1/]n (onmepanmonnsix cuctem, nmpmwioxenuit u CYBJI). Tak sxe MoxkeT ObITh
BHEJIPEHO CHEIUAIbHOE TEXHUUYECKOE CpPEJACTBO WM HUX KOMIUIEKC, OCYUIECTBISIONINE
JIOTIOJTHUTEILHBIE MEPHI MO ayTeHTHU(UKAIMKU U KOHTpoIro. Hampumep, mpuMeHEeHUE €TUHBIX
XpaHWJIUI ~ YYETHBIX 3alUCel  Monb3oBaTeNiell ¥ PErucTpaloHHOW  WHbOpManuu,
UCIOJIb30BaHUE OMOMETPUUECKUX U TEXHUYECKUX (C MOMOUIBIO 3JEKTPOHHBIX MPOMYCKOB) MEp
ayTeHTU(UKALUU U APYTUX.
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4.2 Nopcucrema obecnevyeHUs LENOCTHOCTU U A0CTYMHOCTH

[Toncucrema obecrieyeHMsl LIETOCTHOCT U JOCTYITHOCTH IpeJHa3HaueHa i oOecredeHus
nenoctHocty U pocrynHoctu [1/1H, nporpammubix u anmnapatHbix cpenacts UCIIH Yupexnae-
HUS, @ TaK XK€ CPEJICTB 3AIIUTHI, IPH CIYyYalHON WIM HAMEPEHHON MOAN(UKALIUY.

[loncucrema peanusyeTcss ¢ IMOMOIIBIO  OPraHU3allMd  PE3EPBHOIO  KOIUPOBAaHUSA
0o0pabaTbIBaeMbIX JaHHBIX, a TaK JK€ pe3epBUPOBaHUEM KiIt0ueBbIX 31emMeHToB UCII/IH.

4.3 Nopgcncrema aHTUBMPYCHOM 3aWUTbI

[Toncucrtema aHTUBHPYCHOHM 3alMTHI IpeAHAa3HAueHa [Isl OOecleueHUs: aHTUBHPYCHON
3amuThl cepBepoB 1 APM nonb3oareneit UCII[An Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIUTHI MPEAHA3HAYCHBI JUIsl pean3aliy CIeAYOINX (YHKIIUN:
- PE3MAEHTHbIN aHTUBUPYCHbIA MOHUTOPUHT;
- aHTUBUPYCHOE CKaHNPOBaHWE;
- CKPUNT-6/I0KUPOBAHME;

- UEeHTPanun30BaHHYIO/YAaNEeHHYI0 YCTaHOBKY/OAEMHCTANNALUMIO aHTUBMPYCHOTO MNPOAYKTa,
HaCTPOWMKY, agMMHUCTPUPOBAHWE, MNPOCMOTP OTYETOB W CTAaTUCTMYECKOW WHbOopMauuM no
paboTe NpoAayKTa;

- dBTOMATU3NpPOBaHHOE obHoBNEHUE dHTUBUPYCHbIX 633,’

- OrpaHn4yeHune npas NOJ1b30BaTeNNIA Ha OCTAHOBKY UCNOZIHAEMbIX 3a4a4 U USMEeHEHUA - HAaCTPOeEK
dHTUBUPYCHOTO NporpaMmmHoro O6€CI‘I€‘-I€HMFI;

- aBTOMaTUYECKUM 3aNycCK Cpa3y nocne 3arpysku OI'IepaLI,MOHHOVI CncTembl.

[Toncucrema peanusyercs MyTeM BHEAPEHHUS CIEHUATbHOIO aHTUBUPYCHOT'O MPOTrPAMMHOIO
obecnieuenust Ha Bce aneMenTs UCII/IH.
4.4 Nopcucrema mexceTeBOro sKPaHMpPOBaHUA

[Toncucrema MeXCETEBOrO SKPaHMPOBAaHUS IpEIHA3HAYEHA JUId pEealU3alliy CIEIYIOIMX
byHKIMIA:
- GuNbTPaLMKM OTKPLITOrO M 3aWwudpoBaHHOro (3akpbitoro) IP-Tpaduka no cnegyrolwmm

napameTpam;

- GMKcaUMM BO BHYTPEHHUX XKypHaNax MHPOPMALUKN O MPOXOLALLEM OTKPLITOM M 3aKpbITOM IP-
TpaduKe;

- MAEHTMd)MKaLI,VIVI n ayTeHTI/Id)I/IKaLI,l/II-O AOMUHUCTPATOPA MEXKCETEBOIo 3KpPaHa npun ero -
NNOKaJIbHbIX 3anpocCax Ha A0CTyn,

- pernctpaumm Bxoaa (Bbixofa) aAMUHUCTPATOPA MEKCETEBOIO 3KPaHa B cMcTeMy (M3 cUCTEMbI)
160 3arpysku U MHULMAAN3ALMKM CUCTEMDBI M ee NPOrPaMMHOro OCTaHOBa;

- KOHTPO/IA LLEeNOCTHOCTM CBOEN NPOrpaMMHON U MHGOPMALMOHHOM YacTu;
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- GUNbTPALMM MAKETOB CAYXKEOHbIX MPOTOKO/OB, CAYXKAWMX ANSA SUATHOCTUKM U yMpaBieHun
paboToli ceTeBbIX YCTPOWCTB;

- dunbTpPaUMM C y4EeTOM BXOAHOIO U BbIXOAHOIO CETEBOrO MHTepdelica Kak CpeacTBO NPOBEPKU
NoA/IMHHOCTM CETEBbIX aAPECOB;

- perucTpaummn 1 ydeTa 3anpalimMBaemMbix CEPBMCOB MPUKIAAHOIO YPOBHS;

- 6ﬂ0KMpOBaHMﬂ A0oCTyna HEVI,CI,eHTM(I)MLI,MpOBaHHOFO obbeKkTa unu Cy6'beI-(Ta, NOANTMHHOCTb
KOTOpOro npu aYTEHTVICbMKaLI,MM HE noarsepanaiacb, METO4AaMMW, yCTOVI‘-IVIBbIMVI K nepexsary,

- KOHTPOAA 3a CeTeBOW aKTUBHOCTbIO FlpMﬂO)KEHMﬁ n 06HaDY)KEHMFI CeTeBbIX aTakK.

IToacucrema peanusyercs BHEAPEHUEM IIPOrPAMMHO-AIIIAPATHBIX KOMIUIEKCOB MEXCETEBOIO
sKpaHupoBaHus Ha rpanuue JICB, kinaccom He Huxke 4.
4.5 Nopcncrema aHanM3a 3aLWMLLEHHOCTH

[Toncucrema aHanmu3a 3alUILEHHOCTH, JOJDKHA OOECleurBaTh BBISBICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B kKoH(purypanuu [10 UCIIAH, KoTOphIe MOTYT OBITH HCITOJIE30BaHbI
HapyILIUTENIEM Ul PEAIN3aLUN aTaKU Ha CUCTEMY.

OYHKIMOHAT MOACUCTEMBI MOXXET OBITh peaJu30BaH MPOTPAaMMHBIMU U MPOrPaMMHO-
anmapaTHbIMH CPEJCTBAMH.
4.6 Nopcncrema 06HapyKeHUA BTOPXKEHWI

[Toacuctema oOHapyKEHUSI BTOPKEHUH, JOJKHA 00€CTIeunBaTh BHISIBICHHE CETEBBIX aTak Ha
anemeHThl CII/IH, MOAKIIIOYEHHBIE K CETSIM OOIIEro MOJIb30BaHMs U (MJIH) MEXIYHApOIHOTO
oOMmeHa.

chHKIII/IOHaH IIOACUCTEMBI MOXKECT 6BITI) peaJII/ISOBaH HporpaMMHbIMI/I nu HporpaMMHO-
annapaTHLIMI/I CpeHCTBaMI/I.
4.7 Nopcncrema KpunTorpadpmuecKoi 3awmThl

[Toncucrema kpunrtorpaduueckol 3amuThl TOpeaHazHadeHa nans uckimoueHus HCJ x
samumimaemor napopmanuu B UCI I Yupexaenus, npu ee rnepeaadn Mo KaHallaM CBSI3H ceTei
00111er0 MOIK30BaHMS U (MJTH) MEXKTYHAPOIHOTO OOMEHA.

[Toncucrema peanusyercs BHEAPEHHUEM KpUOTOrpadUUECKUX MpOrpaMMHO-anNnapaTHbIX
KOMILIEKCOB.
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5 Nonbsosarenu ncnax

B MUCIIAu VYwupexaeHuss MOXXHO BBIICINUTh CIEAYIOIIME TIPYHIbl I10J]b30BaTENEH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu 11/[n:

- AamunHunctpatopa UCMAH;

- AomuHuctpaTopa 6esonacHoctu UCMAH;

- Onepatopa APM;

- AAMUHUCTpATOpPa ceTu;

- TexHM4ecKoro cneunanmncra no obcayKmBaHuo nepndepmunHoro obopyaoBaHus;
- MporpammucT-paspadboTtumk NCMAOH.

I[aHHBIe 0 Ipynmnax II0Jb30BaTCiIIX, YPOBHC HX HOCTYyIla U I/IH(i)OpMI/IPOBaHHOCTI/I JOJIKCH
OBITh OTpPa’XCH B ITonmoxxenuu o pa3rpaHn4YCHNU IIPpaB AOCTYIIA K ICPCOHAJIBHBIM JTaHHBIM.

5.1 Aamunucrpatop UCNOH

Anmunuctpatop MWCII/[IH, coTpyaHuK VYupexaeHus, OTBETCTBEHHBIH 3a HACTPOMKY,
BHespenue U conpoBoxaeHue MCIIIH, obGecrneunBaeT (QyHKIMOHUPOBAHHE IOJCHUCTEMBI
ynpasineHuss jgocrynom WCIIJlH ¥  yHnoJHOMOYEH OCYHIECTBIATH MPEJOCTaBICHUE U
pasrpaHMyYeHHe JOCTyIa KOHeUHoro nonb3oBatens (Oneparopa APM) k snemMeHTaM, XpaHALIM
[IEPCOHAJIbHBIE TAHHBIE.

Anmvunnctparop UCIIIx obnagaeT cieayronmM ypoBHEM JOCTYIIAa U 3HAHUH:

- o6nap,aeT NoOJIHOM VIH¢OpMaLI,MEI‘;1 O CUCTEMHOM U NPUKNAAHOM NPOrpammMmHOM obecneyeHmn
NCNAak;

- 061agaeT nonHOM MHGopMaLMent 0 TEXHUYECKUX CpeacTBax U KoHdurypaumm NCMNAH;
MMeeT AOCTYN KO BCeEM TEXHUYECKMM cpeacTBam 06paboTkm nHdopmaumm n gaHHbim UCMOH;

- obnagaetr npaBamu KOHOUIYPUPOBAHUA M ALMUHUCTPATUBHOW HACTPOMKM TEXHUYECKUX
cpeacts NCMOH.

5.2 Apmunucrtpatop 6esonacHoctv UCNAH

Anmunuctpatop 6e3omacHoctu MCII[H, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonupoanue C3I1/IH, Brmrouas oOCIy)XHMBaHHE M HACTPONKY aJMHUHHUCTPATUBHOMH,
CEPBEPHOU U KIIMEHTCKOM KOMIIOHEHT.

Anmunuctparop 6e3omnacaHoctu UCII/IH obnamaer cieqyomuM ypoBHEM IOCTYIIA U 3HAHUI:
- obnagaet npaBamun AgmuHuctpatopa UCMNOH;
- obnagaet nosHoM nHpopmaumeit 06 UCMOR;

- UMeeT A0CTYN K cpeacTBam 3awmTbl MHGOPMALMN M NPOTOKONMPOBAHMA U K YACTU K/HOYEBbIX
anemeHTOoB UCIMAH;
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- He MmeeT NpaB A0CTyna K KOHOUIYPUPOBaAHUIO TEXHUYECKUX CPEACTB CEeTM 3a UCK/IoUYEeHUem
KOHTPObHbIX (MHCNEKLUNOHHbIX).

Anmvunnctparop 6ezonacHoctu UCIIJIH yrosiHOMOYEH:

- peanun3oBbiBaTb MOANTUKY 6e30MacHOCTM B 4acTu HacTpoikm CK3U, merkceTeBbIX 3KPAHOB U
cuctem OOHapy)KeHMA aTaK, B COOTBETCTBMM C KOTOPbIMM MOAb30BaTenb (Onepatop APM)
noJsly4aeT BO3MOMKHOCTb paboTatk ¢ anemeHTamum UCMAOH;

- OCyLWLeCTB/IATb ayAUT CPeAaCTB 3alUNThbI;

- yCTaHaBAMBaTb A0BEpUTE/IbHblE OTHOLUEHWSA CBOEM 3alUULLEHHOM CeTU C CeTAMM APYrux
OpraHusaumn.

5.3 Onepatop APM

Omneparop APM, corpyaHuk YupexkIeHus, ocymecTBisonmi oopadorky [1/In. O6paboTka
[I/In Bkitouaer: BO3MOXHOCTH mnpocmorpa II/IH, pyunoit BBox II/Iln B cucremy WCII/IH,
¢dopmupoBaHuE CIpaBOK U 0TYeTOB 1O mH(popMmarmu, noxydenHod u3 MCIIn. Omneparop He
UMeeT TOJTHOMOYHH JUIs yIIpaBiIeHHs oicucTeMaMu 00paboTku nanHbix u C3I1/1H.

Omneparop UCII/In o0nanaeT cieayomnuM ypoBHEM IOCTYIIA ¥ 3HAHH:

- obnapaet Bcemu HeobxoauMbIMKU aTpubyTamu (Hanpumep, naponem), obecneynsatoLMmm
LOCTyN K HeKoTopomMy nogmHoxectey MNAH;

- pacnonaraeTt KOHOUAEHUMANbHBbIMM AaHHBIMU, K KOTOPbIM UMEET A0CTY.

5.4 ApmunucTpatop cetu

AJMUHUCTPATOpP CETH, COTPYAHHUK YUpEXKIEHHUs, OTBETCTBEHHBbIN 3a (DYHKIMOHHpPOBAHHE
TeneKoMMyHUKanoHHoi noacucremel MCII/IH. AnMuHHCTpaTOp CETH HE MMEET MOJTHOMOYUN
JUIsl yIIpaBJIEHUs TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJMUHUCTPATOp CETH 00J1aAAET CIEAYIOIIUM YPOBHEM J0CTYIIa U 3HAHUM!

- o6nap,aeT 4acCTblOo VIHCI)OpMaU,VIVI O CUCTEMHOM U NPUKNaAHOM MPOrpaMmmMmHOM obecneyeHumn
NCNaw;

- 061a43€T YacTbio MHOOPMALMM O TEXHUYECKUX CpeacTBax U KoHpurypaumm UCMOH;

nmeeT GU3NYECKMI JOCTYN K TEXHUYECKMM CpeacTBam o06paboTku nHdopmaumm u cpeactsam
3aLUThI;

- 3HaEeT, N0 MeHblUel mepe, 0A4HO nieraibHOE UMA A0CTyna.

5.5 TexHunueckumii cneymanucr no o6cnyxkmsaHuio nepudepuiiHoro o6opyaoBaHuA

TexHUYeCKUH CHEeNUaInuCcT MO OOCTYy)KHBAHUIO, COTPYIHUK YUPEKIECHUs, OCYIIECCTBISCT
oOcimyxuBaHHE M HAcTpoiiky mnepudepuitnoro o6opynoBanus HWCII[H. Texuudeckuii
CIIEIUATIUCT MO0 OOCTy)XMBaHWIO HE uMeeT jaoctyna kK I[I/[H, He WMeeT MOTHOMOYWU ISt
YIPaBJICHHS TOJICUCTEMaMH 00pabOTKH TaHHBIX M 0€30MMaCHOCTH.
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TexHUYeCKHUH CHEerUaIiCT Mo OOCTY)KUBAHHUIO 00JIAaeT CICAYIONIUM YPOBHEM JOCTYIa U
3HAHWUU:

- 0bnagaeT 4acTblo MHPOPMALMKM O CUCTEMHOM WM NPUKNAAHOM MPOrpamMMHOM obecneyeHun
MCNAH;

- 06n1agaeT YacTblo MHGOPMALMM O TEXHUYECKMX CPeACcTBaX U KoHouUrypaumm UCMNOH;

3HaeT, Mo MeHblUel Mepe, OA4HO JierajbHoe MMSA AOCTyNa.

5.6 Nporpammucr-paspabotumk UCMOH

MporpammucTbl-pas3paboTunkn  (NOCTaBLUMKKM)  MPUKAAZHOTO  NPOrpaMMHOro  obecneyeHwus,
obecneunBatowme ero ConpoBOXKAEHWE Ha 3awumwaemom obbvekte. K pgaHHoOM rpynne moryt
OTHOCUTBLCA KaK COTPYAHUKN YUpeKaeHUsA, TaK U COTPYAHUKM CTOPOHHUX OpraHM3aumii.

dusnyeckoe UL 3TOMN KaTeropuu:
- 0bnagaet MHdopmaumern ob anroputTmax n nporpammax ob6paboTkn nHbopmaummn Ha UCMAOH;

- 06NnagaeT BO3MOMHOCTAMW BHECEHWA OLWMBOK, HEeAEeKNapUMPOBaHHbLIX BO3MOXKHOCTEMN,
NPOrpaMmHbIX 3aKNaf0K, BPEAOHOCHbIX Nporpamm B nporpammHoe obecneyeHne UCMNOH Ha
CTaauu ee pa3paboTKK, BHEAPEHUA U COMPOBOKAEHUS;

- MOJKEeT pacnosiaraTtb 1t06biMK dparmeHTamm nHpopmaumm o Tononormm NCNOH 1 TeXHUYECKNX
cpencTBax 06paboTkm u 3awmTbl MNAH, 06pabaTbiBaembix 8 UCMOH.
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6 TpeboBaHua K nepcoHany no obecneveHuto sawmtbl MNAH

Bce corpymnuku VYupexnenus, sipistomuecs: mnonb3zoBarensmMu WCIIJIH, mOmKHBI 4eTKo
3HaThb U CTPOrO BBINOJHATH YCTAHOBJIICHHBIE NpaBWja U OOA3aHHOCTHM IO JOCTYNYy K
3alIUIIaeMbIM 00bEKTaM U COOJIOICHUIO MPUHATOrO pexkuma 6ezonacHoctu [1/1H.

[Ipu BcTymuieHMM B JOJDKHOCTH HOBOTO COTPYAHMKA HEMOCPEACTBEHHBIM HayalbHUK
Mojpa3/ieliecHus, B KOTOPOE OH IIOCTYIaeT, 00sS3aH OpraHu30BaTh €ro O3HAKOMJICHHE C
JMOJDKHOCTHOW  WHCTPYKIMEH W  HEOOXOAMMBIMH JIOKYMEHTAMH, PETIaMEHTUPYIOIIUMHU
TpeboBanuss 1o 3ammre [IJIH, a Takke oOy4YeHHME HaBbIKAM BBIIIOJTHEHUS IPOLEIYP,
HEOOXOAMMBIX IS CAHKITMOHUPOBaHHOTO Kcnoib3oBanus UCIT/IH.

CoTpyIHUK JOHKEH ObITh O3HAKOMIIEH CO CBEAEHUsMM HacTosiei [loauTuku, NMpuHSATHIX
npouenyp padotsl ¢ anementamu UCITIn u C3I1/]H.

CoTpymHUKH YUpEeXKICHUS, HCIOJB3YIONME TEXHUYCCKUE CpPEJCTBA ayTCHTU(UKAIIHH,
JOJKHBl  O0ECIeUrnBaTh COXPAHHOCTh HJIEHTU(PUKATOPOB (SJICKTPOHHBIX KIIOYEH) H He
nonyckate HCJI xk HUM, a Tak >X€ BO3MOXXHOCTb HMX YT€pU WJIM HCIOJIb30BAHUS TPETHUMU
muuamu.  [lonp3oBarenu  HeCyT  NEPCOHANBHYKO  OTBETCTBEHHOCTh 332  COXPAaHHOCTh
UACHTU()HUKATOPOB.

CoTpynHuku YUpexaeHus: JOKHBI CIEA0BAaTh YCTAHOBIECHHBIM MPOIEAypaM MOAIepKaHUS
pexxuma OezonacHoctu [1/IH mpu BeIOOpe U MCMOIB30BAaHUM MApOsiel (€ciau HE MCHOIB3YIOTCS
TEXHUYECKUE CPEJICTBA AyTCHTHU(PUKAIIUN).

CotpynHuku YupexaeHusl TOJKHBI O0ECHeunBaTh HaAJEXKAILIYI0 3alluTy 00OpyAOBaHUS,
OCTaBIIsIeMOro 0e3 MPUCMOTPa, OCOOCHHO B TeX Clydasx, KOTrJa B MOMEIIEHUE UMEIOT JIOCTYI
NMOCTOpOHHHUE Jinila. Bce monp3oBatenu JOMKHBI 3HATh TpeOoBaHus no 6e3omacHoctu [1JIH u
MPOLEAYPHI 3aIUTH 000PYAOBaHMUs, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOU O0S3aHHOCTH
Mo 00ECTIEYEHHUIO TAKOU 3aIUTHI.

COpr,Z[HI/IKaM 3alpeUIacTCd YCTAHABIIMBATL IIOCTOPOHHEE IIPOrpPpaMMHOC O6CCHC‘ICHI/IC,
MOAKJIIOYATh JIMYHBIC MOOHIJIbHEIE yCTpOI\/’ICTBa N HOCUTCIIN I/IH(l)OpMaHI/II/I, a TaK XK€ 3aIlliMChIBaThb
Ha HUX 3alllUINaCMYHO I/IHq)OpMaI_II/II-O.

COpr,[[HI/IKaM 3alpeIIacTCA pas3rialmarb 3allUuIacMyro I/IHCI)OpMaI_II/IIO, KOTOpas CTajla UM
N3BCCTHA IIpU pa60Te C I/IHCI)OpMaI_II/IOHHLIMI/I CHUCTCMaMH yqpemneHI/m, TPETbUM JIMLAM.

[Tpu pabote c I1/In B UCII[IH coTpynHuku YupexaeHusl 00si3aHbl 00eCeuyuTh OTCYTCTBHE
BO3MOKHOCTH nipocMoTpa [I/IH TpeTbumu nunamu ¢ MOHUTOPOB APM nim TepMHHAIIOB.

[Tpu 3aBepmienuu padotsl ¢ UCII[IH coTpyanuku o0s3aHb! 3auTuTe APM M TepMHHAIbI
C TOMOIIBIO OJIOKMPOBKM KJIIOYOM HJIM SKBUBAJIEHTHOIO CpEACTBA KOHTPOJS, HaIlpHUMeEp,
JIOCTYIIOM IO MAapOJIt0, €CJIU HE UCTIONB3YIOTCS 00JIee CUIIBHBIE CPEICTBA 3ALUTHI.

CoTtpyaHuku Y4upexaeHus AO0KHBI ObITh NMPOUH(MOPMHUPOBAHBI 00 yrpo3ax HapylleHUS
pexxuma Oe3omacHocTd IIJ[H M OTBETCTBEHHOCTH 3a ero HapymeHue. OHH JIOJKHBI OBITh
O3HAKOMJIEHbI C YTBEP)KICHHOW (QOpMaIbHON NpoLEAypOld HANOKEHUS UCHUIUTMHAPHBIX
B3bICKaHMI Ha COTPYJHHUKOB, KOTOpbIe HapyImin [TonmuTiky nHGOpMalMOHHOM 6€301MacHOCTH U
nporenyps! 6e3onacaoctu [1/1H.

CotpynHuku o00s3aHBI  0€3 MPOMEJICHHs COoo0marh 000 BCeX HAOMIOJAEMBIX WIIH
NOJ03pUTENbHBIX citydasx padoTsl UCII/IH, Morymux moBieys 3a coboil yrpo3sl 0€30mMacHOCTH

[NonuTtnka nadopmannonHoit 6esonacHoctu. Crpanuna 22 u3 36



[1/Tn, a Takke O BBISIBICHHBIX HWMH COOBITHSX, 3aTparuBarommx Oe3omacHocTh [1/1H,
PYKOBOJICTBY MOJIpa3/IeieHUs U JIMIlY, OTBEUAIOIIEMY 33 HEMEIJICHHOE pearupoBaHue Ha YIpo3bl
6e3onacunoctu [1]1H.
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7 [onxHocTHble 06A3aHHOCTM nonb3oBatenenn UCMNAH
JomkHoCcTHBIE 00s13aHHOCTH TTosTb3oBaTeneit MCII/IH onucanbl B ClIeyrONIUX TOKYMEHTAX:

- UHCTPYKuma agmmnHunctpatopa NCMLOH;

- MHCTpyKumsa agmuHucTpaTopa 6esonacHoctn UCNOH;

- UHCTpYyKuma nonb3osatena NCMAH.
OTBeTCTBEHHOCTb cOTpyAHMKoB UCTOH YuperkaeHua.

B cootBerctBuu co ct. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-03 «O nepcoHanbHbIX JaHHBIX» JIMIA, BHHOBHbIE B HAPYIIEHUN TPEOOBAHUIN JAHHOTO
QdenepabHOTO  3aKOHA,  HECYT  TPAXTAHCKYIO,  YrOJOBHYIO,  aJIMHHHUCTPATHBHYIO,
JUCUUILTMHAPHYI0 M WHYIO NPEIyCMOTPEHHYIO 3aKOHOAaTenbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiicTByromee  3akoHOAATeNbCTBO P®  mo3BONsIET MPEOBSIBIATH  TPEOOBAHUS IO
oOecrieyeHno Oe3omacHOM paboTHl ¢ 3amMIaeMorl HHQopManuell M npeaycMaTpuUBaeT
OTBETCTBEHHOCTb 3a HapyLICHHE YCTAHOBJIEHHBIX IpaBuwi 3kciulyatauuun OBM u cucrem,
HEMpaBOMEPHBIM J1oCTyn K HMH()OPMALUHM, €CIM 3TH JAEHCTBHS INPHUBEIU K YHUYTOXXEHHUIO,
OJIOKMPOBaHMIO, MOJU(PHUKAIIMY UHPOPMALIMU WK HapyuieHnuto padbotrsl DBM miu cereil (cTatbu
272,273 u 274 YK PO).

Anmunuctparop UCIIIn u agmunuctpaTtop 6e3onacHocti UCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JICHCTBHSA, COBEPIICHHBIE OT MMEHU MX YYETHBIX 3allMCEH WJIM CUCTEMHBIX YUYETHBIX
3aruceil, eciu He JJ0Ka3aH (akT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAaHUS YUETHBIX 3aMucei.

[Ipu HapymeHusx coTpyAHMKamMu YupexaeHus — nonb3oBareneit HWCII/In mnpasuin,
CBA3aHHBIX C Oe3omacHocThio IIJ/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTaHOBIECHHYIO
JIEUCTBYIOIUM 3aKOHOAATeNbCTBOM Poccuiickoit denepanum.

[IpuBeneHHble Bbllle TPeOOBaHWS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(pOpmaunuu
JIOJDKHBI OBITH OTpakeHbl B [lono)KeHUSX O moapasfesieHus X YUpexIeHHsl, OCYIIEeCTBISIOIUX
o6pabotky I1/1n B UCII/IH 1 AOKHOCTHBIX HHCTPYKIUAX COTPYIHUKOB YupexneHun.

Heo6xomumo BHectn B IlonokeHust O mojapasfefeHHUAX YUpexIeHUs, OCYIIECTBIISIOLUINX
obpabotky I/l B UCII/IH cBeneHuss 00 OTBETCTBEHHOCTH MX PYKOBOAMTEJEH M COTPYAHHUKOB
3a pasrjaiieHue M HECaHKIMOHUPOBAHHYIO MOJU(HKaAIMI0 (MCKaXkeHue, (paabCHpHUKAIINIO)
II/TH, a Takke 3a HEMPaBOMEPHOE BMEIIATEIBCTBO B IIPOLIECCHI WX ABTOMAaTHU3UPOBAHHOM
00paboTKH.
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8 CnMncoK ucnosb3oBaHHbIX UCTOYHUKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMU U MCTOAUYCCKMMU JOKYMCHTAMHU, Ha KOTOPBIX
0aszupyercst HacTosiee [onoxeHue sBIsIFOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX JaHHBIX» (nanee —
@3 «O nepcoHaNbHBIX JaHHBIX»), YCTAHABIIUBAIOUIMNA OCHOBHBIC NMPUHIIMIIBI U YCIOBUS 00pa-
6otku [1/]H, nmpaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoii I1/1H.

2 TlocranoBnenue IIpaBurenscrBa Poccuiickoit @eneparuu ot 1Hos6ps 2012 . Ne 1119 «O6
YTBEPKACHUH TPEOOBAHMI K 3alIUTE NMEPCOHAIBHBIX JIAHHBIX MPU UX 00paboTke B uH(pOpMaIu-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX».

3 «llonmoxxenue 06 0COOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsEMON 0e3
MCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aluny, yTBepkaeHHoe [locranoBnenuem [IpaButensctea PO
ot 15.09.2008 r. Ne 687.

4 (TpeboBaHMs K MaT€pUAIBbHBIM HOCHUTEISIM OHMOMETPUYECKUX MEPCOHANBHBIX NAaHHBIX U
TEXHOJIOTHSM XPAHCHHUS TaKWX JAHHBIX BHE HMH()OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX IaH-
HbIX», yTBepxkAeHHbIe [locranoBnenueM [lpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeToaueckre JOKyMeHThl denepanbHON CiIy:KObI 110 TEXHUYECKOMY U IKC-
neptHoMy KoHTposto Poccuiickoit ®@enepanuu (ganee - ®CTOK Poccun) mo obecrneueHuro
oe3omacuoctu [1/]a pu ux odpadotke B UCII/IH:

6 PexomeHauu no obecredeHno 0€30MacCHOCTH MePCOHANBHBIX JAHHBIX MPH UX 00paboTKe
B MH(POPMAIMOHHBIX CHCTEMaXxX MEPCOHAJIBHBIX NaHHBIX, yTB. 3aM. nupekropa @CTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOMPUATHUS 10 OPraHU3ALMN U TEXHUYECKOMY 00€CIeUeHUI0 0€30MacHOCTH
MEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH(OPMAIMOHHBIX CHCTEMaX MEePCOHATbHBIX JIaH-
HBIX, YTB. 3aM. nupekropa @PCTIK Poccum 15.02.08 r. (ACII)

8 bazoBas mMonenb yrpo3 0€30MacHOCTH MEPCOHANBbHBIX JAHHBIX MPU UX 00pabOTKe B WH-
(OpMaIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 r.

9 MeToanka onpeseNeHus aKTyallbHBIX yIpo3 0€30MMacHOCTH MePCOHANBHBIX JaHHBIX TPU UX
0o0paboTke B WH(MOPMAIMOHHBIX CHUCTEMaX IEPCOHATBHBIX [AaHHBIX, YTB. 3aM. TUPEKTOpa
OCTIK Poccun 15.02.08 r.
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Hpuiaoxenue 1

Ne [Tnan - nepevyeHb TEXHUYECKUX MeponpusaTHii mo odecnieyennu 6e3onacaoctu UCIT/ K3 K2 K1
| B noacucreme ynpaBiieHHs! JOCTYIIOM:
Peanu3oBaTh HIeHTU(UKALNIO U TPOBEPKY MOMTUMHHOCTH CYOBEKTOB JIOCTYIIA TIPH
1 BXx0/ie B onepaunoHHyo cuctemy MCII/IH no naponito ycioBHO-TIOCTOSHHOTO JIEHUCT- + + +
BUS, JJIMHOM HE MEHee MECTH OyKBEHHO-LIU(POBBIX CHMBOJIOB;
Peanu3oBarh HACHTH(PHUKALIMIO TEPMHUHAIOB, TEXHUYECKUX cpencTB 00padoTku [1/1H,
2 y3n0B UCII/IH, KOMITbIOTEPOB, KaHAIOB CBI3H, BHEIIHUX ycTpoiicTB MCIIIH mo nx - + +
JIOTUYECKUM UMEHaM (azpecaM, HOMEpaMm);
3 PeanuzoBaTh IeHTU(UKALIUIO POTPAMM, TOMOB, KaTaloroB, (aiioB, 3armcen, 1mo- i + +
JIeH 3aImmceit 1o MMEeHaM;
4 Peanun3oBaTh KOHTPOJB IOCTyIA CYOBEKTOB K 3aIIUIIIAEMBIM PECypcaM B COOTBETCT- + +
BHUH C MAaTPULIEH JOCTYIA;
npu Hannuuu noakimoderus MCIIH k ceTsiM o011ero moibp30BaHus T0JKHO MIpUMe- He Huxe 5-ro He Huxe 4-ro He Huske 3-ro
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHSA YPOBHA YPOBHSA
3aMWEHHOCTU | 3aWMIEHHOCTU | 3aLyML,EeHHOCTM
st obecriedennst 6e3onacHoro MexcereBoro B3aumoseicteust B UCIIIn mns pas- He nmxe 5-ro | He Hmwke 4-ro | He Hmke 3-ro
6 HBIX KJIACCOB HEOOXOJMMO HCIIOIb30BaTh MO YPOBHSI YpOBHS YpOBHS
3aIUIIEHHOCTH | 3aMIIEHHOCTH | 3aIUIIEHHOCTH

CpeacTBo 3aluThl OT IPOrpaMMHO MaTeMaTudeckux Bozaeictauil (IIMB):
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PeanuzoBaTh naeHTU(UKAIIUIO U ayTeHTH(PHUKAINIO CYyOBEKTOB IOCTYIIAa IPU BXOJIE B
CPEJICTBO 3aIUTHI OT MPOTPAMMHO MaTeMaTudeckux Bosaercteuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONEpaluii Mo yIpaBIeHUIO (PYHKIMSIMU CPEACTBA 3aIllH-
T 0T [IMB 1o naposnio (Wiau ¢ UCIoIb30BaHMEM MHOTO MEXaHH3Ma ayTeHTH(pUKA-
LIMM1) YCIIOBHO-IIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MEHEE 1ECTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcymiecTBISATh KOHTPOJIb JIIOOBIX JeUCTBUI CyOBEKTOB JOCTYIA 110 YIIPABICHHIO
¢yHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO 1OCIIE TPOBEAEHUS €r0 YCIEIIHON
ayTeHTU(UKAIIWH;

[TpenycMoTpeTh MexaHU3MBbl OJIIOKMPOBaHMS JOCTyIa K cpeAcTBaMm 3aiutel oT [IMB
IIPHU BBINOJHEHNN YCTAHABIMBAEMOI'O YMCJIA HEYAA4YHBbIX IIONBITOK BBOJIA ITAPOJIS;

Heo6xoaumMo mpoBoauTh HACHTH(GUKALHIO (aliIoB, KATAJIOTOB, MPOrPAMMHBIX MO-
JlyJiel, BHEIIHUX YCTPOMCTB, UCIOJIb3YEMbIX CpeJICTB 3auThl oT [IMB;

B noacucreme perucTpan U yueTa:

OcymiecTBIATh PEruCcTpaltio BXoa (BbIXo1a) Cy0ObeKTa JOCTyIa B CUCTEMY (U3 CHUC-
TEMBI), THOO PETUCTPAIHIO 3arpy3KH M HHUITHATU3AINH OTIEPAIIMOHHON CUCTEMBI U
ee NMPOrpaMMHOI0 OCTaHOBa. Perucrpanus BbIXoa U3 CUCTEMbI MJIM OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust UCIIJH. B napamerpax peru-
CTpallM yKa3bIBaIOTCS J1aTa U BpeMs BXoJa (BbIX0J1a) CyObEKTa JOCTYIa B CUCTEMY
(M3 crcTeMBbI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMbIX HOcUTeNelH HH(POPMAIIUN ¢ TOMOIIBIO UX JIF0OOOH
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B XKYpHaJ (YUETHYIO KapTOUKY);
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[TpoBOIUTH pETUCTPAIMIO BX0/1a/BbIX0Ja CYOBEKTOB JJOCTYIA B CPENICTBO 3ALIUTHI OT
[IMB, peructpaumio 3arpy3kyd U HHUIHAIU3ALUHU 3TOr0 CPEACTBA U €€ IIPOIPaMMHO-
ro OCTaHoOBa. B mapameTrpax perucTpanu yKa3blBaeTCs BpeMs U JjaTa BXOAa/BbIX0/1a
cyOBeKTa I0CTyIa B cpelcTBO 3amuThl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpe-
CTBa, a TaK)Ke MACHTU(UKATOP CYOBEKTa TOCTYIA, MHUIIMUPOBABIIETO JaHHBIC JICH-
CTBUS;

[IpoBoIUTH perucTpanuio cCoObITHI poBepkH 1 oOHapyxeHus [IMB. B nmapamerpax
perucTpanum yKasblBaloTcsa BpeMs U JlaTa npoBepku win oOHapyxenus [IMB, nnen-
TUUKATOP CyOBEKTa JOCTYIa, UHUIIMMPOBABLIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJTHSEMBIX ACUCTBHH MO MPOBEPKE, THIT OOHAPYKEHHOW BPEIOHOCHOM MTPOrpaMMbI

(BII), pesynpTaT neicTBUil CpeacTBa 3alIUThI 110 OJokuposanuto [IMB;

[IpoBoUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpecTBO 3amuThl oT [IMB na-
KEeTOB OOHOBJICHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1aTa OOHOB-
JICHUS, HISHTHU(PUKATOP CYOBEKTa TOCTYIa, HHUIIMMPOBABIIIETO JAHHOE JICHCTBUE
BEpCHS U KOHTPOJIbHASI CyMMa TaKeTa OOHOBJICHUS;

[TpoBOaUTH perucTpanyio coObITUH 3aITyCKa/3aBepIleHs padoThl MOAYJIEH CpEeICTBa
3amuTel oT [IMB. B napamerpax perncrpanuu ykasbIBatOTCs BpEMsI U JjaTa 3aIryc-
Ka/3aBeplIeHus padoThl, UACHTUPHUKATOP MOIYJIS, UACHTU(UKATOP CyOBEKTa AOCTY-
11a, THULIMMPOBABILIETO JAHHOE JIEUCTBUE, PE3yNbTaT 3allyCcKa/3aBepLIeHUs padoThI;

JIOJKHA MIPOBOAMTHCS PErUCTPaLlUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTyIa
¢yHkusaMu cpeactsa 3amuTel oT [IMB. B nmapamerpax perucrpanuu ykazblBatoTCs
BpeMs U JlaTa COOBITUS YIpaBIeHUs KaKA0H QYHKIUEH, HASHTU(PHUKATOP U CIIeU-
¢bukanusa GQyHKIUHU, HIEHTUPUKATOP CYOBEKTa AOCTYIa, HHUIIMMPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +

[Monurtnka nadopmannonHoit 6e3onacHoctu. Crpanuna 28 u3 36




[IpoBOIUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEICTB K MO-
IyJsiM cpencTsa 3amuTthl oT [IMB wiu cnenmansHbeiM JoByHikaM. B mapamerpax pe-
TUCTPAIlUU YKa3bIBAIOTCS BPEMS U JIaTa MOMBITKU JOCTYIA, HACHTU(DUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIKH), PE3yJIbTAT MOMBITKU 1OCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTsa 3amuTsl oT IIMB. B napa-
MeTpax PEerucTpalyu yKa3blBalOTCs BpeMsl U JjaTa COOBITHS OTKaTa, Crieln(pUKaIus
JeMCTBUH OTKaTa, WACHTUPHUKATOP CyOBEKTa JOCTYIa, MHUIIMUPOBABILIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

OO6ecnieunTs 3aIUTY JAHHBIX PErUCTPALMU OT UX YHUUYTOXKEHUS WIK MOAUDUKATUN
HapyLIUTETIEM;

11

Peann3oBaTh MEXaHU3MBI COXpAaHEHUS JAHHBIX PETHUCTPALMU B CIIy4ae COKpaIlCHUs
OTBEJECHHBIX 10/l HUX PECYPCOB;

12

PeanuzoBaTh MeXaHMU3MbI TPOCMOTPA M aHAIN3A JAHHBIX PETHCTPALUN U UX (QUIIBT-
palnuu 1o 3aJaHHOMY Habopy MapamMeTpoB;

13

[TpoBoAMTH aBTOMATHUECKUN HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPbIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3nanue, penaktupoBaHue, 3aUCh, KOMITH-
JSMst 00BEKTOB, KOTOpPbIe MOTYT coaepkath BII).

14

Peanun3oBath MexaHI3M aBTOMAaTHYECKOTO aHAIHM3a JaHHBIX PETUCTPALIUU 1O 1abo-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBTomMatnueckum ux OJOKHPOBAHUEM U YBEIOM-
JICHUEeM aJMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIMpYIOIINX) C pETUCTpalliel Bbl1aun
(mpuema) HocuTened HHPOpMaLnY;
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16

OCyIIeCTBISTh PETUCTPALNIO BXOA (BBIX0/a) CYOBEKTOB IOCTYIIA B CUCTEMY (M3
CUCTEMBI), TUOO PEerUCTpaIis 3arPy3KH U HHUITUAIN3AINH OTICPAIMOHHON CHCTEMBI.

17

Ocy1ecTBISITh PETUCTPALNIO BBIIA4YH MTeYaTHBIX (rpaduyecKux) JOKYMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTpax perucTpanuu yKa3bplBarOTCs (1aTa U Bpemsl Bbia-
4K (0OpalieHus K MoAcucTeMe BbIBOA), crieu(pUKalns yCTPOCTBA BbIIAYN — JIOTHU-
YyecKoe UMsi (HOMep) BHEILIHET0 YCTPOMUCTBA, KPATKOE CoJiep:kanne (HauMeHOBaHUE,
BUJI, KD, KOJI) ¥ YPOBEHb KOH(DHICHIIMATIBHOCTH JOKYMEHTA, UICHTU()UKATOD
CyOBeKTa I0CTYIa, 3aIIPOCUBIIETO IOKYMEHT;

18

OcCyHIeCTBISITh PETUCTPAIUIO 3aITycKa (3aBEpIICHUS ) IPOrPaMM M MPOIECCOB (3aa-
HUM, 3a71a4), IpeJHa3HAYCHHbIX /11 00pabOTKH 3amuinaemMsix (aitnos. B mapamer-
pax perucTpanuy yKa3bIBalOTCs JaTa U BpeMs 3ammycka, uMs (MaeHTH(UKaTOp) Mpo-
rpamMmsl (IIpouecca, 3a1aHus), HACHTU(UKATOP cyOBbeKTa JOCTYIIA, 3alPOCUBLIETO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHelHbIi, HeyCIeUIHbIA — He-
CaHKLMOHUPOBAHHBIN),

19

OcCy1ecTBISTh PETUCTPALIMIO MOMBITOK JOCTYIa MPOrPaMMHBIX CPEJICTB (Iporpamm,
IPOIIECCOB, 3ajiay, 3a/laHuil) K 3amuiaeMsiM (aitnaM. B mapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa U BpeMsl MOIBITKHU I0CTYIA K 3aluiaeMomy ¢aiiny ¢ yKkazaHueM
ee pe3yibTara (ycleuHas, HeycrelrHas — HeCAaHKLIIMOHUPOBaHHasl ), MJIEHTU(UKATOP
cyObeKkTa gocTyna, cnenndukanus 3amummuiaeMoro daina;

20

OcCy1EeCTBISTh PETUCTPALMIO TONBITOK JOCTYIA MPOrPAMMHBIX CPENCTB K CIIENYIO-
UM JOTIOJTHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JIOCTyIa: TEPMUHAIAM, KOMIIBIOTE-
pam, y3nam cetu MCI1/IH, nuHuAM (KaHajgaMm) CBSI3U, BHELITHUM yCTPOIMCTBaM KOM-
NBIOTEPOB, IPOrpaMMaM, TOMaM, KaTajioraM, ¢aiiiam, 3anucsaM, Nojsm 3anuceil. B
napaMeTpax perucTpalii yKa3bIBarOTCs J1aTa U BPeMs MONBITKU JOCTYIA K 3alllk-
1aeMoOMy OOBEKTY C YKa3aHHEM ee pe3yibTaTa (yclelHas, HeycrenHas — HeCaHK-
[IUOHUPOBAHHAA), UACHTU(UKATOP CYOBEKTa JOCTYIA, CIICHU(BUKALHS 3alIUIAaeMOTr0
00BeKTa — TOTUYECKOe UMS (HOMED);
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[TpoBOIUTH yueT BceX 3alUIaeMbIX HOCUTENEH HHPOPMAITUN ¢ TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUYETHBIX JIaHHBIX B XKypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAaHNE) OCBOOOKTIaEMBIX 00IacTei
OTIEPATUBHOM MaMsATH KOMIIBIOTEPOB U BHEITHUX HaKomuTeneil. OYnCcTKa OCyIIecTB-
JSIETCsl OJTHOKPATHOM MPOU3BOJIBHOM 3aITUChI0 B OCBOOOXKIaeMYI0 00J1aCTh IaMSITH,
paHee KUCIOJIb30BAHHYIO JJIs XpaHEHUS 3allUINaeMbIX JaHHBIX ((ailioB, nHPpopMa-
LHH);

B noacucreme obecneueHus OCI0CTHOCTH:

ObecneunTh LETO0CTHOCTD MPOrPaMMHBIX CpeACTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOMN cpelibl. [Ipr 3TOM 11€I0CTHOCTD CPENICTB 3aALUTHI
HpOBEPSETCs MIPH 3arpy3Ke CUCTEMbI 110 HATMYHIO UMEH (MIeHTHU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1enocTHOCTh MPOrpaMMHON Cpe/ibl 00ecrieunBaeTCs OTCYTCTBUEM B
NCIIH cpenctB pa3pabOTKU M OTJIAAKH [IPOrpamMM;

OcymectBiath ¢puzndeckyto oxpany UCII/IH (ycTpoiicTB u HOcuTenel uapopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenuss MCI1/{x noctoponHux
T, HAJIMYME HAJEKHBIX IPETIATCTBUN Ul HECAHKLIIMOHUPOBAHHOTO IIPOHUKHOBE-
Hus B nomenieHus MUCIIIxn u Xxpanunuiie HocuTened nHhopMalnu;

[TpoBoauTh nepuonnveckoe rectupoanue pynkuuit C3I1AH npu u3MeHeHNH npo-
rpaMMHO# cpeabl U nepconana MCITIH ¢ moMouibpio TeCT-MporpaMm, UMUTHPYIOIIUX
noneiTku HCJI;

JIOJDKHBI OBITH B HaTW4KK cpecTBa BocctanoBiaeHus C3I1/IH, mpexycmaTpuBaromme
BEJICHHE JIBYX KOMUI MPOTPaMMHBIX CPEICTB 3alIUTHl HH()OPMALINU, UX TTEPUOTHYE-
CKO€ OOHOBIIEHUE ¥ KOHTPOJb pabOTOCTIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJeH cpeacTra 3amuThl oT [IMB, HeoOxo-
JUMBIX ISl €10 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;

[Monurtnka nadopmannonHoit 6e3onacHoctu. Crpanuna 31 u3 36




ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3auThl oT [IMB, npexycmar-
pUBaOIIas BEACHUE IBYX KON MPOTPAMMHOTO CPEJICTB 3aIUTHI, €ro MepUOIHYe-
CKO€ OOHOBIIEHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHUN CPEACTBA
3ammTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3zepBHOe konupoBanue [1/[H Ha oTuykIaeMble HOCUTENIN HHPOPMALINH;

B noacucreMe aHTUBUPYCHOM 3aIIUTHI:

[IpoBOaMTH aBTOMATUYECKYIO MTPOBEpKY Ha Hannuue BII nnu nocneacteuii [IMB
npu ummnopre B UCII/IH Bcex mporpaMMHBIX MOJyJiel (MIPUKIAJAHBIX IPOrpaMM), KO-
TOpBIC MOTYT cojiepxaTh BII, Mo ux THIIOBBIM I1a0JI0HAM U C IIOMOIILIO IBPUCTHY -
CKOI'0 aHaJIn3a;

Peanmu3oBaTh MeXaHHU3MbI aBTOMAaTHYECKOIO 6HOKI/IpOBaHI/IH O6H3py>KCHHLIX BII my-
TEM UX YHAJICHUA U3 IPOTPaMMHBIX MO,I[y.TIGﬁ HJIN YHUYTOKCHUA,

PerynspHo BbIMOAHATSH (IIpH nepBoM 3amycke cpeacts 3amuThl [11a ot IIMB u ¢ yc-
TaHaBJIMBAaeMON NEPUOANYHOCTHIO) IPOBEPKA HA peaMeT Hanuuust B HUX BIT;

JlomxHa nHULIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBienun ¢akra [1IMB;

Peann3oBaTh MEXaHU3M OTKAaTa Il YCTaHABIMBAEMOIO YUCIa ONepalui yAAICHUs
BII u3 onepatnBHON WM TOCTOSIHHOW MaMSITH, U3 IPOrPAMMHBIX MOAYJIEH U MPH-
KJIAJIHBIX [TPOTrpaMM WJIM MPOrPaMMHBIX CPEICTB, coaepkamux BII.

JononaurensHo B UCII/IH nomkeH NpoBOAUTECS HENPEPBIBHBIN aBTOMAaTHUYECKHM
MOHHUTOPHHT HH(POPMAITMOHHOTO OOMEHA C BHELITHEH CEThIO ¢ 1elbIo BhisiBIeHus BII.
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Vi

KonTpons orcyrcteus HAB B 110 C3U

s mporpaMMHOT0o 00ecTieueH s, UCTIONBb3YEMOT0 P 3aIuTe HHOOPMAIIH B
NCTIdn (cpeacts 3amuthl nHGopmanuu — C3V, B TOM 4KCiie U BCTPOSHHBIX B 001IIe-
CHCTEMHOE U MPHUKIAJHOE Mporpammuoe obecrieuenue — [10), nomken ObITh 0Oecrie-
YeH COOTBETCTBYIOUINI YPOBEHb KOHTPOJIS oTCcyTcTBUA B HeM H/IB (ue pexnapupo-
BaHHBIX BO3MOXKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCI1/In

OOGHapykeHue BTOPKCHHH TOHKHO 00€CTIeunBaThCs yTEM UCIIOIb30BAHUS B COCTa-
Be MCII/In nporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPEeICTB (crucTeM) oOHa-
pyxenus srop>xkenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE UCIOJIL30BAHUE CHCTEMBI O6H3py>KCHI/IH CCTCBBIX aTak,
HCIOJIB3YIONINEC CUTHATYPHBIC METO/AbI aHAJIN3a

Heo6xoanMo 00s3aTenbHOE HCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK,
MCIOJIBb3YIOIINE CUTHATYPHBIE METO/Ibl aHAIN3a U METO/IbI BHISBJICHUSI aHOMAaJIUI

Vil

3amura UCIT /1 ot [IDMUH

s 06paboTku nHGOpMauu HeodxoauMo ucnoiab3zoate CBT, ynoBnerBopstomye
TpeOoBaHusAM cTaHapToB Poccuiickoil @enepanuu o 3J1eKTPOMarHUTHON COBMeC-
TUMOCTH, IO 6€30MaCHOCTH U H)PrOHOMUYECKUM TpeOOBaHUIM K CpeICTBaM 0ToOpa-
YKEHUSI THPOPMAIIUH, [0 CAHUTAPHBIM HOpMaM, MPEeAbIBISEMbIM K BUI€OAUCILIICH-
HbIM TepMmuHaiaMm [I19BM (nanpumep, [OCT 29216 91, TOCT P 50948-2001, TOCT
P 50949-2001, T'OCT P 50923 96, CanlluH 2.2.2.542 96).
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[IpoBectu 00s3aTeNnbHYIO cepTU(UKALUIO (aTTECTAINIO) 10 TpeOoBaHUsAM Oe30mac-
HOCTH MH(OpMaINH;

JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIIbHYIO CEPTUDHUKAIIO (ATTECTAIHIO) TIO
TpeOOBaHUAM O€30MaCHOCTH MHGOPMAIINH (TT0 PEIICHHUIO OTIEPaTopa);

[Tpumeuanue: s UCIIn 4 xnacca nepeyenb mMeponpusaTuii 1o 3amute [1/{H onpenensercss B 3aBUCUMOCTH OT yiiepOa KOTOPBIH MOKET OBITh

HAaHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O MK HCIIPEAHAMEPEHHOI'O JOCTYIIAa K H}_—[H

CornacoBaHo:
3aBeaytoLlan baxTtuHa Tamapa BuKTOpOBHa
CTaplmMi BOCNUTaTE b Edpemosa EneHa CepreeBHa
BocnuraTenb AnekcaHgposa Po3a BanepbesHa
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JIner o3nakomiienus ¢ IlosmTukoii nHPpOPpMaLMOHHON 0€30I1aCHOCTH

Ne DdPHUO JomxHocTh Hara Hoxnucn
n/n
1 | baxTnHa Tamapa BukTopoBHa 3aBegytowan
2 | Edpemosa EneHa CepreesHa CTaplmit BoCcnNuTaTenb
3 | AnekcaHgposa Po3a BanepbeBHa BocnuTaTenb
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