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Onpenenenns
B nacrosmem JOKYMEHTE UCTIONIB3YIOTCA CISAYIOMINE TEPMHHBI H HX OIIpe/ICIICHH.

ABTOMATH3HPOBAHHASI CHCTEMAa — CHCTEMa, COCTOslIas W3 IepcoHala M KOMIUIEKCa CpelCcTB
ABTOMATH3ALMM €ro JEATENILHOCTH, peamusyiomas HHOOPMALMOHHYK) TEXHOJIOTHIO  BBINOTHEHHS
YCTAHOBIIEHHBIX (PYHKIIHA.

AyTeHTHqJHKallHH OTHpABHTE/IHA JAaHHBIX — TIOATBECPKIACHHC TOTO, YTO OTHPABHTE]Ib I1OJYYICHHBIX
JaHHBIX COOTBCTCTBYCT 3asABJICHHOMY.

beszonacHocTh NepcoOHANIbLHBIX [JAHHBIX — COCTOAHHC 3AlMIIEHHOCTH TMEPCOHAJIBHBIX JdHHBIX,
XapaKTCpUu3yeMoe CIIOCOOHOCTBIO TOIB30BATENCH, TEXHUYECKHX CPEJICTB H HH(bOpMaIIHOHHbIX TEXHOJIOTHH
obecneunTh KOH(i)HJleHHHHJIbHOCTB, [IEIOCTHOCTD U JIOCTYITHOCTE IIEPCOHAILHBIX JTaHHBIX ITPH HX 06]38.60TK€ B
HH(t)OpMaI.IHOHHbD( CHCTEMaX MEPCOHAIIBEHBIX JaHHBIX.

BuoMerpuuecKHe NepcoHaIbHbIe JAHHBbIE — CBEICHHUS, KOTOPbIE XapaKTepU3ylOT (HU3HOIOTHUECKHE
0c0OEHHOCTH YEI0BEKA H HAa OCHOBE KOTOPBIX MOKHO YCTAHOBUTH €0 JTHYHOCTH H KOTOPbIE HCIOIb3YIOTCA
AJIMHHUCTpAIHEH TS YCTAHOBJICHUS JIMYHOCTH CyOBEKTa NEPCOHAIBHBIX JaHHBIX, MOTYT oOpabarsiBaThCs
TONBKO NpPH HAIMYMH COTJIACHs B IHCbMEHHOH (opme cyObeKTa MEPCOHAIbHBIX JAHHBIX (BKIIFO4As
dotorpadun, oTneyaTKu NaIbLEeB, 00pa3 ceTYaTKH I1a3za, 0COOCHHOCTH CTPOCHHS TE/1a U JIPYTYIO Mo JOOHYIO
HH(DOPMAIIHIO).

BJIOKHPOBAHHE NEPCOHAALHBIX JAHHBIX — BPEMEHHOE IpeKpaileHue 00padOTKH MEpPCOHANBbHBIX
JIaHHBIX (3@ HCKITIOYEHHEM CIIydaes, eciii 06paboTKa HeoOX0MMa ISl yTOUHEHHS [EPCOHATBHBIX 1aHHBIX).

Bupyc (KOMIbIOTEPHBIii, NPOrPaAMMHBIIi) — HCTIOTHAEMBIH TPOrPaMMHBIH KO HIIH MHTEPIPETHPYEMBbIH
Ha0Op  MHCTpPYKIMiH, o0jajaromuii  CBOHCTBAMH ~ HECAHKIMOHHPOBAHHOTO  paclpOCTpaHCHHA M
camoBocrpousBeerusd. Co3naHHble JyONMKaTel KOMIIBIOTEPHOrO BHpyCa HE Beeraa COBMNAlalT ¢
OPHTHHAIIOM, HO COXPaHSIOT CIOCOOHOCTD K JAIbHEHIIEMY pacpoCTPaHEHHIO H CAaMOBOCITPOU3BE/ICHHIO.

BpexonocHas nporpamMma — nporpamma, npeHa3HauYCHHASA JUIsL OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOIO JOCTyna W (Wid) BO3JEHCTBHS HA INEPCOHATBHBIC [AHHBIC MM PECYPCHI
MH(POPMAIIMOHHON CHCTEMBI IEPCOHAIIBHBIX JIaHHBIX.

BenomorarenbHbIe TeXHHYeCKHE cpeacTBa H CHCTEMbI — TEXHHYECKHC cpeacTBa W CHCTEMBI, HE
MNpeIHA3HAYCHHBIC 1A IIepeaaqH, 06pa60T1<y1 H XpaHEeHHS TMEPCOHAJIBHBIX [TaHHBIX, yCTaHaB/IMBaeMbIC
COBMECTHO C TEXHMYECKHUMH CpeCTBaMH M CHCTEMAaMH, [TIpeJHa3HaYCHHbIMHA A1 06p360TKH IepCcoOHaIbHbIX
JAaHHBIX WIH B IIOMELICHHAX, B KOTOPBIX YCTAHOBJICHBI P[Hd)OpMalIHOHHbIe CHCTEMBI IICPCOHAJIBHBIX JaHHbIX.

JIoCTYIl B ONEPAIHOHHYIO CPeIy KOMIbIOTepa (HH(POPMALHOHHOI CHCTEMbI I1EPCOHATBHBIX JAHHDBIX) —
MOJTyHEHHE BO3MOKHOCTH 3aITycKa Ha BBITIOJHEHHE [IITATHBIX KOMAHI, (YHKUHMIA, IIPOLE/yp ONepalHOHHOH CHCTCMBI
(YHHUTOKEHHS, KOIIMPOBAHHSL, TIEPEMELIEHHS 1 T.I1.), HCTIOIHAEMbIX (haitIOB IPHKJIAIHBIX IPOrPaMM.

Jloctyn K HHGOPMALMH — BO3MOKHOCTb MOJTyYeHHs HH(OPMAIMH U ee UCTI0JIb30BaHHU.

3aKJIa109H0€ YCTPOICTBO — YIEMEHT CPE/ICTBA CheMa HH(POPMAIMH, CKPBITHO BHEPEMbIii (3aK/Ta/IbIBAEMBIH
WJTH BHOCHMBIi) B MECTa BO3MOYKHOTO CheMa HHMOPMAITHH (B TOM YHCIIE B OTPa/ICHHE, KOHCTPYKLIHIO, 000pY/I0BAHHE,
Ipe/IMEThl MHTEpbepa, TPAHCIOPTHBIE CPEICTBA, @ TAOKE B TEXHHYECKHE CPEICTBA M CHCTEMBI obpaboTku
HHOpMALIKH).

Zammimaevas HHGOpMAIHs — HHOOPMALIHS, SBISTHOLIAACS TPEIMETOM COOCTBEHHOCTH H IOUIEXKAILAS 3AHTC B
COOTBETCTBHM ¢ TPEOOBAHMSIMHU TIPABOBBIX J0KYMEHTOB WM TPeOOBAHMSMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
HHPOPMALIUH.

WaenmuduKanms — NPHCBOCHHE CyOBEKTAM M OOBEKIaM J0CTyna HISHTH(HMKATopa W (HIH) CpaBHEHHE
TIPE/TBABIIAEMOTO HAEHTH(UKATOPA C IEPeYHEM IIPHCBOCHHBIX HIEHTH(UKATOPOB.
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HMH(opMaTHBHBII CHIHA — 3/IeKTPHYECKHE CHTHANBI, aKyCTHUECKHE, 3/IEKTPOMATHUTHBIE U IPyTHe (H3utecKie
TIOJIS, TIO TIapaMeTpaM KOTOPBIX MOYKeT ObITh PAacKpbITa KOH(HICHIHATBHAS HH(OPMAIHS (TIEPCOHATBHBIE JAHHbBIE)
obOpabarbiBaeMasi B MH)OPMAIIMOHHOM CHCTEME NEPCOHAIBHBIX TaHHbIX.

Undopmanuonnasi cucreMa nepcoHaibubix Aanubix (MCIIdH) —coBokynHoCTh coAepiKalUXCs B
fazax JaHHBIX EPCOHATLHBIX JAHHBIX U 00eCIeYHBAOIIMX HX 00paboTKy HHPOPMALMOHHBIX TEXHOJIOTUH H
TEXHMYECKHX CPEJICTB.

MHpopMaMoHHbIe TEXHOIOMHH — TIPOLIECCHI, MCTOIbI ITOMCKA, cO0pa, XpaHeHH s, 00padOTKH, IIPEIOCTABIICHHS,
pacripocTpaHeHust MHPOPMAITH U CII0CO0bI OCYIIECTBICHHS TAKHX MPOLECCOB H METO/10B.

Henoab3oBande NMEPCOHAIBHBIX JAAHHBIX — JICHCTBHS (Omepaldu) C MEePCOHATBHBIMH JIAHHBIMH,
COBEpIAEMBIE OTIEPaTOPOM B LEJIAX NPUHATHSA PEIIEHHH WM COBEPLICHUS HHBIX AEHCTBHH, MOPOAKIAIOIIHMX
FOPHNYECKHE TTOCIIEICTBHS B OTHOIIEHHH CYOBEKTa IepCOHAIBHBIX JIAHHBIX WIIH APYTUX JHI JHO0 HHBIM
00pa3oM 3aTpariBaolInX Mpasa U cBoOO/IbI CyObeKTa MEPCOHANBHBIX JAHHBIX HIIH JPYIUX JIHIIL.

HCTOMHHK yrpo3bl 6e301acHOCTH HHGOPMALHH — CYOBEKT J0CTYNa, MaTepHATbHBIH 00BEKT Wi (H3HUeCKOe
SIBJIEHNE, SRIOIIMECS IPHYMHOI BO3HUKHOBEHHS yrpo3bl 0€301acHOCTH HHGOPMALIUH.

KoHTpo.mpyemasi 3042 — POCTPAHCTBO (TEPPHTOPHSL, 3/1aHHE, YaCTh 3/1aHHS, IOMEIIEHNE), B KOTOPOM HCKITFOUCHO
HEKOHTPOMpPYEMOe TpeOBIBAHHE TIOCTOPOHHHUX JIMIL, @ TAKKE TPAHCIIOPTHBIX, TEXHHYECKUX U HHBIX MaTepHATbHBIX
CpeIICTB.

KonduienmaibHOCTb NEPCOHATBHBIX JAHHBIX — 0053aTe/IbHOE T COOMO/ICHNs OMeparopoM MIM HHBIM
TIOJTYHMBILIM JOCTYTI K IIEPCOHAIBHBIM JaHHBIM JIMIIOM TPeOOBAHHE HE JIOITYCKATh MX PAacrpOCTpaHeHne 0e3 coracus
CyObeKTa MePCOHATHHBIX JTAHHBIX MITH HATHYHA HHOTO 3aKOHHOI'0 OCHOBAaHHSL.

MesxkceTeBoii IKPaH — JIOKATBHOE (OHOKOMIIOHEHTHOE) WM (DYHKIIMOHAILHO-PACIIPE/IENIEHHOE MPOrpaMMHOE
(MpOrpaMMHO-aITapaTHoe) CPeCTBO (KOMILIEKC), peaiu3ylollee KOHTpOJb 33 HH(OpMAIWeH, MOCTylarouieH B
MH(BOPMALIMOHHYIO CHCTEMY [IEPCOHATBHBIX JTAHHBIX U (HJIH) BHIXOJIALIEH 13 HHPOPMALIMOHHOH CHCTEMBI.

Hapymmureas 6€301aCHOCTH TEPCOHATBHBIX JAHHBIX — (H3MUECKOe JIHIIO, CITy4altHO WM IPeIHAMEPEHHO
COBEPLIAIOIIEE [ICHCTBHS, C/ICACTBHEM KOTOPBIX SBISETCA HapyIIeHHe Oe30MacHOCTH NEPCOHATBHBIX JIAHHBIX NPH HX
00paboTKe TEXHHUYECKHMH CPEZICTBAMH B MH(OPMAIIMOHHBIX CHCTEMAX MePCOHATBHBIX JaHHbBIX.

HeaBToMaTH3MpOBaHHAs 00pabOTKA MEPCOHAIBHBIX JaHHBIX — 00pabOTKa MEPCOHAIBHBIX JIaHHBIX,
cojiepKaImuxcs B HH(POPMAIHOHHOH CHCTEME NEPCOHAJILHBIX TAHHBIX JTH00 H3BIICUYCHHBIX U3 TAKOH CHCTEMBI,
CYNTAeTCS OCYIIECTB/JIECHHOI Ge3 MCIIOIB30BAHUS CPEJICTB aBTOMATH3AllMK (HEABTOMATH3UPOBAHHOM), eCl
Takue JeHCTBUS C INEPCOHAIBLHBIMH JaHHBIMH, KaK MCIIOJIL30BAHHE, YTOYHEHHE, paclpoCTpaHeHHe,
VHUYTOKEHHE NEPCOHATBHBIX [aHHBIX B OTHOMIEHWHM KaXJIOTO M3 CyOBEKTOB IIEPCOHAIBHBIX JAHHBIX,
OCYIECTBIISAIOTCS IPH HETOCPEICTBEHHOM y4acTHH Y€JI0BeKa.

Henex/1apupoBaHHbie BO3MOKHOCTH — (DYHKIIHOHATBHEIE BO3MOKHOCTH CPEJICTB BBIMHCITHTE/ILHON TEXHHKY,
HE OITMCAHHBIE HJIM HE COOTBETCTBYIOIIME OIMHCAHHBIM B JIOKYMCHTAIMH, [IPH HCIIOJIb30BAHWH KOTOPBIX BO3MOKHO
HapyIeHHe KOHOUIEHIMATBHOCTH, JOCTYIIHOCTH HJTH TIeNocTHOCTH oOpabaTsiBaeMoi HH(pOpMaLy.

HecaHKIHOHUPOBAHHbII 10CTYN (HECAHKIMOHHPOBAHHBIE 1efiCTBHS) — I0CTYII K HHQOPMALMH WK JICACTBHS
¢ uH(opMaimell, Hapylnarole INpaBHIa pasrpaHMueHHs JOCTYNa C HCIOIB30BAHMEM INTATHBIX CPEJICTB,
MPEeIOCTARNISEMBIX HH(POPMAIIMOHHBIMH CHCTEMAMH MIEPCOHABHBIX TAHHBIX.

Hocureas undopmamiu — U3NYECKOE JHMIO WM MaTepHaTbHbI OOBEKT, B TOM YHMCIle (pU3MYecKoe Tole, B
KOTOpOM HH(OPMAIHS HAXOIUT CBOE OTPAKEHHE B BHJIE CHMBOJIOB, 00Pa3oB, CHUIHAIOB, TEXHHYECKHX PEILCHHH H
TPOIECCOB, KOMHYECTBEHHBIX XapaKTEPUCTHK U3HYECKHX BEJIHYHH.
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Ofe3THYHBaHHE NEPCOHAIBHBIX TAHHBIX — JICHCTBHS, B PE3yJIbTATe KOTOPbIX CTAHOBUTCA HEBO3MOKHO
6e3 MCIOJIb30BAHUS JAONOJHHTEIBHOM HH(POPMAIIMH OTNpPE/ICIUThE IIPUHAUIEKHOCTH NEPCOHATTbHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY NEPCOHAIbHBIX JIaHHBIX.

OGpaboTKa NepCOHANBHBIX JAHHBLIX — JH000e jeficTBue (Orepauus) WM COBOKYHOCTH JIeCTBUI
(omepalmii), COBEPIIAEMBIX C MCIIOIB30BAHHEM CPEZICTB aBTOMATH3AIMK WK 0€3 HCIIO/B30BAHMS TAKMX CPEICTB C
IEpCOHATBHBIMH  JIAHHBIMH, BKIIOYas cOOp, 3alich, CHCTEMATH3alliO, HAKOIJIEHME, XpaHeHHE, YTOUHCHHC
(0GHOBIIEHHE, H3MEHEHNE), H3BJICUCHHE, HCTIONB30BAHKE, Nepeady (paclpocTpaHeHHe, IPEIOCTABICHHE, JOCTYII),
obe3munBaHKe, OJIOKUPOBAHHE, YAAICHHE, YHHYTOKEHHE EPCOHATBHBIX JTaHHBIX.

O6menocTynHbIe MEPCOHAILHBIE JaHHBIE — NIEPCOHAIIHBIE JaHHbIC, TOCTYI HEOrPAaHHYCHHOTO Kpyra
JIMI K KOTOPBIM IPEI0CTABIICH € COrIachsi CyOBEKTa IEPCOHATBHBIX JJAHHBIX UITH HA KOTOPBIC B COOTBETCTBHA
¢ (heiepabHBIMU 3aKOHAMH HE pacrpocTpaHseTcs TpeboBaHHe cOOMONEHHS KOHPHICHIHAILHOCTH.

Oneparop (NepcoHAIBLHBIX IAHHBIX) — FOCYIaPCTBEHHBIH OPraH, MyHHIMIAIbHBIH OpraH. FOPH/IM4ECKOC HITH
(DH3MUECKOE JHILIO, CAMOCTOSTEIHHO HITH COBMECTHO € /IPYTHMH OPraHH3yloLIee H (HTH) OCYIIECTBIsOLIee 00paboTKy
[epCOHATBHBIX JAHHBIX, & TAKKE ONpeeIsIONe e/ 00padOTKH NEPCOHATHHBIX TAHHBIX, COCTAB [IEPCOHATBHBIX
JAHHBIX, MOJUTSKALIMX 00paboTKe, JeficTBUA (ONepallHH), COBEPIIAEMbIE C IIEPCOHA/ILHBIMH JIaHHBIMH.

TexuuuecKHe cpeICTBA HHPOPMAIHOHHOH CHCTEMBI IIEPCOHATBHBIX TAHHBIX — CPE/ICTBA BBIMHC/IHTEbHOMH
TeXHHKH, HH()OPMALHOHHO-BBIUHC THTENBHBIE KOMILTEKChI M CETH, CPEZCTBA H CHCTEMBI TIEPE/Ia4H, NpHemMa H 00padoTKH
I1JTn (cpeacTBa M CHCTEMBI 3BYKO3AITHCH, 3BYKOYCHIIEHHS, 3BYKOBOCIIPOM3BE/ICHHUSL, TIEPETOBOPHBIE M TEICBU3HOHHLIC
YCTPOMCTBA, CPEICTBA M3rOTOBJICHHUS, THPAKUPOBAHHs JIOKYMEHTOB H JIpyI'He TEXHHYCCKHME CPE/ICTBA 00paboTku
peueBoli, rpapideckoii, BuIeo- B OykseHHO-IM(POBOH MH(POPMALIH), IPOTPAMMHBIE CPEJICTBA (OHMEPAIMOHHbIC
CHCTEMBI, CHCTEMBl YIpaBleHusi OazaMy JaHHBIX H T.IL), CPEICTBA 3alMThl MH()OPMALMH, TMPHUMEHSEMbIE B
HH(POPMAIIMOHHBIX CHCTEMAX.

Iepexpar (MEpOpMANMH) — HENPaBOMEPHOE IIONydeHHE HMH(OPMAUMH €  HCIOJIB30BAHHEM
TEeXHHYECKOT0 CPeICTBA, OCYIIECTBISIOMIEr0 0OHApPYKeHHUe, IIpHEM H 00paboTKy HHPOPMATHBHEIX CUTHATIOB.

IlepconaibHble JaHHbIe — JIF00as HHBOPMAIHs, OTHOCAIIAACA K MPAMO HIIH KOCBEHHO OMNPEICICHHOMY
HJIH OnpesienseMoMy Gpu3MIecKoMy ULy (CyObeKTY NepCOHaTbHBIX JAaHHBIX).

Ilo6ounbie IeKTPOMATrHHTHBIE H3JIYHE€HHS H HABO/JIKH — 3JICKTPOMAarHuTHbIE H3JIYYECHH S TEXHHYCCKHUX
CpEACTB 06pa60TKH 3allUIIaeMOou HH(I)OpMaLIHl/I, BO3HHKAIOIIHE KakK nmobouHoe $SBJIEHHE H BBI3BAHHBIC
SJIEKTPHYECKUMHU CHIHAJIAMH, lleﬁCTBYIOLHHMH B HX OJJIEKTPHYECKHMX W MarHHTHBIX nensax, a TakKXxe
3JIEKTPOMArHUTHBIC HABOJAKH 3THX CHI'HAJIOB HaA TOKOMIPOBOJISIIIHE JIMHHH, KOHCTPYKIIHH H LEMHA ITHTaHHA.

Mo/HTHKA «YHCTOr0 CTOJa» — KOMIUIEKC OpPraHW3allMOHHBIX MEPONPUATHH, KOHTPOJIHPYIOIIHX
OTCYTCTBHE 3aITHChIBAHHS HA GyMaKHbIE HOCHTE/H Kito4ell 1 aTpubyTOB J0CTyna (naposei) 1 XpaHeHUs ux
BOTHN3H OOBEKTOB AOCTYIIA.

IMoab3oBaresb HHGOPMAMOHHON CHCTeMBbl NEPCOHAJABHBIX AaHHBIX — JMIO, y4acTBYIOLICE B
(byHKIHORMPOBAaHMH HH(OPMAIIHOHHO# CHCTEMBbI IIEPCOHATILHBIX JAHHBIX HITH HCTIOJIB3YIOMICE PE3y IbTaThl €C
(DYHKIIHOHUPOBAHUS.

IpaBuaa pasrpaHHYeHHsi A0CTYIA — COBOKYNHOCTb TpPaBHJ, PErIaMEHTHPYIOIMX [paBa J0CTyma
cyOBEKTOB J0CTyNa K 00bEKTaM J0CTYIIA.

IporpaMmHas 3aKJaJKa — KO I[IPOrPaMMBbl, NPEIHAMEPEHHO BHECEHHBIH B TPOrpamMMmy C LEJIBIO
OCYLIECTBHTb YTEUKY, M3MEHHTb, OJIOKHPOBaTh, YHHUTOXKHTH HH(OPMALMIO HIM  YHHYTOKHTH H
MOIM(HIPOBATE IIPOrpaMMHOe obecriedenne MHGOPMAHOHHOH CHCTEMBI IEPCOHAIBHBIX JTaHHBIX H (HJH)
OJIOKMpPOBATh anmnapaTHbIE CPEACTBA.
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IporpaMmuoe (IPOrpaMMHO-MaTeMAaTHYECKOe) BO3/IeliCTBHE — HECAHKIIMOHUPOBAHHOE BO3/ICHCTBHE
Ha pecypchl dBTOMATH3HMPOBAHHOW WH(OPMAIMOHHON CHMCTEMbI, OCYILIECTBISEMOE € MCIOIb30BAHUEM
BPEAOHOCHBIX ITPpOIpaMM.

PackpbiTHeé  MEPCOHAJBHBIX  JIAHHBIX —  YMBIIUICHHOE — HIM  ClydaliHOe — HapylleHHe
KOH(pHIEHIIHATIBHOCTH [IEPCOHATBHBIX JaHHbIX.

PacnipocTpaHeHHe NEPCOHAILHBIX JaHHBIX — JICHCTBHSA, HANPABJICHHBIC HA PACKPBITHE MTEPCOHATBHBIX
JTAHHBIX HEOIpe/IeJICHHOMY KPYTY JIHI]

Pecypc un(opMAnHOHHONH CHCTeMBbI — HMEHOBAHHBIA 3I€MEHT CHCTEMHOTrO, TMPHKIAJHOTO HIIH
anmapatHoro obecnedeHus: GyHKIIHOHUPOBAHUS HHOPMAIIHOHHON CHCTEMBL.

CnenunajbHble KATErOpHH MePCOHAILHBIX JAHHBIX — [IEPCOHAIBHBIE JIaHHBIE, KAacalollnecs pacoBOH,
HALMOHAJILHON TPHHAIEKHOCTH, TTOJMTHYECKUX B3IVIS/IOB, PETHTHO3ZHBIX UK (Gunocopckux yoexaeHui.
COCTOSIHMS 3/I0POBbS H HHTUMHOM JKU3HH CyOBEKTa NIEPCOHAIBHBIX JaHHBIX.

Cpe/icTBa BHIMHCIHTEIbHONH TeXHHKH — COBOKYITHOCTb IPOTPAMMHBIX M TEXHUYECKHX JJIEMEHTOB CHCTEM
00pabOTKH JIAHHBIX, COCOOHBIX (DYHKIMOHUPOBATH CAMOCTOSATEILHO HIIH B COCTABE IPYTUX CHCTEM.

CyobekT goctyna (cy0beKT)— JIMIO WM TPOLECC, JCHCTBHSA KOTOPOrO PEriaMeHTHPYIOTCS MpaBHIaMH
pazrpaHHyYeHHs JOCTyIa.

Texuudecknii KaHa yTedKH HH(OPMAIMH — COBOKYITHOCTb HOCHTENA HH(OpMaLMH (cpeacTBa 00pabOTKH),
(h¥3MYECKOl Ccpeibl pacipoCcTpaHeHHs: HH(OPMATHBHOTO CHTHANIA M CPE/ICTB, KOTOPBIMH JI00BIBACTCS 3alldIIacMast
HUH(pOpMALIKS.

TpancrpaHu4Has nepeaaya NepcoHAJbHBIX JaHHBIX — IIEPEaya NEPCOHATBHBIX JIAHHBIX ONEPaTOpPOM
uepe3 ['ocynapcTBeHHylo rpanuily Poccuiickoii @ejiepallii OpraHy BIacTH WHOCTPAHHOTO roCyAapcTBa,
(u3MUecKoMy HIH IOPUIMYECKOMY JIHIly HHOCTPAHHOTO TOCY1apCTBa.

Vrpo3b1 6€3011ACHOCTH IIEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHH M (hJaKTOPOB, CO3IAKOMIMX ONACHOCTD
HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITyHaHHOr0, I0CTYIIA K IIEPCOHATBHBIM IAHHBIM, PE3YIIETATOM KOTOPOTO MOJKET
CTaTh YHHYTOXKEHHE, H3MEHEHHe, OJIOKHPOBaHME, KOMMPOBAHKE, PACIIPOCTPAHEHHE MEPCOHATBHBIX JIAHHBIX, & TAKKE
HHBIX HECAHKIIMOHHPOBAHHBIX JeHCTBHI TpH X 00paboTKe B HH(POPMALMOHHOM CHCTEME IEPCOHANTBHBIX TAHHBIX.

Yuuuroxenue NEePCOHA/IBHBIX TAHHBIX — JICHCTBUSA, B PE3YJIbTAaTE KOTOPBIX HEBO3MOXHO BOCCTAHOBHUTH
COACpKaHHE NEPCOHAIIbHBIX TaHHbIX B m{d)opmalmmmoﬁ CHUCTEME NEPCOHATHHBIX JaHHBIX HJTH B PE3YJIbTATE KOTOPBIX
YHHYTOKAKOTCS MaTePHAIIbHBIC HOCHTEIH NIEPCOHAIBHBIX JaHHbIX.

Vreuka (3anmmaemoii) HHGOPMAIHH 10 TEXHHYECKHM KAHAJIAM — HEKOHTPOIMPYEMOE PacpoCTPaHCHHE
uH(OpMAIMK OT HOCHTeNs 3aumiiaemoii uHdopMaIu yepe3 (U3HYECKYIO Cpely [0 TEeXHHYECKOIO CpeJICTBa,
OCYIIECTRISIOIIETO TepexBaT HHGOpMaIHy.

Vsa3BuMocTs — ¢1a00CTh B CPEICTBAX 3aLLMTHI, KOTOPYK) MOKHO MCIIOIB30BATh U1 HAPYIICHHUS CHCTEMBI HIIH
coziepyKarieiics B Heil HH(pOpMaIHH.

Iles1ocTHOCTH HHGOPMALHH — CIIOCOOHOCTh CPEICTBA BBIYMCIMTEIBHOH TEXHMKHM WM aBTOMATH3HPOBAHHON
CHCTEMBI 00eCIIeuHBaTh HEM3MEHHOCTh HH(POPMAIINH B YCIIOBHSX CIIYYaifHOTO W/WIH NPEIHAMEPEHHOTO HCKAKEHHUS

(paspy1ueHus).
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OBO3HAYEHUSA U COKPALHIEHHSA

ABC — aHTUBUPYCHBIE CPEJICTBA
APM — aBTOMaTH3UPOBAHHOE paboyee MeCTO
BTCC — BCIIOMOTrarelIbHble TEXHHYECKHE CPECTBA U CHCTEMBI
UCIIH — MHGOPMALIMOHHAs CHCTEMA NEPCOHATBHBIX IAHHBIX
K3 — KOHTpOJIMpyeMasi 30Ha
JIBC — JIOKaJTbHAsl BBIYMCIIUTEIbHASA CETh
M3 — MEYXCETEBOH IKpaH
HCJI — HECAHKITHOHUPOBAHHBIHA JOCTYII
oC — OrepalMoHHas CHCTEMa
[1/1n — [IEPCOHAILHBIE JIAHHBIE
IIMB — IMPOTPAMMHO-MaTeMaTHYECKOE BO3ICHCTBHE
1O — [porpamMMmHoe obecrnedyeHue
[IODMHUH — 10OOYHBIE AMEKTPOMArHUTHBIE M3Ty4EeH s i HABOJIKH
CA3 — CHCTEMa aHalIu3a 3allHIIeHHOCTH
C3U — CpeJICTBA 3aIUTHI HHPOPMALIMH
C3I1/In — cucTema (IMOJCHCTEMA) 3aIUThI IEPCOHAIIBHBIX JaHHbIX
COB — cucTeMa oOHapy)KeHHUsl BTOPKCHHI
" TKYH — TEXHHYECKHE KaHAIbI YTeYKH HH(OpMaIK
VYBI/In — yrpo3bl 6e30MaCHOCTH NEPCOHATBHBIX JIAHHBIX
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BBEJEHHUE

Hacrosmas [ToanTrka nHdopMaonHoi Ge3onacHoctd (1anee - [Tonmutuka) MAJZIOY «MenseneBckuii
netckuii cax Ne5 «3omotas peibkay (aanee — Yupex/aeHue) SBaseTcs opuuraibHbIM T0KYMEHTOM.

TTomutrka paspaboTaHa B cOOTBETCTBUH ¢ TpeGoBanusimu DenepanbHoro 3akona ot 27 urons 2006 r.
Ne 152-®3 «O mepcoHaTbHBIX JAHHBIX» M IHocTaHoBjeHHs I[IpasutensctBa Poccuiickoi Dexepauuu oT
lnosiGps 2012 1. Ne 1119 «O6 yTtBep:kaeHHH TpeOOBaHMH K 3alllUTe MEPCOHAIBHBIX JAHHBIX TPH HX
06paboTKe B HHPOPMALMOHHBIX CHCTEMAX NEPCOHAIBHBIX JAHHBIX», HA OCHOBAHUH!

- «PekomeHgaumit no obecneyeHnto 6e30MacHOCTM NEPCOHaNbHbIX AaHHbIX npu wx obpaboTke B
WHPOPMALMOHHbIX CUCTEMAX MEPCOHANbHbIX AaHHbIX», yTBEPXAEHHbIX 3amecTutenem aupektopa ®CTIK Poccum ot
15.02.2008 .,

- «Tunosbix TpeGoBaHuii no oOpraHM3auuMm W obecneveHuto GYHKUMOHWUPOBAHMA WNGPOBANbHbIX
(KpunTorpaduyecknx) CpeacTs, NPeAHasHaydeHHbIX ANA 33WWTbl UHOpMauuK, He copeprallen cBeneHui,
COCTaBNAIOLLMX rOCYAaPCTBEHHYIO TaltHY B Cy4Yae U3 MCNONb30BaHWA anA obecneyeHnsa 6e30NacHOCTM NEPCOHANbHBbIX
[aHHbIX Npy ux obpaboTke B MHd)opmau,MoﬁHbix cUCTEMAX NePCOHaIbHbIX AaHHbIXY, YTBEPKAEHHbIX PYKOBOACTBOM 8
LleHTpa ®CB Poccum 21.02.2008 r. Ne 149/6/6-662.

B Ilomatuke onpeaenensl tpeboBanust k nepconary MCII/IH, cremnenbh OTBETCTBEHHOCTH IMEpPCOHANIA,
CTPYKTYpa ¥ HeoOXOIMMBIi yPOBEHB 3aIMUICHHOCTH, CTATYC H JOIDKHOCTHbIE 0053aHHOCTH COTPYIHHKOB,
OTBETCTBEHHBIX 3a obecneyenue HGe3omacHocTH nepcoHaibibix JaHHBIX B UCIL/IH Yupexaenus.

Nonutuka MHGopmaumoHHoW 6esonacHocTu. CtpaHuua 8 u3 30



1. O0mme mo 10xKeHus

Llenbio HacToselt [lomiTuky sBisieTcs obecneuenne 6e30MacHOCTH 0OBEKTOB 3aLIMTEI Y UPekTIeHHS OT
BCEX BHJIOB YIPO3, BHEIIHHX H BHYTPEHHHX, YMBIIIUIEHHBIX H HEllPeIHAMePEHHBIX, MHHUMHU3aLHs yiepoda oT
BO3MOJKHO# peanm3anuu yrpo3 6ezonacHocty [1/{n (YBI1/n).

be3omacHOCTh MepcOHAIBHBIX JIAHHBIX JOCTHraeTcs IIyTeM HCKIFOYEeHUs HECAHKIIMOHHPOBAHHOTO, B TOM
4uclIe CAy4YaitHoro, 0CTyna K NepcoOHaIbHbBIM JaHHBIM, PE3YJILTATOM KOTOPOro MOKET CTaTh YHHYTOKECHHC,
U3MeHeHHe, OJIOKMpOBaHUE, KOIMPOBAHHWE, pAclpOCTPaHEHHE MEPCOHATBHBIX JaHHBIX, @ TAKKe HHBIX
HECAHKLIMOHUPOBAHHBIX NE€HCTBHH.

Wudopmarms W CcBA3aHHble ¢ Hel pecypchl JOKHBI OBITH JOCTYHHBI JUIi dABTOPH30BAHHBIX
no:b30BaTeneil. JJomKHO OCYIIECTBISTECS CBOEBPEMEHHOE 00Hapy iKeHHe U pearnpoBanue Ha YBI1/1H.

I[OJ'I}KHO OCYIIECTBIATLCH NPEIOTBPAILLICHHE ITPEIHaAMEPCHHBIX HITH CJIy‘IaI‘;IHLIX, YAaCTHYHBIX HJTH MOJIHBIX
HECAHKIIHOHHPOBAHHLIX MOIEH(I)HK&HHﬁ HJIH YHHUYTOXKCHHUS TTIEPCOHAIBHBIX JTaHHBIX.

CocTaB 00BEKTOB 3aLMTHI TIpeJIcTaBIeH B Ilepeune nepcoOHANbHBIX JaHHBIX, YKasaHHoMY B [lonoxennu
00 06paboTKe nepcoHaIBHBIX JaHHBIX.

Cocra MCII/la, mojuiexanux 3aimure, MpeacTaBleH B AKTe 00CIE€I0BaHHS TEKYIEro COCTOSHHS
TEeXHUYeCKOH 3aIHUThI NePCOHATbHbIX JaHHBIX.
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2. Ob6aacrTn nelicTBHA

Tpe6opanus Hactosmeii [TOTHTHKH PacnpOCTPaHAIOTCA HAa BCEX COTPY/IHUKOB YUPEekKIECHHUS (IITATHBIX,
BpPEMEHHBIX, pabOTalOMMX 110 KOHTPAKTY H T.I1.), @ TAKKE BCEX NPOYHX JIHI (TIOAPSAAINKHA, Ay AUTOPEI H T.I1.).
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1. Cucrema 3amMThI EPCOHATBHBIX TAHHBIX
Cucrema 3amuThl epcoHatbHbiX AanHbIX (C3I1/{H), cTpouTCs Ha OCHOBAHHH:!
- AKTta 00CJIe/I0BaHUS TEKYIIETO COCTOSIHUS TEXHHYECKOH 3alllMThl II€PCOHATBHBIX JaHHbIX;
- [lepeyHs nepcoOHANBHBIX JaHHBIX, OUIEKAIIUX 3aIIHTE;
- AxTOB KJIaccH(pHUKAITHH HHHOPMAITHOHHBIX CHCTEM N€PCOHAITBHBIX JaHHBIX;
- YacTHBIX MOJIeJIel aKTyalbHBIX yIpo3 U BepostHoro Hapyimtens UCI/1a;
- [TonmoskeHus 0 pa3rpaHHHYEHHH I1paB J0CTYIA K IEPCOHATBHBIM JIaHHBIM
- PykoBosimux nokymentoB @CTIK u @Cb Poccun.

Jlns obecneuenust 3amutel UCII/IH HeoOxomuMo coOuIr0/IeHHE OPraHUu3aIMOHHO-TEXHHYCCKUX MEp.
AJMHHHCTpanHeli obecmeunBaeTcs 6e30MacHOCTh MEPCOHAIBHBIX JJaHHBIX B COOTBETCTBUH ¢ HEOOXOIUMbIM
YPOBHEM 3ALIMIIEHHOCTH, KOTOpas onucaHa B TeXHHYIECKOM 3a/laHHH Ha CO3JaHHE CHCTEMbI 3AIIMTHI /UL
UCTI/In. B VupeskaeHHUM OmpeneneHbl aKTyaibHble yrpossl GesomacHocTd I1/IH, KoTOpBIC ONHMCaHEI B
YacTHOI MOJIENHN aKTYaIbHBIX YIpo3 i BeposaTHoro HapymuTens MCITTH.

[loJ1 aKTYaTbHBIMHE YTPO3aMH 0€3011aCHOCTH EPCOHATBHBIX JaHHBIX TTOHMMAETCS COBOKYITHOCTD YCIOBHH
1 (HaKTOpOB, CO3JAIOMIMX AKTYATBHYIO ONACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM 4HCIE CIy4aifHOro,
J0CTYIA K IIEPCOHATBHBIM JaHHBIM IPU UX 00paboTke B MHPOPMAILIMOHHOHK CHCTEMe, pe3yIbTaTOM KOTOPOro
MOT'YT CTaTh YHHUTOKEHHE, W3MeHeHue, OIOKHUpOBaHKe, KOIIMPOBAHHUE, MPEIOCTABIEHHE, PaCIPOCTPAHEHHE
MIepPCOHANTBHBIX JTAHHBIX, a TAK)KE UHBIE HENPABOMEPHBIEC IEHCTBHUSI.

Vrpo3sl 1-ro Tuna akTyanbHb! A1 HHOOPMAIMOHHON CHCTEMBI, €CJIM /I Hee B TOM YHMCJIC aKTyajlbHbI
YIpo3bl, CBA3aHHBIE C HAIMYMEM HEIOKYMEHTHPOBAHHBIX (HENEKIapMPOBAHHbLIX) BO3MOKHOCTEH B
CHCTEMHOM NPOrPaMMHOM 00ECICYCHUH, HCIIOTb3yeMOM B HH(OPMAIIMOHHO#H CHCTEME.

Yrpo3sl 2-ro THIIA aKTyalbHbI 115 HHGOPMALMOHHOH CHCTEMBbI, €C/IH JJIsl Hee B TOM YHCIIE aKTyalbHbl
YIpo3bl, CBs3aHHblE C HATMYHEM HEJOKYMEHTHPOBAaHHBIX (HEIEKJIapUPOBAHHBIX) BO3MOKHOCTEH B
NPUKIAJHOM [IPOrPaMMHOM OOECTIeYeHHH, HCTIO/Ib3yeMOM B HH(OPMALIHOHHOH CHCTEME.

Yrpo3sl 3-r0 THNA aKTyalbHbI JUls HHGOPMAIMOHHON CHCTEMBI, €CIH AT Hee aKTyalbHbl YIPO3bI, HE
CBSI3aHHBIE ¢ HAJIMYUEM HEJIOKYMEHTHPOBAHHBIX (HEIEKIApHPOBAHHBIX) BO3MOKHOCTEH B CHCTEMHOM H
MPHKIaTHOM NPOrPAMMHOM OOECIICUCHHHU, HCIIOIb3YEMOM B HH(POPMALMOHHOH CHCTEME.

Ha ocHOBaHHH 3THX JIOKYMEHTOB ONpejensercss HeoOX0AMMbIi ypoBeHb 3aummenHocTd [I/IH kaxao#
UCIT/Tn Yupexnenns. Ha ocHoBaHMM aHaiM3a aKTyalbHBIX yrpo3 OGesomacHoctd I[IJIH, ommcaHHOrO B
YacTHOM MOJENM aKTyaldbHBIX yrpo3 M BepostHoro Hapymmrens MCII[ln u Otyera o pesynbTarax
IPOBE/ICHHs] BHYTPEHHEH POBEPKe, JeNaeTcs 3aK/I04eHne 0 He0OOX0JMMOCTH HCIOIb30BAHMSA TEXHHYCCKHX
CPEICTB M OpPTaHM3alMOHHBIX MEpOTpHATHH s obecriedenus OesonacHoctd [1/1H. Bribpanubie
HeoOXO0IMMBIE MEPONIPUATHS OTpaxatorcs B [[nane MmeponpusaTHii 10 3alHTE MEPCOHATBHBIX IaHHbIX.

Jlna kaxaoit UCIJ1n nomkeH OBITH COCTaB/IEH CITMCOK MCIMOJIb3YEMbIX TEXHHYECKHX CPEICTB 3aLIHUTHL, d
TaKIKe MPOrPaMMHOTo obecredenns, yaacTytomero B oopabotke I1/TH, na Bcex snementax MCI1/la:

- APM nonb3oBarenei;
- CepBepa NpUIOKEHHIA;
-CYB/;

- I'panuna JIBC;
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- KanasoB nepejiaus B ceTH 00IIero nojib30BaHus U (WIIH) MEKIyHAPOAHOro 0OMEeHa, eC [0 HUM
nepeaatores [1/11.

B 3aBucuMoctH oT yposHs 3aupuierHoctH VICTI/Ia u axtyansubeiX yrpos, C3I1[In mMoxer BKiouarh
CIIEIYIOIIME TEXHUUECKHE CPEe/ICTBA!

- aHTHBHMPYCHBIE CPEICTBA sl pabOYUX CTaHIMI MOJIL30BATENICH U CEPBEPOB;
- CpeJICTBA MEXKCETEBOTO SIKPAaHUPOBAHHUS,

- cpe/IcTBa KpHNTOrpadHYecKon 3aluThl HHPOPMAIIHH, TIPH Nepe/laye 3aluiaeMoi HHPOpMaKH 1o
KaHaTaM CBS3H.

Takske B CIIMCOK JOJKHBI OBITh BKJIKOYEHbI (DYHKIIHH 3alMThl, 00ecIIeYHBaeMble IUTATHBIMH CPEACTBAMH
obpabotkn [1/ln onepaumonnbMu cuctemamt (OC), npukiagae [10 u cnenuanbHbIMU KOMILIEKCAMA,
peaTH3yIOIMMHK cpeacTBa 3auThl. CrIMCOK QYHKIMHA 3alHTHI MOKET BKIIFOHYATh:

- YIIpaBJIEHHE W pa3rpaHUYeHHUE JI0CTYIIA [0JIb30BaTEIICH;
- PErMCTPALMIO H YUeT JeHCTBHH ¢ uHdopManuei;

- obecrnieuuBaTh LEJIOCTHOCTD JIAHHBIX;

- IPOH3BOAUTH OOHAPYKEHHE BTOPKEHUH.

Cncox HCIIOJIB3YEMbIX TCXHHYCCKHX CPEIACTB OTpPaXKacTcs B [Inane MGpOHpHﬂTHﬁ 1o 3allHuTe
IepCcoHalIbHBbIX JTaHHBIX. Criacox HMCHOJIB3YEMBIX CpPEACTB HOJKEH [OJAACPKHBATBCA B AKTYaJlbHOM
COCTOAHHH. HpH U3MEHEHHH COcTaBa TEXHHYCCKHX CpEACTB 3alldTbl HIH 3JICMCHTOB HCHI[H
COOTBETCTBYHOIIHEC U3MCHCHHS JOJDKHBI ObITb BHECEHBI B CITMCOK ¥ YTBECPKIACHDBI 3aBCAYIOIIHM quemeﬂnﬂ
HUJIH JIULIOM, OTBETCTBCHHBLIM 3a oOecredyeHue 3aluThl HIIH
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TpeboBanus k noacucremam C3I1/{n

C3I1]1n BxmoYaeT B ceds clieIyIONIHe MOACHCTEMBbI:
- YIIpaBJIeHHUS AOCTYTIOM, PETHCTPALIMHU M ydeTa;
- obecrieueHus EIOCTHOCTH U JIOCTYITHOCTH;
- aHTUBHPYCHOM 3aIIIHThI;
- MEXKCETEBOT0 3KPaHUPOBAHUS;
- aHaJIM3a 3alUIIEeHHOCTH,
- 0OHapyKeHHsl BTOPKCHHIH;
- Kpuntorpauyeckoi 3aiuThl.

Toncucrems: C3I1JIn umetoT pasnuuHblil Gynkiuuonas B 3aBucuMocty o1 kiacca MCTT]1H, ompesesieHHOro B
AkTe KraccnbuKamun HHGOPMAIHOHHBIX CHCTEM MEPCOHATBHBIX JaHHBIX. CIIHCOK COOTBETCTBAS (YHKLMHA
noacuctem C3I1J{n knacey 3amunieHHOCTH peacTasieH B [Tpunoxenun Ne 1.

1.1 IMoacueremMpbl ynpaB/ieHHs A0CTYNOM, PErHCTPALIHH H Y4eTa
[Toxcucrema yrpasieHHs JOCTYIIOM, perHCTPalliy U yyeTa NpeIHa3HavyeHa JUld peajus3aluy cieyommx
(yHKUMH:

- HIeHTH(HUKAIMH | TIPOBEPKa MOLUTHHHOCTH cyOBekToB gocTyna npu Bxoae B UCTI/IH:

- HI[CHTH(bHKaI.[HH TePMHHAJIOB, y3JI0B CETH, KaHaJIOB CBA3H, BHEITHHUX yCTpOi:ICTB 10 JIOTHYECKHM
HMECHaM;

- ueHTH(UKALIMH TTPOTPaMM, TOMOB, KaTaJloroB, (haiinos, 3alucei, nojeu 3aMucei Mo UMEHaMm;

- permcTpanmH BXozia (BBIX0Ja) CyOBEKTOB IOCTYNa B CHCTEMy (M3 CHCTEMbI), IHOO PernCTpalis
3arpy3KH U HHHLHATH3ALUK OlIEPAlMOHHOM CHCTEMbI U €€ OCTaHOBaA.

- PErMCTpALIMH TOMBITOK JOCTYIA IPOrPAMMHBIX CPE/ICTB (IIPOrpamMm, IPOLIECCOB, 3a/1ay. 3a1aHuH) K
3amuInaeMeM Gaiinam;

- PErHCTpallM{ IIONBITOK JOCTYNa IIPOrPAMMHBIX CPEICTB K TCPMHHAIaM, KaHalaM CBA3M, -
nporpaMmam, ToMam, kKaraioraM, daiiam, 3amucsM, MoJisiM 3arncei.

[ToacucTeMa yrpaBaeHHs! JOCTYIIOM MOXKET OBITh peaATH30BaHa ¢ MOMOUIBIO INTATHBIX CPEACTB 00paboTKH
1[Iz (omepamuoHHBIX cucteM, mpuiokenuit u CYBJI). Tak ke MOXKeT ObITb BHEAPEHO CICHHAIBHOS
TEXHHYECKOE CPEICTBO HIIH HX KOMILIEKC, OCYIIECTB/IAIOIINE TOTIOHUTEILHBIE MCPBI 110 ayTeHTH(HKAIHH U
KOHTpoi0. Hampumep, mnpHMEHeHWe €IMHBIX XPAHWIHMII YYeTHBIX 3aluceil rob3oBatesich W
PerHCTPALHOHHON HMHAOPMALMH, HCIONL30BAHHE OHOMETPHYECKMX M TEXHHYECKHX (C  TOMOLIBIO
37€KTPOHHBIX MPOIYCKOB) MEP ayTeHTH(HKALMH H JIPYTHX.

1.2 IToacucrema oGecreyeHHs MeJTOCTHOCTH H I0CTYITHOCTH

[ToacucTeMa 0beceueH s IeIOCTHOCTH | IOCTYINHOCTH TpeIHa3HaueHa [l o0ecneyeH s 1eJ0CTHOCTH
u poctynHoctu I1JIH, mporpammubix W anmapartHeix cpeacts UCILJIH YupexkaeHus, a TakKe Cpeacts
3AIIUTHL, IPH CIy4YaifHON WiIM HAMEPEHHOH MOAM(UKALHH.

[ToacucremMa peanusyercst ¢ I[IOMOIIBIO OpPraHH3alHM PE3EPBHOIO KOMMPOBaHHS oOpabaTbIBaeMbIX
JIaHHBIX, 4 TAK)Ke Pe3ePBUPOBAHUEM KIIHOYEBHIX 3JIEMEHTOB HUCITIIH.
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1.3 MoacueTeMa AaHTHBHPYCHO 3AIHTHI

[ToacucTeMa aHTHBMPYCHOM 3aIUTHI TPe/IHa3HadeHa /Ul 00ecIeueH s aHTHBUPYCHOH 3alllHTBI CEPBEPOB
1 APM nons3osareneit UCIT/IH YupexaeHus.

Cpe/cTBa aHTHBHPYCHOM 3aIIUTHI TPETHAHAUEHBI JUIS PEATH3AINN CIIEAYIONMX QYHKIMM:
- PE3U/IEHTHBIH AHTHBHPYCHBIH MOHHUTOPHHT
- QHTHBHPYCHOE CKaHHPOBAHHE;
- CKpUNT-OJIOKHPOBAHHUE;

- LEeHTPATM30BaHHYIO/YJIANCHHYIO  YCTAHOBKY/JEHHCTAUISALMIO  @HTHBHPYCHOTO  NPOJYKT4,
HACTPOIKY. aIMHHUCTPUPOBAHHE, IIPOCMOTP OTYETOB M CTATHCTHUYECKOH MH(OpMalmK 110 paboTe MpoayKTa;

- ABTOMAaTH3HPOBAHHOEC 0OHORJIEHHE AHTHUBHPYCHBIX 633;

- OrpaHMYEHHE MPaB MOJIB30BaTeNsi HAa OCTAHOBKY HCIOIHSAEMbIX 3a/a4 M W3MCHCHHS - HACTPOEK
AHTHBHPYCHOT'O IIPOTPAMMHOI0 00ECTICUCHHS,

- ABTOMATHYECKHH 3ayCK Cpas3y IocCie 3arpy3kKH OﬂepaHHOHHOﬁ CHCTEMBIL.

[TosicicTeMa peanu3yeTcs MyTeM BHEIPEHHs CIeIHaTbHOr0 aHTHBUPYCHOI'O IIPOrPAMMHOT0 00eCTIeYeH S
na sce anemenTsl UCIT/IH.

1.4 Toacnerema MekceTeBOro IKPaHHPOBAHMS
[ToacucTeMa MEKCETEBOTO IKPaHUPOBAHHsl MIPe/IHA3HAYCHA [UTTs PeaTH3aIuH CIISAYIOMHUX QYHKIMIL:
- (MIBTpALIMHE OTKPBITOTO M 3aIIH(ppoBaHHOTO (3aKpbiToro) IP-rpaduka no creayommm napameTpam;

- (uKcalMK BO BHYTPEHHHX JXKypHalaX HH(QOpMAMM O NPOXOJAIIEM OTKPHLITOM M 3aKpbitom IP-
tpaduke;

- naeHTH(HKAIME U ayTEHTH)UKAIINIO aJIMHHHCTPATOPa MEKCETEBOI0 SKpaHa MpH ero - JIOKaIbHbIX
3arpocax Ha JIOCTYIIL;

- perucTpalny BXoja (BbIX0/1a) aIMHHICTPATOPa MEKCETEBOI0 9KpaHa B CHCTEMY (M3 CHCTEMbI) 1100
3arpy3KH ¥ HHHIIHATH3ALMH CUCTEMBI H €€ IIPOrpaMMHOT0 OCTaHOBa;

- KOHTPOISl LIEJIOCTHOCTH CBOEH MPOrpaMMHO# 1 HH(POPMAITHOHHOH YacTH;

+- (UIBTPALMM TAKETOB CIYKEOHBIX INPOTOKOJIOB, CIYKAIlUX I JAMArHOCTUKH H YIpPaBICHHUS
paboToi CETEBBIX YCTPOMICTB,

- (UIBTpalMK C YYETOM BXOJHOTO H BBIXOJHOIO CETEBOro HHTepdeiica Kak CPeICTBO IPOBEPKH
MOJUTHHHOCTH CETEBBIX a/IPECOB;

- PErHCTpAIMH U YYeTa 3ampaliBaeMbIX CEPBHCOB IPUKJIAJHOTO YPOBHSI;

- 610KMPOBAHHKSA JIOCTYIIA HEWICHTH(PHIMPOBAHHOTO 00BEKTA MK CYOBbEeKTa, MOUTHHHOCTE KOTOPOTO
npu ayTeHTH(UKAIMH HE IOATBEPAMIIACH, METOJAMH, YCTOHYHBBIMH K IICPEXBATY,

- KOHTPOJIS 32 CETeBOH aKTHBHOCTBIO NPUIIOKEHHH M 0OHAPYIKCHUS CETEBBIX aTak.

[loacucTemMa peaju3yeTcss BHEAPEHHEM  IPOrpaMMHO-ANNApaTHbIX — KOMIUICKCOB — MEKCETEBOIro
skpanupoBanus Ha rpanuie JICB, knaccom He nuke 4.
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1.5 Moacucrema ana/m3a 3a0IHIICHHOCTH

[MoxcucTeMa aHANMM3a 3aAIIMIIEHHOCTH, J0JDKHA OOCCIIEYHBATE BBIBICHUS YS3BHMOCTEH, CBS3aHHBIX C
omnbkamu B KoHpurypauuun [10 WCII[H, xoTopble MOTYT ObITh HCIIOJIb30BaHbl HAPYLIMTEIEM LIS
peaTu3aliK aTaki Ha CHCTEMY.

(DYHKIIHOHa.TI MOJICUCTEMBI MOXeET OBITh peanu30BaH MNpPOrpaMMHBIMH H [porpaMMHO-alapaTHbIMH
CpelCTBaMH.

1.6 Moacucrema oGuapyxenus BTOpAKeHHil

[Toncucrema oOHApYKEHHMs BTOPKEHMI, TODKHA o0ecreunBaTh BBIABICHHE CETEBBIX aTdK HA 3/1€MEHTEI
UCTIJTH, NoaK/TI049eHHbIE K CeTsIM OOIIEro M0/ Ib30BaHus U (M) MEKLyHapOIHOTO 00MeHa.

CDYHKI.IHOHaJI ODOJCHCTEMBI MOXKET OBITh peaIu30BaH IIPOTPaMMHBIMH H nporpaMMHO-anmnapaTHbIMH
CpeacTBaMH.

1.7 Moacucrema kpunTorpaduueckoii 3aMHTHI

IMoxcuctema kpunrorpaduueckoil 3ammTel npeaHasHadena i uckmouenus HCJL k sammmaemoii
undopmarmu B UCII[ln Yupexienus, pH ee Iepeaun Mo KaHalam CBS3H ceTell 00IIero moJjb30BaHus U
(MIH) MEXKIyHApPOIHOTO 0OMEHa.

[ToacucTeMa peanu3yeTes BHeIPEeHHeM KPUITOrpadHyIecKuX IPOrpaMMHO-anapaTHeIX KOMIUIEKCOB.
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2 MMoaszosarean UCIIn

B UCII/la YypexaeHHss MOXHO BBUICIHTH CIEAYIOIIME TPYINIbl I0Jb30BATENCH, YYacTBYIOIIHX B
obpaborke u xpanenun [1/1n:

- Anpmunnctparop UCIT/IH;

- Anmunuctpatop 6e3onacnocta MCII/H;

- Onepatop APM;

- AIMMHHCTPATOP CETH;

- Texuuueckuit crenuamicT mo o0CIyKHBaHUIO nepHdepuitHoro 060py10BaHHs;
- ITporpammuct-pazpadorurk UCII/IH.

JlaHHbIE 0 TPYMINAaX MOIb30BaTENAX, YPOBHE HX 0CTYTIAa U HH(OPMHUPOBAHHOCTH I0/KEH OBITh OTpakeH
B [TonosKeHMH O pasTpaHUYEHHH IIPaB JOCTYIA K NEPCOHAIBHBIM JaHHBIM.

2.1 Aamunucrparop UCIAu

Anvunuctparop MCII/Ia, corpyanuk VYupekaeHHS, OTBETCTBEHHBIH 3a HACTPOHKY, BHEIpeHHE H
conpoBoxkaenue UCI1/In, obecrieurBaeT GyHKIIMOHHPOBAHHE TIOACHCTEMBI yripasieHus nocrynoM UCII/Ta
M YIOIHOMOYEH OCYIIECTBISTH INPEJOCTABIEHHE M pasrpaHHueHHe JOCTYNa KOHEYHOTO MOJIb30BaTelIs
(Oneparopa APM) K sneMeHTaM, XpaHsLIMM [I€PCOHATbHBIC IaHHBIE.

Amvunuctparop UCIT/In o6nanaer cneayromuM ypoBHEM I0CTYNA H 3HAHHH!

- obmagaer monHON MHGOpManued O CHCTEMHOM U IIPHKJIAIHOM TNPOrpaMMHOM O0ecrnedYeHHH
HUCTTn;

- ob1amaeT nosiHO# HHpOpMaNHel 0 TEXHHYECKUX cpejcTBax U Konpurypauun UCII/1x:
HMeeT JIOCTYII KO BCEM TeXHHYeCKHM cpecTBaM 00paboTku unpopmanuu ¥ ganubiM UCIT/H;

- obnazaer npasaMH KOH(GHUIYPHPOBaHHs U aIMHHHCTPATHBHOW HACTPOMKH TEXHHYECKHMX CPEICTB
UCTIn.

2.2 Aamunucrparop dezonacaoctn UCT/In

Anmunuctparop  Oesonacuoctu  MCIIJIH, coTpyaHuk — YYpexIeHHsA, OTBETCTBEHHBIA  3a
¢ynkunonupoanne C3[1/1H, BKOuas oOCTyKMBAHME M HACTPOMKY aJMUHHUCTPATHBHOM, CEPBEPHOH H
KJIMEHTCKOM KOMIIOHEHT.

Anmunuctparop 6esonacaoctd UCIT/IH o6najaeT cieayiomuM ypOBHEM JIOCTYIIA U 3HAHWH!
- o61anaer npasamu Anmuauctparopa UCII/IH;
- o0nanaet nonHoi undopmanmeit 06 UCI1/1H;

- UMEeeT JOCTYI K CPeJCTBaM 3allUThl HHPOPMAIHMKH H NPOTOKOJMPOBAHHMS H K YacTH KIIIOYEBBIX
snementoB UCTI/IH;

- HE MMEET IpaB JIOCTYINa K KOH(QUIYPHPOBAaHHIO TEXHMYECKMX CPEJCTB CETH 3a MCKIHOYEHHEM
KOHTPOJIbHBIX (HHCIEKIIMOHHBIX).

Anmuaurctpatop 6ezonacHocte MCII/IH ymonHoModen:
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- peaM30BLIBATE IOJUTHKY Ge30macHocTH B yacTH HacTpoiiku CK3M, MeKceTeBbIX 9KPaHOB H CHCTCM
oOHapyKeHHs aTaK, B COOTBETCTBHH C KOTOPLIMH Mob3oBatelb (Oneparop APM) nonyyaet BO3MOXKHOCTE
pabotats ¢ anementamu UCIT/In;

- OCYLISCTBJIATH ayJIUT CPEACTB 3alllUThI,

- YCTaHaB/IMBATh /OBEPUTEIbHBIE OTHOIIEHMs CBOCH 3alMINCHHOM CETH C CETAMH Jpyrux
Opranusanuii.

2.3 Onepatop APM

Omnepatop APM. corpyaHuk YupexkaeHus, ocywectsistommii obpaborky I1/la. Obpaborka I1/ln
BK/TIOYAET: BO3MOKHOCTB mipocMoTpa I1]1u, pyunoit BBox [1/1n B cuctemy MCIIJIH, hopmMupoBanue ClpaBoK
1 0T4YeTOB N0 HHpopMmarmu, nomyderHoi 13 MCII/In. Onepatop He WMeET MOTHOMOYMH /IS YIIPABJICHHUS
noacuctemamu oopadorku 1auuexX 1 C3I1/IH.

Omnepatop UCII/I1 ob:1a1aeT caeTyfolHM YPOBHEM J0CTYIIA H 3HAHHIA:

- obaaeT BeceMH HeoOXOAMMBIMH arpHOyTaMu (HalipHMep, mapoJieM), 00eCeYHBAOIINME J0CTYIT K
HeKoTopoMy moaMHOKecTBY [1JIH:

- pacnojiaraeTt KOH(l)I/II[EHHH&IIbHHMH JaHHBIMH, K KOTOPBIM UMEET NOCTYII.

2.4 AIMMHHCTPATOP CETH

AJIMMHHUCTPAaTOp  CETH, COTPYAHHK YUpeK[eHHS, OTBeTCTBEHHBIH 32  (yHKIHOHMPOBAHHC
TeJIeKOMMYHHKaIMoHHOH noacuctemsl MCIIJIH. AJMHHHCTPATOp CETH He MMEET M[OJHOMOYHH J1id
YIIpaBJIeHHs MOJACHCTEMAaMH 00pabOTKH IaHHEIX H O€30TIaCHOCTH.

AZIMHHHCTpATOp CEeTH 001a1aeT CIeAYIOIHM YPOBHEM I0CTYIIA H 3HAHUH!
- 06:1a712€T Y4acThi0 HHMOPMAIMK O CHCTEMHOM M NPUKIagHOM nporpammHoM obecnevennn MCII/Tu;
- obnagaeT yacThio MHGOPMALIMK 0 TEXHHYECKHX cpecTBax U kondurypaunn MCITH;

mMeeT (GU3MYECKHil TOCTYN K TEXHMYECKMM cpeiacTBaM 06paloTkH HHQOpMAIlMH M CPE/CTBAM
3aIUTHI;

- 3HaeT, M0 MEHbIIEH Mepe, OJHO JIerajbHOC UM JOCTYIIA.

2.5 TexHHYeCKHIl CHENMATUCT 110 00CTYKHBaHHIO NepudepHiinoro 060py10BaAHHS

TeXHUYECKHil CHEIHUATHCT 10 00CTYKUBAHMIO, COTPY/HUK YUPEekKICHHS, OCYIIECTBIAET 00CTyKHBAHHE
H HacTpoiiky nepudepmitnoro odopynosanus UCIIH. Texnudyeckni CrnenManucT Mo 00CITy)KUBAHHIO HE
uMeeT goctyna K I1J[H, He MMeEET TOJHOMOYHil [UIs yIpaBlieHHs MOACHCTeMamyu 0OpabOTKM JAHHBIX H
Oe3omacHOCTH.

TexXHHUIECKUI CIEMMATUCT 10 00CTYKHBAHHIO 00/1a/1aeT CIICIYIOMIMM YPOBHEM J0CTYIA W 3HAHHI:
- 061a12eT YacThio HHMOPMAIIMHK O CUCTEMHOM M PHKJIAJHOM MPOTPAMMHOM 00eCTIeyeHHH WUCITIH;
- 06J1a1aeT YacThio HHMOPMAIIMH O TEXHHYECKUX cpesicTBax H Konpurypauun UCTIIH;

3HAeT, 10 MEHbILEH Mepe, OJITHO JIeraJibHOE HMs J0CTYIIA.
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2.6 Iporpammucr-paspadoranx UCI/In

TIporpaMMHUCTBI-pa3paboTYMKH  (IIOCTABIIMKM)  MPHUKJIATHOIO  [POrPaMMHOrO  OOeCTeHeHHS,
oGecneyrBaloIIHe ero COMPOBOKICHHE Ha 3alHIaeMoM 00beKTe. K 1aHHOM rpyrine MOryT OTHOCHTBCS Kak
COTPYIHHKH YUPEKICHHs, TAK U COTPY/AHHKH CTOPOHHHX OpraHH3alHii.

duzuyecKoe U0 ITOH KaTeropHu:
- obnanaet uadopmanueii 06 anropuTmMax u nporpammax o6pabotku undopmaiun vHa UCI/n;

- 007187146 T BO3MOKHOCTSIMH BHECEHHS OLUIMOOK, HEIEKIapHpOBaHHBIX BO3MOMKHOCTEH, IIPOrPaMMHBIX
3aK71a70K, BPEIOHOCHBIX MporpamMm B nporpammuoe obecrnedyenne MCTI/IH Ha cramun ee paspaboTkH,
BHEJIPEHHUS W CONPOBOXKICHHS

- MOKET pacrojarats Jro0bMH (pparmenTamMu HHGopmanun o tonosnorud UCTI/IE 1 TexHHUecKux
cpecTBax 00paboTky  3aiuThl [1]1H, o6pabarsiaemeix B UCTI/IH.
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3 TpeGoBanus Kk nepconady no obecnedenno samurst [1/{n

Bcee coTpynnuka YupexaeHus, apistommecs nonb3opareaamu MCII/IH, 10/KHBI 4ETKO 3HATH H CTPOTO
BBITOJIHSTH YCTAHOBJICHHBIE TPABMJIA M 00A3aHHOCTH [0 JOCTYITY K 3alIMIIaeMbIM 00bEKTaM U COOJTIO/ICHUIO
npuHATOr0 pexnuma dezonacHocty I11H.

[Ipu BCTYIUIEHHHM B JIOJKHOCTH HOBOTO COTPYJHHKA HEIOCPE/ICTBEHHBIH HAYaIBHHUK TOAPA3/IeICHU, B
KOTOpOe OH IIOCTYNAeT, O0s3aH OPraHM30BaTh €ro O03HAKOMIEHHE C JOTKHOCTHOW HHCTPYKUMEH M
HeoGXOMMMBEIME JIOKYMEHTAMH, PeriaMeHTHpYomuMH TpeboBanus no 3ammte [1]1H, a Takke obyueHue
HABBIKAM BBIIOJIHEHUS IPOLETYD, HEOOXOMMMBIX JUlsl CAHKLIMOHKHPOBaHHOTO Henomb3osadist MCTIIH.

COTpyIHHK J0JKeH OBITh O3HAKOMIIEH CO CBeJACHHAMM Hacrosulei [TonnTHKH, TPMHATHIX MPOLEIYP
paboTsi ¢ anementamu UCI1/In u C3I1/1H.

COTPYIHHKH YUpeiIeHHs, MCIOIL3YIOMHEe TeXHWYECKHE CPE/ICTBA ayTCHTH(QUKAIMH, JOJIKHBI
oBecIieurBaTh COXPAHHOCTE HACHTH(QHKATOPOB (3MEKTPOHHBIX Koyeit) i He jonyckars HCJI k HUM, a Takoke
BO3MOKHOCTh MX YTE€PH H/M MCIONB30BAaHWS TPETBHMH Jjiviamu. l1o1b30BaTeid HECYT NEPCOHATBHYIO
OTBETCTBEHHOCTh 3@ COXPAHHOCTh HIECHTH(PHKATOPOB.

CotpyaHuks YupeskaeHus JO/KHBI CJIeJI0BaTh YCTAHOBICHHBIM NpOIEIypaM MOUICPIKAHHA pEKUMA
6esonacHocTH T1/1H npu BEIOOPE W HCTIOJIB30BAHIH NTApo/ieH (eC/ii He HCTIONB3YIOTC TEXHHUCCKHE CPE/ICTBRA
ayTeHTH(DHKAIIHHK).

CoTpyIHHKH YupeskIeHHs I0/KHbI 00eCIediBaTh HAUTEKAIILYIO 3alIMTy 000PYI0BaHHUS, OCTABISEMOrO
Oe3 MpUCMOTpa, OCOOEHHO B TEX CiydasX, KOrja B IOMELICHHe MMEIOT JIOCTYN TIOCTOPOHHHE JIMIA. Bce
TMONTB30BATENN JOJDKHBI 3HaTh TpeOoBaHus no OGesomacHocTd I1JIH ¥ mpouenypel 3alldThl 00opynoBaHus,
OCTABIICHHOTO €3 IPUCMOTPA, & TAKIKe CBOH 0053aHHOCTH 10 00ECIEYEHUIO TAKOH 3alUThL.

CoTpy/IHHKaM 3aTipelaeTcs YCTAHABIMBATh IIOCTOPOHHEE MPOrpaMMHOE olecreueHue, MOAKIOYaTh
JIMYHBlE MOOHJILHBIE YCTPOMCTBA M HOCHTENIH HHMOPMAIMH, & TAKXKE 3aMMChIBATL HA HHX 3aIIHIIACMYIO
uH(pOpMaIHIO.

CoTpy/IHHKaM 3arpelaeTcs pasriiaars 3aluiaeMyo HHGOpMANHIo, KOTopas CTajla UM H3BECTHA NPH
paboTe ¢ HHGOPMALIMOHHBIMHA CHCTEMaMH Y UPE/ICHHS, TPETHUM JIHIIaM.

Ipu padore ¢ [1J1n 8 UCTT/{1 coTpyIHHKH YupexaeHus 00s13aHbI 00eCIeUuTh OTCYTCTBAE BOSMOXKHOCTH
npocmoTpa [1J[H TpeTbUMH JIHIAMH ¢ MOHHTOPOB APM HJIH TepMUHAIIOB.

[1pu 3aBepmennu padotsl ¢ UCITJIH corpyanukn o6s3anb! 3autuTs APM M TepMHHATBL ¢ TOMOLLELIO
GJIOKMPOBKH KJIFOUOM MJIM SKBHBAJICHTHOTO CPEJICTBA KOHTPOJIS, HAPHMEP, JTOCTYIIOM IO MapojIio, €C/IH HE
HCIOIB3YIOTCs O0TIee CHIIbHBIE CPE/ICTBA 3ALIHTHI.

COTpYAHHKH YupekIeHHs JO/UKHbI OBbITh MPOMH(OPMMPOBAHBI 00 Yrpo3ax HAPYIICHHS peXHMa
GesonacHoctd [1JIH M OTBETCTBEHHOCTH 3a ero Hapyumenue. OHH JODKHBI ObITH O3HAKOMIEHBL C
YTBEpIKICHHO (OPMAILHOM MPOLEAYPOHl HANOKEHHS MMCUMIUIMHAPHBIX B3BICKAHHH Ha COTPYJHHKOB,
KoTOpble HapyH [TonuTHKY HHPOPMAIIMOHHON O€30IacHOCTH U IIPOLEY PbI deszomacuoctH I1/1H.

CoTpyaHUKH 00s13aHBI O€3 NpoMeUIeHHs coobmars 060 BeeX HaOMIONAeMbIX HIH [OJ03PUTCIBHBIX
ciyuasx pa6otsr UCI1JIH, MOrymux moBieds 3a coboil yrpo3sl 6e30macHoCTH 111, a Takke O BHISBICHHBIX
MMH COOBITHAX, 3aTparuBaroiux GesonacHocts [1/1H, pykoBOACTBY MOAPA3AEAEHHUS | JHILY, OTBCHAIOIICMY
3a HeMeIIleHHOe pearupoBanue Ha yrpo3ssl 6ezonacHoctu [1/1H.
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4 Jlo/zkHocTHBIE 00s3aHHOCTH noJib3oBateaeii UCIH/In

TomxHocTHBIE 00s3anHOCTH Noab3oBaresned MCI/In onrcanbl B cieIyroIuX JOKyMEHTaxX:
- Unctpykuus agmunuctparopa MCILIn;
- Uuctpykuus agmunuctparopa 6esonacaoctd MCIT/Tx;
- Uucrpyxums nonszosatens UCIL/H.
OtsetcTBeHHOCTH coTpyAHUKOB UCTI/In YupexaeHus.

B cooTtBetcTBHH cO ¢T. 24 Denepanbroro 3akona Poccutickoit @enepanuu ot 27 uionsa 2006 r. Ne 152-P3
«O TIepCOHANBHBIX JaHHBIX) JTHIAd, BHHOBHBIE B HapylIeHHH TpeboBaHui 1aHHOro MeaepaibHOTO 3aKOHA.
HECYT TPAKIAHCKYIO, YTOJOBHYIO, aIMHHHCTPATHBHYIO, JIMCHMIIMHAPHYIO H HHYIO TPEIyCMOTPEHHYIO
3aKkoHOAaTenbCTBOM Pocceniickoit ®eepainy OTBETCTBEHHOCT.

JleiicTByIo1ee 3aK0HOAaTeNbCTRO PD 1103B0MISET IpeABABIATE TpeOOBaHUS 110 OOecneueH |0 De30MacHoH
paboTsI ¢ 3amMmaemMoii HHGopMalei  npeaycMaTpUBaeT OTBETCTBEHHOCTD 3a HapyIeHHE YCTAaHOBIEHHBIX
npaBu 3kcruiyaranud DBM u cucteM, HenpaBoMepHBIH 10CTYI K HHGOPMAIMH, €CITH OTH IeHCTBUSA IPUBEIIH
K YHHYTOKEHHUIO, OJIOKMPOBAHUIO, MOAU(HUKAIMA HHPOPMALIMK WK HapyLIeHHIo padoTel DBM wmn cereit
(crateu 272,273 u 274 YK PO).

Anmunuctparop UCIT/Ix u agmuauctpatop OeszonacHoctd MCIIJIH HecyT OTBETCTBEHHOCTH 3a BCE
NEeHCTBHSI, COBEPIIEHHBIE OT UMEHH MX YUETHBIX 3alIMCEN MM CHCTEMHBIX YYETHBIX 3alIHCEH, ECITH HE 0Ka3aH
(haKT HECAaHKIIMOHHPOBAHHOTO UCIIOJIb30BaHHs YUETHBIX 3aIIUCEH.

[lpy HapylmieHHsSX COTPYIHMKaMH YdpexneHuss — nonbsoBatenedl MCII/I npasui, CcBs3aHHBIX
oesonacHocThi0 [1JIH, OHH HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO JCHCTBYIOIIHUM 3aKOHOAATEIBCTBOM
Poccuiickoit @enepaiuu.

[TpuBesieHHbIe BhIlIe TpeOOBaHHS HOPMATUBHBIX JOKYMEHTOB IIO 3alIATe MH)OpPMALUM JOKHBI ObITH
otpaxeHbl B [T0J105KkeHHAX O MOApa3eNeHusX Yupekaenus, ocyuecTsasomux oopadorky [1n 8 UCII/{n
H JOJDKHOCTHBIX HHCTPYKIHSAX COTPYAHUKOB Yupexkienus.

Heobxoaumo BHecTH B [TomoKeH#s 0 oApa3ie/leHusX Y UpexaeHus, ocyecTriIsomux oopadorky I1/{xn
B UCII/IH cBeneHuss 00 OTBETCTBEHHOCTH HX DPYKOBOIMTENIEH W COTPYJIHMKOB 3a pasrjaiieHHe H
HeCaHKLMOHUPOBAHHYI0 MoauduKauuio (Mckaxkenue, pamscndukanuio) I1/In, a Takike 3a HenpaBOMEpHOE
BMEIIATEIHCTBO B IMIPOIECCHl KX aBTOMATU3UPOBAHHON 00pabOTKH.
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5 CHHCOK HCI0JIL30BAHHLIX HCTOYHHUKOB

OCHOBHBIMH HOPMaTUBHO-IIPABOBBIMH M METOJIHYECKHMH HOOKYMEHTAaMH, Ha KOTOPBIX 6a3npye"rcs[
Hacrosmee [lonoxkeHue SBIAIOTCS:

1. ®enepaneubii 3akon ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Hanee — @3 «O
NIePCOHANBHBIX JIAHHBIX»), YCTAHABJIMBAIOLIMI OCHOBHBIE MPUHIWMILI U yciaoBusi oOpabotku I1/IH, npasa,
00SI3aHHOCTH U OTBETCTBEHHOCTH YYaCTHHKOB OTHOIIEHHH, CBA3aHHBIX ¢ oOpaboTkoi [1/1H.

2. Tlocranosnenue IlpaButenscrsa Poccuiickoii @enepamnu ot lHosOps 2012 r. Ne 1119 «O6
VTBEPKICHUH TpeOOBaHMH K 3alIMTE MEPCOHATLHBIX JAHHBIX [IpU HX 00paboTke B MHPOPMALMOHHBIX
CHCTEMaxX IIEPCOHAIbHBIX JAHHBIX).

3. «Ilonoxenue 006 0COOGEHHOCTAX 0OPabOTKM MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIAEMOH Oe3
MCIIOJIb30BaHHUs CPEICTB aBTOMAarH3aluu», yreepxkaenHoe IlocranoBnenueM IlpaButensctBa PO ot
15.09.2008 r. Ne 687.

4. «TpeGoBanusi K MaTepHAIbHBIM HOCHTEISIM OHOMETPHUYCCKMX MEPCOHATIbHbIX JI@HHBIX M TEXHOJIOTHAM
XpaHeHHs TaKHX JaHHbIX BHE HH(PQPMAIMOHHBIX CHCTEM NEPCOHAIBHBIX JAHHBIX», YTBEPKICHHbBIC
[Toctanosnenuem [IpaButensctea P® ot 06.07.2008 r. Ne 512.

5. HopMaTHBHO-METOIHYECKHE TOKYMEHThl DejlepanbHON CIIyKOBI MO TEXHHYECKOMY W IKCIIEPTHOMY
koHTpomo Poccuiickoii ®enepanuu (nanee - ®CTIK Poceun) no obecnevennio GesonacHoctu [1/1a mpu ux
obpaborke B UCI1/H:

6. PexkomeHmanuu 1o obecreueHMI0 OE30MacHOCTH [IE€PCOHANBHBIX JaHHBIX IpH HX 00paloTKe B
MHMOPMAIIMOHHBIX CHCTEMAX MEePCOHATBHBIX IaHHbIX, yTB. 3aM. aupektopa ®CTOK Poceun 15.02.08 1.

7. OCHOBHBIE MEPOIIPHATHSA 110 OPTraHU3AIMA H TEXHHYECKOMY 00ecIedeHHIO O€30MacHOCTH MePCOHANBHBIX
JIAHHBIX, 00pabaThIBAEMBIX B HH(QOPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JaHHBIX, YTB. 3aMm. JAUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICII)

8. BazoBas Mozenb yrpo3 Ge30MacHOCTH IEPCOHAIBHBIX JaHHBIX IpH HX 00paboTke B HHPOPMALHOHHBIX
cHCTeMax MePCOHANBHBIX TaHHBIX, yTB. 3am. qupekropa @CTOK Pocenn 15.02.08 r.

9. MeToMKa ONpe/e/ieHs aKTyalbHBIX YTpo3 Ge30MacHOCTH IePCOHATBHBIX JaHHBIX NPU MX 00paboTke B
MH(OPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JIaHHBIX, YTB. 3am. qupekropa PCTOK Pocenn 15.02.08 1.

MoauTrka nHGopMaumoHHoK BesonacHocTu. Ctparuua 21 13 30
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OcyuiecTBasSTH KOHTPOJIL IOOBIX JieHcTBUHI CyOBEKTOB J0CTYIA 110 YIPABICHHIO
dbynkimsamMu cpeactsa 3aunTol 0T [IMB T01BKO n0CI1e npoBe/ieHus ero ycneuHo
ayTeHTH(hHKAIHH

[TpeaycMoTpeTh MeXaHU3MbI OJIOKHPOBaHHS JA0CTYIA K cpeacTBaM 3amuTsl oT [IMB
[TPH BBINIOJIHEHUH YCTAHABIHBAEMOI'0 YHCIIA HEYIAYHBIX MMOIILITOK BBOJAA MapoJid

HeoOxo1uM0 npoBoANTS HACHTH(PUKAIMIO (paiinoB, KaTalI0roB, MPOrpaMMHbBIX
MO/IyJIeH, BHELIHHX YCTPOHCTB, UCTIOJIb3YeMBbIX cpe/cTB 3aumThl oT [IMB

111

B noacucreme PEruCcTpanyy U yuerta:

OcyuiecTBISATh PErUCTPALMIO BXO/IA (BBIX0/1a) CyOBEKTA I0CTYIA B CHCTEMY (U3
cUCTeMBI), THO0 PEerucTpaIio 3arpy3Ki U HHHIHAIH3AIUHA ONIEPallHOHHON CUCTEMBI
U ee pOorpaMMHOI0 OCTaHOBA. Peructpaiiys BeIX0a U3 CUCTEMBI WIIM OCTAHOBA HE
MPOBOJIATCA B MOMEHTHI arnapatryproro otkimodenus MCI/n. B napamerpax
perrcTpalvy YKa3bIBAIOTCS JlaTa W BpeMsi BX0/1a (BbIx0/1a) cyObeKTa 10CTyna B
CHUCTEMY (M3 CHCTEMBI) HJTH 3arpy3KH (OCTaHOBA) CHCTEMBI

[TpoBOIMTE y4eT BceX 3allUIaeMbIX HOCHTENeH HH(OPMALUHU C TOMOIIBIO UX M000it
MapKHMPOBKH M C 3aHECEHHEM YYETHBIX JaHHBIX B XKypHaI (YYETHYIO KAPTOUKY)

[TpoBoMTE perucTpanuio BXo4a/Bbixo/1a cyObeKTOB 10CTYIIa B CPEACTBO 3alllUThI OT
[IMB, perucrpaiuio 3arpy3ki 1 JHUIHAIH3AHHE 9TOTO CPE/CTBA H ee
MpOrpaMMHOr0 OCTaHOBa. B napamerpax percTpaiyy yKasblBaeTcs Bpems v jlata
BX0/1a/BbIX0/Ia CyOBEeKTa J0CcTyMa B cpe/icTBO 3amuThl oT [IMB umm
3arpy3Ku/0CTaHoOBa 3TOr0 CPE/ICTBA, a TAK)KE HIACHTH(PHUKATOP CyOBEeKTa 10CTya,
WMHHUIIMHPOBABIIETO JAaHHbIE ACHCTBUA

[TpoBoauTH peructpanuio coobITHii npoBepku 1 obHapyxenust IIMB. B napamerpax
pPETHCTPAIHK YKA3bIBAIOTCS BPEMS M JlaTa NpoBepKH WK oOHapyxkenus [IMB,
ueHTHGHUKATOp CyObeKTa A0CTyIa, HHUIIMHPOBABLIETO JIAHHbIE IEHCTBHA, XapaKTep
BBINTOJIHSIEMBIX JICHCTBHH 110 IIPOBEpKE, THII 00OHAPYKEHHOH BPEIOHOCHOMH
nporpammsl (BI1), pesynbrar aelictBrii cpecTsa 3amuTel o 6nokuposanuto [IMB

MonuTtnka nHdbopmaumoHHon besonacHoctn. Ctpanmua 23 13 30
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Peanmi3oBaTh MeXaHH3MbI TPOCMOTPA U aHAJIN3A JIAHHBIX PETHCTPAIIMH M HX
(uabTpalHU Mo 3alaHHOMY HabOpy napaMeTpoB

13

[TpoBO/INTH ABTOMATHYECKHI HEIPEPLIBHBII MOHUTOPUHT COOBITUIH, KOTOPBIE MOTYT
ABJISATHCS NPHUMHON peanm3anuu [IMB (co3nanue, pelakTHpoBaHue, 3alKCh,
KOMITHJIALHSA 00BEKTOB, KOTOpbIE MOTYT cojiepxkars BIT)

14

Peanu3oBarh MEXaHH3M aBTOMATHYECKOIO aHAIM3a JAHHbBIX PErHCTPALMK 110
mabnonaM TunoBbIX nposeienuil [IMB ¢ aBromatnueckuM nx 6J10KMpOBaHHEM H
YBEJIOMJICHHEM aJIMMHHUCTpaTopa 0€30nacHOCTH

15

[TpoBOAMTHE HECKOJIBKO BHJIOB yueTa (AyOJHPYIOIIMX) C perucTpalueil Bbl1a4u
(npuema) HocuTenel uHdopmMaluu

OcyliecTBISTh PErHCTPAIMIO BX0/IA (BBIX0/1a) CyOBEKTOB JIOCTYIIA B CHCTEMY (M3
CHCTEMBI), THOO PEerHCTpaIHs 3arpy3KH U HHUIIHATH3ALIUH ONIEPALIMOHHON CUCTEMBI

17

OcyIIecTBASTH PErHCTPALMIO BBIAAYH [1eYaTHBIX (rpad)uyecKuX) J0KYMEHTOB Ha
«TBEPAYIO» KOIKI. B napameTpax perucrpanuu yKasblBaloTcs (J1ara U Bpems
BbIJIauM (0OpalleHust K 1MoJACHCTEME BBIBO/IA), ClIeHH(DUKALUS YCTPOHCTBA BbI1aYU —
JOruYecKoe uMs (HoMep) BHEHTHEro YCTPOHCTBA, KpaTKoe co/iepKaHHe
(HauMeHOBaHue, BUJI, IH(P, KOJI) U YPOBEHb KOH(PHICHITHATBHOCTH JIOKYMEHTA,
niaeHTHpUKaTOp cyObeKTa J10CTya, 3anpocuBLIEro JOKYMEHT

18

OcynecTBIsITh PErucTpalmio 3anycka (3aBeplieHus ) IporpaMM M [poneccoB
(3a/1aHKH, 3a/1a4), Npe/IHa3HAuYeHHBIX JUiss 00paboTKH 3auuinaeMeix ¢aiiios. B
nmapaMeTpax perucTpaluy yKa3bIBarOTCs JIaTa i BpeMsl 3aIycKa, uMs
(ueHTudukaTop) nporpaMmel (rporecca, 3axanus), HaeHTuGUKaTop cyObeKTa
JIOCTYTA, 3alPOCHBILErO NPorpaMmy (mnporece, 3ajlaHue), pe3yibTar 3anycka
(ycrenHblii, HeyCnemHbli — HECAaHKIIMOHUPOBAHHBIH ),

MonuTtnka MHPopmaumoHHoik BesonacHocTu. CtpaHuua 25 us 30
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Ocymectruarh ¢puznveckyro oxpany UCI/IH (yeTpoicTB M HOocHTenei
uH(pOpMAaIIKN), TIpeayCMaTPHBAIONIas KOHTPOIL jJocTtyna B nomernenus UCI{n
MOCTOPOHHUX JIMIL, HATMUKE HAJICKHBIX NPEIATCTBUI JUISl HECAHKIIHOHHPOBAHHOTO
npouukHosenus B nomerenuss UCI1/In u xpanunuine nocureneit undopmarpu

ITpoBoauTh nepuoanyeckoe tectupoBanue ¢pynkuuii C3I1/n npu usmMenenun
nporpammuoi cpe/ibl v niepcorana UCII/IH ¢ noMolisio TecT-nporpamm,
UMHTHPYIOMX TonbiTku HCJL

NODKHBEL OBITH B Hanmuuuu cpejcta Bocetanornerus C3I1/11, npeaycmaTtpuBatoniye
BeJICHUE JIBYX KOIMI ITPOrpaMMHBIX CpPe/ICTB 3alIMThI HH(OPMAIIUH, UX
NEPHO/IMYecKOe 0OHOBIEHHE H KOHTPOJIb paboTOCNOCOOHOCTH

[[poBOIUTE TPOBEPKY LIEIOCTHOCTH MOYJIeH cpezcTBa 3amuThl oT [IMB,
HEOOXOAMMBIX JUISI €r0 KOPPEKTHOTO (PYHKIIMOHHPOBAHHS, TIPH €ro 3arpy3Ke ¢
MCII0JIb30BAHHEM KOHTPOJIBLHBIX CYMM

OOGecrieynTh BO3MOXKHOCTb BOCCTAHOBIIEHHS cpeacTBa 3auuThl oT [IMB,
peycMaTpUBalolas BeJieHue ABYX KOMHH MPOrpaMMHOTO CPE/ICTB 3alIUThI, €ro
nepuo/iueckoe 0OHOBICHHE U KOHTPOJIL paboTocnocobHOCTH

Peanu3oBaTh MexaHM3MBbI IPOBEPKH 1I€JIOCTHOCTH TAKETOB OOHOBICHUI cpe/icTBa
samutel 0T [IMB ¢ ucnonb3oBanneM KOHTPOJIBHBIX CYMM

[TpoBouTh pesepsHoe KonupoBanue [1][H Ha oTuyi1aemMblie HOCHTENIN HHPOPMALTHH

B nojicucreme aHTUBUPYCHOM 3allMThI:

[TpoBoaMTH aBTOMATHYECKYIO IpoBepKY Ha Hanuuue BII unu nocnencreuii [IMB
npu umnopte B MCIT/IH Bcex nporpaMMHBIX MO/1y i€ (TPUKIaJAHBIX TPOrPaMM),
KOTOpbIe MOTYT cojiepkaTh BI1, mo ux TunoBeiM mabiaoHaM U ¢ IOMOIIBIO
IBPUCTHUCCKOTO aHalln3a

Peann3oBarh MEXaHU3MBI aBTOMAaTHUECKOro OJ10kHupoBaHust oOHapyxeHHbIX Bl
NyTeM MX yJAJICHHS M3 IPOrPaMMHBIX MOJLYJICH I YHHUTOMKEHUS

o & +

MNonutuka nHpopmavumoHHo besonacHocTu. Ctpanmua 27 us 30
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Jlnst obpabotkm nHpopmaluu HeodxouMo ucnoas3osars CBT, ynosnersopstoniue
TpeboBanusim cranaaproB Poccutickoit @eiepanyu 110 2JeKTpoMariiTHOH
COBMECTHMOCTH, 110 OE30MaCHOCTH H IPrOHOMHUECKHUM TPeOOBaHMIM K CpeJICTBaM
otobpaxkeHnst ”HGOPMAIHH, TI0 CAHUTAPHBIM HOPMaM, TIPEIbIBIAEMBIM K
BueoucIuieiineiM TepMunanam [19BM (manpumep, 'OCT 29216 91, T'OCT P
50948-2001, TOCT P 50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96)

IX

Onenka coorBetcreus MCII/1a TpeboBanusim 6ezonacnoctu [1/1n

[TpoBecTu o0si3aTebHYIO cepTUUKALMIO (aTTECTALHUIO) N0 TpeOOBaHUAM
Oe3onacHOCTH HHPOPMAITUH

JlekmapupoBaTh COOTBETCTBHE WM 0053aTE/IbHYIO CepTHHHKALMIO (ATTECTALHIO) 110
Tpeboranusm GezonacHocTH WHGOPMALIUMH (110 PeIIeHUIO ONepaTopa)

+ & -

[Tpumeuanne: Jlns UCITJ1a 4 kiacca nepedeHs Mepornpustuii o 3amute [1/{n onpesensercs B 3aBUCHMOCTH OT yiiepOa, KOTOPbIH MOKET ObITh HAHECEH

B CJIE/ICTBMM HECAHKIIMOHUPOBAHHOI'O WK HenpeanaMepennoro jgoctyna k [1/1x.

Crapmuii BocnuTareib

RO-m—=mmQ R M

CornacosaHo: !

Crapmuii BociutaTesb

3araiinosa JIro0oBp MuxaiiioBHa

JlayroBa Mapuna ["aiinanoBna

NonuTtuka uHdopmaumoHHomi besonacHoctn. CtpaHuua 29 us 30
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