MIAOBY Hosoap6anckuii nerckmii cag «Pagyra»
HMHO®OPMAIIMOHHAS TAMATKA JIJ151 OBYUAIOIIIUXCSI

C KaXIbIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJbBINE, & MIKOJbHUKH
OJIHM M3 CaMbIX aKTHBHBIX IOjb30BaTeliel PyHera. Mexay TeM, MOMHMO OIPOMHOTO
KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPpoOJIeMbl. ITa MaMsITKa JO0KHA TOMOYb
TeOe 0e30MacHO HaXOAUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmmnbrorepHelii BUpPYC - 3TO pPa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOTpamM,
OTJIMYUTENbHON OCOOEHHOCTbIO KOTOPOW SIBJISIETCA CIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOTIOJIHEHHE K 3TOMY, BHUPYCHl MOIYT IOBPEIWUTH WJIM IIOJHOCTBIO YHHUYTOXXHUTH BCE
(ailnbl U JaHHBIE, TOAKOHTPOJIBHBIE II0JIB30BATENI0, OT UMEHH KOTOPOIo ObLIa 3aIylIeHa
3apaK€HHAs IIporpamma, a TakXe IOBPEIUTh WM AK€ YHUYTOXKHUTH OIEPALMOHHYIO
cucreMy co BceMH ¢ailiamu B 1ieloM. B OONBIIMHCTBE CiIydaeB pPaclpOCTPaHSIOTCS
BHUPYCBI YEPE3 UHTEPHET.

MeToapl 3alIUTHI OT BpPCOAOHOCHBIX ITpOIpaMM:

1. Hcnonp3yi COBPEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHB 3alIUThl OT BPEIOHOCHBIX ITPOrPaMM;

2. [loctossHHOo  ycraHaBnmuBail  mauytd  (UMGpPOBBIE  3aIUIATKH,  KOTOpBIE
ABTOMATUYECKU YCTAHABIMBAIOTCA C ILEIbI0 JIOpabOTKM MpOrpamMmbl) M JIpyrue
OOHOBJIEHHSI CBOEH omepannoHHOW cucTeMbl. CKadyuBail UX TOJBKO C O(HUIIMATHLHOTO
caiita pazpaborunika OC. Ecnm cymecTByeT pexuM aBTOMATHYECKOTO OOHOBIIEHUS,
BKIIIOUH €T0;

3. PaboTait Ha cBoeM KOMIIBIOTEPE MO/ ITPaBaMu I0JIb30BATEINS, a HE
aJIMAUHUCTpATOpPa. DTO HE MO3BOJUT OOJIBITUHCTBY BPEIOHOCHBIX MPOTPaMM
I/IHCTaHHI/IpOBaTBCﬂ Ha TBOCM HepCOHaJ'II)HOM KOMHI)IOTepe;

4. Vcnonp3yd aHTUBHPYCHBIE ITPOTPaMMHBIE IPOAYKTHI H3BECTHBIX
IPOM3BOIUTENEH, C aBTOMaTHYeCKMM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3NYECKUH JAOCTYI K KOMIBIOTEPY AJI TOCTOPOHHUX JIUII;

6. Mcnonb3yil BHeNIHKE HOCUTENH HH(OPMALIUY, TaKue Kak (iemika, TUCK Win
Gaiin U3 MHTEpHEeTAa, TOIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBbIC (aiiibl, TMOJy4Ye€HHBbIE M3 HEHAICKHBIX
UCTOYHUKOB. Jlake Te (Qailyibl, KOTOpble MpHUCIad TBOM 3HAKOMBIN. Jlydile yTO4HH Yy
HEro, OTIIPABJISLI JI OH TeOe uX.

Ceru WI-FI

Wi-Fi - 3T0 He BHJ mepeaun JaHHBIX, HE TEXHOJIOTHS, @ BCErO JIUIIL OpeH/I, MapKa.
Eme B 1991 rony Huaepnanickas kommnaHusi 3apeructpupoBana openn "WECA", gto
obo3Hauasio cioBocoueranue "Wireless Fidelity", koTopslii mepeBoaMTCS  Kak
"GecnpoBOIHAS TOYHOCTH'".

Jlo Hamiero BpeMeHM Jomia apyras abOpeBuaTypa, KOTOpas sSBISETCS TaKOW ke
TexHoyiorueit. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaHIApT BbICIICH 3BYKOBOW TexHuku Hi-Fi, uro B mepeBome o3Hayaer "BbICOKas



toyHOCTh". Jla, OecraTHbI MHTEPHET-IOCTYI B Kade, OTeNsIX U adpomnopTax SBISETCS
OTJINYHOW BO3MOKHOCTBIO BBIXOJA B MHTepHET. HO MHOrHMe SKCHEepThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS O€30MacHBIMH.

CoBeTsl 110 6e30macHOCTH paboTHI B 001 A0CTYIHBIX ceTssx Wi-fi:

1. He mepenaBaii cBoro nmuuHyr0 nHpopmanuio yepe3 odmenoctynubie Wi-Fi ceTn.
Paboras B HUX, )KeNaTeabHO HE BBOJAUTH MAPOJIH JOCTYIIA, JOTHHBI U KAKHE-TO HOMEpa;

2. cnonp3yit 1 OOHOBJISI aHTUBHUPYCHBIE TPOTpaMMbI U Opanamayep. Tem cambiM
Thl 00e30macullb ceds 0T 3aKaYKU BUPYyCa Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonwszoBannu Wi-Fi otkmoun dyaknuro "OOmmi goctyn k ¢ainam u
npuatepam". JlanHas QyHKOHS 3aKpeiTa 1O YMOJYAaHHUIO, OJHAKO HEKOTOPHIE
MI0JIb30BATEIIM AKTUBUPYIOT €€ JIJIs yI00CTBa MCII0JIb30BaHUs B paboTe Win yuede;

4. He ncnonb3yit nyoanunbii WI-FI nns nepenaum JNUYHBIX AAHHBIX, HallpUMeEp
JUISL BBIXOJ]a B COLLMAJIBHBIE CETU WM B 3JIEKTPOHHYIO 110YTY;

5. Ucnonp3yit Tonbko 3amunieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoaM uMenHo "https://™;

6. B moOunbHOM Tenedone orkiroun  Gynkuuto "Tloakmouenne k  Wi-Fi
aBTomaruuecku". He nmomyckail aBTOMaTHYeCKOTO MOAKIIIOYEHHs YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble ceTH

ConuanpHble CETH aKTHBHO BXOJAT B HAIly >KU3Hb, MHOTHE JIIOJU pabOTalOT M
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUIMApA YENOBEK, YTO
SIBJISIETCST OJJHOM CebMOM BCeX JKUTeJIeH miuaneTsl. MHOTHE MTOIB30BaTeIM HE MTOHUMAIOT,
yro HH(pOpMalMs, pa3MenleHHass MU B COLIMAJBHBIX CETSAX, MOXKET ObITh HaljeHa U
MCIIOJIb30BaHa KEM YT'OJTHO, B TOM YHKCJIE HE 00s3aTENBHO ¢ OJIariMU HaMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuyb CIUCOK Apy3ei. Y TeOs B Ipy3bsiX HE TOJKHO OBITh CIYYalHbBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amuinail cBOIO 4acTHYIO ku3Hb. He ykasbIBait mapoiu, TenedoHsl, agpeca, 1aTy
TBOETO POXICHUA M JAPYryl0 JIMYHYI0 HHGOpMAIHIO. 3JI0yMBIIUICHHUKA MOTYT
UCTIONIB30BaTh JaXke HWH(POpPMAIMI0 O TOM, KaKk Thl W TBOW POAMTENH IUIAHUPYETE
IPOBECTU KaHUKYJIbI;

3. 3amuian CBOIO permyTaIuio - Aep>KU €€ B YUCTOTE U 3a/1aBail cebe BOMpOoC: XOTeN
ObI ThI, 4TOOBI JIpYTrHe IMOJIL30BATEIN BUAEIH, YTO ThI 3arpyxaeus? [logymaii, mpexnae
9YeM YTO-TO OITyOJIMKOBATh, HAIMUCATh U 3aTPY3UTh;

4. Ecnmu Tl TOBOpHINB C JIIOJbMH, KOTOPBIX HE 3HAaellb, HE MCIOJB3YH CBOE
peanbHOe UM U IPYTYIO JIMYHYIO HHPOPMAITUHU: UMsI, MECTO KHUTEIHCTBA, MECTO YUEObI H
poyee;

5. M36eraii pazmerienus potorpaduii B MnTepHeTe, rae Tl H300paXkeH Ha

MECTHOCTH, 10 KOTOPOH MOKHO

ONpCACIINTbL TBOC MCCTOIIOJIOKCHHUC,

6. [Ipu peructpanuu B COLMAJIBHONH CETH HEOOXOJMMO HCIIOJIB30BaTh CIOXKHBIC
MapoJiv, COCTOAIINE U3 OYKB U IU(PP U ¢ KOJTMIECTBOM 3HAKOB HE MeHee 8;

7. JIns counanbHOW CETH, MOYTHI M JIPYTMX CAHTOB HEOOXOAWMO WCIIOIH30BATh



pasubie maposu. Torga ecnu TeOs B3TOMAIOT, TO 3JIOYMBIIIJICHHUKH IOJIYYaT TOCTYI
TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DNeKTPOHHBIE JEHBIW - O3TO O4YEeHb YAOOHBIH CHOcoO IIaTexed, OIHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TU JEHBIH.

DNEeKTPOHHBIE ACHBIU MOSBUINCH COBCEM HEJAaBHO M HMMEHHO H3-3a 3TOrO0 BO
MHOTHX TOCyJapcTBax JI0 CHX MOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, IJie UX
pa3leNsoT Ha HECKOJIBKO BHUJIOB - aHOHHMHBIC M HE aHOHMMHBIC. Pa3HuIla B TOM, 4TO
QHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAUTH omepanuu 0e3
UACHTH(HUKAIIMY TIOJH30BATENsA, 4 B HEAHOHHMHBIX HJCHTHU(PUKAIUSA TOJ30BATEIS
ABIISIETCS 0053aTEIHHOM.

Taxxe cremyeT  pas3nuyarh  AJIEKTpPOHHbIE — (uaTHbIE  JCHBIUW  (paBHBI
rOCyIapCTBEHHBIM BaJlOTaM) M DJEKTPOHHbIE HepHUaTHbIE JEHbru (HE paBHBI
rOCYJapCTBEHHBIM BaJIIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. [TpuBsku K c4eTy MOOWIBHBIA TeneoH. DTO caMblii YHOOHBIM M OBICTpHIi
Ccrocod BOCCTAaHOBUTH JOCTYN K cueTy. llpuBsi3anHbll TesneoH IMOMOXKET, eciu
3a0y/elb CBOM IJIAaTEeXKHBIN Mapoib UM 3aliJiellb Ha CAalT ¢ HE3HAKOMOTO YCTPONCTBA;

2. Ucnonb3yit omHopasoBble maposid. Ilocme mepexoma Ha  YCHIICHHYIO
aBTOpM3alMi0 TeOe yke He OyaeT yrpokaTh OINACHOCTh KpaXH WM IepexBaTa
IUIATEXHOTO MapoJIs;

3. BriOGepu cnoxHblii napons. [IpectynHukam OyaeT He IPOCTO yrajaTh CIOMXKHBIN
naposib. HanexHsle mapoiau - 3TO Haposi, KOTOpPbIE COAEpX aT HE MEHee 8 3HaKoB U
BKJIIOYAIOT B ce0sl CTPOYHBIE M IMPONHMCHbIE OYKBBI, IU(PPbl U HECKOJIBKO CHMBOJIOB,
TaKMe KakK 3HaK Jjojuiapa, pyHTa, BOCKIUIATENbHbIN 3HaK U T.11. Hanpumep,
$tRONng!;;

4. He BBOM CBOM JIMYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JOBEPSEILb.
DJIeKTPOHHAA MOYTA

DONeKTpOHHAasi TO4YTa - ATO TEXHOJIOTHS M TMPEJOCTABISIEMBbIE €10 YCIyTU IO
MEPEChUIKE W TOJYYSHHUIO DSJIEKTPOHHBIX COOOIIEHHI, KOTOpbIE pACIpEeAeNsioTcs B
KOMITbIOTEPHOU ceTh. OOBIYHO AIEKTPOHHBIA MOYTOBBIN SIIUK BBITJISIUT CICTYIOITUM
o0pa3oM: UMs_TONb30BaTeNss(@uMs_jaoMeHa. Takke KpoMe mepeqadyu MpocToro TeKCTa,
HMMEEeTCs BO3MOXKHOCTH TIepe1aBaTh (haubl.

OcHOBHBIE COBETHI 110 06€30MacHOi paboTe ¢ IMEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUIIBHBIA MOYTOBBIA cepBUC. B MHTepHETE €CTh OrpOMHBIN
BbIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U
KTO IIEPBBII B pEUTHHTE;

2. He ykaspiBaili B nu4HOM mouTte NuuHyl0 HH(popmaruio. Hampumep, mydmie
BbIOpaTh "My3bIKanbHbIN  (paHaT@" win "pok2013" Bmecto "temal3";

3. Ucnonp3yii ABYX3TAHYI0 aBTOPHU3AIMIO. JTO KOrjJa MOMHUMO MapOjis HYXKHO
BBOJHTH KOJI, MPUCHIIaeMblii To SMS;

4. BoiGepu CIOXHBIN Taposb. st KaKI0T0 MOYTOBOTO SIIHKA TOJDKEH OBITh CBOM

HAJIC)KHBI, YCTOWYHBBIN K

B3JIOMY MapoJib;
5. Ecnu ecTh BO3MOHOCTh HAaIMCaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIb3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yi HECKOIBKO MTOYTOBBIX SIIMKOB. I1epBBIii 1711 4aCTHON MEPENUCKHU C
azipecaTaMH, KOTOPBIM ThI IOBEPSIEILb. JTO ANEKTPOHHBIN apec HE HAaJ0 UCII0JIb30BATh



IpU PEeruCcTpaluy Ha (opyMax U cailTax;

7. He oTkpheIBaii (haiiibl 1 Ipyrue BIOKECHHS B TUChMAaX, 1a)Ke €CJTM OHU MPHUIILIHA
OT TBOUX Jpy3ei. Jlydlie yTouHu y HUX, OTIPABIISUIH JIM OHU TeOe 3Tu (aiiibr,

8. [Tocyie oxkoH4YaHus1 pabOTHI HA TOYTOBOM CEPBHUCE MEPEJT 3aKPHITHEM BKIIA/IKU C
caifTom He 3a0y/ap HaXaTh Ha "BeiidT".

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymauHr - mpecieioBaHne COOOMEHUSIMH, COACPIKAITUMU OCKOPOICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLUAIBHOE OOHKOTHPOBAHUE C TIOMOIIBIO
Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiicst B 60ii. Jly4mmuii crioco0: mocoBeTOBaThCS Kak ce0si BECTH U, €CIH
HEeT TOro, K KOMy MOXHO OOpaTWUThCs, TO BHayaje YCHOKOUThCS. Ecau Thl HauHellb
OTBEYAaTh OCKOPOJICHUSIMM Ha OCKOPOJCHHs, TO TOJIKO emle OOJbIIe pa3oiOKelb
KOH(JIUKT;

2. YrpaBinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTb B ceTH MHUMas1. CyIlecTBYIOT CIOCOOBI BBIICHUTh, KTO CTOUT 32

AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyIUTaHCKUI 00pa3 BUPTYaabHOH kn3HU. IHTEpHET PuKcupyer
BCE TBOM JICHCTBUA U COXpaHsET UX. Y JaIuTh UX OyJeT KpailHe 3aTpyAHUTENBHO;

5. Cobmroaii CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eanHn4HbIi HeratuB. OTHOpPa30Bble OCKOPOUTENBbHBIE COOOIEHUS
Jy4ile urHopupoBaTh. OOBIUHO arpeccus IpeKpaliaeTcs Ha HayaabHOW CTa/Iuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOYKHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUH C
OIIPECIIEHHBIX aJIPECOB;

8. Ecniu T1b1 cBuzperens kuOepOysumHra. TBoum JeicTBHS: BBICTYNUTH IPOTUB
IpeciIeioBaTeNs, I0Ka3aTb €My, 4YTO €ro JEWCTBHS OLEHUBAIOTCS HETraTHUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOU HY)KHA ICUXOJIOTMYECKasi TOMOIb, COOOUIUTH B3POCIIBIM
0 (hakTe arpecCUBHOIO MIOBEJICHUS B CETH.

MoOunbHbIi Tes1edoH

CoBpeMeHnHble cMapTHOHBI W IUIAHIIETHI COJEPKAT B ceOE BIOJHE B3POCIBIM
(GyHKIIMOHAM, ¥ TeMeph OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIBIOTEPAMH.
OnmHako, CpeACTB 3alIMTHI IS TOAOOHBIX YCTPOMCTB MOKA OYEHb MaJIo. TecTHpoBaHUE U
MOUCK YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCHBHO, Kak juis 11K, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX MPHUIIOKEHUH.

CoBpemeHHblE MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIU HACTOJbHBIE
aHaJIOTH,  OJIHAKO pacuIupeHue QpyHKIMOHaIa BIe4eT 3a COO0n
OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlanexo He BCe MPOU3BOIUTEIN BBITYCKAIOT OOHOBIICHHUSI, 3aKPHIBAIOIINE
KPUTHYCCKUC YA3BUMOCTHU IJIA CBOUX yCTpOﬁCTB.

OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOHMIIBHOTO TeledoHa:
Huuero He siBIsieTcs: Mo-HacTosIEMY OecIutaTHBIM. byb OCTOpOXKeH, Belb Koraa

Tebe npeasaraloT OECIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO
IJIATHBIE YCIIYTH;



Hymaii, mpexzae uem otnpaButbh SMS, poto wmm Bugeo. Trl TOUHO 3HACIIID, T/IE
OHHU OyZIyT B KOHEUHOM HTOTE?

Heo6x0a1Mo 0OHOBIIATE ONEPATHIOHHYIO

cucTeMy TBoero cMaprdoHa; Mcnonb3yit

AQHTUBUPYCHBIC TPOTPAMMBI JIJIsl MOOMITBHBIX

TenedOoHOB;

He 3arpy»xaii IpuIo)KeHUs! OT HEM3BECTHOT'O HCTOYHUKA, BE/Ib OHU MOTYT
cozieprKaTh BPEIOHOCHOE ITPOTpaMMHOE 0OecTiedeHue;

I[Tocie TOro Kak ThI BBIIICIIB C CaifTa, TJI¢ BBOAWII JIMIHYIO HHPOPMAIHIO, 3aii11
B HACTPOIKU Opay3epa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIE YCIYTY AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOWi HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JFOASIM, KOTOPBIX ThI
3Haellb U KoMy JoBepsiels; Bluetooth 1omkeH ObITh BHIKIIOUEH, KOT' /A Thl UM
He noJab3yelbes. He 3a0bIBaii mHOTja MPOBEPATH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAWH-UIPBl - 3TO KpPacOYHbIE, 3aXBaThIBAIOILME pAa3BJICUCHUS,
00BEAMHSIIOIINE COTHU THICSY YEJIOBEK 110 BceMy MHpy. rpoku nccnenyroT TaHHBI UM
MHp, OOINAIOTCS JAPYr € JPYroM, BBINOJIHAIOT 3aJaHMs, CPa)XaroTcsi C MOHCTpaMHU H
[OJIy4yalOT ONBIT. 3a YAOBOJBCTBHE OHHU IUIATAT: MOKYHAKOT JWCK, OIJIAYUBAIOT
a0OHEMEHT WJIU NPHOOPETat0T KAKKE-TO OIIUH.

Bce a1tu cpenctBa mayT Ha moaJep)KaHUE W Pa3BUTHE WIPhI, a TakXkKe Ha caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBIITYCKAIOTCSI HOBBIE MATYU
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momo6HbBIX UTpax CTOUT OMacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)ki TBOET0 MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIUU OOJIBIIMHCTBA
urp.

OCHOBHBIC COBETHI 110 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BezeT ceds MI0Xo WK co3/aeT TeOe HEMPHUITHOCTH,
3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

2. [loxanyiicst agMUHUCTPAaTOpaM UTPhl Ha TIOXOE MOBEJEHUE 3TOTO UTPOKA,
JKeJaTelbHO MPUIIOKUTh KaKhe- TO J0OKa3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii nuunyto nHbopManuio B npodaiisne urpsl;

4. YBaxkall IpyTUX y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIuaabHble MaTYH U MOJIBI;

6. Mconp3yli CI0KHBIE U pa3HbIE ITAPOJIH;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKIJIIOYaTh aHTUBUPYC. [loka Thl urpaemis, TBOI
KOMIIBIOTEP MOTYT 3apa3UTh.

8. Eciu mpyroit urpok BeaeT cedsl MII0X0 WU Co3AaeT Te0e HEMPUSATHOCTH,
3a0JIOKHPYH €ro B CHUCKE UTPOKOB;

9. [Toxxanyiicst aIMUHUCTPAaTOPaM UTPhl Ha TIOXOE MOBEJEHUE 3TOTO0 UTPOKA,
KEJATEeIbHO IPWIOKUTh KaKhe- TO JOKA3aTelbCTBA B BUAE CKPUHOB;

10. He ykaspiBaii 1nunyro nH(popMaruio B npodaiine urpsl;

11. YBaxai Ipyrux y4aCTHUKOB I10 UTPE;

12. He ycTanaBnuBaii HeOPUITUAIBHEIEC TATYN U MOJBI;

13. cniosib3y# CI0KHBIE M pa3HbIE MTapOJIH;



14. Jlasxe BO BpeMsl UI'PbI HE CTOUT OTKJII0YAaTh aHTUBUPYC. [10Kka ThI urpaeiis, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OOBIUHOM KpaXkel ICHET U JOKYMEHTOB CETO/IHS Y)K€ HUKOTO HE YAMBHIIb, HO C
Pa3BUTHEM UHTEPHET- TEXHOJIOTHH 3JI0YMBINIJICHHUKH IEPEMECTHIIUCH B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS "' TIOOUMBIM" J1ETIOM.

Tak mosiBUIIacCh HOBasi yrpo3a: WHTEPHET-MOLICHHUYECTBA WM (DHUILIMHT, TJIaBHAS
IIeJIb KOTOPOTO COCTOHMT B TOJYYEHHUH KOH(HUICHIHMAIBHBIX TaHHBIX ITOJIb30BATENCH -
JOTHHOB U mapoJjeil. Ha anrnmiickom s3bike phishing ynraercs kak ¢ummar (ot fishing -
pBIOHAs JTOBJIs, password - mapoJn).

OcHoBHbIE COBETHI 110 O0pHOE C PUIIUHTOM:

1. Cnenu 3a CBOMM aKKayHTOM. Eciu Thl mojo3peBaelib, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ M COOOIIUTh aAMHHUCTPATOpPaM pecypca
00 3TOM KaK MO>KHO CKOpEEe;

2. Ucnonb3yit 6e30macHble BEO-CalThl, B TOM YHCJIE, UHTEPHET-Mara3uHoB U

IIOMCKOBBIX CUCTEM,;

3. Mcnonb3yil cioxxkHble U pa3Hble Mapoiu. TakuM oOpazom, eciu Teds B3JIOMAIOT,
TO 3JI0YMBIIUIEHHUKH OJy4YaT JAOCTYI TOJBKO K OHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu 1e0s B3MOMaiIM, TO HEOOXOIUMMO MpEenyNpeinuTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIEe J00aBlIeHbl y T€Os B JPY3biX, O TOM, YTO Te€Os B3JOMald W, BO3MOXHO, OT
TBOETO UMEHU OY/IET PacChLIATHCS CIIaM M CChUIKU Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBu HajexHbli napoiib (PIN) Ha MOOMIIbHBIHN TenedoH;

6. OTKJIIOYM COXpaHEHue Napoisd B Opaysepe;

7. He oTkpbIBail (aiiiasl U Ipyrue BIOXKEHUS B MUCbMax, Jake €CJIM OHU MPUILTH
OT TBOUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUINA JIM OHU TeOe 3TU (ailibl.

Hudposas penyranus

Hudposast penyramus - 3T0O HETaTUBHAS WJIU MO3UTHBHAA WH(MOpMAIUs B CETH O
tebe. Kommpomerupyromas wuHpopMmanus, pa3MelleHHas B HHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThbca Ha TBOeH peanbHOM xu3HM. "lludposas penyranus" -
3TO TBOM UMUK, KOTOPBINA (hopmMupyeTcs U3 HH(GopMaiuu o Tebe B UHTEPHETE.

TBoe MecTO XKHTENbCTBa, ydeObl, TBOE€ (PMHAHCOBOE IOJOKEHHUE, OCOOCHHOCTH
XapakTepa M paccKasbl 0 OJM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue TOJPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKalMK — JIMYHOH
uHpopmanuu B HHTepHeTe, HE NOHMMas BO3MOXHBIX MoOcieACTBUH. Thl naxe He
CMOXeEIIb JI0TaJiaTbCsi O TOM, uTo ¢ororpadus, pa3MelieHHas 5 JeT Ha3aja, craia
MPUYMHON OTKa3a MPUHSTH TeOs Ha paboTy.

KommenTapun, pasmemenue TBoux ¢otorpaduil U Apyrue NEUCTBUS MOTYT HE
UCYE3HYTh JlaXKe I0CJI€ TOro, KaK Thl MX yJaIWIIb. Thl HE 3HACIIb, KTO COXPAHMI 3Ty
uH(pOpMallHIO, ITOoNalla JU OHA B MOMCKOBBIE CHCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO MOJYMAIOT O Tebe OKpY’KaloIIMe JIIOIU, KOTOpble HalayT u yBHIAT 3T0. Haiitu
WH(OPMAIIHI0O MHOTO JIET CITYCTSI CMOJKET JIF0OOH - KaK U3 TOOPhIX MOOYKACHUH, TaK U C
HaMEpPEHHEM MPUUYUHUTH Bpe. DTO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 10 3aIuTe HU(POBOI penyTanuu:



1. [Togymaii, mpex e yeM 4To-TO MyOIMKOBATh U MepeaaBaTh y ce0s B O0re Wiu B
COIIMAILHOM CETH;
2. B Hacrpoiikax npo¢uis yCTaHOBU OTpaHUUYEHUSI HA MPOCMOTP TBOETO MPOQUIIS
U €r0 COAEPKUMOTro, CAeNIal ero ToNbKo "mis apysen”;
3. He pa3memaii u He ykasbiBail ”HGOPMAIUIO, KOTOPast MOKET KOro-iubo
OCKOPOJISATh UM OOMKATD.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE MIKOJIBHUKH - aKTUBHBIEC TOJIB30BATENN HHU(POBOTO MPOCTPAHCTBA.
OpHako Jajleko He BCE 3HAKOT, YTO IOJb30BAHWE MHOTMMH BO3MOKHOCTSMH LIU(PPOBOTO
Mupa TpedyeT COOII0ICHHS ITPaB HAa HHTEJUICKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "uHTENIEKTYabHasE COOCTBEHHOCTD'" OTHOCHUTCS K PAa3TUYHBIM TBOPEHUSIM
YeJI0BEYECKOI0 yMa, HadyMHas C HOBBIX H300peTeHUl M 3HAKOB, O0O3HAYAIOIUX
COOCTBEHHOCTh Ha TPOIYKTHI W YCIyTH, W 3aKaHUMBas KHHUTamH, QoTtorpadusmu,
KUHO(DUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEICHHUSIMU.

ABTOpCKME TmpaBa - S3TO IpaBa HAa MHTEIUIEKTyaJbHYIO COOCTBEHHOCTb Ha
IIPOM3BEJICHUS HAyKH, JINTEpaTypbl M HCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNAKOT B
Ka4yecTBE I'apaHTUU TOTO, YTO MHTEJUIEKTYalbHbII/TBOPUECKUI TpyJ] aBTOpa He Oyaer
HalpacHbIM, JACT €My CIIPaBEJIUBbIE BO3MOXKHOCTH 3apabOTaTh HA PE3yJIbTaTax CBOETO
TPyZa, NOJIY4YUTh U3BECTHOCTh U Ipu3HaHue. HukTo 6e3 paspelieHus aBTopa HE MOXKET
BOCIPOM3BOAUTH €ro IMPOU3BEACHHUE, PACIpPOCTPAHATh, MYOJINYHO JEMOHCTPUPOBATH,
npojaBaTb, UMIOPTUPOBaTb, IyCKaTb B  MpoKaT, MyOJIMYHO  HCIOJHATH,
MOKa3bIBAaTh/UCIIONHATE B d(hupe win pa3menars B lHTepHeTE.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOrO OOECTeUeHHUs MOXKET NPUBECTH K
MHOTMM pPHCKaM: OT TOTEpU JAaHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKH TBOETO
YyCTpOIMCTBa, TJIe YCTAaHOBJIEHA HeJeranbHas nporpaMma. He ctout Taxxke 3a0bIBaTh, 4TO
CYIIECTBYIOT JIeTaJIbHbIE U OeCIUIaTHbIE MPOrPaMMbl, KOTOPbIE MOYXKHO HAlTH B CETH.

O noprane

CeteBnuok.p¢ - TBOH TIJaBHBIA COBETYMK B CETH. 3]IeChb Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETH IMOHATHBIM U JOCTYNHBIM SI3bIKOM, a TpPU BO3HUKHOBEHUU
KPUTUYECKON CUTYalluu OOpaTUTHCS 32 COBETOM. A Tak)Ke NMPHUHATH y4acTHe B KOHKypcax
U CTaTh CaMbIM LU(POBBIM I'paxk1aHUHOM!



