KOMHI)IOTepHI)Ie BHUPYCHI

KomnbroTepHBIii BUPYC — O3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIBHONU YEPTON KOTOPOH SIBISIETCSL CIOCOOHOCTH K PA3MHOKEHHUIO.

B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH UM YHUUYTOXKUTH Bce (alibl
U JIaHHbIE, TMOJKOHTPOJBHBIE MOJIb30BATENI0, OT MMEHHM KOTOpOro ObLla 3ammylieHa
3apak€HHasl MPOrpaMMa, a TAKXKe MOBPEIUTh WIN JAXE YHUYTOKUTH ONEPALMOHHYIO
cucTteMy co BceMu (aitiaMu B 1iesioM. B GONBIIMHCTBE CiydaeB paclpOCTPaHSIOTCS
BUPYCHI U€pE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrPamMMm:

Hcnonb3ylTe COBPEMEHHBIE OINEPANMOHHBIE CHCTEMBI, UMEIOIIME CEPbE3HBIN
YPOBEHb 3aIUThI oT BPEIOHOCHBIX pOrpamm;

[TocTostHHO ycTaHaBiauBaiTe madtu (IU(POBBIE 3aIUIATKH, KOTOPHIC aBTOMATHYECKU

YCTAHABJIIMBAIOTCSL C IIEJIbIO JOPA0OTKU MPOTPaMMbl) U JPYyTHE€ OOHOBIIEHHUSI CBOECH
oreparmoHHo# cucteMbl. CKaunBaiTe UX TOJBKO C OPUIIMATIBHOTO caiiTa pa3paboT4rKa
OC. Ecmu cymecTByeT peXUM aBTOMATHUYECKOrO OOHOBJICHUS, BKJIIOYUTE €ro;

PaGotaiiTe Ha cBOoeM KOMIBIOTEpE II0J] MpaBaMU T[OJb30BATENsA, a HE
aMUHUCTpAaTopa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM U

HHCTAJUIMPOBATLCA Ha TBOCM IICPCOHAJIbHOM KOMIIBIOTCPC,
HCHOHBBYﬁTC AHTHUBHUPYCHBIC ITPOI'PAaMMHBIC ITPOAYKTBI N3BCCTHBIX HpOPI3BOI[HT€J'I€ﬁ, C
ABTOMAaTHU4YCCKHUM OOHOBJICHHEM 633;

OrpannubTe (U3MYECKUN JOCTYNl K KOMIBIOTEPY JUIsl TMOCTOPOHHUX JIUII;
Hcnonb3yiiTe BHENIHUE HOCUTENU UH(MOpPMAIMK, TaKue Kak (uiellka, TUCK Win (aiin

u3 UHTEpHETA, TOJIBKO u3 MIPOBEPEHHBIX WCTOYHHUKOB;
He oTkpbiBaiiTe KOMIbIOTEpHBIE (halJIbI, TOJTYYEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB.
Ceru WI-FI

Wi-Fi - oT0 He BUI mepemayn TaHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIb OpPEHI,

Mmapka. Eme B 1991 rogy Huaepnanjckas koMmnanus 3apeructpupoBaia openn WECA,
yTo o0Oo03Hauano cinoBocoueranue Wireless Fidelity, koTopwlii mepeBOIUTCS Kak
«0OecnpoBOIHAs TOUHOCTb.
Jlo Hamiero BpeMeHHM Joluia japyras aOOpeBuarypa, KOTopas SBJISETCS TaKOM Ke
TexHosoruer. Ito abbpesuarypa Wi-Fi. Takoe Ha3BaHue ObUIO TaHO C HAMEKOM Ha
CTaHAapT BBICIIMKA 3BYKOBOWM TexHuku Hi-Fi, uto B mepeBoae o3Ha4aeT «BBICOKAs
TOYHOCTB.

MHorue skcnepTbl CcuuTalT, yTo oOmenoctynHbie Wi-Fi cetu He SBISIOTCS
0e30IacCHBIMH.

CoBeThl 110 0€301aCHOCTH paboTe B 00IIEIOCTYMHBIX ceTsix Wi-fi:

He mepenaBaiite cBOIO JUYHYIO0 HH(pOpMammio depe3 oOmeaoctymabie Wi-Fi
cetu. PaboTast B HUX, JKeJaTeJbHO HE BBOJUTH MApOJU JOCTYIA, JIOTUHBI U KaKUE-TO
MEPCOHAJIbHBIE JaHHbBIE;

Hcnonb3yiiTe 1 OOHOBJISIUTE aHTUBUPYCHBIE MporpamMmbl U Opanamaysp. Tem
cambiM Bpl oOe3omacute cebs OT 3akayku BHUpyca Ha TBOE YCTpPOMCTBO;

[Ipu ucnonb3oBanuu Wi-Fi otkmounte ¢yHkmuio «OOmmii moctyn k Qaitnam u
npuHtepam». JlaHHas QYHKIMS 3aKpbiTa [0 YMOJYAaHHMIO, OJHAKO, HEKOTOpbIE
MOJIb30BAaTENN  AKTUBUPYIOT €€ Jns  yAoOCTBAa MCIONB30BaHMA B paboTe;

He ucnons3yiite nyonnunsii WI-FI ny1s nepegaun TMYHBIX JaHHBIX, HAIPUMED,

UL BBIXOJA B COLUMAJbHBIE CETM  WIM B DJIEKTPOHHYIO  IIOYTY;
Hcnonwayiite TOJIbKO 3amuiieHHoe coenunenne uepe3 HTTPS, a e HTTP, 1. e. npu
Habope BeO-azipeca BBOJIUTE UMEHHO «https://»;



B wmoOunbHOM Tenedone orkmounte ¢Gyaknuio  «llogkmrouenne k- Wi-Fi
aBTomMatnueckn». He nomyckainTe aBTOMaTUYECKOTO MOJKIIOUYECHUS YCTPOUCTBA K CETSIM
Wi-Fi 6e3 Bamiero cornacus.

ConuaJjibHbIE CETH

ConuasibHbIC CETH aKTMBHO BXOJSAT B HAIly >KU3Hb, MHOTHE JIIOJM padOTAIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUIIIHAP YEIOBEK, YTO
SIBJISICTCSI OJHOM CEJbMOM BCEX JKUTEJICH MJIaHEThI.
MHorue mnoJsib30BaTelid HE TOHUMAKOT, 4TO HHOpMAIUs, pa3MelleHHas HMU B
COITMAJILHBIX CETSAX, MOXKET OBbITh HaijieHa W MCIOJIb30BaHA K€M YrOojHO, B TOM YHCIIC
HE00s13aTeNbHO € OJaruMu HaMEPEHUSAMH.

OCHOBHBIEC COBETHI IT0 0€30IIaCHOCTH B COITUAIBHBIX CETAX:

OrpaHnybTe CHHMCOK Jpy3eil. Y Bac B JApPy3biAX HE JOJDKHO OBITh CIIy4ailHbIX WU

HE3HAKOMBIX JIIOJIEH;
3almuMinanTe cBO YacTHYIO ku3Hb. He ykasbiBaiiTe mapoiu, TeneoHsl, aapeca, 1aTy
POXKJICHUS u IPYTYIO JUYHYIO HH(pOopMaIuIo;

Ecnu Bl TOBOpHTE C JIFOABMH, KOTOPBIX HE 3HAETE, TO HE UCIIOIB3YITE CBOE PEAIBHOE
UMS M JPYTyI0 JIMYHYI0 MH(OpMAIMM: HUMs, MECTO >KUTEIbCTBA U JPYTUE JIaHHBIC;
N3beraiite pasmemenust ¢dotorpaduil B uHTEpHETEe, rae Bbl n300pakeHbl Ha
MECTHOCTH, IO  KOTOPOH  MOXHO  OIpPEAEIUTh  Balle  MECTOIOJIOKEHUE;
[Tpu peructpauuu B COUUAIBHON CETH HEOOXOAMMO MCIIONb30BaTh CIOXKHBIE MapoOJIH,
cocrosimye U3 OykB M LUPp U C KOJIMYECTBOM 3HAKOB HE MeHee &;
JUIst colManbHOM CeTH, MOYTHI U JPYTHMX CAalTOB HEOOXOJIMMO HCIIOJIb30BATH Pa3HbIC
nmaponu. Torpa ecnm Bac B310MaroT, TO 37I0YMBINIIEHHUKH MOJYy4aT JOCTYII TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

JJIEKTPOHHbIE ICHbI' U

DNEKTPOHHBIE J€HbIM — 3TO OYE€Hb YJIOOHBIM CHOCOO IUIATEXKEW, OJHAKO
CYILLIECTBYIOT MOUIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JIEHbIH.

DNeKTpOHHbBIE JEHBIM MOSIBWIMCH COBCEM HEABHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyzapcTBax 0 CHX IOp HE MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHMPYIOT M O HHUX YX€ MpPOIUCAaHO B 3aKOHE, I HX
pa3zensaoT Ha HECKOJIbKO BHJIOB — AHOHMMHBIE M HE aHOHHMMHbIE. PasHuna B ToM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peuiaercs MPOBOAUTH olepanuu 0e3
UACHTU(UKAIIMKM TI0JIb30BATENs, @ B HEAHOHUMHBIX MJEHTU(PUKALUU TOJIb30BATEIS
ABIISIETCS 0053aTEIHLHOM.

Taxxke cienyer pasznuyarb — JJEKTPOHHbIE  (QUaTHbIE JCHBIM  (paBHbBI
rOCYJJapCTBEHHBIM BaJlOTaM) U DJIGKTPOHHbIE HeduaTHbIE JeHbI'M (HE pPaBHBI
rocyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MAaCHON padOTE C AIECKTPOHHBIMU JIEHbIaMU:

[TpuBsxuTe K c4eTy MOOMIIbHBIN TeseoH. ITO camblii yIOOHBIA U OBICTPBINA CITOCOO
BOCCTAHOBUTH J0CTYN K cuery. [IpuBsizannblil Tenedon nmomosxer, eciiu 3a0yaere cBon
IUIATEXKHBIM  TApojb WM 3alJeTe Ha CalWT C HE3HAKOMOIo  YCTPOWCTBA;

Hcnonw3yiite onHOopa3oBbie napoiau. [locme nepexona Ha yCUIICHHYK) aBTOPU3ALUIO
Bam yxe He OyneT yrpoxkaTh OMacHOCTh KPakKd WJIM NEpexBaTa IJIATeKHOTO Maposis;

Bribepute crnoxsbiii maponb. [IpectymHukam OyneT HEmpoCTO yrajaTh CIIOKHBIH
napoJib. HajgexHble maposim — 3TO MapoJid, KOTOPbIE COAEpk AT HE MEHee 8§ 3HAKOB U
BKJIIOYAIOT B €05l CTPOYHBIC W MPOMUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK Jojutapa, (yHTa, BOCKIMIATENIbHBINA 3HaK U T. 1. Hampumep, $tROng!;;

He BBOIMTE CBOM JIMUHBIE TaHHBIC HA CalTaxX, KOTOPBIM HE J0BEpsETE.

DJIeKTPOHHAA MOYTA



DNEeKTpOHHAsT MOYTa — 3TO TEXHOJIOTHSI U MPEIOCTABIISIEMbIE €10 YCIYTrd IO
MEPEChUIKE U TMOJYYEHUIO BJIEKTPOHHBIX COOOIIEHUN, KOTOpBIE PACHPEACIISIIOTCS B
KOMITBIOTEPHOU CETH.

OOBIYHO  DJIEKTPOHHBIA  MOYTOBBIM  SIIUK  BBITJISIAUT — CHEAYIOIIMM  00pa3oM:
UMs_TI0JIb30BaATEISI(@WUMS_JIOMEHa.
Kpome nepenauu mpocToro TekcTa, UMEeTCsi BO3MOXKHOCTh TIepe/laBaTh (ailiibl.
OcHOBHBIE COBETHI IO 0€30MacHON PadOTe C AMEKTPOHHOM MOYTOM:

Hano BbIOpaTh MpaBUIIbHBIN MTOYTOBBIM CepBUC. B MHTEpHETE €CTh OIPOMHBIN BBHIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JOBEPATh TEM, KOTO 3HAETE U KTO

IIEPBbIN B pPEUTHHTE;
He yka3biBaiiTe B IMYHON MOYTe JUUHYI0 HHPOpMaluio. Hampumep, ydiie BoIOpaTh
«MY3bIKaJIbHBINA _(haHaAT@» WIH «pok2013» BMECTO «remal3y;
Hcnonb3yiiTe OBYX3TalHYI0 aBTOPH3aLMI0. OJTO KOrJa MOMHMO Mapois HYXHO
BBOJINTDH KOJI, MPUCHUTAEMBIN 10 SMS;
BriGepute ciioxkHbIA Maposib. [ Kakqoro mouyToOBOTO SIIMKA JIOJKEH OBITh CBOM
HAJIC)KHBIMN, YCTOWYUBBIN K B3JIOMY 11apoJib,

Ecin ecTth BO3MOXKHOCTh HAIlUCaTh CAMOMY CBOW JIMYHBIM BOIIPOC, UCIOJIB3YUTE ITY
BO3MOKHOCTB;

Hcnonb3yiTe HECKOJIBKO ITOYTOBBIX SIIUKOB. IIepBbIM 111 4aCTHOW NEPENUCKHA C
agpecaramMy, KOTOpbIM Bbl goBepseTe. ITOT 2JIGKTPOHHBIM aJpec HE HaJo

HCI0JI30BaTh pu perucrpanuu Ha dbopymax 51 calrax;
He otkpeiBaiite ¢aiiiabl U apyrue BIOXKEHUS B MUChbMaxX Ja)Xe €CJId OHM MPUIUIA OT
BallIUX Ipy3eit 158105 KOJLJIET;

[Tocne okoHuaHMs pabOTHI HAa TOYTOBOM CEPBHUCE TEPe]] 3aKPHITHEM BKIIAIKU C CAUTOM
He 3a0y/1bTe HaXKaTh Ha «BBIATHY.
Ku0epOyaimHr uim BUPTYyaJbHOE U3/1€BATEILCTBO
KubepOymHr — mpecienoBaHue COOOLIEHUSIMU, COIEPKAIIUMHU OCKOPOJICHHUS,
arpeccHio, 3amyruBaHUe; XYJIUTAaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.
OcHoBHBIE COBETHI IO 00pHOE ¢ KMOESPOYIUTHHTOM:
He 6pocatbcs B 60, Ecnii oTBeuaTh 0CKOPOJIECHUSIMU HA OCKOPOJIEHUS, TO TOJIBKO €IIIe

0oJbIIE MOKHO pas3xeyb KOH(DITUKT;

Ynpasnusiite CBOEM KuOeppemyTanuei;
AHOHUMHOCTH, B ceTu MHHMas. CyIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

Urnopupyiite eauHuyHbli HeratuB. OJHOPA30BbIE OCKOPOUTEILHBIE COOOIICHUS
aydmie urhHopupoBarb. OOBIYHO arpeccusi MpeKpamiaercss Ha HadyaJlbHOW CTajuu;
ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIEHUSMHU, B COLIMATIbHBIX
CeTSX €CTh BO3MOKHOCTb OJIOKMPOBKM OTHPABKUA COOOUIEHUN C OINpPEAETICHHBIX
aZpecoB;
MooOuiabHbIi TesaedoH

CoBpemeHnHble cMapT(OHBI M IUIAHIIETH COJEpKaT B ce0e BIOJHE B3POCIBIN
GyHKIIMOHAN, W Temepb OHU MOTYT KOHKYpPHpPOBaTbh CO  CTallMOHAPHBIMU
koMmnbiorepamu. OJHAKO, CPEICTB 3aIlUTHl AJS MOJOOHBIX YCTPOWCTB IMOKa OYEHb
MaJIo.
TecTupoBaHKE M MOUCK YSI3BUMOCTEH B HUX IPOMCXOJMT HE TAK MHTEHCUBHO, KaK JUIA
1K, To e camoe KacaeTcsi © MOOMIBbHBIX MPUIIOKEHHI.



CoBpeMeHHbIe MOOUITEHBIE Opay3ephl YKe MPAKTUISCKU JOTHAIN HACTOJBHBIE aHAJIOTH,
OJIHAKO pacuImpeHne GyHKIMOHAA BIeUeT 32 cO00I OOMBIIYIO CIOKHOCTh U MEHBIIIYIO
3aIIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOJIUTENIN BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJIs1 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He siBisieTcst mo-HacTosIeMy OecIiuiaTHbIM. bybTe OCTOpOXKHBI, Bellb KOTJa
npeajaratoT OecrIaTHbIA KOHTEHT, B HEM MOTYT OBITb CKpBITHI KaKHUe-TO ITUIATHbBIC
YCIIyTH;

Heobxonumo OOHOBJISITh OTepaIMOHHYIO CUCTEMY cMapTdoHa;
Hcronp3yiiTe  aHTHBUPYCHBIE  MPOTPAMMBI  JIJI1  MOOWJIBHBIX  TEJIE(POHOB;

He 3arpyxaiiTe NpuiaoKeHHUs OT HEW3BECTHOTO WCTOYHWKA, BEAb OHU MOTYT
coJiepkKaTh BPEIOHOCHOE IPOrPaAMMHOE o0ecrnieueHue;

[Tepnonnueckn TpoBepslTEe KakWe IIATHBIC YCIAYTd aKTHBHPOBAHBI HA HOMEPE;

JlaBaiiTe cBOil HOMEP MOOWJIBHOTO TenedOoHa TOJIBKO JIFOASM, KOTOPhIX Bbl 3HaeTe u
KOMY JI0BEpsIETE;

Bluetooth momken ObITH BHIKIIIOUEH, KOT/Ia Bbl UM HE MOIB3yeTECH.

OUIIMHT UM KPaKa JUYHBIX JAHHBIX
OOBIYHOM Kpaxel JeHer M JOKYMEHTOB CETOJHS YK€ HUKOro HE YJMBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JOYMBIIUICHHUKH MEPEMECTUINCh B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICIIOM.
Tak mosiBUIIach HOBast yrpo3a: WHTEPHET-MOIICHHNYECTBA WIN (DUIUHT, TIaBHAS 11ETh
KOTOPOTO COCTOMT B TIOJYYCHHH KOH(MUICHIIMAIBHBIX JAaHHBIX TIOJb30BaTCIICeH —
JoruHoB U naposeid. Ha anrnuiickoM si3bike phishing yntaercs kak guiumar (ot fishing
— pbIOHAasI JIOBJIA, password — mapoJib).
OcHoOBHBIE COBETHI IO 00PHOE € (PUITMHTOM:

Cnenute 3a cBouM akkayHToMm. Eciu Bbl momo3peBaere, uTo Baiia aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATh €€ M COOOIIUTh aMUHUCTPATOPaM pecypca

00 9TOM KakK MOYHO cKopee;
Hcnonp3yiite Oe3omacHble BEO-CAThl, B TOM YHCJE, WHTEPHET-MAra3uHoB U
ITOUCKOBBIX CUCTEM,;
Hcnonb3ylite CJIO)KHBIE u pas3HbIe [1apOoJIn;

Ecnmu Bac B3nomanu, To He0OX0AMMO TPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
nobasiieHbl y Bac B 1py3bsx, o ToM, uto Bac B3iomanu u, BO3MOXKHO, OT BaIllero MMEHU

Oyaer  pacchulaThCs cnam CCBUIKH Ha  (PUIIMHTOBbIE CaMThI;
VYceranoute  Hagexksubld  mapoab  (PIN)  Ha  MoOWibHBIM  TenedoH;
OTtkmrounTe COXpaHEHHUE napoJst B Opay3epe;

He otkpeiBaiite ¢aiiiasl U apyrue BIOXKEHUS B MUChbMaxX Ja)Xe €CJIU OHM MPUIUIA OT
IPY3€N WM KOJUIET.



