NupopmanuoHHasi NaMATKA IS 00y4aIOIUXCS AJI51 Pa3MeleHUs Ha
opunuanbHbix UHTEpHET-pEcypcax

C KaxIbIM TOJAOM MOJIOJICKU B WHTEPHETE CTAHOBUTHCS OOJIBINE, a IIKOJIbHUKU
OIHM W3 CaMbIX AaKTHUBHBIX TOJb30Barene PyHera. Mexnay TeM, noMuMO
OTPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECeT W MpoOjeMbl. ITa
naMsTKa JI0J>KHA MOMOYb Te0e 0e3011acCHO HAXOAUTHCS B CETH.
KomnbioTepabie BUPYChI
KomnbroTepHbIii BUPYC - 3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOTpPaMM,
OTJIMYUTENIbHOW OCOOEHHOCTBIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue Kk 3TOMY, BUPYChl MOTYT OBPEAUThH MU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, TOJKOHTPOJIBHBIE TOJIH30BATEIN0, OT UMEHH KOTOPOTO Obla
3amyllleHa 3apa)XX¢HHAs IporpaMMa, a TaKXKe MOBPEIUTh WIH J1a)K€ YHUUYTOKUTH
OTIEpAIlMOHHYI0 CHCTEMY CO BceMu aiinamu B 1ejoM. B OOJBIIMHCTBE ClydaeB
PacIpOCTPAHSAIOTCA BUPYChI YEPE3 HHTEPHET.
MeToasl 3alMTHI oT BPEIOHOCHBIX NporpamMm:
1. Wcnons3yili COBpEMEHHbBIC OMNEPAIIMOHHBIE CHUCTEMbI, UMEIOIIUE CEPbE3HbIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX ITPOrPamMM;
2. IlocrosnHo ycranaBnuBah mautu (UU@PPOBBIE  3aIUIaTKH, KOTOPbHIC
aBTOMATUYECKU YCTAHABJIMBAIOTCS C LENbI0 JIOPAOOTKH MPOTpaMMBbI) U JIpyrue
OOHOBJICHUS CBOEW omepalnMoHHOW cucteMbl. CkauMBallT HX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecnu  CcylmecTByeT  pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;
3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ] IMpaBaMHU TOJH30BATENsA, a HE
aIMUHUCTPATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IIPOTpPamMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;
4. Hcnosnb3yil  aHTUBHPYCHBIE  INPOIPAMMHBIE  HPOAYKTBI  M3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0a3;
5. Orpanuub pU3NUECKU JOCTYN K KOMIBIOTEPY sl HOCTOPOHHUX JIMII;
6. Ucnonb3yil BHEUIHUE HOCUTENIM HMH(OpMaALMHU, Takue Kak (ienika, JUCK WU
(aiis U3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX UICTOUHUKOB;
7. He otTkpbiBail KOMIbIOTEpHBIEC (albl, TMOJYyYEHHbIE W3 HEHAJICKHBIX
HUCTOYHUKOB. Jlaxe Te (ailyibl, KOTOpbIE MPUCIIA TBOK 3HAKOMBIN. Jlydiiie yTouHu
y HETo, OTIIPaBJISUI JIU OH TeOe uX.
Cern WI-FI
Wi-Fi - 310 He BHUJ mepemadd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMINL OPCHI,
mapka. Eme B 1991 rony Humepianackas KOMIAHHUS 3apeTHCTpUpOBalia OpeH[T
«WECA», uro o0o3nauano cnoBocoueranue «Wireless Fidelity», xotopsrit
MEPEBOUTCS KaK «OECTIPOBOAHAS TOUHOCThY.
Jlo Hamero BpeMeHH jAomuia Apyras abOpeBwaTtypa, KOTOpas SBISETCS TaKOH Ke
TexHoJoruen. 1o abbpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO TaHO C HAMEKOM
Ha CTaHIApT BBICIIUN 3ByKoBoW TexHWku Hi-Fi, uTo B mepeBoae oO3HayaeT
«BBICOKAs TOYHOCTB.
Ja, OecrulaTHbIi HMHTEPHET-AOCTYN B Kade, OTeNsIX M a’pornoprax sBIsSETCs
OTJIMYHOM BO3MOXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrMe 3KCHepThl CUHTAIOT,
yt0 obmieaoctynHble Wi-Fi ceTu He sBistoTCs 0e30macHbIMHU.



CoBeTbI M0 0€30MACHOCTH PadoTe B 001eNOCTYNMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 HHpOpMaIuio yepe3 oodmenocrynubie Wi-Fi cern.
PaGoTast B HuUX, XelaTeapHO HE BBOJUTH MAPOJU JOCTYIA, JOTHHBI M KaKHE-TO
HOMEDA;

2. Ucnonb3yit 1 0OOHOBIISA aHTUBUPYCHBIE POTPaMMBbI M Opanamayep. TeM caMbIM
ThI 00€30MacuIllb ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonszoBanun Wi-Fi otkmtoun ¢pynkuuio «O0muid noctyn x Qaitnam u
npuHTepam». JlaHHas (QyHKUMSA 3aKpbiTa MO YMOJIYAaHHMIO, OJJHAKO HEKOTOpbIE
MOJIb30BATENIN aKTUBUPYIOT €€ JIJIsl y100CTBa UCIOJIb30BaHUs B paboTe min yueoe;
4. He ucnone3yit nyonuunsii WI-FI nns nmepenaun mu4HBIX NaHHBIX, HAIIPUMEP
JUIS1 BBIXO/Ia B COLIMAJIBHBIE CETH WJIM B DJIEKTPOHHYIO MOYTY;

5. Mnonw3yit Tosbko 3anuuieHHoe coeaunenue yepes HTTPS, a e HTTP, T.e.

npu Habope BeO-aapeca BBOJU UMEHHO «https://»;
6. B MoOunbHOM Tenedone otkimoun ¢yHkimio «llogkmrouenne k  Wi-Fi
aBTOMaTu4ecku». He momyckail aBTOMaTHYECKOTO TOIKIIOYCHHsI YCTPOHCTBA K
ceTsim Wi-Fi 6e3 TBoero cornacus.

CouuajbHbie ceTH

ConpanbHble CETH aKTUBHO BXOJST B Hally >KU3Hb, MHOTHE JIIOJU pabOTaIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yxe 3aperncTpupoBaH MUJUIHAP YEJIOBEK,
YTO SIBJIAETCS OJAHOW CEIbMOI BCEX XKUTENeH miaHeTsl. MHOTHE MOJIb30BaTENH HE
MOHUMAIOT, YTO MH(OpMaIMs, pa3MelleHHas UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HaliJleHa M MCIOJIb30BaHa KEM YrOJHO, B TOM YHUCJIE HE 0053aTENbHO C
OJlaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIIBHBIX CETSIX:

1. Orpanuyb cnucok Apy3eil. Y Tebs B Apy3bsiX HE JIOJDKHO OBITh CIy4YaWHBIX U
HE3HAKOMBIX JIIOJIEH;
2. 3amumiail cBOIO 4YacTHYIO ku3Hb. He ykaspiBail mapoinu, TenedoHBI, aapeca,
JaTy TBOETO POXACHUS WU APYTYIO JTUYHYIO HHPOpMAIUio. 3JI0yMBIIIICHHUKHA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl WU TBOW POJHUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai CBOIO pernyTaluio - JEpPXKH €€ B YUCTOTE M 3ajaBail cebe BOIpoc:
xoTen Obl Thl, YTOOBI JPYrHE€ IMOJb30BATEIM BHJAEIU, YTO Thl 3arpyskaeib?
[Tomymaii, mpex/ie 4em 4To-TO OMyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu TBI TOBOpULIb C JIOJIBMHM, KOTOPBIX HE 3HACIIb, HE HCIOJb3yHl CBOE
peanbHOE UMS U JIPYTYIO JIMYHYIO0 MH(OpMAIUU: UMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U Ipoyee;

5. UsGeraii pasmemenust dotorpaduii B MHTEpHeTe, e Thl HM300pakeH Ha
MECTHOCTH, 110 KOTOPO! MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COIMAIBHONW CETU HEOOXOIUMO HCIOJIb30BaTh CIOXKHBIC
napoyu, cocrosimme u3 OykB M HUp M C KOIWYECTBOM 3HAKOB HE MEHee §;
7. dns coupanbHOW CETH, MOYTHl U JPYTUX CAWTOB HEOOXOAMMO HCIOJb30BATh
paszHble maposnd. Torga ecnu TeOs B3JIOMAKOT, TO 3JOYMBINUICHHUKU IOJy4YaT
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIeKTPOHHbIE IeHbI'H

ONEeKTpOHHbIE JIEHBIM — 3TO O4YEHb YJOOHBIM crocod IuiaTtexei, OJIHaKO
CYILLIECTBYIOT MOILIEHHHUKHU, KOTOPBIE XOTAT MOIYYHUTh 3T JICHBIH.

ONEeKTPOHHBIE JIEHbI'M MOSBHIMCHh COBCEM HEAABHO M HMMEHHO H3-3a 3TOrO BO
MHOT'MX F'OCyAapCcTBax 10 CUX NOP HE MPOIHCAHO IPO HUX B 3AKOHAX.

B Poccuu xe oHUM (PYHKUMOHUPYIOT U O HUX YX€ MPOIUCAHO B 3aKOHE, e MX
pa3aeNAOT Ha HECKOJIBKO BHUJIOB - AaHOHMMHBIE U HE aHOHMMHBbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - ATO T€, B KOTOPBIX pa3peuniaercss NpOBOAUTH oOlepanuu 0e3
uACHTU(GUKAIIMY TT0JIb30BATENS], @ B HEAHOHUMHBIX UICHTU(PUKALUU MOJIB30BATENS
SBIIAETCS 00513aTENBLHOM.

Taxke cieayer  pa3iauyarh  DJIEKTPOHHbIE  (uaTHble  J€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIGKTPOHHbIE HedUaTHbIE JCHHIU (HE PaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHBIMHU JICHBrAMHU:

1. TlpuBsku K cueTy MOOWIBbHBIH TelaeQoH. DTO camblii YIOOHBIA M OBICTPHIN
Ccroco0 BOCCTAaHOBUTH JOCTYI K cuery. IIpuBsizaHHbld TenedoH MOMOKET, €CiIu
3a0yJelip CBOM IUIATEXXHBIM Mapojiib WM 3aifjielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yit onHopaszoBble maponu. Ilocime mepexona Ha  yCUIIEHHYIO
aBTOpU3aIMIO TeOe yke He OyJeT yrpokarb OMacHOCTb Kpa)KM WIIM IepexBara
MJIATEAKHOTO MapOJIs;

3. Beibepu cnoxxubiid maponisb. [Ipectynaukam OyAeT HE MPOCTO yraaaTh CIOKHBIN
naposs. HagexxHsle maposim — 3TO MapoJik, KOTOPBIE COAEPkKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0s CTpOYHbIE M MPOMHCHBIE OYKBBI, HU(GPBI U HECKOJIBKO
CHUMBOJIOB, TaKHe Kak 3HaK Jojuiapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK WU T.II.
Hanpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAWTaX, KOTOPBIM HE JOBEPSEIIb.
DJIeKTPOHHAS moyra
OJIEKTPOHHAsI MOYTa — 3TO TEXHOJOTHS M MPEJOCTABIIEMBIE €K YCIyTH IO
NEPECHUIKE U MOITYUYEHHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPbIE pAaCTIPEAEIISIIOTCS B
KOMITbIOTEPHOU ceTH. OOBIYHO BJIEKTPOHHBIA TMOYTOBBIM SIUIUK BBITJISIUT
CJIeIyIoOIUM 00pa3oM: UMsI_TOJIb30BaTeIsi@umMs_JtomeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCSI BOBMOXKHOCTH MepeaBaTh (pailiibl.

OCHOBHBIC COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOUYTOM:

1. Hago BeIOpaTh MpaBWIBHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OTrpPOMHBIN
BBIOOp OECIUIATHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIyYIlE JOBEPSATH TEM, KOTO
3HACIIb ¥ KTO NIEPBBIM B PEUTHHIE;

2. He ykaszpiBali B JNMYHOM mMouTe JUYHYIO HH(popmaruio. Hanpumep, mydiie
BBIOpATh «MY3bIKaIbHBIN (paHaT@» nin «pok2013» BmecTo «temall3y;

3. Mcnonp3yii IBYX3TalHYIO aBTOPHU3ALMIO0. JTO KOTJa IMOMHMO IapoJisi HYXKHO
BBOJINTH KOJI, MPUCHLIAEMBbIH 10 SMS;
4. Be1bepu CIIOKHBINA Maposib. JJ Kaa0ro MOYTOBOTO SIUKA JOHKEH OBITH CBOM
HAJIC)KHBIM, YCTOWYNBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAIMCaTh CAMOMY CBOW JIMYHBIA BOIPOC, UCIOJIB3YH
3Ty BO3MOYXHOCTb;



6. Mcnonb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [IepBbIii 1711 4aCTHON NMEPENUCKU C
ajpecaTaMy, KOTOPBIM Tbl JOBEpsCHIb. OJTO 3JIEKTPOHHBIM aJIpec HE HaJo
WCIIOJIB30BATh TIPH PETUCTpalui Ha (HopyMax U canTax;

7. He oTkpsIBail (paiisiel U Apyrue BIOKEHUS B MUCbMaX Ja)Ke €CIU OHH MPHUIILITU
OT TBOMX Jipy3ei. Jlyullle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (pailiibl;

8. Ilocne okoHYaHMsI pabOTHI HA MMOYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKJIAJKHU C
cailToM He 3a0yb HaXXaTh Ha «BBIATIY.

KuOepOysiMHT UM BUPTYaJjibHOE U3/1€BATEILCTBO

KubepOymuiHr — mpecieoBaHie COOOIIEHUSIMH, COAEPKAUMU OCKOPOJIeHUs,
arpeccuto, 3armyruBaHue; XyJIUTraHCTBO; COIIMAIbHOE OOMKOTHPOBAHHE C MTOMOIIBIO
pa3IMYHbIX MHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI 10 00pbOE ¢ KUOEPOYIUTHHTOM:

1. He Opocaiicsa B 60i. JIyumuii crmoco0: MocoBEeTOBaTLCS KaK ce0sl BECTH U, €CIIU
HET TOTO, K KOMY MOKHO OOpaTUTHCS, TO BHAYaJle YCIIOKOUThCS. Eciu Thl HauHeIb
OTBEYaTh OCKOPOJECHUSIMU HA OCKOPOJIEHUS, TO TOJNBKO €Ile OOJbIIE Pa30XKellb
KOH(JTUKT;

2. YupaBnsii cBoel kubeppenmyTauuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIleCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAyHTOM;

4. He crouT BecTH XyJWTaHCKUH oO0Opa3 BHUpPTyaJdbHOW JXKH3HMU. HHTepHeT
dbuKkcupyeT BCe TBOM JIEUCTBHS U COXpaHSeT UX. YJAIUTh UX Oyaer KpaiiHe
3aTPyAHUTEIIBHO;

5. CobGuroait cBOM BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupy#i enuHudHBIA HeraTuB. OMHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
Jy4lie UTHOpUpoBaTh. OOBIYHO arpeccus MPeKpaIaeTcsi Ha Ha4alIbHOM CTaINH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTIPABKH COOOIIEHUH C
ONPEJIEIICHHBIX aJPECOB;

8. Ecimu Tbl cBugerenb kuOepOyinmuHra. TBOM JEHCTBUSA: BBICTYNUTh HPOTHUB
IpecieaoBaTens, NoKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJJIEPXKAaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTMYECKas MOMOIIb, COOOUIUTh
B3POCIBIM O ()aKTE€ arpeCCUBHOTO MOBEJICHUS B CETH.

MoOniabHbIH TesedoH
CoBpeMeHHbIe cMapT(OHBI U IUIAHILETHI COAEpX aT B ceOe BIOJHE B3pPOCIbIH
GyHKIIMOHAT, W TEmeph OHU MOTYT KOHKYPHUPOBaTh CO CTAaIllMOHAPHBIMHU
KoMIbroTepamMu. OHAKO, CPEACTB 3aAIUMUTHI IS MOJOOHBIX YCTPOMCTB MOKA OYEHB
Mano. TecTHpoBaHME W TOMCK YSI3BUMOCTEHW B HHUX IPOMCXOIWAT HE TaK
WHTEeHCUBHO, Kak 11 1K, To ke camoe kacaeTcss 1 MOOMIBHBIX IMPUITOKEHHUH.



CoBpemeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAJIM HACTOJbHBIC
aHaJOTH, OJHAKO pacuiipeHue (yHKIHOHANAa BJeYeT 3a co0ol OOoJbIIYIO
CJIOKHOCTh M MEHBIIIYIO 3aIMILEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAOILNE
KPUTUYECKHUE ySI3BUMOCTHU TUISI CBOUX YCTPOMCTB.
OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOUIILHOTO TelleoHa:

1. Huuero He sBisieTcsi mo-HacTosiuieMy OeciulaTHbIM. Byab oCTOpoXeH, Belb
Korja Tebe mpeajaratoT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH;

2. lymaii, pexze yem otnpaBuTh SMS, dhoto wnu Buneo. Trl TOUHO 3HACIID, TIE
OHM OyayT B KOHEYHOM HUTOTE?

3. Heo6xoaumo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;

4. Vicnonp3yii aHTUBUPYCHBIE IPOTPaAMMBI [ MOOMITBHBIX TeTe()OHOB;

5. He 3arpyxall npuioXeHHsI OT HEU3BECTHOIO MCTOYHHKA, BE€Ib OHU MOTYT
COJIEpKaTh BPETOHOCHOE MPOTrPaMMHOE 00ECTICUeHUE;

6. Ilocne Toro kak Thl BBIMJEIIb C CaiTa, € BBOAMWI JIMYHYI HH(POPMALHIO,
3aiiin B HACTpoOiku Opay3epa u yaainu cookies;

7. llepuoanuecku mpoBepsA KakWe IUIATHBIE YCIYTM AKTUBUPOBAHbI HAa TBOEM
HOMEpE;

8. JlaBaii cBOii HOMEp MOOMIIBHOTO Telle(hoHa TOJIBKO JIFOSM, KOTOPBIX Thl 3HACIIIb
U KOMY JIOBEpSICIb;

9. Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOJIb3yelibes. He 3a0biBait
MHOT /1A IIPOBEPSITH 3TO.
Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOLIUE pa3BIICUEHUS,
OOBEAUHSIONINE COTHU ThICAY YEJOBEK MO BceMy Mupy. Wrpoku wHccieayroT
JAHHBIM UM MUp, OOLIAIOTCA IPYr ¢ APYTOM, BBINOJHSIOT 3aJaHus, CPaXaroTcs ¢
MOHCTPAaMH M MOJYYaloT OMNBIT. 3a YJOBOJbCTBHE OHHU IUIATST: MOKYMNAIOT AMCK,
OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OILHUU.

Bce st cpenctBa uayT Ha MOJJEpKaHWE M PAa3BUTHUE WUIPhI, a TAKKE HA CaMmy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIUH, BBITYCKAIOTCS HOBbBIE
naT4u (LUQpoBbIE 3aIIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1o00HBIX WUrpax CTOMT OmacaThCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
KpaXXu TBOETO TapoJisi, HAa KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMN OOJIBIITMHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA!

1. Ecnu npyroil urpok BeAeT ceOsl MIOXO WM CO3JaeT Tebe HENpPUSITHOCTH,
3a0JI0KHpYHl €To B CIIUCKE UTPOKOB;

2. Tloxanyiicss aIMHUHUCTpPATOpaM HWIrPbl Ha IUIOXO€ MOBEJIECHHUE HTOTO HIPOKa,
JKENATEIbHO MPUIIOKUTh  KaKUe-TO  JOKa3aTelbCTBA B  BHUJE CKPHUHOB;
3. He yxa3piBaii muuHyro nHGoOpManuio B ipodaiiie urpsr;

4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeouiManbHbIe TaTYU U MOJIBI;

6. Mcnonib3y# CIOKHBIE U Pa3HBIE ITAPOJIH;



7. Jlaxxe BO BpeMs UI'Pbl HE CTOMT OTKJIIOYATh aHTUBHUPYC. 11oKa ThI Urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3HTh.

@OUIIUHT UM KPaKa JJUYHBIX JAHHBIX

OOBIYHOM Kpakeil AeHer W JOKYMEHTOB CETOJIHS YK€ HHKOTO HE yAMBUIb, HO C
pPa3BUTHEM MHTEPHET-TEXHOJIOIMI 3JI0YMBIIUICHHUKN NIEPEMECTUIUCH B UHTEPHET,
Y TIPOJOJIKAIOT 3aHUMATHCS «JTFOOMMBIMY JIEJIOM.

Tak nosBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILIMHT, TIaBHAs
Heiab  KOTOPOro  COCTOMT B TIOJYYEHMHM  KOH(DHUACHIMAIBHBIX  JaHHBIX
M0JIb30BaTeNIe — JIOTMHOB W maposeil. Ha anrnuiickom si3bike phishing unraercs
kak ummHr (0T fishing — prIOHAs J10BIIA, password — mapoJib).

OcHOBHbIE COBETHI 1o 060pnoe c bummHrom:
1. Cnenu 3a cBOoMM akkayHTOM. Eciii Tl mojo3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBATH €€ M COOOIIUTh aIMUHHCTpATOpaM
pecypca 00 3TOM KaK MOYXHO CKOPEE;

2. Hcnonw3yit Oe3omacHble BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHOB WU
MOMCKOBBIX CUCTEM;

3. Ucnionb3yii CIOXKHBIE U pa3Hble mapoiu. Takum oOpa3om, eciau TeOs B3JIOMAIOT,
TO 3JI0YMBIILIEHHUKH MMOJIYy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(DUITIO B CETH,
a HE KO BCEM;

4. Ecnu TeOs B3j0Malid, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBjIeHbl y T€OS B PY3bsIX, O TOM, YTO T€Os B3JIOMaJIU M, BO3MOXKHO,
OT TBOETO UMEHHU OYyI€T PaCChUIATHCA CIIaM U CCHUIKU Ha (PUIITMHTOBBIE CANTHI;

5. YcranoBu Haaexubid napois (PIN) Ha MoOWIBHBIN TENe(OH;

6. OTKIII0YM COXpaHEHHUE Mapoiis B Opaysepe;

7. He oTkpwIBail ¢aitinbl U Apyrue BIOXKEHUS B MACbMaX JaXKe €CIIA OHU TPUIILITA
OT TBOMX Jpy3ei. JIyule yTouHu y HUX, OTIIPaBIIsUIN I OHU Te0e 3TU (ailiIbl.
Hudposas penyranus
[Mupposas pemyTanusi - 3T0 HEraTUBHAs WM MO3UTHBHAS MH(OpMALUA B CETU O
tebe. Kommpomerupyromas uHdopManus pa3MellleHHass B WHTEPHETE MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThbCcsl Ha TBOeW peanbHOM Ku3HHU. «Ludposas
penyTaus - 3T0 TBOM UMUK, KOTOPBIA (hopMHUpyeTcss U3 UHPpopMaluu o Tede B

HHTCPHCTC.
TBoe mecTo KHNTCJIBCTBA, y‘-I€6LI, TBOC (bl/IHaHCOBOG ITOJIOKCHHC, OCOOCHHOCTH
XapakTiepa H pacCKasbl O ONM3KMX - BCE OTO HAKaIlJIMBAeTCd B CCTH.

MHorue TOIPOCTKM JIETKOMBICIICHHO OTHOCSTCA K MyOJIUKaluu JTHYHON
uHpopmaruu B VIHTepHETE, HE MOHMMAsi BO3MOXKHBIX MOCHEACTBHA. Thl maxe He
CMOXEIIb JOTafaThcsi O TOM, 4To ¢ororpadusi, pasMelieHHas 5 JeT Ha3ajl, cTajua
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTtapuu, pasmemienue TBoux ¢oTtorpaduit U Apyrue ACHCTBUS MOTYT HE
MCYE3HYTh JaXKe MOCJI€ TOro, KaKk Thl UX yJAJUIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uH(GOpPMAIIUIO, TIOTIaja JIU OHA B TOMCKOBBIE CUCTEMBI M COXPAaHUIIACh JIH OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOE OKpY’Karollee JII0JIU, KOTOPbIe HAWIyT U YBUIAT
3T0. Haiitn MHpOpManno MHOTO JET CIyCTS CMOXET JH00M - Kak u3 J00phIX
noOyXJAeHU, TaK U C HAMEPEHHEM MPUYUHHUTH Bpel. DTO MOXET OBITb KTO
YTOJTHO.



OCHOBHBIE COBETHI 110 3aIIUTE U(PPOBOI peryTaluu:

1. [Togymaii, mpexie ueM 4To-TO MyOJUKOBATh U MepeaaBaTh y ceOs B Oiore uiu B
COILIMAJIbHOM CETH;

2. B HacTpoiikax npo@uiis yCTaHOBH OTPaHMYEHUS Ha MPOCMOTP TBOETO Mpoduis
U ero COJIEPKUMOT O, caenau ero TOJIBKO «s py3ei»;
3. He pasmemaii u He ykasbiBal uH(OpMAaIMIO, KOTOpas MOXKET KOro-jiudo
OCKOPOJIATh WJIK OOUKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJbHUKU- AKTUBHBIE MOJB30BaTeNd HU(DPOBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO IMOJb30BAHHE MHOTUMH BO3MOXHOCTSIMU
mudpoBoro mupa TpeOyer COONMIOJIEHUS TMpaB HA  UHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepMuH «HWHTEIJIEKTyaldbHasi COOCTBEHHOCTHY» OTHOCHUTCS K  Pa3IMYHBIM
TBOPCHHUSIM YEJIOBEYECKOTO YMa, HA4YMHAS C HOBBIX HM300pETEHHWN U 3HAKOB,
0003HaYaIONUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYyTH , U 3aKaHUYMBAsi KHUTaMH,
doTorpagusMu, KHHOPHUIBMAMHU U MY3bIKAJIBHBIMU ITPOU3BEICHUSMH.

ABTOpCKHE TMpaBa - 3TO I[IpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb Ha
MPOU3BECHUSI HAYKH, JIMTEPATYPhl U UCKYCCTBAa. ABTOPCKHE MpaBa BBHICTYIAIOT B
KauecTBE TapaHTUHM TOTO, YTO HHTEIIEKTYaJIbHBIM/TBOPUYECKUNM TPYJ aBTOpa HE
OyZneT HampacHbIM, JacT €My CIpaBeAJIMBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJAa, MOJYYHTh W3BECTHOCTh WU Tpu3HaHue. Hukro 6e3
paspenieHuss aBTOpa HE  MOXET  BOCHPOU3BOAMTH €ro0  IPOU3BEACHHUE,
pacmpocTpaHsiTh, MyOJIWYHO JIEMOHCTPUPOBATH, IIPOJIaBaTh, HMMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCIOJHATH, MOKA3BIBATH/UCIIONHATL B ddupe umm
pa3MenaThb B HNuTtepnere.
Hcnonp30BaHne «IUAPaTCKOro» MPOrpaMMHOTO OOECTICUEHUS] MOXKET MPUBECTH K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM 10 OJOKHUPOBKHU TBOETO
YCTPOMCTBA, IJ€ YCTAHOBJIECHHBIA HE JeraipHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYET JIErajibHble W O€CIJIaTHbIE MPOrpaMMbl, KOTOpPbIE
MOKHO HAUTH B CETH.

O nopraJe

CereBuyok.pd - TBOU IJIaBHBIM COBETYHMK B CETHU. 3]I€Ch Thl MOXEIIb y3HATh O

0€30MaCHOCTH B CETHU MOHATHBIM M JIOCTYNHBIM SI3bIKOM, a MPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHATH ydacThe B
KOHKypcax U CTaTh CaMbIM U (HPOBLIM IrpaKIaHUHOM!



