Ecnu Bbl nogo3spesaeTte, 4to Bac ucnonbaytor
B CXEMe OTMbIBaHUSA 1 OOHaNNMYMBaHUA AEHer,
HeMeaNeHHO NpeKpaTuTe onepaumm No CBOew

6aHKOBCKOW KapTe,
Monuyuma — 112 yBEAOMUTE MOMMUMIO U
BaHk Poccun — 300 BaHk Poccum.

Ha 4to o6paTuTe BHUMaHMe, 4TOObI He NonacTb
B MOLLUEHHUYECKYIO CXeMY M He CTaTb Aponnepom?

o Ha Bac BbixoaaTt camu

I
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NepCcoHaNbHbIe faHHble )
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Ha Bac oka3biBaloT gaBneHue

3a Bce onepauuu

no 6aHKOBCKOM KapTe
OTBETCTBEHHOCTb
HeceT ee Bnageneuy,.

Kak noctynutb, ecnin ecTb Nofo3peHue,
yTto Bac ucnonb3yior B ponu gponnepa?

ByabTe BHUMaTEIbHbl U OCTOPOXHbI NPU NPOCMOTPE 06bABNEHUI
o pa6oTe, nony4eHun coobLLEHUN B COLIUANDBHbIX CETSX,
pa3roBopax no TenegoHy, B KOTOPbIX 06eLaloT Nerkue AeHbru.
He noagaBaiTeck Ha yroBopbl paboTofartens o0 NepeBoAe HyXux
AEHEeXHbIX cpeAcTB Ha Balwm 6aHKOBCKUE KapThbl.

J




io MOXHO N1 NonacTb B «4€PHbIA CIUCOK»
Cny4aiiHo U YTO TOorga genarb?
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Cnocob6bl 60pb6bI ¢ gponnepamu

YEPHbIM @ BaHku uMeloT NpaBoO BPEMEHHO NPUOCTaHaBNMBATL OHNANH
CNUCOK AOCTYN K ynpaBneHuio CHETOM NPU OCYLLEeCTBNEHUN KTUEHTOM
NOAO3pUTENbHBIX ONEepaLuii.

baHku nepegaloT MHOPMaLMIO O BbISBNEHUM HETUMUYHBIX Onepauui no
Kaptam u cyetam B baHk Poccum, kotopbiii (hopmmupyet 6a3y Aponnepos.

[MonacTb B «6a3y AponnepoB» MOXHO B Cny4ae,
€CNY AeHEeXHbl NepeBo COOTBETCTBYET NpM3HaKam
OCYyLLeCTBNEHNA NepeBoaa AeHeXHbIX cpeacts 6e3
COrnacms KnueHTa.

https://www.cbr.ru/Content/Document/
File/47786/priznaki_20180928.pdf

MHorga yenoBek MoxeT oWwnbo4HO nonacTe B 6a3y Aponnepos.

B nogo6Hbix cutyaumnsax Bam Hago o6patntbes = ™\
C 3a8BNeHMEM B CBOM BaHK nnu 7]

B MHTEpHeT-npuemMHyto baHka Poccuu.

https://www.cbr.ru/reception/

Kak xe noctynutb Hukonato,
C UICTOPUM KOTOPOro Mbl Ha4anu?

OueBnaHo, 4YT0 0OBABNEHME O paboTe, KoTopoe yBuaen Hukonaw,
ABNAETCA MOLUEHHUYECKUM.

OrtnuuurensHble 0co6eHHOCTU 00 LABNEHUSA FrOBOPAT 06 atom:

He TpebyeTcs o6pa3oBaHue 1 onbIT PaboThbl;

paboTa CBA3aHa C AEHEXHbIMM NepeBoaamu;

NONHas yaaneHHas 3aHATOCTb, HET HEOOXOAMMOCTU NPUXOAUTL B OhKC Ans
0hOpPMNEHNS LOKYMEHTOB;

HeT ohuLumanbLHOro TPYAOYCTPOWCTBA;

npegnaratoT Cpasy MHOro AeHer 6yKBanbHO 3@ HECKONbKO YacoB paboTbl.




Ucnonb3oBaHue peleHun KOMUCCUN no TPYAOBLIM Crnopam

B komnaHum hopmmpyetca CoTpyaHWK KoMnaHumn obpallaeTcs
NCKYCCTBEHHasA 3a0MKEHHOCTb B KOMUCCHUIO MO TPYAOBbLIM Cropam
no 3apaboTHOM Nnate nepeq Nno BONPOCY 3a[0/MKEHHOCTH Mo
COTPYAHVKaMK 3apaboTHoN nnare

v

CoTpyaHUK NpeabaBseT noyYeHHbIN KOMVCCHS: 10 TPYAOBbIM CrIopaM

AOKYMEHT B 6aHK KOMMaHu BbIAA@eT pellieHune o Bbinnarte
onpeaeneHHon CyMMbl AeHer
COTPYAOHUKY
MonyuyuB peweHne KoMUccum CoTpyaHVKM KOMNaHUM CHUMAIOT
no TPyAoBbIM criopam, 6aHK 06a3aH B 6aHKOMaTe NoNyYeHHbIe AeHEeXHble
€ro UCNONHUTL U BbINNATUTL CpeAcTBa W, 0CTaBNAA YacTb cebe Kak
C pacyeTHOro cyeta KoMnaHun “BO3HarpaxgeHune”, nepenaroT AeHbr
AEHbIN COTPYAHUKY 3M10yMbILUNEHHUKAM

CoTpyaHMK KOMMNaHWM CTAHOBUTCA
aponnepom!

«MoBbllWeHHan» 3apaboTHas nnara

» CoTpygHuKy npeanaratoT NoAy4YmTb «MOBbILLIEHHYO»
3apaboTHyto nnary.

» [Npu 3TOM YacTb NONYYEHHbIX AeHer COTPYAHUK
pomxkeH 6yaet CHATb B 6aHKoMaTe 1 nepeaaTtb
TPETbMM NMUaM N NepeBeCTU Ha KapTy TPETbUX UL

» B nepBoM cny4ae COTPYAHUK MOXET CTaTh APOnom-
O6HaNbLUWMUKOM, @ BO BTOPOM — APONOM-3a/TUBLUMKOM.

[oka3saTb, 4TO B NpeACTaBNEeHHbIX Bbile Cy4asx COTPYAHNKN KOMNaHUU

He NMOHUManu CBOUX AEWCTBUIA NOYTH HEBO3MOXHO. 3a40/MKEHHOCTb

no 3apaboTHOW NnaTe ABNAETCA UCKYCCTBEHHOW, U COTPYAHMK HEe MOXeT 06

3TOM He 3HaTb. TOYHO TaKXe COTPYAHMK HE MOXET He 3HaTb, YTO €ro NonNpPoCuNu
BEpPHYTb YacCTb BbINMayeHHOoN 3apaboTHOWM nnatel. [1pn 3TOM BCE OCHOBHbIE
AENCTBUA NO OTMbIBAHWIO 1 OOHANMYMBAHUIO AEHEr COBEpLUaeT UMEHHO
COTPYAHUK KOMMNaHWK 1 TaKum o6pa3om CTaHOBUTCA APONNEpPOoM. /
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KoBapHblie «thoHAbI NOMOLU»

Co3zpaercs «6naroTBOpPUTENbHbIW» HOHA

P KOMNaHuu nepe4vncnsaioT » nuua B CNOXHOM (PUHAHCOBOM
AeHbru B hoHA Ansa ux nonoxeHun obpalaoTcs
06HannYnBaHus B (hoHA 3a NOMOLLBIO

®oHA BbINNaYUBaET MaTepranbHyo NomMoLLb
NULaM B TPYAHON XU3HEHHOW CUTYaLnU

P MOLUEHHMKM COOOLAIOT, YTO YacCTb P 4yenoBek, NONYYMBLUMIA AEeHbIW OT
nony4YeHHbIX AeHer Hago CHATb thoHaa, cHUmaeT nx Yyacte 6aHKoMaTe
M BEPHYTb B thoHA n nepegaet 3/10yMbllUEeHHUKaM

! Yenosek craHoBUTCA Aponnepom!

®oHp nepepaeT 4acth 0OHaNUYEHHbIX AeHer KOMnaHum

B Hacmosiwee epems 3M10yMbIWNEHHUKU Makxke e
Kayecmee «Gponnepoe» cmanu ucnonbL3oeams
HecoeepueHHoNemHuXx, npednazas nodpocmkam 3a
e03HazpaxdeHue ohopMUMb Ha ceoe UMsl
6aHKoecKyIo kKapmy, nocre 4e2o nepedams ee
Heu3zeecmHOMYy NUYy, KOMOpPbI yXe peanusyem
npecmynHblie HaMepeHusl.

AHanoruyHas cxema AeﬁCTBVET C doounamu
noaaepPXkKu UHUUMaTUB MOMOAEXH

» MOLLEeHHUKM 3@ CHET B3HOCOB KOMMAaHWI, KOTOPbIE XOTAT 0GHaNN4YUTbL
[AEHEeXHble CpeacTsa, CoO34aloT HOHA.

» 3M10YMbILLNEHHUKN «BEPOYIOT» CTYAEHTOB, KOTOPbLIE HYXAAKTCS
B A€Hbrax, U Ha4YMHaIOT BbINNa4YMBaTh UM MaTepUanbHYO NOMOLLb.

> CTWJeHTbI CHUMAIOT NoNy4YeHHble AeHblrn CO CBOUX KapT B 6aHkomarax
v nepenatoT ux 3N10yMbllUNEeHHUKaM.

» 3a ycnyru CTyaeHTam AatoT BO3HarpaxaeHue B Buae hMKCMpoBaHHOM
CYMMbI I€HEr UM HEKOTOPOro NMPOLEHTa OT CHATOM B 6aHKOMaTe
CYMMbI HaIMYHOCTMU.

| 4 CTyAeHTbI CTaHOBATCH COy4YacTHMKaMm NPecTynnesnin, B TOM Yyucne
YronoBHbIX. [okasaTtb CBOIKO HEBUMHOBHOCTb B JAHHOM cnyvae

KpanHe TpyaHo! \\4
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Kakue ewe cxembl o6MaHa UCnosb3ytoT MOI.UGHHVIKM?r‘
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BeiBoa AeHer yepes CUM-KapThbl

» Ha cueT Mo6unbHOro TenedoHa BHE3anHO NOCTYNaloT AeHEeXHble
cpepacTBa.

B Cpa3y nocne nocTynneHna AeHer pasgaercya 3BOHOK: MOLWEHHUK

coobuaer, 4yto oWMBOYHO ONNaTUN HeBEpPHbI HoMep TenedoHa
1 NPOCUT BEPHYTb NOCTYNUBLUME AEHEXHble CPeACTBa, obeLlas,

YTO OKa3aHHas NGe3HOCTb OyaeT BO3HarpaxmaeHa, HEKOTOPYIO
CyMMYy OT MOCTYNUBLLMX AEHEr MOXHO OCTaBUTL cebe.

» [Ins Bo3BpaTa AEHEr 3N10yMbIWNEHHWK NPEAOCTaBNSET AaHHbIE
6aHKOBCKON KapTbl NN HOMEP CYETa INEKTPOHHOr O KOLeNbKa.

» BosBpaluas geHexXHble CpefcTBa HeU3BECTHOMY NnLly,
Bbl MOXeTe CTaTh APONOM-TPaH3UTHUKOM.

Mpopaxwu B UHTepHeTe

» 3N0yMBbILWNEHHVK pa3MeLlaeT B ceTu VIHTepHeT Ha caitax
Kynnu-npoaaxmu Tosapos 00bsABNEHUE O Npogaxe Yyero-nmoo.

» Haxoautcs nonb3oBartenb caiiTa, KOTOpbI peLaeT KynuTb
BbICTABNEHHLINA NPECTYNHUKOM Ha NPoAaxy ToBap.

» MowWeHHWK coobLiaeT NoKynaTento HoMep KapTbl ANs On/laTsl ToBapa.

» MokynaTenb NepeBoauT AeHeXHble CPeACTBa Ha KapTy MOLEHHUKa

(onnaunsaeT ToBap) 1 TakuM 06PA30M OKa3bIBAETCH «BTAHYTbIM»
B MOLUEHHUYECKYIO CXeMY.

P Bbl kak noKynaTteNb MoXeTe CTaTh APONOM-3a/IMBLLUKOM.

» MOLLUEHHWKM 3BOHAT NO TenedoHy, NPeacTaBNATCH COTPYAHUKAMM
NPaBOOXPaHUTE/NbHbLIX OPraHOB WM 6aHKa U COOGLLAIT O MACCOBOW
yTeyke 6aHKOBCKMX AaHHbIX.

» [anee 3n0yMbIWNEHHUK NpeanaraeT ceBepuTs Balwm 6aHKOBCKMe
cBefeHus ¢ 6a30i yKpageHHbIX AaHHbIX.

» MNpepocTaBnsas AaHHble Balwein kapTbl TpeTbM nuuam, Bel gaete um
BO3MOXHOCTb NONb30BaTh e

» Bbl MOXeTe CTaTb APOMNOM-3a/TMBLLUKOM UNV APONIOM-TPAH3UTHMKOM,
ecnu ¢ Balweit KapTbl AeHbMM CNULWYT Ha CYeTa, NPUHaanexalyme
NPeCTynHUKaM Unv Apyrm Aponam.
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Kak paboTtaer cxema BbiBOAa AeHer?

Onepauuio No oTMbIBaHWIO 1 0OHANMYMBAHUIO AEHEer, NONYYEHHbIX
npecTynHbIM NyTEM, MOLLEHHWKW HAa3bIBAKOT «3aNKWB».

OcHOBHBIEe cxeMbl o6MaHa

LLpon-3anuBILMK

Ipon nonyyaet HanuyHble feHbr1
OT 3N0YMbILUNEHHUKA, BHOCHT WX
Ha CBOW cyerT B GaHKe U 3aTeM
NepeBoaMT ApYriM Aponam

—= gsk

Apon-06HanbUMK ApON-TPaH3UTHUK

"
[lpon o6HanuuuBaer (cHuMaer ﬂpﬂn nepeymucnseT feHexHole
B BaHKoMaTe) NocTynuBLIME eMy CpeAcTea Ha Apyryto
Ha KapTy AeHbru, Npy1 3aTOM 0CTaBnss BaHKoBCKyto KapTy
yacTb cebe KaK «BO3HarpaxgeHne», MNK 3NEKTPOHHbBIX KOLWEneK,
a 0CTaBLUYHOCS YacTb nepeaaer NpM 3TOM OCTaBNAR YacTb cebe
L4 ¥
\_TPeTbeMy uuy (3noyMbiwneHHuKy) L § \_ KaK «BO3Harpaxpexue )

® MoLeHHWKKN 4acTo NCNONBL3YIOT B CBOMX CXeMax 6e3HanuyHele
nepesofbl. OHW NpeanaratoT Bam perynsapHo nony4aTth Ha CBOO
KapTy AeHbru, @ NOTOM NepeBoAnTb UX UHbIM nuuam. Mo Takoi
cxeme yepes Baw 6aHKOBCKWIA cHeT (kapTy) ByayT uatw
«TPaH3UTHbIe» NepesoAbl. 3To onacHo!

D

@  3n0yMBILWNEHHUKIW YaCTO NCNONBL3YIOT MHTEPEC K KpUNTOBaNoTe
C uensio caenats Bac gaponnepom. Byabte 6auTtensHbi!

Q ® [lpectynHukun moryT Bbicbinate QR-Koabl Ans «cnaceHms»
\ Balwwux gexer.

He nepesogute AeHbrn no comHuTenbHsiMm QR-kopgam!

KoHeuHble uenu Takux onepaymin — obHannunBaHue
AEHEXHbIX CPEACTB WU MHOE MOLIEHHNYECTBO.




Mpumep. Hukonai BHe3aNHO Moy YMn
HQ CBOK GAHKOBCKYIO KapTy AEHEXHbIN
nepesog. [No4tn cpasy nocse nocTynieHns
AeHer Hukonato no3soHMIN 1 NOMPOCHAN
BEPHYTb OLUMOOYHO OTIPAB/EHHbIE eMY AEHBLI,
rpv 3TOM 3aMETUB, YTO 3Q €ro /II06e3HOCTb
HEKOTOPYIO CYMMY OH MOXET OCTaBUTL cebe. Hukonawi
COrn1acu/ICs U JOroBOPU/ICS O BCTPEYE, MOC/1e Yero rnoLues

CHUMQTL B 6GHKOMAT AeHbrn. CHIB HEOOX0AMMYIO CyMMY 1 OCTaBUB cebe
4acCTb 30 «1I0OE3HOCTLY, HUKO/IQH Nepeaarn AeHbrn Hekoemy muy. Yepes
HECKO/IbKO 4acoB GAHKOBCKUIA CYET (KapTy) Hukonas 3a6/10kMpoBanu, TaK
KQK BbISICHW/IOCh, YTO MOCTYMUBLUNE eMy AeHbIMM OKA3Q/INCh MOXULYEHHbLIMM
MOLLEHHNKAMM B PAMKQAX CTAHAAPTHON CXEMbI 3BOHKA U3 «C/1yXObl
6e30r1acHOCTU» 6AHKQA C MPOCLOOM NepeBecT AeHbIM HA «6e30MACHbIN CHET».
ITUM «6e30I1ACHbIN CHETOM» OKQA3Q/ICS CHET HMKO/1asI, KOTOPbLINA (haKTUYECKU
CTQ/1 4POMNNepomM 1 Ternepb HaXOAMTCS 04 CIEACTBUEM.

Mo4yemy peyb naer o coy4acTum B NpecTynieHnmn?

Y 3N0YMbILWNEHHUKOB AEHbIMM NOSABNAOTCA

B pe3ynbTate NPOTMBONPaBHOM AEATENLHOCTW.
Hanpumep, 3710 MOryT ObITb A€HbIMM, NONYYEHHbIe

B KpeauT No noaaenbHbIM AOKYMEHTaM unm
«BbIMaHEHHbIE» MOLLEHHUYECKUM NyTEM Y APYrux Nuu.

lMpoBeas AeHbru Yepes cBon 6aHKOBCKUI CYeT,
ApOonnep CTAHOBUTCS «3BEHOM» NPECTYNHOW Lienu
n 6yaeT NnpuBneYeH K OTBETCTBEHHOCTH!

BaHo!
Heo6xoanMo NOMHUTL, YTO OTBETCTBEHHOCTDb
3a «OTMbIBaHUe» U oGHanNuuYMBaHue geHer —_— ——
B NepBylo o4epeab NOXUTCH Ha Toro,

Ha 4Yei CYeT NoCTynaloT AAeHEeXHble CpeacTBa.




Yawe Bcero gponnepamm
CTAHOBATCA:

CTYAEHTHI;

XUTENN HEGONBLUMX HACENEHHbIX
MyHKTOB, Np1exasLmne
B KPYMHble ropoAa;

noau, HaxoaALWMecs B CNIOXHOM
(pMHaAHCOBOM MONOXEHUN
(HanpyMep B3ABLUME MHOIO
KpeauTos);

MMMUIPaHTbI;

yS3BUMbIE C/IOM HaCeNeHuns
(CMpOTLI, MHOrOAETHbIE CEMbMU,
6e3paboTHbIe, MEeHCUOHEPBI).

CxemMbl Bep60OBKU ApPONnNepoB MOLUEHHUKaMH

Kto HaxoguTtcsa B rpynne pucka?

O

@ /Iponnepamu CTaHOBATCA NKOAN,
KOTOpbIE BEPSAT, YTO MOTYT
ObICTPO U Nerko 3apaborarhb,
OHU OCTPO HYXAAKTCA
B A€Hbrax, No3Ttomy
COrnawiarTcs Ha nbyio
pabory.

® MOLWEHHMKM YaCcTO 3BOHAT TEM,
KTO paHee yxe «nonagancs
Ha MX YIOBKW».

o

Moa BMAOM OpraHoB rocyAapcTBEHHON 6€30NacHOCTH

MoweHHHKY 3BOHAT YenoBeKy ¢ NpefnoXeH1eM 0MULLUaNbHO YCTPOUTLCSA Ha
paboTy no NOMCKY NPecTyNHUKOB M 06ewakT exxeMecsyHbii aoxof. Ecnu yenosek
COrNawaercs, T0 MOWEHHUKM NepeBOAAT Ha ero 6aHKOBCKYH KapTy NOXMWEHHbIe
[EeHbIY U 3aTeM TPebyloT CHATL 3TH ieHbrM B BaHKoMaTe.

[MNog BuaoM cotTpyaHUoB 6aHKa

MoweHHMKK 3BOHAT Yyenosexy C npeanoXeHMeM BbIBECTU NEeHbru C K06 bl
3aMOPOXXEHHbIX CYETOB 6aHKOB, NoNaBwWMX NOJ CaHKWKK, Ha «6e3onacHbie» CYeTa.

Moa Buaom pabotopatens

MoweHHMKH pa3MeulaoT Ha ynuuax u B MHTepHeTe, B TOM 4ucCne B COLUaNbHbIX
cetsx, 00bsBneHus, B KOTOPbIX Npeanaraetca paﬁora, CBfA3aHHas C nepeeoaoM

U 06HanuuuBaHMeM feHer.

[Noa BuaoM owmbLierocs Yenoseka

MoweHHMKM «cnyqaﬁno» nepesopanT Ha BaHKOBCKMM CueT AEeHbru, a 3aTeM npocar
UX BEPHYTb HaJIMYHbIMK UNTK NEepeBecTU Ha KapTy.




Kakoe Haka3aHue ans gponnepos?

m Camoe CTpOroe HakasaHue npegqyCcMoTpeHo

no cratee 174 YK P®: nuweHue ceobopbi
Ha cpok o 7 net co wrpadom B pasmepe
Ao 1 MmunnuoHa pybnemn.

Lencteus gponnepos MoryT ObiTb
KBanMMUMPOBaHbl KAK MOLLEHHUYECTBO
(cratbs 159 YK P®) unun kak neranusauus
(oTMbIBaHKE) AeHEeXHbIX CPeACTB WU UHOrO
UMYLLIECTBA, NOMYYEHHbIX APYrUMK NULaMu
npectynHbiM nytem (craten 174 YK PO).

>
Wrpad
OTBEeTCTBEHHOCTb Mpuuygurenbubie pabotbl
Ans
aponnepa OrpaHuyenue cBobopbl
Jinwenue ceobopbl

7

He3HaHue He ocBob6oXpaer

OT OTBETCTBEHHOCTH!

Ecnu yenoBek cTtan gponnepom
No HEe3HaHWUIO, EMY OYEHb TPYAHO
OyaeT nokasaTtbh (hakT cBoew
HEeOCBEAOM/IEHHOCTH.




TPEBYETCH Kak xenatowme Hantu paborty
yaonemonpocors | MOMAAAIOTCH HA Y/TIOBKU
C ACHEXHBIMH
nepesozam. MOLUEHHUKOB?

Hukona xo4yet Havtn NoapaboTKy Ha AomMy. Ha ogHoM

13 CANTOB M0 NMOUCKY PaboTsbl Hukosa ysuaesn o6 bsiBreHNe:
«TpebyeTcsi COTPYAHVK A/1S1 YAANEHHON paboThl C AEHEXHbLIMU
nepesogammu. Cepbe3Hbii 3apabOTOK 30 HECKO/IbKO YACOB B [€Hb.
TpyaoycTpoicTBo 6e3 MpoBepoK

1 3ano/iHeHns1 4oKyMeHToB. OnbIT paboTs!

He TpebyeTcs. [apaHTUS BLICOKOIo 40X04Q. Toau, OTKNUKHYBLUNECS

TpeboBaHus: BO3PACT 18+, Ha/M4Yne KapTbi Ha nofo6Hble 06bABNEHUS,
11060ro 6aHka PD». 4acCTo CTAaHOBATCH
y4YacTHUKaMm

MOLUEHHUYECKUX CXeM.

KTo Takou «gponnep» U 4YTO OH Aenaer?

Aponnep (vnn gpon) — YenoBekK, KOTOPbIV
o6Hann4uBaeT AeHbrun, yKkpageHHble
MOLLUEHHWKaMn € 6aHKOBCKUX CYETOB TPETbUX
nuy. [lponnep He ABNAETCH MHULMATOPOM
NPEeCTynneHuns, a BbiNONHAET YKa3aHna
3/10yMbILLNEHHUKOB, NONYyYas 3a 3TO AeHbrW.
Yale Bcero gponnepa NnpocsaT NepeBoanTb
AEHeXHble cpeacTBa Ha 6aHKOBCKUe

cyeTa Apyrux N1l UNn CHUMaThb AEHbIU B
6aHkoMaTe 1 nepefaBaTh MOLLEHHMUKaM.

naron «drop» ¢ pa3roBOPHOr0 aHrNUICKOro 4OCNOBHO
NepeBoaUTCS Kak «6pocaTh, C/IMBaTh, CMYCKaTby.
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