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MOJIEJIb
YI'PO3 BE3OITACHOCTU ITEPCOHAJIBHBIX JJAHHBIX [IPU UX OBPABOTKE
B MHOOPMAILIMOHHBIX CUCTEMAX ITEPCOHAJIbHBIX JIAHHBIX
B MBOY EMEILIEBCKA $1 CPEJIHSIS1 OBLLIEOBPA3OBATEJIBHAS ILIKOJIA

O003HaUEeHUs U COKPALIECHUS

APM - aBTOMaTH3MpOBaHHOE pabouee MECTO

BMU - BunoBas unpopmanus

BTCC - BcnoMorarenbHble TEXHUYECKHE CPEICTBA U CUCTEMBbI
NCTI/In - naopmanroHHas cucTeMa IepCOHATBHBIX JaHHBIX
K3 - xonTpOonupyemas 301a

MD - MexceTeBol 3KpaH

HJIB - HenexiapupoBaHHbBIE BO3MOKHOCTH

HCJI - HecaHKIIMOHMPOBAaHHBIN AOCTYI

OBI1/IH - obecrieueHre 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX
OC - oneparmoHHasi cuctema

I1/18 - nmepcoHaNbHBIE JaHHBIE

IIMB - nporpaMMHO-MaTEMaTUYECKOE BO3ICHCTBHE

ITO - nporpamMmHoOe obecrieueHue

[ITODMUH - no6o4HbIe 3JIEKTPOMArHUTHBIE U3ITyYEHHS U HABOJKHU
PU - peueBast nunpopmarnus

CBT - cpenacTBo BBIUUCIUTEIBHON TEXHUKU

C3U - cpencTBo 3aIMTH HTHPOPMATUU

CIIU - creranorpaduueckoe npeodpazoBanue HHGHOPMAITIH
COVIINA - cnenuanbHble 31EKTPOHHBIE YCTPONWCTBA NIEpexBaTa MHPOPMAIUH
TKVYU - rexuuueckuii KaHaa yTeuky UHQOpMaIK

TCOMU - Texnuueckue cpencTsa 00paboTKH HH(pOpMALUU
YBII/IH - yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

1. TepMHHEI ¥ OIIpeACIICHUS
B HacTosmem JAOKYMCHTC HUCIOJIB3YIOTCS CIICAYIOIIUC TCPMUHBI U UX OIMPCACIICHUS:

— ABTOMaTu3MpoOBaHHAs CUCTEMA - CUCTEMA, COCTOSIIAs U3 NIEPCOHANIA M KOMILJIEKCA CPEICTB
aBTOMAaTHU3AIMH €ro JeSTebHOCTH, peanu3yromniasi HHPOPMAIIMOHHYIO TEXHOJOTHIO BBITIOTHEHUS
YCTaHOBJICHHBIX (PYHKIIMH.

—  AyTeHTH(UKAIMS OTIIPABUTENS JAHHBIX - MOJATBEPKACHUE TOTO, YTO OTIPABUTEIb IOITYUYECHHBIX
JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

— be3onacHOCTh NEPCOHAIBHBIX JAHHBIX - COCTOSIHUE 3aIlUIIEHHOCTH IEPCOHAIBHBIX JAHHBIX,
XapaKTepUu3yeMoe CIIOCOOHOCTHIO MOJIb30BaTEeNIeH, TEXHUYECKUX CPEICTB U MH(POPMALIMOHHBIX
TEXHOJIOTHI 00ecTieuynTh KOH(PUIEHIIUAIBHOCTb, LIEJIOCTHOCTD U JOCTYITHOCTb MIEPCOHAIBHBIX
JTAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHbIX.



brnokupoBaHue nepcoHalbHbIX JAHHBIX - BpEMEHHOE MpeKpalleHrue coopa, cucteMaru3aium,
HAKOIUICHHUS, UCTIOJIb30BaHUs, pACIIPOCTPaHEHUs IEPCOHANIbHBIX JaHHBIX, B TOM YHCIIE UX
nepetavH.

Bupyc (koMIbIOTEpHBIN, MPOrPaMMHBIN) - HCTIOJHAEMBINA TPOTPAMMHBIN KO WIIN
UHTEPHPETHPYEMbIii HA0Op MHCTPYKLUH, 00J1a1al0IHii CBOMCTBAMH HECAaHKIIHOHHUPOBAHHOTO
pacrpocTpaHeHus U camoBocipoun3BeaeHus. Co3aHHbIe TyOIUKaThl KOMIBIOTEPHOTO BUpYyCa HE
BCETJ]a COBMAJIAIOT C OPUTUHAIOM, HO COXPAHSIOT CIIOCOOHOCTD K JallbHEHIIIEMY
pacnpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonochas nporpamma - nporpamma, npeAHasHau€HHas JJis OCYIIECTBICHUS
HECaHKIMOHMPOBAHHOIO JOCTYIA U (UJIM) BO3/AEHCTBUS HA IIEPCOHAJIbHBIE JaHHBIE WIIK PECYPCHI
MH(OPMaLIMOHHON CHUCTEMBI IEPCOHATBHBIX JIaHHBIX.

BcenomorarenbHbIE TEXHUYECKHE CPEICTBA U CUCTEMBI - TEXHUUECKHUE CPEJICTBA U CUCTEMBI, HE
npelHa3HaYeHHbIE JJIs Iepeaun, oOpabOTKU M XpaHEHUS EPCOHANBHBIX JaHHbBIX,
yCTaHaBIIMBaEMble COBMECTHO C TEXHUYECKUMH CPEACTBAMU U CUCTEMAaMH, IIpeITHa3HAYCHHBIMU
JUTst 00pabOTKH MEePCOHATBHBIX TAHHBIX, UM B IIOMEIICHUSX, B KOTOPBIX YCTAHOBJICHBI
WH(OPMAaLIMOHHBIE CHCTEMBI IIEPCOHATILHBIX JaHHBIX.

JlocTymn B onepalioHHYI0 cpely KOMIbIoTepa (MHPOPMAIIMOHHON CUCTEMBI TEPCOHATBHBIX
JTAHHBIX) - TTOTyYeHHE BO3MOXHOCTH 3aIlycKa Ha BBHIMIOJHEHUE IITATHBIX KOMaH[, PYHKIINIA,
IpOLEAYp ONEPALMOHHON CUCTEMBI (YHUUTOXKEHHUS, KONUPOBAaHUS, IEPEMELICHUS U T.I1.),
UCTIOTHAEMBIX ()aiiJIOB MPUKIIAJHBIX TIPOTPAMM.

Joctyn k uHpOpMAIIH - BO3MOXKHOCTh MOJTYYeHHs] HHPOPMAIINH U €€ HCIIOIb30BaHUS.
3aKia0uHOe YCTPOICTBO - 3JIEMEHT CPEICTBA CheMa HH(POPMAIIMK, CKPBITHO BHEIPSEMBbIN
(3axmazpIBa€MbIi HITM BHOCHMBII) B MECTa BO3MOXHOTO CheéMa H(popMaruu (B TOM YHUCIIE B
OrpakJIeHUe, KOHCTPYKIIHUIO, 000pYAOBaHUE, IPEAMETHI HHTEPbEpa, TPAHCIIOPTHBIE CPEACTBA, a
TaK)Ke B TEXHUYECKUE CPEICTBA U CUCTEMBI 00pabOTKH MHPOPMAITUH ).

3amunaemas nHdopmanus - HHbopMaIus, sIBISIFOIIAsICS IPEAMETOM COOCTBEHHOCTH U
MoJIIeKalas 3aluTe B COOTBETCTBUU C TPEOOBAHUSMHU IIPABOBBIX JOKYMEHTOB WU
TpeOOBaHUSIMHU, YCTAHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMaIuu.

WNnentudukanus - npucBoeHUE CyObEeKTaM U 00bEKTaM J0cTyna uaeHTUGUKaTopa u (Hjin)
CpaBHEHME MPEIBABIAEMOr0 UIEHTU(PUKATOPA C IEPEUHEM TPUCBOECHHBIX UACHTU(PUKATOPOB.
WH(popMaTuBHBII cUTHAI - 3JIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKHE, DJIEKTPOMAarHUTHBIE U IpYTHe
¢duznyeckue noJs, Mo napaMeTpaM KOTOPBIX MOKET ObITh pacKpbiTa KOHPUACHIINATbHAs
uHpopmanus (mepcoHabHbIE 1aHHbIE), 00pabaTbiBaeMasl B MUH(GOPMAIIMOHHOM cUCTeMe
NIEPCOHAIBHBIX JaHHBIX.

WupopmarinoHHas cucteMa NepCcoOHANbHBIX JAHHBIX - 3TO HHPOPMAIIMOHHAS CUCTEMA,
IpeJCTaBIIAIOIIAsl COOON COBOKYITHOCTh IIEPCOHANBHBIX IaHHBIX, COJEpKAIUXCs B 0a3e JaHHBIX, a
TaKXe NH(POPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKHX CPEICTB, TO3BOJISIIOIIUX OCYILECTBIISATh
00pabOTKY TaKHUX NMEePCOHATBHBIX JaHHBIX C UCIOJIb30BAHUEM CPE/ICTB aBTOMATHU3allUU WU 0e3
MCIIOJIb30BaHUs TAKUX CPEJICTB.

WNHdopmaninoHHbIe TEXHOJIOTHH - TIPOLIECCHI, METO/IbI ITOMCKA, cOOpa, XpaHeHHsl, 00paboTKH,
MIPEIOCTABIIEHUS], paCIIPOCTPaHEHUsl HH(OPMALIUU U CIIOCOOBI OCYHIECTBICHUS TaKUX MPOLIECCOB U
METO/JIOB.

HcTouHuk yrpo3sl 6e301macHOCTH HH(OPMAIMU - CYOBEKT JI0CTYIa, MaTepUaIbHbBII 0OBEKT HITH
buznueckoe SBIICHUE, SIBISIIOIINECS TPUUNHON BOSHUKHOBEHHUS YTPO3bl O€30MMaCHOCTH
uH(pOpMaLIUH.



KonTtponupyemas 30Ha - 3TO IPOCTPAHCTBO, B KOTOPOM UCKIIOYEHO HEKOHTPOIUPYEMOE
npeObIBaHUE COTPYAHHUKOB U MIOCETUTENEN OllepaTopa U MOCTOPOHHUX TPAHCIIOPTHBIX,
TEXHUYECKUX U UHBIX MaTepHATIbHBIX CPEJICTB.

KoHpuneHuaabHOCTh NEPCOHATIBHBIX JAHHBIX - 003aTeNbHOE Ul COOIIOICHHS OIIEpaTOPOM HIIH
MHBIM TOJTYYUBUIMM JAOCTYH K MEPCOHAIBHBIM JAHHBIM JIMLIOM TPeOOBAaHUE HE JOMYCKATh MX
pacripocTpaHeHus 06e3 corjacus CyObeKTa epCOHANBHBIX JAHHBIX WM HAIWYHUS HHOTO 3aKOHHOTO
OCHOBaHUSI.

MeskceTeBoi 3KpaH - JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKLMOHAIbHO-PACIPEAETICHHOE
IIPOrpaMMHO€ (IIPOrpaMMHO-AIIAPaTHOE) CPEACTBO (KOMILIEKC), peau3ylolliee KOHTPOJIb 3a
uHopManuel, mocrynaromniei B *HPOPMALMOHHYIO CUCTEMY NTEPCOHATBHBIX TAaHHBIX U (MJIH)
BBIXOJIA1IEN U3 MH(POPMALTMOHHON CHCTEMBI.

HapymuTens 6e30nacHOCTH EPCOHANBHBIX JaHHBIX - (PU3NUECKOE JIUIIO, CTYIaliHO WIH
IpeJHAMEPEHHO COBEpILAtolIee JeHCTBUS, CIEICTBUEM KOTOPBIX ABISETCA HApyLICHHUE
0€30I1aCHOCTH NIEPCOHATIBHBIX JAHHBIX MPU UX 00pabOTKe TEXHUYECKUMHU CPEICTBAMU B
MH(POPMALMOHHBIX CUCTEMAX IEPCOHAJIBHBIX JTaHHBIX.

HenexnapupoBaHHble BO3MOXHOCTH - (YHKIIMOHAIBHBIE BO3MOKHOCTH CPEJICTB BBIUMCIUTEIbLHON
TEXHUKHU, HE ONMCAaHHbIE WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JJOKYMEHTALUH, IPU
UCIOJIb30BaHUU KOTOPBIX BO3MOKHO HapyleHHe KOH(PHUAECHIIMATbHOCTH, JOCTYIHOCTH WIH
LeJI0CTHOCTU 00pabdaThiBaeMON MH(POpMaLUK.

HecaHKkuMOHMPOBAaHHBIN AOCTYH (HECAHKIIMOHUPOBAHHBIE AEUCTBU) - 1OCTYI K HH(OpMALMK WIN
neiicTBus ¢ nH(pOopMaIel, OCYIIeCTBIsIEMbIe ¢ HApYIIEHHEM yCTaHOBJICHHBIX TpaB U (WJIN)
IpaBWI JOCTYIA K HH(GOPMAITUH WM JEHCTBUH ¢ HEHl ¢ IPUMEHEHNEM IITaTHBIX CPEJICTB
MH(OPMaLIMOHHON CUCTEMBI WJIU CPEJCTB, aHAJIOTUYHBIX UM 10 CBOUM (DYHKLIMOHATILHOMY
IpEeHA3HAYCHUIO U TEXHUUYECKUM XapaKTEPUCTUKAM.

Hocurens napopmanum - puzndeckoe JUI0 WK MaTepUaTbHBII 00BEKT, B TOM YHCie (hPU3ndecKoe
1oJie, B KOTOpoM HH(pOpMAIHs HaXOAUT CBOE OTPAKEHUE B BHJIE CUMBOJIOB, 00pPa30B, CUTHAJIOB,
TEXHUYECKUX PEIIEHHUH U MPOLecCOB, KOJINYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEINUMH.
O0paboTka nepcoHaIbHBIX TaHHBIX - IEHCTBUS (ONEpaln) C EPCOHATbHBIMU JAHHBIMH, BKIIOYAsI
cbop, cucTeMaTn3aluio, HAKOIUIEHUE, XpaHeHHe, YTOUHEeHUe (0OHOBIICHHE, U3MEHEHUE),
UCIOJIb30BaHUE, PACIIPOCTPaHEeHKE (B TOM YHcIIe Nepeaayy), 00e3InuuBanue, OJI0KUpOBaHHe,
YHUUYTOKEHNE NIEPCOHANIBHBIX JaHHBIX.

Omneparop - rocyJapCTBEHHBIN OpraH, MyHUIIUIAIbHBIN OpraH, IOpuIndecKoe Win (Gpru3ndeckoe
JMI1I0, OpPTaHU3YIOIIKeE U (WIN) OCYIIECTBISIOImUE 00paboTKy NEepCOHAIBHBIX JaHHBIX, a TAKXKe
OTIpeIeNIAIONINE LIEIH U Coiep)KaHue 00pabOTKH MEePCOHATIBHBIX JAHHBIX.

[TepexBat (uH(poOpMaIMK) - HEMPaBOMEPHOE MOTy4YeHHEe UH(YOPMAIUH € UCIIOJIb30BaHHEM
TEXHUYECKOT'0 CPEJICTBA, OCYILECTBIIAIONIET0 OOHApYKEHUE, TpUEeM U 00paboTKy HHPOPMATUBHBIX
CUTHAJIOB.

[TepconanbHble JaHHBIE - It00ast UH(OpPMAIHsL, OTHOCALIAACS K ONPEIeIeHHOMY HUIIH
orpezensieMOMy Ha OCHOBaHUH Takoi nHpopMaluu Gu3ndecKkomy JIMy (CyObeKTy MepCOHATBHBIX
JTAHHBIX ), B TOM YHCIIe €r0 (haMHIIns, UMsI, OTYECTBO, JJaTa M MECTO POXKIEHUS, apec, CEMEHHOEe,
COLIMAJIbHOE, UMYIIECTBEHHOE MOJIOKEHUE, 00pa3oBaHue, Npodeccus, T0XO0Ibl, Ipyras
uH(popMaLus.

[ToGouHbIE 37IEKTPOMAarHUTHBIE U3JIYUYE€HUS U HABOJIKH - AJIEKTPOMAarHUTHbIE U3TyYEHUS
TEXHUYECKUX CPEJICTB 00pa0OTKHU 3amuinaeMon nHhopMaIum, BO3ZHUKAIOITHE KaK TOO0YHOE
SIBJICHHE U BBI3BAHHBIC HJIEKTPUUECKUMH CUTHAIAMH, TEHCTBYIOIIMMH B UX JICKTPUUYECKUX U
MarHUTHBIX LEMsX, a TAKXKE JIEKTPOMarHUTHbIE HABOJIKM ATHX CUTHAJIOB HA TOKOTIPOBOSIINE
JMHUU, KOHCTPYKIIMU U LIETTH MUTAHUSL.



[Tonb30BaTens HHPOPMALIMOHHOM CHCTEMBI TEPCOHANBHBIX JaHHBIX - JIUIIO0, YYacTBYIOIIEE B
(GyHKIIMOHUPOBAHUU WH(OPMALIMOHHON CUCTEMbI IEPCOHANIBHBIX JAHHBIX WM UCIIOJIb3YIOIIEe
pe3ybTaThl ee (PYHKIIMOHUPOBAHHUSL.

[IpaBuiia pa3rpaHudeHus JOCTYIA - COBOKYITHOCTD IIPaBUJI, PETJIAMEHTUPYIOLIUX [IpaBa JI0CTya
CyOBEKTOB JIOCTYIA K O0BEKTaM JIOCTYIIA.

[TporpaMMmHas 3akiiajiKa - CKpbITHO BHECEHHBIN B TPOrpaMMHOe obecriedeHre PyHKIIMOHAIbHBIN
00BEKT, KOTOPBIH MPH ONPEIEICHHBIX YCIOBHUIX CIIOCOOEH 00eCIeUnTh HECAaHKITMOHUPOBAHHOE
nporpamMMHoe BozzericTBue. [IporpaMMHuast 3akianika MOXKeT ObITh pealn30BaHa B BUJIE
BPEIOHOCHOH MPOrpaMMBbl HJIH IIPOTPaMMHOT0O KOJa.

[IporpamMmmMHoOe (ITpOrpaMMHO-MAaTEMaTUYECKOE) BO3ICICTBHIE - HECAHKIIMOHUPOBAHHOE
BO3/ICHICTBUE HA PECYPCHl aBTOMATU3UPOBAHHONW HH(POPMALIMOHHON CUCTEMBI, OCYIIECTBIISIEMOE C
UCTIOJIb30BAaHUEM BPEIOHOCHBIX MTPOTPAMM.

Pecypc nnbopManimoHHON CHCTEMBI - UMEHOBAHHBIN 3JIEMEHT CHCTEMHOTO, MPUKJIIAHOTO WIIN
anmapaTHoro obecnedeHus PyHKIMOHUPOBAHHUS HH(POPMALIMOHHON CUCTEMBI.

CpencTBa BBIYMCIUTEIBHON TEXHUKU - COBOKYITHOCTH MTPOIPAMMHBIX U TEXHHUYECKHX 3JIEMEHTOB
cucTeM 00pabOTKH TaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSTEIILHO UM B COCTaBE
JIPYTHUX CHCTEM.

Cy0nekT noctyna (CyOBbeKT) - JIUI0 WK TPOLece, ACHCTBUS KOTOPOTO PErIaMeHTUPYIOTCS
MpaBUJIaMU pa3rpaHUYEHUs JOCTYIIA.

TexHu4ueckue cpencTra HHOOPMAIIMOHHON CHCTEMBI IIEPCOHAIBHBIX TaHHBIX - CPEICTBA
BBIUMCIUTENFHON TEXHUKHU, MH(POPMAIIMOHHO-BBIYUCIUTENIbHBIE KOMILJIEKCHI U CETH, CPEJICTBA U
CUCTEMBI Ilepeiauu, IprueMa 1 00paboTKH MePCOHATBHBIX TaHHBIX (CPEACTBA U CUCTEMBbI
3BYKO3aIHUCH, 3BYKOYCUJICHHS], 3ByKOBOCIIPOM3BEICHNUS, TIEPETOBOPHBIE U TEICBU3NOHHbBIE
YCTPOMCTBA, CPENICTBA U3TOTOBJICHHUSI, THPAKUPOBAHUS JJOKYMEHTOB M IPYrUe TEXHUYECKHE
cpencTBa 00pabOTKH pedeBoid, TpadUIecKOi, BUIC0- U OYKBEHHO-IIU(PPOBOI HHPOPMAIIHH ),
IPOTPaMMHBIE CPEACTBA (ONEPAMOHHBIE CHCTEMBI, CHCTEMBI YIPaBJICHUs 0a3aMy JaHHBIX H T.IL.),
Cpe/cTBa 3alIUThl UHPOPMAIIUH.

TexHuueckuit KaHaj yTeukd HHPOPMALIUH - COBOKYITHOCTb HOCUTENS HHPOPMaIUH (CpeCcTBa
00paboTKn), pu3ndecKkol cpepl pacpoCTpaHEHUSI HHPOPMATUBHOTO CUTHAJIA U CPEJICTB,
KOTOpPBIMU JJOOBIBaeTCA 3aluiiaeMas nHGopManus.

YTpo3sl 6€30MaCHOCTH TIEPCOHANBHBIX JIaHHBIX - COBOKYITHOCTh YCIOBUH U (DaKTOPOB, CO3/TAIOIITIX
OTIaCHOCTh HECAHKITMOHUPOBAHHOTO, B TOM YHCJIE CIIY4aifHOTO, IOCTYIIa K IEPCOHATHHBIM
JTAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTaTh YHUUTOXKEHHE, U3MEHEHUE, OJIOKUPOBaHHUE,
KOIMPOBAHUE, PACIIPOCTPaHEHHE EPCOHAIBHBIX JIaHHBIX, & TAK)KE MHBIX HECAHKLIMOHUPOBAHHBIX
neiicTBuil mpu ux 06paboTKe B MH(HOPMAIIMOHHON CUCTEME NEPCOHANbHBIX JAHHBIX.
YHUUTOKEHHE TIEPCOHANBHBIX JIaHHBIX - JICUCTBUS, B PE3YJIbTaTe KOTOPBHIX HEBO3MOXKHO
BOCCTaHOBUTH COZIEP)KaHUE MEPCOHATIBHBIX JaHHBIX B MH(MOPMAITMOHHON CHCTEME NEPCOHATBHBIX
JTAHHBIX WU B pe3yJIbTaTe KOTOPhIX YHUUTOXKAIOTCS MaTepUalbHble HOCUTENN MePCOHAIBHBIX
JTAHHBIX.

VYTeuka (3amuiiaeMoit) MHGOPMAIUK [0 TEXHUYECKUM KaHaJlaM - HEKOHTPOJIMPYEMOe
pacripocTpaHeHre HHPOPMAIIMU OT HOCHTEIS 3aliiaeMoi mHpopMaIin depe3 GrU3nIecKyro
Cpefy /10 TEXHHYECKOTO CPEICTBA, OCYIIECTBIISIFOIIETO TIepexBaT HH(pOpMaIuu.

VYS3BUMOCTD - HEKasi ClIab0CTh, KOTOPYIO MOKHO HCIIOJIb30BaTh [l HAPYIIECHHUS] CUCTEMBbI WIH
cojiepxarieiics B Heit nHpopMaIuu.

[lenocTHOCTH MHPOPMALIUH - COCTOSIHUE UH(OPMAIIMH, TIPH KOTOPOM OTCYTCTBYET JIt000€ ee
U3MEHEeHHE JIN00 N3MEHEHHE OCYIIECTBIISIETCSI TOIBKO MPEeTHAMEPEHHO CYOBEKTaMH, MMEIOIIIUMHU
Ha HETO TPaBo.



2. O011Me 10JI0KEHUS

Hacrosimas «Mogenb yrpo3 6€30MmacHOCTH NEPCOHATBHBIX JAHHBIX NMPH UX 00paboTKe B
MH(POPMALMOHHBIX CHCTEMAax MEePCOHAIBHBIX TaHHBIX" (anee - Moaens yrpo3) COIepKHUT
CUCTEeMAaTHU3UPOBAHHBIN MEpeUeHb YIPo3 O€30MacCHOCTH MEPCOHATBHBIX JaHHBIX IPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX. DTU YTPO3bl 00YCIOBIECHBI PEeAHAMEPEHHBIMU
WM HeMlpeIHaMEPEHHBIMU IeUCTBUAMU (PU3UUYECKUX JIUL, TEHCTBUSAMU 3apYOCIKHBIX CHEICITYX0 MWK
opraHu3anuii (B TOM YUCII€ TEPPOPUCTUUECKHX), a TAK)KE KPUMUHAIBHBIX TPYNIUPOBOK, CO3JA0IINX
ycioBus (MPEANOChUIKH) AJI HapyIIeHUs 0€30IacHOCTH nepcoHanbHbIX AaHHbIX (I1JJH), koTopoe
BEJIET K yliepOy KM3HEHHO BaKHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA U TOCY1apCTBa.

Mopnenb yrpo3 CoepKUT €AMHbBIE UCXO/IHbIE JaHHBIE 10 YTpo3aM 0€3011aCHOCTH IIEPCOHAIBHBIX

JTAaHHBIX, 00pabaThIBaeMBbIX B MH()OPMAIIMOHHBIX CUCTeMax nepcoHanbHbIX AaHHbIX (UCII/IH),

CBSI3aHHBIM:

— c nepexBaroM (ceeMoM) IT/IH o TeXHUYeCKUM KaHallaM C LIEJIbI0 X KOIMPOBAHUSI WU
HEIIPaBOMEPHOI'0 PacCIpOCTPAHCHMUS;

~ C HECAaHKLIMOHUPOBAaHHBIM, B TOM 4HCJI€ Cily4aiHbIM, 1ocTynioM B UCIIJIH ¢ 1enpto u3MeHeHus,
KOIMPOBAHUs, HEIIPAaBOMEPHOIO pacipocTpaHeHus [IJIH niny ecTpyKTUBHBIX BO3IEHCTBUM HA
anemenThl UCII/IH 1 oOpabateiBaembix B HUX [1/[H ¢ Mcmonap30BaHNEM MPOTPAMMHBIX U
MIPOrpaMMHO-AINAPATHBIX CPEJICTB C IEeNIbI0 YHUUTOXXEHUS WK OiokupoBanus [1J1H.

Mopeinb yrpo3 sIBJII€TCSI METOJUYECKUM TJOKYMEHTOM U IpeIHa3HauYeHa JIJIsl TOCY1apCTBEHHBIX U

MYHUIIMNIATBHBIX OPTaHOB, OPUIUYECKUX U (UH) pu3ndeckux il (anee - onepaTopoB),

OPTaHM3YIOIMUX ¥ (WJIH) OCYIIEeCTBISoNX 00padboTky I1/]H, a Takke OnmpeeIomuX ey |

conepxkanue oopadotku [1/1H, 3aka3unkoB u pazpadorunkoB MCIT/Ix u ux moacucrem. C

IpuMeHeHneM Mozeln yrpo3 pemaroTcs CIeIyoIue 3a1a49u:

— pa3paboTka yacTHbIX Mojeneil yrpo3 6e3omnacHoctu [1/]n B konkpetHbix UCII/IH ¢ yaeTom ux
Ha3HAYEHUS, YCIOBUN M OCOOCHHOCTEH (PYHKIIMOHUPOBAHMUS,

— ananu3 3amuinieHHocTd UCII[In ot yrpo3 6e3onacHoctu [1/1H B X0/1€ opraHu3ayy U BbITOIHEHUS
pabot no obecneuenuto 6e3omacuHoctu [1/1H;

— pas3pabotka cuctemsl 3auThl [1/1H, oGecnieunBaronieil HeHTpanu3alnio NPeAnoNaraéMbelxX yrpos ¢
MCIIOJIb30BaHUEM METOJI0B U cr1oco00B 3amuThl [1/1H, mpeaycMOTpeHHBIX ISl COOTBETCTBYIOIIETO
kimacca UCIIdn;

~ IIPOBEACHHE MEPONPHUATUM, HAIIPABJICHHBIX HAa MPEIOTBPAILECHUE HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
k [1/I1 v (wnm) nepenauu ux Juiam, He UMEIOLINM MpaBa A0CTYIa K TaKOH MHPOpMaIuK;

— HexomyuleHue Bo3jencTBus Ha TexHuueckue cpenctsa UCII/H, B pe3ynbrare KOTOPOTO MOXKET
OBITH HapYyILIEHO UX (QYHKIIMOHUPOBAHUE;

— KOHTpPOJIb 00eCneUYeHUs YPOBHS 3alUILEHHOCTH NEPCOHAIBHBIX JaHHbBIX.

B Mogenu yrpo3 nano o6o6menHoe onucanne UCIIJIH kak 00HEKTOB 3alIUThI, BO3MOXKHBIX

HCTOYHUKOB yrpo3bl 6€30MaCHOCTH NepcoHanbHbIX AaHHBIX (YBII/IH), OCHOBHBIX KJIacCOB

ysizsumocteit ICIT/H, BO3MOXKHBIX BUJIOB 1€CTPYKTUBHBIX Bo3/ercTBUl Ha [1/1H, a Takke OCHOBHBIX

CHOCco0O0B X peau3alii.

Yrpossl 6ezonacHoctu I1]]H, o6pabdaTeiBaembix B UCIIJIH, conepkamiuecs B HacTosimed Moenu

yIpo3, MOTYT YTOUHSATHCS U JIONOJHATHCS IO MEPE BHISIBJICHHSI HOBBIX HCTOYHUKOB YIpO3, pa3BUTHS

crioco0oB u cpencts peanuzanuu Y BI11a 8 UCIT/H.

3. Kinaccudukarms yrpo3 0e30IMacHOCTH ITEPCOHAIBHBIX JaHHBIX

CocraB u conepxanne YBII/IH onpenensieTcss COBOKYMHOCTBIO YCIOBUN U (PAKTOPOB, CO3AAIONINX
OIACHOCTbh HECAHKIIMOHUPOBAHHOI'0, B TOM YHUCJIE CIIy4aiiHOro, foctyna K IT/IH.



COBOKYITHOCTB TaKUX YCIIOBHH U pakTopoB opmupyercs ¢ yuetoM xapakrepuctuk UCII/IH, cBoicTB
cpeapl (IyTH) pacpocTpaHeHus! MHOOPMATHBHBIX CUTHAJIOB, COJIEPKAIIUX 3aLIHIAEMYIO
UH(OPMALIUIO, 1 BO3MOKHOCTEH HCTOYHUKOB yIPO3BI.

K xapaxrepuctukam UCII/IH, o6ycnoBnuBatonm Bo3HukHoBenue Y bI1J{H, MOXHO OoTHECTH

Kareropuro U o0beM obpadaTeiBacMbix B UCIT/IH nepconanbHbIX qaHHBIX, CTpykTYpy UCIIH,

Hainure nmoakiatoueHuid MUCIIIH k ceTsM cBsi3u 00111eTro MoIb30BaHus U (M) CETIM

MEXIYHApOAHOr0 HH(GOPMAITMOHHOTO 00MEHa, XapaKTepUCTUKHU MojicucTeMbl 6e3omnacuoctu [1/1H,

obpabareiBaembix B MCII/IH, pesxuMbl 00paOOTKH MEPCOHATBHBIX TAHHBIX, PEXKUMBI Pa3TpaHUUYCHUs

npaB gocryna nosb3oBateneit UCII/IH, MecToHaX0XAEHUE U YCIOBUS Pa3MELICHUsI TEXHUYECKUX
cpeacts UCIT/IH.

HNudopmannonnsie cucreMsl [1/[H npeacTaBiasroT co00il COBOKYMHOCTh HH(OPMAIIMOHHBIX U

IPOTPaMMHO-aNIapaTHBIX JIEMEHTOB, a TAKKEe HHPOPMALMOHHBIX TEXHOJIOTUH, IPUMEHSEMBIX IIPH

obpaboTtke I1/1H.

OcnoBubiMHU 351eMeHTaMu CI1JIH sBastoTCs:

— IepcoHaJbHBIC TaHHBIE, CoJeprKaIuecs B 0a3ax JaHHBIX, KAK COBOKYITHOCTh HH(pOpMaIuu u ee
HocuTenen, ncnonb3dyemoix B UCIH;

—  UH(pOpPMALMOHHbIE TEXHOJIOIUH, TpUMEHsIeMble IIpu 00padoTke I1/1H;

— TEXHUYECKHE CPEJICTBA, OCyIIecTBIstonme 00padoTky [1/1H (cpencTBa BEIYUCIUTELHON TEXHUKH,
MH(}OPMaILIMOHHO-BBIUMCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEICTBA U CUCTEMBI MIepeladn, pruemMa u
oOpabotku I[1/1H, cpencTBa U cUCTEMBI 3BYKO3AMKUCH, 3BYKOYCUIICHUS, 3BYKOBOCIIPOU3BEACHMUSI,
MIEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPONCTBA, CPEICTBA U3TOTOBIEHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JIpyrHe TEXHUYECKHEe Cpe/icTBa 00paboTKU peueBoil, rpaduyueckoil, Buneo- u
OykBeHHO-1IMpoBOI HHPOopMaIuK) (1anee - texuunueckue cpeacrsa UCIIAn);

— MporpamMMHbIE CpeJCTBa (ONEepalOHHbIE CUCTEMbI, CHCTEMBI YIpaBIeHUs 0a3aMH TaHHBIX U T.11.);

— CpeICTBa 3alIUTHl HH(OPMAIHH;

BCIIOMOraTenbHble TexHuueckue cpeactsa u cucreMsl (BTCC) - TexHrueckre CpecTBa U CUCTEMBI,

X KOMMYHHKAIUH, HE TIpelHa3HaueHHbIe A1 00padboTku [1/1H, HO pa3MeleHHbIe B TOMEIICHHSIX

(manee - cimy>xeOHbBIE TTOMEIIECHHS ), B KOTOPBIX pacrnoiiokeHsl UCIIIH, nx TeXHUYEeCKue CpeicTBa

(paznu4HOro poja TeiaeQOHHbIE CPEACTBA U CUCTEMBI, CPEACTBA BHIYMCINTEIBHON TEXHUKH, CPECTBA

Y CHCTEMBI IIepeIauyl JaHHbIX B CUCTEME PaJIMOCBA3H, CPE/ICTBA U CUCTEMbI OXPAaHHOM U MOKapHON

CUTHAJIM3AaLMU, CPEICTBA U CUCTEMBI OTIOBEICHNS U CUTHAJIM3ALMHN, KOHTPOJIbHO-U3MEPUTENbHAS

anmnaparypa, CpeAcTBa U CUCTEMBbI KOHAUIIMOHUPOBAHUS, CPEACTBA U CUCTEMBI IIPOBOJIHOMN

PasMOTPAaHCISLMOHHON CETH U pUeMa porpamMM pavoBeLIaHus U TEIEBUICHNUS, CPEACTBA

3JIEKTPOHHOM OPITEXHUKH, CPEJICTBA U CUCTEMBI 3JIEKTPOYacO(UKaLINN).

CoiicTBa cpefpl (ITyTH) pacpoCcTpaHEeHUs! MH(POPMATHUBHBIX CUTHAJIOB, COJIEPIKAIIUX 3aAlUIIAEMYIO

MH(pOpPMAaLIMIO, XapaKTEPU3YIOTCS BUJIOM (PU3NYECKOM cpeibl, B KOTOpoil pactipocTpausitores [1/1H, u

ONPEAEIISIOTCS PHU OLIEHKE BO3MOKHOCTH peanu3auuu Y bITJIH.

Bo3moxxnoctu nucrounnkoB Y BIT/IH 00ycI0BI€HBI COBOKYITHOCTHIO CITOCOOOB

HECaHKIIMOHMPOBAHHOIO U (Mn) ciay4aitHoro gocrymna K [1/]H, B pe3ynbrare KOTOPOro BO3MOXKHO

HapyleHne KOHPHUIESHIINAILHOCTH (KOMMPOBaHUE, HEMPABOMEPHOE paclpoCTpaHeHHe), IIETOCTHOCTH

(YHMUYTOXEHHE, U3MEHEHHE) U ToCcTynHOCTH (OokupoBanue) [1/]H.

VYrpo3sa 6e3onacHoctu [1/1H peanusyercs B pe3yabTaTre 00pazoBaHus kKaHana peanuzauuu Y BITJ{xH

MEXly HCTOUHUKOM yrpo3bl U HocuTeneM (uctounukom) I1/1H, 9yTo co3maer ycnoBus isl HApyLLIEHUS

6e3omacHocTH [1/]H (HecaHKIIMOHUPOBAHHBIN WK CIy4YailHBIA JOCTYII).

OCHOBHBIMU dJIeMEHTaMu KaHaina peanmzanuu Y BbI1J{H sBisiroTcs:

— ucroynuk YBII/IH - cyObekT, MaTepuanbHbIi 00BEKT UK (prU3nUecKoe SIBIEHUE, CO3/1aI0IIHe
VYBI/H;



— cpena (myTh) pactipoctpanenus [1J[H umm Bo3nencTBHii, B KOTOPOU (pU3UUECKOE TOJIe, CUTHA,
JaHHbIE WK TPOTPaMMBbl MOTYT PaclpOCTPAHATHCS U BO3JCHCTBOBATH Ha 3alllMIIlaeMble CBONCTBA
(KOH(UACHITUATBHOCTB, IEJIOCTHOCTD, JOCTYIMHOCTH) [1/1H;

— Hocutenb [1/1H - duznyueckoe MU0 UK MaTepHANIbHBII 0OBEKT, B TOM YHuciie (U3HUEcKoe MoJe, B
koTopoM [1/IH HAXOIAT CBOE OTpaKEHHE B BHJIC CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHHYECKUX
peIIeHUI U MPOIIECCOB, KOJIMYSCTBECHHBIX XapaKTEPUCTUK (PU3UMUECKUX BEITUUHH.

Hocurenu I1/1n MoryT copepxaTh HH(OPMAIIHIO, TPECTABICHHYIO B CICIYIOIIUX BUIAX:

— akycruyeckas (pedenas) undopmanus (PN), conepxarascs HENOCPEICTBEHHO B IPOU3HOCHMOMN
peun nonk3oBarens MCIIIH npu ocymectBiiennn uM ¢yHKIuu rosiocoBoro Beoaa [1/1a 8 UCIT/Ix
160 BocnpousBoauMas akyctuueckumu cpencrsamu UCII/H (ecou Takue pyHKIUH
pelycCMOTPEHbI TexHooruei oopadotku [1J1H), a Takxke comepxalascs B 3J1€KTPOMarHUTHBIX
MOJISAX U AJIEKTPUUYECKUX CUTHANIaX, KOTOPhIE BOZHUKAIOT 3a CUeT MpeoOpa3oBaHUM aKyCTUYECKOM
nHpopmanuu;

— Bugosas undopmanusa (BUN), npeacrapnenHas B Bue TeKCTa U M300paskeHUN Pa3InYHBIX
YCTPOMCTB 0TOOpakeHUsI THGOPMAIIUU CPEACTB BHIYUCIUTEIBHON TEXHUKU, HTHPOPMAITMOHHO-
BBIYMCIIUTEIbHBIX KOMIUIEKCOB, TEXHMUECKUX CPEACTB 00pabOoTKHU rpaduvecKoil, BUI€0- U
OykBeHHO-TIM(GPOBOH HHPpOpMaryH, Bxoasnmx B cocraB UCTI/H;

— wuHdpopmarus, oopadarsiBaemas (nupkynupyomas) B UCII/IH, B BUe 3IeKTpUIECKUX,
AJIEKTPOMAarHUTHBIX, ONTHYECKUX CUTHAJIOB;

— wundopmanus, oopadbarsiBaemas B UCII/H, npeacrapnenHas B Bujae OUT, 6aiit, (aiinos u apyrux
JIOTUYECKUX CTPYKTYP.

B nensx popmupoBanus cucrematuzupoBanaoro nepedds Y bl npu ux o6padorke B UCII/IH n

pa3paboTKe Ha UX OCHOBE YAaCTHBIX MO/JIeNIel PUMEHUTEIbHO K KOHKpeTHOMY Buay MCII/IH yrpo3sl

KJIACCU(UIUPYIOTCS B COOTBETCTBUH CO CJICAYIOIIUMHU MPU3HAKAMHU:

— no Bungy 3aumimaemoii ot YBII/n nundopmauuu, conepxameit [1/11;

— 10 BUJAaM BO3MOXXHBIX HCTOYHUKOB Y BI1/IH;

— mno tuny UCII/IH, Ha koTOpBIe HanpasiieHa peanu3anus Y bI1/H;

— 1o cnocody peanuzanuu YBIT/H;

— 10 BUJly HapylIaeMoro cBoicTBa HH(popMaIiu (BU1y HECAaHKIIMOHUPOBAHHBIX JAEHCTBU,
ocymiectBisieMbix ¢ [1/1H);

~  TI0 UCHOJb3YEMOH YSI3BUMOCTH;

— 10 00BEKTY BO3/ICHCTBUSI.

ITo Bunam BO3MOXKHBIX UCTOUYHUKOB Y BII/IH BbIIEIAOTCA CIIEYIOIIME KIACCHl YTPO3:

—  YIpO3bl, CBA3aHHBIE C IPEJHAMEPEHHBIMU UJIN HENIPEIHAMEPEHHBIMU JIEHCTBUAMH JIHL, UMEIOIIX
nocryn k UCIIn, Bkmrouas noas3osareneid CII/IH, peanu3yromux yrpo3bl HEIOCPEACTBEHHO B
NCTI/Ix (BHYTpeHHUI HapyIIUTEND);

~  YIpO3bl, CBA3aHHBIE C IPEJHAMEPEHHBIMU UJIN HENIPEIHAMEPEHHBIMU JIEHCTBUAMH JIHLI, HE
umeronx gocryna k UCIIJIH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEeH CBA3HM OOIIEro
MOJIB30BaHUA U (WJIH) ceTel MEXIyHApOHOTO HH(POPMAIIMOHHOTO OOMeHa (BHEIITHHI
HapYIIUTENh).

Kpowme Toro, yrpo3sl MOTyT BOSHUKATh B pe3y/IbTaTe BHEAPEHUS allllapaTHBIX 3aKJIaJJOK U

BPEIOHOCHBIX ITPOTPAMM.

ITo Tunny UCII/IH, Ha koTOpBIE HanpaBieHa peanu3anus Y bIIJIH, BBIAEISIOTCS CIEAYOIUE KIacChl

yIpos:

— yrpo3bl 0ezonacHoctu I1/1H, oOpabateiBaembix B ICIT/H Ha 6a3e aBTOHOMHOTO
aBTOMAaTH3UPOBaHHOTO pabouero mecra (APM);



— yrpo3sl 6e3omacHoctu [1/1H, o6padareiBaembix B UCII/IH Ha 6aze APM, mOaKIIFOYEHHOTO K CETH
00111er0 MOIB30BaHMS (K CETH MEXKTYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHA);

— yrpo3sl 6e3omacHoctu [1/]H, oOpadarsiBaembix B UCIT/IH Ha 0a3e TOKaIbHBIX HHPOPMAIIMOHHBIX
cucTteM 0e3 MOJKIIOUEHUS K CETH 00ILEro Mojib30BaHus (K CETH MEXAYHapOIHOTO
WH(OPMAIIMOHHOTO 0OMEHA);

— yrpo3sl 6e3omacHoctu [1/]H, o6pabarpiBaembix B UCIT[IH Ha 6a3e TOKaabHBIX HHPOPMAIMOHHBIX
CUCTEM C IOJIKJIFOUEHUEM K CETH OOILEro MO0JIb30BaHus (K CETH MEXAYHApOIHOIO
uH(OPMAIIMOHHOTO 0OMEHA);

— yrpo3sl 6e3omacHoctu [1/]H, o6padarsiBaembix B UCITJIH Ha 6a3e pacmpeacieHHbIX
UH(POPMALIMOHHBIX CHCTEM 0€3 MOIKIIOUEHHS K CeTH OOIIETO MOJIb30BaHMs (K CeTH
MEXyHAPOAHOTO HH()OPMAIIMOHHOTO OOMEHa);

— yrpo3sl 6e3omacHoctu [1/]H, o6pabarsiBaembix B UCITJIH Ha 6a3ze pacnpeacieHHbIX
UH(POPMALMOHHBIX CHCTEM C TIOJKIIOUYEHHEM K CETH OOIIEero Mojb30BaHus (K CETH
MEKyHAPOJIHOTO HH(OPMAIIMOHHOTO OOMEHA).

ITo cnoco6am peanuzaruu Y BII/[H BBIACISIOTCS CIEAYIOMNE KIIACCHl yTPo3:

— yrpo3bl, cBa3anHble ¢ HCJ x I1J1H (B TOM uncie yrpo3bl BHEIPEHUS BPEJOHOCHBIX POTpamm);

— yrpo3ssl yreuku [1JH 0 TeXHUYECKUM KaHajlaM yTeYKu HH(popMaIumy;

— yrpo3ssl cienuaibHbix Bo3aencTeuil Ha UCI/IH.

I1o Buy HECAHKIIMOHUPOBAHHBIX ACUCTBUM, ocyliecTBIsieMbIX ¢ I1/1H, BBIIEIAIOTCS Clleayroniue

KJIACChl yIpo3:

—  yrpo3bl, MPUBOSIINE K HapyIIeHUIO KoH(puaeHnnanpaocty [1/]H (KonmupoBaHuio wim
HECaHKIMOHMPOBAHHOMY PacCIpOCTPAaHEHUIO), IPU pPeaTU3alii KOTOPHIX HE OCYILECTBISAETCS
HEMOCPEJICTBEHHOTO BO3ACHCTBHS HA coliep:kaHne HHGOpMaIuy;

—  yrpo3bl, MPUBOASIINE K HECAHKIITHOHUPOBAHHOMY, B TOM YHCJIE€ CIIy4aifHOMY, BO3JCHCTBUIO HA
coJziep:kanue nHGopMaIuu, B pe3ysibTate KOTOPOro ocymiectTBisercs usmMenenue [1J[H nim ux
YHUUYTOKEHUE;

—  yrpo3bl, MPUBOSIINE K HECAHKIIHOHUPOBAHHOMY, B TOM YHCIIE CITy4aiiHOMY, BO3JICHCTBHIO Ha
IporpaMMHBbIE WIIM IporpaMMHo-anmnapaTHble aneMeHTsl UCII/IH, B pe3ynabTaTte KOTOpOro
ocyuiecTBisiercs ookupoBanue I1/1H.

I[To ucnonb3yemMoit ya3BUMOCTH BBIIEISIOTCS CIEAYIOUINE KIacChl yTpo3:

~  yIpo3bl, peaJnu3yeMble C UCII0JIb30BaHUEM YSI3BUMOCTH cuctemHoro I10;

~  YIpo3bl, peajiu3yeMble ¢ UCIIOIb30BaHUEM YsA3BUMOCTH npukiagHoro [10;

—  yrpo3bl, BOBHUKAIOIIHNE B PE3YJIbTAaTe UCTIOIH30BAHUS YA3BUMOCTH, BBI3BaHHOW Ham4yneM B AC
anmapaTHOM 3aKIaJIKH;

~  YIpO3bl, peajin3yeMble ¢ UCIOJIb30BaHUEM YSA3BUMOCTEN IPOTOKOJIOB CETEBOI'O B3aUMOJECHCTBUS U
KaHaJIOB Mepeiayl IaHHBIX;

—  yrpo3bl, BOZHUKAIOIINE B PE3yJIbTATe UCTIONB30BAHUS YSI3BUMOCTH, BHI3BAHHOW HETOCTaTKaMHU
opraauszauuu T3U or HC/I;

~  YIpO3bl, peajiu3yeMble C UCIIOIb30BaHUEM YA3BUMOCTEHN, 00YCIOBIMBAIOIIUX HAJTUUNE
TEXHUYECKHUX KaHAJOB yT€UKH HUH(OpMAINH;

— YIpoO3bl, peaau3yeMbIe C UCIOIb30BaHUEM ysa3BuUMocTen C3U.

[To 00BEKTY BO3IEHCTBHS BBIIEISIOTCS CIECAYIOIINE KIACChl yTPO3:

— yrpo3bl 0ezonacHoctu I1/IH, oOpabaTeiBaembix Ha APM;

— yrpo3sl 6e3omacHoctu [1/]H, 0OpabaTeiBaeMbIX B BBIACIICHHBIX CPEICTBaX 00pabOTKU (IpUHTEPAX,
BBIHECEHHBIX MOHUTOPAX, BUJICOMPOEKTOPaX, CPEICTBAX 3BYKOBOCIPOU3BEACHUS H T.I1.);

— yrpo3bl 0ezonacHoctu [1/[H, nepenaBaeMbIX MO CETSIM CBSI3U;

—  yrpo3bI MPUKIATHBIM IPOTrpaMMam, ¢ IIOMOIIBI0 KOTOPBIX oOpabdaTteiBatores [1/1H;



— yrpo3sl cucteMHoMy [10, obecnieunBatoniemy ¢pyakuuonuposanue UCI1JIH.

Peanmmzanms ognot n3 YBII/{H nepeuncieHHbIX KIIaCCOB WJIM MX COBOKYITHOCTH MOJKET MPHUBECTU K
CJICAYIOUIMM THIIaM MOCIEACTBHM /i cyobekToB [1/1H:

— 3HAYUTEJbHBIM HEraTUBHBIM MOCIEICTBUAM i cyObekToB I1/(H;

~ HEraTUBHBIM IMOCIEACTBUAM aJs cyobekToB [1/]H;

— HE3HAYHUTEIHHBIM HETaTUBHBIM MOCIIEICTBUSAM sl CyObekToB [1/]H.

VYrpo3sl yreuku [[J[H Mo TeXHUYECKUM KaHAIaM OJHO3HAYHO OMUCHIBAIOTCSA XapaKTEPUCTUKAMHU
UCTOYHUKA MHGOpMaIUH, cpeabl (IIyTH) pacpoCTpaHEHUs U MPUEMHUKA HHPOPMATUBHOTO CUTHAIA,
TO €CTh ONPEAEIAIOTCS XapaKTEPUCTUKAMU TEXHUYECKOro KaHana yreuku [1J1H.

Yrpo3sl, cBsi3aHHbIE ¢ HecaHKIHOHUpoBaHHBIM ocTynoM (HCJI) (manee - yrpo3st HCZl 8 UCIIH),
NPECTABIISIOTCS B BUE COBOKYITHOCTH 00OOIIEHHBIX KJIACCOB BO3MOXHBIX UCTOYHHUKOB yrpo3 HC/I,
ySI3BUMOCTEH MporpaMMHOro u anmnapartHoro ooecrnedenus: UCII/IH, cioco6oB peanusanuu yrpos,
00BEKTOB BO3ACMCTBUS (HOCUTENEH 3amuniaeMoil HHGOpMaIuu, TUPEKTOPHEB, KAaTaloroB, (Gaiiyios ¢
IT11 wim camux [1/]H) 1 BO3MOKHBIX AECTPYKTUBHBIX ACHCTBUI. Takoe nmpencTaBieHne OMUChIBACTCS
cienymoen GopMaan30BaHHON 3aMKChHIO:

yrpo3a HCJI: = <uCTOYHMK Yrpo3br>, <ys3BUMOCTb IPOTrPAMMHOTO WJIM allapaTHOro oOecreyeHus ™,
<crmoco0 peanu3auu yrpo3br>, <OOhEKT BO3JACUCTBHUS >, <HCCAHKIIMOHUPOBAHHBIA TOCTYIT>.

4. Yrpo3sl yTeYKky HH()OpPMAIIUY 110 TEXHUYECKUM KaHajIam

OCHOBHBIMH 3JIEMEHTAMH ONMCAHUS YIPO3 YTeUKH HHPOpManuu 1o texandecknM kananam (TKYN)

SIBIISTIOTCSI: UICTOYHHK YTPO3bI, cpefia (ITyTh) pacpocTpaHeHus] HHYOPMATHBHOTO CUTHAJIA U HOCUTEIh

3alUIIaeMoil H”HPOpMAaIIUH.

HcTouyHnKkaMu yrpo3 yTeukd HH(pOpMaluy Mo TEXHHUECKUM KaHajlaM SIBISIFOTCS (PU3NYeCcKHe TUIa, He

umerone nocryna k UCII/IH, a Takxke 3apyOeskHbIe CIIEICITYKObI HIIM OpraHu3aliy (B TOM YHUCIie

KOHKYPUPYIOIIKE WIH TEPPOPUCTUUECKHE), KpUMUHAIIbHBIE TPYIIUPOBKH, OCYIIECTBISIONINE

nepexBar (cheM) MHPOPMAIIMH ¢ UCTIOIB30BAaHNEM TEXHUYECKUX CPEJICTB €€ pEerucTpaluy, mpuemMa

win ¢ororpadupoBaHusi.

Cpena pacnpoctpaneHust ”HOOPMAaTHBHOTO CUTHAJA - 3TO (pU3MUEcKas cpena, o KOTOpon

MH(OPMATUBHBIN CUTHAJI MOKET PaclpOCTPAHITHCS U IPUHUMATHCA (PETUCTPUPOBATHCS)

npueMHUKOM. Cpesia pacipocTpaHeHHsI MOXKET ObITh KaK OJJHOPOJHON (HampuMep, TOJIBKO

BO3/YIIHOI), TaK 1 HEOAHOPOIHOM 3a CUET Mepexo/ia CUrHajla U3 OJIHOM cpelibl B IpYTyIo (HarpuMep,

B pe3yJIbTaTe aKyCTOAIEKTPUUECKUX MIIM BUOPOAKYyCTHUECKUX NMPEOOpa30BaHUA).

Hocurenewm I1/1n aBnsiercs nonb3oBatens MCII/H, ocymecTastomuii ronocooit BBoa [1/IH B

NCIIdn, akyctuueckas cuctema UCII/IH, BocipousBoasmas [1/]H, a Takxke TEXHUYECKUE CPeNICTBA

NCTIa u BTCC, co3parorue ¢puzndeckue mosis, B KOTOPHIX HH(OPMAITUS HAaXOUT CBOE OTPAKEHUE

B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOLIECCOB, KOJINYECTBEHHBIX

XapaKTePUCTUK (PU3NYECKUX BEIUYHH.

[Tpu o6padotke [1/1n B ICII/IH 3a cueT peain3aliii TEXHUUECKHUX KaHAJIOB YT€UKU UH(GOpMauu

BO3MOYKHO BO3HUKHOBEHUE cienyromux Y bII/Ix:

— YIpo3 yT€YKU aKyCTHUeCKOH (peueBoit) HHpopMaIuy;

— YIrpo3 yTeuku BUJOBOU MHGPOpMaIuy;

~ yrpo3 yTe4kd MH(pOpMaIMH 10 KaHaiaM NOOOYHBIX IEKTPOMArHUTHBIX M3TYYEHUN U HaBOJIOK
(IIOSMUH).

4.1. YTpo3bl YTEUKH aKyCTHYECKOH (pedyeBoil) nHdpopMaum

Bo3HukHOBEeHHE Yyrpo3 YTEUKH aKycTH4ecKoi (peueBoit) nHdopMaluu, coaepxamiencs
HEMOCPEeACTBEHHO B pon3HocuMoi peun noab3osarens UCIIx, npu o6padotke 1] 8 UCIT/IH,
o0ycioBieHo HanuuueM pyHkiuii rogocosoro Beoja [1/1an B UCII/IH nnm ¢pyHKUMNA BOCTIPOM3BEICHUS
IT11 axyctuueckumu cpeacrsamu UCII/IH.



[TepexBar akycTuueckoil (peueBoit) HH(OpMAIMK B JAHHBIX CIyJasX BO3MOXKEH C UCIOJIb30BaHUEM

anrmaparypsbl, perUCTPHPYIOLICH akycTHYeckHe (B BO3/1yXe) U BUOPOAKYCTHUECKHUE (B YIPYTUX cpeliax)

BOJIHBI, @ TAKXKE 3JIEKTPOMArHUTHBIE (B TOM UUCIIE ONTHUYECKNE) U3ITYUECHUS U AIEKTPUUECKUE

CUTHAJIbI, MOTyJIMPOBAHHbBIE HH(POPMATUBHBIM aKyCTUYECKUM CHUTHAJIOM, BO3HUKAIOIINE 3 CUET

npeoOpa3oBaHmii B TeXxHUUYeCKHX cpeactBax oopadotku [1/In, BTCC u cTpouTenbHBIX KOHCTPYKIHSIX

Y MHKEHEPHO-TEXHUYECKNX KOMMYHHUKALIHUSX 11O/ BO3ACHCTBUEM aKyCTUYECKHUX BOJIH.

Kpowme sToro, mepexBar akycTuuecKkoil (peueBoil) uHpopMau BO3MOKEH C UCIOIb30BAaHUEM

CHEIHANIbHBIX JIEKTPOHHBIX YCTPOICTB cheMa peueBoil HH(pOpMAaIK, BHEAPEHHBIX B TEXHUUYECKHE

cpencta oopadotku [1/In, BTCC u moMemeHus niv NoIKIFOYCHHBIX K KaHaJlaM CBSI3H.

VYrpo3ssl 6e3onacuoctu I1/]H, cBA3aHHBIE C TEPEXBATOM aKyCTHUECKOM HH(OpMAIK ¢

UCTIOJIb30BaHUEM CIEIMATIBHBIX AIEKTPOHHBIX YCTPOHCTB CheMa peueBor HHPOPMALIUU

(""3aKIaJOYHBIX YCTPOUCTRB"), OMPEACISIFOTCS B COOTBETCTBUU C HOPMATUBHBIMU JOKYMECHTAMH

®denepanbHOM ciy)K0bI Oe30macHocTH Poccuiickoit denepannu B yCTaHOBICHHOM €10 TIOPSIAKE.

[TepexBat akycTU4yecKoil (peueBoil) nHpopMalu MOKET BECTHUCH:

— CTalMOHAPHOM ammapaTtypou, pa3MenaeMoil B OJIH3IeKAIINX CTPOCHHSIX (3TAHMSIX) C
HEKOHTPOJIUPYEMBIM MPEObIBaHNEM TOCTOPOHHUX JIHII,

~— IOPTATHMBHOW BO3UMOM almaparypou, pa3MeIaeMoi B TPAaHCIIOPTHBIX CPEACTBAX,
OCYIIECTBIISIONIUX JIBUYKEHHE BOJIN3HU CIIYy>KEOHBIX TOMELICHUH UITU MPU UX MAPKOBKE PSJIOM C
3TUMHU [TOMEUICHUSIMU;

~ MOPTaTUBHOM HOCHMOM anmapatrypoi - pU3n4ecKUMH JULAMH IPU UX HEKOHTPOJIUPYEMOM
npeObIBAaHUH B CITYKEOHBIX MTOMEIICHUSX WIIM B HEMOCPEACTBEHHOM OJIM30CTH OT HUX;

— aBTOHOMHOHM aBTOMAaTHYECKOH anmaparypoi, CKpITHO YCTaHABIMBAEMOW (PM3NIECKUMU JINIIAMH
HEMOCPEJICTBEHHO B CIY:KEOHBIX TTOMEUICHHX WIHA B HEMOCPEACTBEHHON OJIM30CTH OT HUX.

4.2. Yrpo3bl yTeYKu BUA0BON nHbOpMaIuu

YTpo3bl yTeuku BUI0BOM MH(OPMALIUK PeaTU3yIOTCs 3a cueT npocmotpa [1/]H ¢ momMoripio

ONTUYECKUX (ONTUKODJICKTPOHHBIX) CPEJICTB C IKPAHOB TUCIICEB U JPYTUX CPEICTB OTOOpAKECHUS

CPEACTB BBIUUCIIUTEIILHONW TEXHUKH, WH(OPMAIIMOHHO-BHIYHCIUTEIHHBIX KOMIIEKCOB, TEXHUUECKUX

cpenctB 00paboTku rpaduyuecKkoi, BUaeo- U OyKBeHHO-IIU(PPOBO MH(MOpMAITUH, BXOIAIIUX B COCTAB

NCTI/n.

Kpome 3toro, npocmoTp (peructparust) [1[H Bo3MOXKEH ¢ HCIIOIb30BaHUEM CIIELHATbHbBIX

AJIEKTPOHHBIX YCTPOHCTB ChEMa, BHEIPEHHBIX B CIYXKEOHBIX MOMEIEHHUSX MU CKPBITHO

UCTIOJIb3YeMbIX (PU3MUECKUMHU JIMIIaMU TPH MOCEUIEHUN MU CITY>K€OHBIX TOMEIIEHUH.

VYrpo3sl 6e3onacHoctu I1J1H, cBSA3aHHBIE ¢ MX MEPEXBATOM IIPU UCIIOJIB30BAaHUH CIIEIHMATbHBIX

AIIEKTPOHHBIX YCTPOMCTB cheMa BUAOBOM MH(POpPMAIUH (BUI€03aKIIa/10K), ONIPENEISIOTCS B

COOTBETCTBUM C HOPMATUBHBIM JIOKyMeHTaMu DenepanbHOM cityk0bl 6e3omacHocTH Poccuiickoit

®denepaliv B yCTAaHOBJIEHHOM €10 MOPSIJIKE.

HeobOxonuMbIM yciioBueM ocyiecTBiaeHus mpocMoTpa (peructpauun) [1JIH sBisercs Hanuune

OpSAMOM BUIMMOCTH MEXy CpPEJCTBOM HaboaeHus U Hocutenem [1/1H.

ITepexsat I1/IH MOXeET BECTUCH:

— CTaIMOHAPHOM armapaTypoi, pa3MeniaeMon B OJIU3IIekKAIINX CTPOCHUIX (3IaHUSIX ) C
HEKOHTPOJIUPYEMBIM MPeObIBAHHEM TOCTOPOHHUX JIMIL;

— TOPTATHMBHOW BO3UMOM ammapaTrypou, pa3MelaeMoi B TPAaHCIIOPTHBIX CPECTBAX,
OCYILECTBIISIOUINX JBHKEHUE BOIU3U CITYKEOHBIX MOMEIEHUH WM IPU UX TAapKOBKE PSAJIOM C
STUMHU NTOMEIIEHUSAMH;

~ TMOPTaTUBHOM HOCHMOI! anmapatypoi - GU3n4ecKUMH JULaMH PU UX HEKOHTPOJIUPYEMOM
npeOBbIBAaHUH B CIIY)KEOHBIX MOMEIICHUSAX WIHM B HETIOCPEACTBEHHON OJIM30CTH OT HUX.



ITepexBat (mpocmotp) IT/[H MOKET OCYIIECTBIATHCS NOCTOPOHHUMHU JIMLIAMH ITYTEM UX
HEMOCPEACTBEHHOT0 HAOIIOACHNUS B CIIYKEOHBIX MOMEIEHHUSX JINOO C PACCTOSHUS MPSIMON BUIAMMOCTH
u3-3a npenaenos UCIIJIH ¢ ucmonp30BaHNEM ONTHYECKHUX (OMTUKOAIEKTPOHHBIX ) CPECTB.

4.3. Yrpo3bl yreuku nHGOPMAIUU 110 KaHaTaM MOO0YHBIX

AIEKTPOMArHUTHBIX U3TYYEHUH U HAaBOJIOK

Bosnuknosenue yrpo3sl [1/In mo kananam [I9MMH Bo3M0XHO 3a cyeT nepexBara TEXHUYECKUMU
CpelCTBaMU MOOOYHBIX (HE CBA3AHHBIX C MPSAMBIM (YHKIIMOHATIBHBIM 3HaUYeHHeM 31eMeHToB U CI1/(H)
MH(OPMATUBHBIX AIEKTPOMATHUTHBIX MOJIEH U AJIIEKTPUUECKUX CUTHATIOB, BOSHUKAIOIIUX TIPU
obpabotke I1]] rexunueckumu cpencreamu MCIT/IH.

['eneparus nndopmaru, cogepxkamnieit [1/1n u mupkynupyromeit B rexanyeckux cpeacrsax UCIx B
BUJIE SJICKTPUYECKUX MHPOPMATHBHBIX CHTHAIOB, 00pab0TKa U mepegaya yKa3aHHBIX CUTHAJIOB B
AIIEKTPUUYECKUX 1ersax Texandeckux cpeactB UCIIIn conpoBoxaaercs: mo60YHbIMU
AJIEKTPOMATrHUTHBIMU U3ITy4EHUSIMHU, KOTOPBIE MOTYT PACIIPOCTPAHATHCS 32 MPEICIIbI CITyKEOHBIX
MOMEILIEHUH B 3aBUCUMOCTH OT MOIIIHOCTH U3JydeHuid u pazmepoB UCIIJIH.

Peructparmus [I9MUH ocyrecTisieTcs ¢ 1enbio iepexBaTa HHGOPMAINH, IUPKYIUPYIOIICH B

TEXHUUYECKUX cpeAcTBax, ooOpadaTriBaromux [1/[H (B cpeacTBax BHIUUCIUTENHHON TEXHUKH,

MH(}OPMaLMOHHO-BBIUMCIUTEIbHBIX KOMIUIEKCAX U CETAX, CPEICTBAX U CHUCTEMax Mepenadyn, mpuemMa u

o6pabotku [1/IH, B TOM umciie B CPEACTBAX M CUCTEMaX 3BYKO3aIUCH, 3BYKOYCHIICHHS,

3BYKOBOCIIPOU3BEAEHUS, IEPETOBOPHBIX U TEIIEBU3NOHHBIX YCTPOMCTBAX, CPEACTBAX U3TOTOBIICHHUS,

TUPKUPOBAHUS JOKYMEHTOB M IPYTHX TEXHUYECKUX CPEICTBAX 0OPAOOTKH pedeBOi, TpaduIecKOm,

BUJICO- M OYKBEHHO-IIU(PPOBOI MH(DOpMALINN).

Hns peructpanuu [IDMUH ucnones3yercs anmnapaTypa B COCTaBE PaAHOINPUEMHBIX YCTPOUCTB U

OKOHEYHBIX YCTPONUCTB BOCCTAHOBJICHUS UH(DOPMALIUU.

Kpowme storo, nepexsat [I9MIMH Bo3MOXkeEH € HCTIOJIb30BaHUEM HJIEKTPOHHBIX YCTPOKCTB IepexBaTa

uH(pOpMalH, MOAKIIOYSHHBIX K KaHallaM CBSI3U WJIM TEXHUUYECKUM cpencTBaM oopadotku [1/1H.

Perucrpanus [I9MHUH MoxeT BECTHCH C HCIIOIB30BAaHUEM allapaTyphl CASAYIOIINX BHIOB:

~ CTallMOHAPHOM anmapaTypou, pa3MenaeMoii B OJIM3IeKaAIINX CTPOCHHIX (3TaHMSIX) C
HEKOHTPOJIUPYEMBIM MPeObIBAHUEM TTOCTOPOHHUX JIUII;

— TOPTATUBHOM BO3UMOM anmaparypsl, pa3MenIaeMoil B TPAHCIIOPTHBIX CPEICTBAX,
OCYIIECTBIISIONIUX JIBUKEHHE BOJIN3HU CIIy>KEOHBIX TOMELICHUI WU MPU UX MAPKOBKE PSJIOM C
STUMU TTOMEIICHUSIMU;

— TOPTaTUBHOW HOCHMOM anmapaTypoi - GU3NYeCKUMH JIMIIaMU B HETIOCPEICTBEHHOM OJIM30CTH OT
NCTIH;

— aBTOHOMHOI aBTOMAaTHYECKOIl anmapaTypoi, CKpbITHO YCTaHABIUBAEMOU (PU3NUECKUMU JTUIIaMU B
HernocpencTBerHo 6inu3octu ot UCTTIH.

Kanans! yreukn unpopmaiinu, o0yciaoBIeHHbIE HABOJAKAMH, 00pa3yIOTCs 32 CUET COETMHUTEIbHBIX

nunui Texandeckux cpeacts UCI I u BTCC u mocTOpoHHUX MPOBOJIHUKOB (B TOM YHUCIIE IIETICH

AIIEKTPOTIUTAHUS U 3a3€MJICHHS).

HaBonku 35ekTpoMarHuTHeIX u3iydeHuit Texunueckux cpeacts MCII/IH BOZHUKAIOT NpU U3ITy4eHUT

aneMmeHnTamu Texuudeckux cpencts UCII/IH nHpopMaTHBHBIX CUTHAIOB MIPU HATHYUU €MKOCTHOM,

WHIYKTUBHOW WJIM TaJbBAHUUECKOU CBSI3€U COEAMHUTENbHBIX JIUHUM TexHnueckux cpeacts MCII/IH,

muanit BTCC n noctopoHHUX IPOBOAHUKOB. B pe3ynbpraTe Ha ciydaiinbix anteHHax (nernsx BTCC

WJIM TIOCTOPOHHHX MTPOBOIHUKAX ) HABOJIUTCS MH(DOPMATHUBHBIN CUTHAIL.

[Tpoxoxaenre HHPOPMATUBHBIX CUTHAJIOB B IIETIH JIEKTPONMUTAHUS BO3MOXXHO MPU HATUIUH

€MKOCTHOM, MHAYKTUBHOMN WJIM TalbBAaHUYECKON CBSI3U MCTOYHHKA WH()OPMATUBHBIX CUTHAJIOB B

coctaBe TexHudeckux cpeacts UCII/IH u ueneit nutanus.



[TpoxoxxaeHre HHPOPMATUBHBIX CUTHAJIOB B IETIH 3a3€MJICHUSI 00YCIIOBICHO HATMYMEM €MKOCTHOM,
WHIYKTUBHOM MJIM TaJIbBAaHUYECKOM CBSA3HM MCTOYHHMKA MH(POPMATUBHBIX CUTHAJIOB B COCTaBE
annaparypsl TCIIN u nenei 3a3emiaeHus.

s cbema nHGOpPMAIMK ¢ TIPOBOAHBIX JIMHUN MOTYT UCTIOIB30BATHCS:

— CpeICTBa CheMa CHUTHAJIOB, COJIEPKAIIUX 3alUINAEMYI0 HHPOPMALIUIO, C LIENEH TEXHUIECKUX
cpenctB UCIIIn u BTCC, nunuii cBA34 U nepeauu JaHHBIX, BBIXOJSAIINX 32 IPEEIIbI
CITY)KE€OHBIX MMOMENICHUH (3KBUBAJIICHTHI CETH, TOKOBBIE TPAHC(HOPMATOPHI, TPOOHUKH );

— CpeICTBa CheMa HaBEeIEHHBIX MH()OPMATHBHBIX CUTHAJIOB C HEMEN AIIEKTPOIUTAHUS;

— CpeICTBa CheMa HaBeIEHHBIX MH()OPMATHBHBIX CUTHAJIOB C IIWH 3a3€MJICHUS;

— CpeAcTBa cheéMa HaBEeJICHHBIX MH()OPMATUBHBIX CUTHAJIOB C MIPOBOASIINX HHXKEHEPHBIX
KOMMYHUKAaIUH.

J1J1s1 BOTOKOHHO-ONITUYECKOM CUCTEMBI Iepejauu JaHHBIX YTPO30i yTeUKn HHPOPMALIUH SBIISETCS

yTeuKa ONTHYECKOT0 U3IYUeHHs, COACPIKAILIErO 3aluIaeMyro HHpopMaIuio, ¢ 00KOBOM MOBEPXHOCTU

ONTUYECKOTO BOJIOKHA.

[TosiBNeHHE HOBBIX KAHAJIOB CBSI3U - COTOBOM CBSI3H, MEUKMHIOBBIX COOOLIECHHH, CITyTHUKOBBIX U

OecTpOBOIHBIX CETE Mepeayn JaHHBIX - IPUBENIO K Pa3BUTHIO CHEIHATU3UPOBAHHBIX CUCTEM H

CPEACTB KOHTPOJIS M IepexBaTa NHPOPMALIMU, OPUEHTHUPOBAHHBIX HA MCIIOJIB3YEMbIE B HUX

MH(}OpPMaLIMOHHbIE TEXHOJIOTHUH, B TOM YHCJIE CPECTB:

— mepexBaTa e HKUHTOBBIX COOOLICHHUI U COTOBOM CBSI3M;

— mepexBaTa MH(OpMalMK B KaHaJIaX Mepelayd JaHHBIX BRIYUCIUTEIbHBIX CETEH.

5. YTpo3bl HECAaHKIIMOHUPOBAHHOIO JIOCTYIA K UHQOpMalUu

B MH(GOPMAIIMOHHON CUCTEME IIEPCOHAIBHBIX JTAHHBIX

VYrpo3st HCJI B UCIIJIH ¢ npuMeHeHueM NporpaMMHbIX U IPOrpaMMHO-aNapaTHIX CPEACTB
peau3yroTcs MpHU OCYLECTBICHUH HECAaHKIIMOHUPOBAHHOIO, B TOM YHCJIE CIIy4ailHOT0, 10CTYIa, B
pe3ysbTaTe KOTOPOro OCYILECTBIIAETCS HapylleHne KOHQUACHIMAIBHOCTH (KOTMPOBaHHUE,
HECAaHKIIMOHUPOBAHHOE PACIPOCTPAHEHUE), LIEIOCTHOCTH (YHUUTOXKEHUE, U3MEHEHHE) U JOCTYITHOCTH
(61oxupoBanue) [1/1H, 1 BkItOUaroT B ceOs:

—  Yrpo3bl JocTyna (IPOHUKHOBEHHUS) B ONEPAIIMOHHYIO Cpeay KOMIIbIOTEPA C MCIOJIb30BAHUEM
IITaTHOTO MPOTrPaMMHOT0 o0ecredeHus (CpeiCTB ONEPaMOHHON CUCTEMBI MIIM IPUKJIIAIHBIX
nporpaMm oOIIero NpUMEHEeHH!s );

~  yrpo3bl CO3JaHUS HEIITATHBIX PEXUMOB pabOTHl MPOTrPAMMHBIX (ITPOTPaMMHO-AIAPATHBIX )
CpPEZCTB 3a CUET NMpeHAMEPEHHBIX U3MEHEHHH CITY)KeOHBIX JaHHBIX, ITHOPUPOBAHUS
MPElyCMOTPEHHBIX B IITATHBIX YCIOBUSIX OITPAaHUUYEHUN HA COCTaB M XapaKTEPUCTUKU
oOpabarbeiBaeMoli HH(pOpMaIUH, HCKaXXEHUs (MOIU(UKALIMN) CAMUX JaHHBIX U T.I1.;

—  yrpo3bl BHEJPEHUS BPEAOHOCHBIX MPOrpaMM (IIpOrpaMMHO-MAaTEMaTHYECKOTO BO3AEUCTBHS).

Kpowme 3Toro, Bo3M0OXKHBI KOMOMHUPOBAHHbBIE YIPO3bI, IPEICTABISAIONINE COOON COUETaHHE YKA3aHHbIX

yrpo3. Hampumep, 3a cuet BHepeHUs BPEAOHOCHBIX ITPOrpaMM MOTYT co3faBaThes yeiaosust st HCJ

B ONEPAL[MOHHYIO CPEy KOMIIBIOTEPA, B TOM UHCIIE MyTeM (POPMHUPOBAHUS HETPATUIIMOHHBIX

UH(POPMALIMOHHBIX KaHAJIOB JIOCTYTIA.

VYrpo3sl foctyna (MpOHUKHOBEHNUS) B onepaniioHHyto cpeny UCII/IH ¢ ncnosnp3oBaHUEM ITATHOTO

IPOTPaMMHOT0 0OecrieueH sl pa3AessSioTCs Ha YIPO3bl HETOCPEACTBEHHOIO M Y/IaJI€HHOTO JJOCTYIIA.

YTpo3bl HENOCPEACTBEHHOIO JOCTYIA OCYLIECTBIISIFOTCS C UCIIOJIb30BAHUEM ITPOIrPaMMHBIX U

pOTrpaMMHO-aNapaTHBIX CPEJCTB BBO/IA/BBIBOJAa KOMITBIOTEPA. YTPO3bl yIAIEHHOTO OCTYIa

pean3yIoTCs C UCIOIb30BaHUEM ITPOTOKOJIOB CETEBOIO B3aUMOJICHCTBHSI.

O1H yrpo3sl peanusytotcs otHocuTeabHo MCII/IH kak Ha 6a3e aBTOMaTU3UPOBAHHOTO pabovero

MecTa, He BKIIFOUEHHOTO B CETH CBSI3M OOIIIETO MOJB30BaHUs, TaK U MpuMeHuTENbHO Ko BceM MCIT/IH,



UMEIOIIUM TOAKIIOYCHHE K CETAM CBSI3U OOILEro MOJIb30BAHUS U CETSIM MEXKIYHAPOIHOTO

UH(POPMALIMOHHOTO OOMEHa.

Omnwucanue yrpos JocTyrma (IPOHUKHOBEHHUS) B ONIEPAIMOHHYIO Cpely KOMITbIoTEepa (hOPMaIIbHO MOYKET

OBITH MPEJICTABICHO CIEAYIOIIUM 00pa3oM:

yrpo3a HCJI B UCII/IH: = <ucTouHUK yrpo3sr>, <ys3BumocTb UCII[Iu>, <cmocob peanuzanuu

yIrpo3bl>, <OOBEKT BO3JIEHCTBUS (MporpamMma, MPOTOKOJI, JaHHbIE U Jp.)>, <IeCTPYKTUBHOE

JNICUCTBUE>.

VYTpo3bl CO37aHMsI HEIITATHBIX PEXKUMOB PaOOThI IPOrPaMMHBIX (POrPaMMHO-ANNapaTHBIX) CPEICTB -

910 yrpo3sl "OTkaza B o0ciaykuBanuu'". Kak mpaBuiio, JaHHbBIE YIPO3bl pacCMaTPHUBAIOTCS

npumMenuTenbHo K MCITJIx Ha 6a3e JTOKaIbHBIX U pacTpeIeeHHBIX HH(POPMAIIMOHHBIX CUCTEM BHE

3aBHCHUMOCTH OT MOAKIIIOYCHUS HHPOPMAIMOHHOTO oOMeHa. VX peanu3aiyst 00ycioBieHa TeM, YTO

npu pa3paboTKe CUCTEMHOTO WJIH MPHUKIIAIHOTO MPOrPAMMHOI0 00ECIICUEeHNUsI HE YUUTHIBACTCS

BO3MO>KHOCTb NPEHAMEPEHHBIX AEHCTBUMN IO LIE€TIEHANIPABICHHOMY U3MEHEHUIO:

—  colepKaHHs CIy>kKeOHOH MH(POPMAIIMH B MAaKeTax COOOIICHUH, ITepelaBaeMbIX 0 CETH;

ycloBHi 00pabOTKU JaHHBIX (HApUMep, UTHOPUPOBAHUE OTPAHUUYCHHUN Ha JUITMHY TaKeTa

COOOIICHUS);

— (opMaTOB NPEACTABICHUS IaHHBIX (C HECOOTBETCTBUEM U3MEHEHHBIX (JOPMATOB, YCTAHOBJIEHHBIX
JUIst 0OpabOTKH IO MPOTOKOJIAM CETEBOTO B3aUMOJICHCTBUA);

— IMPOrpaMMHOTO oOecrieueHus: 00pabOTKH TaHHBIX.

B pesynbrate peanuzanuu yrpo3 "OTkasza B 00CIyXKMBaHUH'" TPOUCXOAUT NeperoiHenne 0ydepos u

OJI0KHpOBaHKE TIpoLEeAYp 00paboTkH, "3anuKInBaHue" mpoueayp oopadboTku u "3aBucanue"

KOMIIbIOTEpa, OTOpachiBaHNE MaKeTOB coo0mIeHuil u Ap. Onucanue Takux yrpo3 GopMaibHO MOKET

OBITH IPEJICTABJICHO CIEAYIOLIUM 00Pa3oM:

yrpo3a "OTkasa B 00CTyKUBaHUH'": = <HCTOYHHK Yrpo3sr>, <ys3BumocTb UCIIIa>, <crmoco®

peanusanuu yrpo3sl>, <o0beKT Bo3jencTBus (HocuTenb [1/1H)>, <HemocpeaCTBEHHbIN pe3ynbTaT

peanm3anuu yrpo3sl (iepernoiinenue oydepa, OJIOKHpOBaHHUE TIPOIEAYPHl 00pabOTKH, "3anuKiInBanue"

00paboTKH U T.I1.)>.

VYTrpo3bl BHEIPEHUSI BPEJOHOCHBIX MPOrpaMM (IIpOrpaMMHO-MAaTEMaTHYECKOI0 BO3AEUCTBHS) MOTYT

OBITH MPEJICTABIIEHBI CIEAYIOIINUM 00pazoM:

yrpoza IIMB B UCII/In: = <kjiacc BpeI0HOCHOW MpOrpaMMsl (C yKa3aHUEM Cpeibl OOUTaHUsA)>,

<HCTOYHHUK Yrpo3bl (HOCUTENb BPEJOHOCHOM MpOrpaMMsbl)>, <croco0 MHPUIHUPOBAHUSI>, <OOBEKT

BO3JICUCTBUS (3arpy304HBIA CEKTOp, haii U T.11.)>, <OMUCAHNUE BO3MOXKHBIX JIECTPYKTHUBHBIX

JeicTBUIr>, <1ponoJHuTeNbHas nHpopMalus o0 yrpose (pe3suieHTHOCTb, CKOPOCTh PacpOCTPAHEHNUS,

NOJIMMOP(UYHOCTD U JIp.)>.

5.1. O6m1as xapaKTepUCTHUKA UICTOYHUKOB YIPO3 HECAHKIIMOHUPOBAHHOI'O JOCTYIIA B

UHGOPMALMOHHON CUCTEME NePCOHAIBHBIX JAHHBIX
Hcrounukamu yrpo3 HCJI B UCIT/IH MOryT OBITH:

— HapylIUTEIb;

— HOCHTEJh BPEIOHOCHOU MPOTPAMMBI;

—  anmapaTHas 3aKjIajKa.

Yrpo3ssl 6e3omacHocTu [1/1H, cBsI3aHHBIEC ¢ BHEPEHUEM alllapaTHBIX 3aKJIaJI0K, OTIPEIETSIOTCS B
COOTBETCTBUM C HOPMAaTUBHBIMH JIOKyMeHTaMu DeepalibHOM ciryk0b1 Oe30macHocTH Poccuiickoit
®denepaliiv B yCTAHOBIEHHOM €10 MOPSIIKE.

[To HanM4MIO MpaBa MOCTOSIHHOTO WIJIH Pa30BOTO IOCTyMa B KOHTponupyemyto 30ny (K3) UCI/In
HapyILIUTEIN HOIpa3Iesa0TCA Ha 1BA TUIIA:



— HapywmwuTenu, He uMmeromue nocryna Kk UCIIIH, peanusyroiue yrpo3bl U3 BHEIIHUX CETEH CBA3U
00111er0 MOIB30BaHMS U (MJIH) CETeH MEXIyHAPOIHOTO HHGOPMAITMOHHOTO OOMEHA, - BHEITHUE
HapyILIUTENH;

— Hapymwutenu, uMmeromue noctyn k MCIIIH, Bkiroyas nons3oateneid UCII/H, peanusyronme
yrpo3sl HenocpeacTtBenHo B UCII/IH, - BHyTpeHHUE HAPYIITUTEINH.

BremnumMy HapymuTensiMu MOTYT OBITb:

~  pa3BeabIBaTENIbHBIE CIY>KOBI TOCY1apCTB;

~ KPUMHHAJIbHBIE CTPYKTYPBHI;

~  KOHKYPEHTHI (KOHKYpUPYIOLUE OPTaHU3alIUN );

— HemoOpOCOBECTHBIC APTHEPHL;

— BHEUIHHE CYOBEKTHI ((PU3NUECKUE JINIA).

BHewHuii HapylmuTeap UMEET CIEAYOIINE BO3MOKHOCTH:

~  OCYILECTBJIATh HECAHKIIMOHUPOBAHHBIN TOCTYN K KaHalaM CBS3H, BBIXOAIIMM 3a IIPEAEIIbI
CIIy’keOHBIX TOMEIEHUM;

~  OCYILECTBJISATh HECAHKIIMOHUPOBAHHBIN JOCTYI Yepe3 aBTOMAaTU3UPOBaHHbIE paboUyle MecTa,
MOJIKJIFOUEHHBIE K CETSM CBSI3U OOIIETo MOJIb30BaHUS U (MIIH) CETSIM MEKYHApOIHOTO
nH(pOpMaIMOHHOTO 0OMEHa;

~  OCYILIECTBJISATh HECAHKIIMOHUPOBAHHBIN JOCTYN K MH(GOPMAIUH C UCTIOIb30BAHUEM CIEI[UATbHBIX
IIPOrpaMMHBIX BO3AEMCTBUI NOCPEICTBOM IPOTrPAaMMHBIX BUPYCOB, BPEIOHOCHBIX ITPOTpamm,
QITOPUTMUYECKUX MM IPOTrPAMMHBIX 3aKJIaJI0K;

~  OCYIIECTBJISATh HECAHKIIMOHUPOBAHHBIN JOCTYI Yyepe3 dIeMEHThl HHPOPMAITMOHHON
uH¢pactpyktypsl UCII/IH, koTOpbIE B IpoLieCCe CBOET0 )KM3HEHHOTO LIUKJIa (MOAEpHU3aLUHY,
COIPOBOKAECHMSI, PEMOHTA, YTHJIM3ALMH) OKA3bIBAIOTCS 3a IIPEIeIaMU KOHTPOIUPYEMOM 30HbL;

~  OCYIIECTBJISATh HECAHKIIMOHUPOBAHHBIN JOCTYI Yyepe3 HHPOPMAIIIOHHBIE CUCTEMBI
B3aMMOJICHCTBYIOIUX BEIOMCTB, OpraHU3aluil U yupexaeHuil npu ux noakiaodenuu k MCITAH.

Bo3MoxHOCTH BHYTPEHHETO HAPYILLIUTENS CYILIECTBEHHBIM 00pa30M 3aBUCAT OT JEHCTBYIOLIUX B

npejienax KOHTPOJIUPYEMOMl 30HbI PEXUMHBIX U OPraHU3aMOHHO-TEXHUYECKUX MEp 3alllUThl, B TOM

qucie no Jonycky gpusndeckux aui kK [1/IH u KoHTpouto mopsiaka npoBeaeHus pador.

BHyTpeHHUe NOoTeHIMaIbHBIE HAPYIIUTENN OAPA3ACIAIOTCA HA BOCEMb KaTErOpUi B 3aBUCUMOCTH OT

crioco0a JlocTymna 1 noJiHoMounit gocryna k [1/1H.

K nepBoii kaTeropuu OTHOCATCSA JIMIA, UMEIOLUE CaHKIIMOHNpoBaHHbIN noctyn k UCII/IH, HO He

umerone nocryna k IIJIH. K aToMy Tuny Hapymmnrenei OTHOCATCS JOJKHOCTHBIE JIULIA,

oOecneunBaromye HopMaiabHoe pyHkuonuposanue NCII/IH.

JInio 3ToM KaTeropuu MOXKerT:

~ HMEeTh JIOCTYI K (parmMeHTam uHpopmaimu, conepxamieit [1/11 n pacnpoctpanstomeiics mno
BHYTpeHHUM KaHanaMm cBsa3u MCII/H;

— pacnosaratsk ¢pparmenTamu uHdopmaiyu o tornosnoruu MCIIJIH (KOMMYHUKAIIMOHHON YacTH
MOJICETH) U 00 UCIOJIb3YEMBIX KOMMYHUKAIIMOHHBIX MPOTOKOJIAaX U UX CEPBUCAX;

— pacrnoJlaraTb UIMEHaMH M BECTH BBISIBJICHHE M1ApPOJIEH 3apEerMCTPUPOBAHHBIX NI0JIb30BaTENEH;

~  H3MEHATH KoH(purypamuio Texuuueckux cpeacts UCIIIH, BHOCUT B Hee IPOTrpaMMHO-
anmnapaTHble 3aKJIaJIK1 U 00eCIIeYnBaTh CheM MH(POPMAIINH, UCIIOJIB3YS HEMOCPEICTBEHHOE
MOJKJIF0YeHUE K TexHuyeckum cpeactsam MCIT/IH.

Ko BTOpO#1 KaTeropuu OTHOCATCSA 3apeructpupoBansbie nosb3oBaTenu MCII/IH, ocymecTustomue

orpanuueHHsbI qoctyn K pecypcam UCIIIH ¢ pabouero mecra.

JIno sToi kareropuu:

— o0nazaeT BCeMH BO3MOXHOCTSIMU JIMII IEPBOM KaTeropuu;

—  3HAaeT, [10 MEeHbILIEH Mepe, OJTHO JIeTalbHOE UMS JOCTYIIA;



— obmamaeT BceMU HEOOXOAMMBIMH aTpuOyTaMu (HarmpuMep, maposeM), 00eCcieUnBaIOIUMU JOCTYIT
K HEKOTOpOMY MoJAMHOkecTBY [1/1H;

— pacnosiaraeT KOH(pUIEHINAIbHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

Ero nocrym, ayreHTuduKkanus 1 npasa o A0CTyIy K HEKOTOpOMY NOAMHOKeCTBY I1JIH 10yKHbBI

pErIaMeHTUPOBATHCSI COOTBETCTBYIOLIMMHU IIPAaBUIaMH pa3rpaHUYeHMs] 1OCTyIIa.

K Tperbeii kareropum oTHOCSTCA 3aperucTpupoBaHHble nosib3osarenu MCII/IH, ocymecTBistonme

ynaneHHslid goctyn K [1/1H nmo nokansHbIM U (WIK) pacrpeielleHHbIM HHPOPMAIIMOHHBIM CHCTEMAaM.

JInno 3Toi Kareropuu:

— o0yazaeT BceMHM BO3MOXHOCTSIMU JIMLL IEPBOW U BTOPOU KaTeropui;

— pacnonaraet uHpopmanueit o ronosoruu MCIT/{n Ha 6a3e nokanpHOU U (WIIH) pactpeneeHHON
UH(POPMALIMOHHON CUCTEMBI, Yepe3 KOTOPYIO OCYIIECTBIISIETCS IOCTYIL, U O COCTaBE TEXHUYECKUX
cpencts UCIT/In;

— HMeEET BO3MOKHOCTh MPSAMOTro ((PU3MUECKOro) A0CTyna K (hparMeHTaM TEXHUUECKUX CPECTB
NCTI/n.

K detrBepToil Kareropuu OTHOCATCS 3aperucTpupoBannbie nojas3oBarenu UCII/H ¢ momHoMouusamMu

aaMHuHHCTpaTopa OezonacHocTu cermeHTa (pparmenta) UCIIAH.

JIn1o 3TOM KaTeropuu:

— o0nazaeT BCeMH BO3MOXHOCTSIMU JIMLL IPEBIAYILIUX KaTETOPUA;

— o0nanmaer moyHoOM MHPOPMALIMEH O CHCTEMHOM H MPHUKJIAHOM IPOTPaMMHOM 00€CTIeYeHNUH,
ucnonszyemMoM B cermente (dpparmente) UCIIIH;

— oOnanaer moyHOM MHPOpPMAaLKE 0 TEXHHYECKUX CPEACTBAaX U KOH(PHUTYpalluy CETMEHTa
(¢parmenta) UCII/H;

— MMeEeT JOCTYI K CpeACTBaM 3allluThl HH(OPMALIMK U IPOTOKOJIUPOBAHUS, a TAKXKE K OT/IEIbHBIM
3JIEMEHTaM, MCII0JIb3yeMbIM B cermenTe (¢pparmenre) MCI1/IH;

— HMEEeT JJOCTYI KO BCEM TEXHHUYECKUM cpencTBaM cermenTa (¢pparmenrta) UCII/H;

— oOnanmaeT nmpaBaMu KOHPHUTYPUPOBAHUS U aIMUHUCTPATUBHOW HACTPOHKH HEKOTOPOTO
MOJMHOXECTBa TEXHUUECKUX CpeAcTB cermeHTa (pparmenrta) UCIIIH.

K msAToi kKaTeropun OTHOCSITCS 3apErMCTPUPOBAHHBIE MTOJIB30BATEIH C TOJIHOMOUYHUSIMU CUCTEMHOTO

agmunauctparopa UCIT/IH.

JIuuo stoi Kareropuu:

— 00nazaeT BceMU BO3MOKHOCTSMU JIMI] TIPEABIAYILIUX KaTeropuii;

— obnajgaeT noiaHON uHGopMaIUeil 0 CACTEMHOM U NMPUKIAAHOM IPOrPaMMHOM 00ecTieueHuI
NCIIn;

— obnanaeT noiHOM uHpopMaIueil o TexHndeckux cpejactBax u konpurypauuu UCIIH;

— HMMeeT JOCTYI KO BCEM TEXHUYECKUM cpeJcTBaM 00paboTku nHpopmaruu u gaaasiM UCI/IH;

— obnagaeT npaBaMu KOHUTYPUPOBAHUS U aIMUHUCTPATUBHOM HACTPONKH TEXHUUECKUX CPEICTB
NCTI/n.

CucTeMHBbIH aIMUHUCTPATOP BHINOIHIET KOH(PUTYpHPOBAHUE U YIIPABJIEHUE TPOIPAMMHBIM

obecnieuenueM (I10) u obopynoBanuem, BKIItoyast 060pyioBaHHE, OTBEYAIOIIee 32 Oe30MaCHOCTb

3alUIIAEMOT0 00bEKTa: CPeACTBa KpUMITOrpaduiecKon 3auThl HHGOPMaIlMi, MOHUTOPUHTA,
perucrtpanuu, apxuBanuu, 3amutel or HCJI.

K mecroit kaTeropuu OTHOCATCS 3apETUCTPUPOBAHHBIE TIOJIB30BATENN C TIOTHOMOYHSIMH

aamuHucTpaTopa 0ezonacHoctu UCII/IH.

JIuio sToi kaTeropuu:

— o0nazaeT BCeMH BO3MOXHOCTSIMU JIMII TPEIbIAYIINX KaTerOpUii;

— obmamaet nomHo# uHbopmarueit 00 UCIIdH;



— HMeeT JOCTYI K CPeACTBaM 3alllUThl HH()OPMALIUK U MPOTOKOIUPOBAHUS U K YACTH KIIIOUEBBIX
anementoB UCII/IH;

— He UMeeT MpaB JOCTyNa K KOHPUTYPUPOBAHUIO TEXHUYECKHUX CPEJCTB CETH, 32 UCKITIOUCHUEM
KOHTPOJIbHBIX (MHCIICKITMOHHBIX ).

AnMuHUCTpaTOp 0E30MMACHOCTH OTBEYACT 3a COOIOACHHE MTPABIII Pa3rPaHUYCHUS JOCTYIIA, 32

TeHEPaIUIO KITFOUEBBIX AJIEMEHTOB, CMEHY Mapojieil. AIMUHUCTPATOP OE30MACHOCTH OCYIICCTBIISCT

ayJIUT TEX K€ CPEJICTB 3aIUThI 00BEKTA, UYTO U CUCTEMHBINA aJIMHHHCTPATOP.

K ceapmoii KaTeropuu OTHOCATCS IPOrPAMMUCTBI-Pa3pabOTUUKH (ITOCTABIIMKH ) IPUKIIATHOTO

MPOrpPaMMHOTr0 OOecrieueHus 1 JInla, 00eCIeuynBaloIUe ero CONPOBOXKICHUE HA 3aIIUII[AeMOM

oOBeKTe.

JIuio sToi kaTeropuu:

— obmamaet uadopmarnueit 06 anroput™max u nmporpammax oopadorku nadopmamuu Ha UCI/H;

— o0yamaeT BO3MOXKHOCTSIMUA BHECEHUS OMIMOOK, HEACKIIAPUPOBAHHBIX BO3MOKHOCTEH,
MPOrPaMMHBIX 3aKJIaJIOK, BPEOHOCHBIX MporpaMm B rporpamMmmuoe obecrnieuenue MCIIIn Ha
CTaJIuU ee pa3pabOoTKH, BHEJPEHHUS U COMPOBOKIACHHUS;

— MOXeET pacrojarars Jro0osiMu ¢pparmeHTamu uHGopmammu o Tonojoruu UCIIIH u TexHIYecKux
cpenctBax oopabotku u 3auuThl [1/1H, o6pabareiBaembix B MCIT/H.

K BoceMoIif kaTeropuu OTHOCSTCS pa3paboTUYUKH U JIHIIA, 00eCTIeUNBAIOIINE [TOCTABKY,

COTPOBOXACHUE M PEMOHT TeXxHHUeckux cpeacTB Ha UCII/IH.

JIuno 3Toi Kareropuu:

— o0mazaeT BO3MOXXHOCTSMHU BHECEHUS 3aKafok B TexHuueckue cpeacrsa MCII/Ix Ha cTagum ux
pa3pabOTKH, BHEIPEHUS U COTIPOBOKICHHUS;

— MOXeET pacrojarats JoobiMu ¢pparmeHTamu uHpopmanuu o ronojgoruu UCII/IH u TexHuuecKux
cpencTBax oopaboTku u 3amuThl uHGopMmaruu B UCIIIH.

Yka3zaHHbIE KATETOPUU HAPYIIUTEIEH JOKHBI YIUTHIBATHCS MTPH OLIEHKE BO3MOKHOCTEH peann3aiuu

VYBII .

Hocurenem BpeOHOCHOM MPOrpaMMbI MOXKET OBITH alMapaTHbIN 3JIEMEHT KOMITbIOTEpa UITU

pOrpaMMHBIN KOHTelHep. Ecnu BpeloHOCHAs IporpaMMa He acCOIMUPYETCs ¢ KaKon-1100

MPUKJIIAHON MPOTPaMMOM, TO B KAUECTBE €€ HOCUTENSI PACCMaTPUBAIOTCS:

—  OTYYXJJTAaeMbIi HOCUTEIb, TO €CTh JUCKeTa, onrtndeckuit quck (CD-R, CD-RW), dusm-namsits,
OTUYX/1a€Mblid BUHUECTEP U T.I1.;

— BCTPOCHHBIC HOCUTEIHN HH(POPMAIINH (BUHUYECTEPBI, MUKPOCXEMBI ONIEPATUBHOMN MaMSTH,
MIPOLIECCOP, MUKPOCXEMBI CUCTEMHOM TIIAThl, MUKPOCXEMBI YCTPONCTB, BCTPAaUBAEMBIX B
CUCTEMHBIH OJIOK, - BUJE0aanTepa, CETeBOM IIaThl, 3ByKOBOH MIIAThI, MOJIEMA, YCTPONCTB
BBO/1a/BBIBOJIa MATHUTHBIX KECTKUX M ONTUYECKHUX JUCKOB, OJIOKA MUTAHUS U T.I1., MUKPOCXEMBI
MPSIMOTO JOCTYyMA K MaMsITH, IIIWH Mepeaadn JaHHBIX, TOPTOB BBOJ1a/BHIBO/IA);

—  MHKPOCXEMBI BHEIITHUX YCTPOUCTB (MOHUTOpPA, KIaBHATYPHI, IPUHTEPA, MOJIeMa, CKaHepa | T.I1.).

Ecnu BpenonocHast mporpamMma acCOMUPYETCs ¢ KaKOM-TM00 MPUKIIATHON MPOrpaMMo, ¢ daimamu,

MMEIOIIMMH OTIPEICICHHBIC PACIIUPEHHUS WU UHBIE aTPUOYTHI, C COOOIICHUSIMH, TIEPEIaBaEMBbIMH 110

CETH, TO €€ HOCUTEIISIMH SIBJISTIOTCS:

— TIaKeTHI NIePEeTaBAEMBIX 110 KOMITBIOTEPHON CETH COOOIICHHIA;

— (ailnbl (TEeKCTOBBIC, TpadUIECKUE, UCTIONHIEMbIE U T.11.).

5.2. O61m1as xapaKTepUCTHKa ya3BUMocTel HHGOPMaIlMOHHON

CHUCTEMBI IIECPCOHAJIBHBIX JaHHBIX

VS3BUMOCTh HH(I)OpMaHHOHHOﬁ CHUCTCMBI IICPCOHAJIBHBIX NAHHBIX - HEAOCTATOK HUJIN c1aboe MeCTo B
CUCTCMHOM HWJIM NPUKIIAAHOM IIPOTrpaMMHOM (HpOFpaMMHO-aHHapaTHOM) oOecreueHUN



ABTOMATU3UPOBAHHOW WH(OPMAIITMOHHON CUCTEMBI, KOTOPBIE MOT'YT OBITh HCIIOTH30BAHBI IS

peanu3anuu yrpo3bl 0€30MacCHOCTH MEPCOHATBHBIX TAHHBIM.

[TprurHaMu BO3HUKHOBEHUS YSI3BUMOCTEH SBIISIOTCS:

—  OWMOKH MpHU NPOEKTUPOBAHUU U pa3pabOTKe IPOrpaMMHOro (IIpOrpaMMHO-aNnapaTHOro)
00eCIICUCHHUS;

~ NpeJHaMepeHHBIE JCHCTBUS 10 BHECEHUIO YA3BUMOCTEN B XOJI€ MPOSKTUPOBAHUS U pa3pabOTKu
POrpaMMHOTO (IIPOrpaMMHO-aIIAPATHOTI0) 00ECIeUeHNS;

— HemnpaBUJIbHbIE HACTPOIKHU MPOrpaMMHOIr0 oOecriedeH sl, HePaBOMEPHOE U3MEHEHUE PEKUMOB
paboThl yCTPOWCTB U IIPOTrpamm;

~ HECAHKI[MOHHWPOBAHHOE BHEIPEHHE U UCIOJB30BaHNE HEYUTEHHBIX ITPOrPAMM C MOCIEAYIOIIIM
HEOOOCHOBAHHBIM PACXOJ0BAaHHEM PECYPCOB (3arpy3Ka MpoILeccopa, 3aXBaT ONepaTUBHON MaMATH
Y TIAMSITH Ha BHEITHUX HOCUTEJISIX);

— BHEJAPEHUE BPEIOHOCHBIX MPOTPaMM, CO3JAIONINX ySI3BUMOCTH B IPOTPAMMHOM M IPOTPAMMHO-
anmapaTHOM OOECIICUCHNH,

— HECAHKI[MOHHWPOBAHHBIC HEYMBIIIUICHHBIC IEHCTBUS TOJIB30BATENICH, IPUBOISIINIE K
BO3HUKHOBEHUIO YSI3BUMOCTEHH;

— cbowu B paboTe anmapaTHOTO U MPOrPaMMHOTO oOecTieueHUs (BhI3BaHHBIE COOSIMU B
AJICKTPOTIMTAHUH, BBIXOJIOM M3 CTPOSI alllIapaTHBIX AJICMEHTOB B PE3yJIbTaTe CTAPCHUS U CHIYKCHUS
HAJIC)KHOCTH, BHEIITHUMH BO3JICHCTBUSMU 3JIEKTPOMArHUTHBIX MOJIEH TEXHHUECKUX YCTPOUCTB U
ap.).

5.3. O011as xapaKTepUCTHKa YIPO3 HEMOCPEACTBEHHOTO JOCTYIIA B OMEPAIIMOHHYIO CPEY

uHGOPMaIMOHHON CUCTEMBI IEPCOHANBHBIX JAHHBIX

YTrpo3sl gocTyna (MPOHUKHOBEHHSI) B ONIEPAITMOHHYIO CPey KOMITbIOTEpPa U HECAHKIIMOHUPOBAHHOTO

nocryna K [IJ[H cBsi3aHBI ¢ AOCTYNIOM:

— K uHpOpMalMK U KOMaH1aM, XpaHsIIuMcs B 6a30Boi cucteme BBoAa/BeiBoAa (BIOS) UCII/IH, ¢
BO3MO>KHOCTBIO IIEpEXBaTa YIPABJIECHUS 3arpy3KOi ONEepaliMOHHON CUCTEMBI U MTOJIyYEHUEM MIPaB
JIOBEPEHHOT0 MOJIb30BaTENs;

~ B ONEpalMOHHYIO CPey, TO €CTh B cpely (PYHKIIMOHUPOBAHMS JOKAJIbHOMN onepariMoHHON
CUCTEMBI OTJeNbHOr0 TexHnyeckoro cpeactsa MCIIJIH ¢ BO3MOKHOCTBIO BBITTOJIHEHUS
HECaHKIIMOHMPOBAHHOIO JOCTYTIA TyTEM BbI30Ba IITATHBIX IPOrpaMM OINEPAIIMOHHON CHCTEMBI
WIY 3aI1yCKa CMEeUalIbHO pa3padOTaHHBIX IPOTPaMM, PEealIn3yIOIINUX TaKue IeHCTBUS,

— B cpeay QyHKIMOHUPOBAHUS MPUKIIAAHBIX IPOrpaMM (HampuMep, K JOKaJIbHON CHUCTEME
ylnpaBiieHus: 0a3aMu 1aHHBIX );

— HEMOCPEJICTBEHHO K MH(POPMAIINH MMOJIb30BaTeNs (K (aitiaM, TEKCTOBOM, ayino- U Tpaduueckoit
UH(OPMaLINH, TTOJIIM U 3aIIUCSAM B 3JIEKTPOHHBIX 0a3ax JaHHbIX) U 00yCIOBICHBI BO3MOKHOCTBIO
HapyLeHHs €€ KOH(UIEHIINAIbHOCTH, LIEJIOCTHOCTH U IOCTYITHOCTH.

OTH yrpo3bl MOTYT OBITh peali30BaHbl B ciiyyae noaydeHus puznyeckoro gocryna k UCII/n nnm, no

KpaifHelt Mepe, k cpeactBaM BBoja uHGpopmanuu B UCII/IH. X MOXHO 00BEIUHUTD MO YCIOBUAM

peain3aluy Ha TPU TPYIIIHL.

[lepBas rpymmna BKIIIOYaeT B ce0s1 yrpo3bl, pealiu3yeMble B X0JI€ 3arpy3KH ONEepalliOHHON CUCTEMBI.

Ot yrpo3sl 0e30macHoCcTH HH(GOPMaIlMU HalpaBJIeHbl Ha MepexBaT naposei uiu uIeHTU(UKaTOPOB,

Mo upuKaIuio mporpaMmMHoro obecredenust 6a30Boii cucrtemsl BBoja/BbiBosia (BIOS), mepexsar

yIpaBJIEHUS 3arpy3Koil ¢ K3MEHEHHEM HE0O0X0IMMON TEXHOJIOTMYECKOW HHPOPMALIUH JUIS TOTyYeHUS

HCJI B onepanmonnyto cpexy UCIIJIH. Yaiie Bcero Takue yrpo3sl peaanu3yroTcsl C HCI0JIb30BAHUEM

OTYYXJIa€MBbIX HOCHUTENEH HH(DOpMAIIH.

Bropas rpynna - yrpo3sl, peaan3yeMble MOCie 3arpy3Ku ONEepaliMOHHOM Cpeibl HE3aBUCUMO OT TOTO,

Kakasi IpUKJIaJHasl IporpaMMa 3aIrycKaeTcs Mojab30BaTesieM. DTH YIpo3bl, Kak MPaBUII0, HAIIPABJIEHBI



Ha BBITIOJTHEHUE HETTOCPEICTBEHHO HECAHKIIMOHUPOBAHHOT'O 10CTyMNa K nHpopMmauuu. [Ipu nomyueHnn

JI0CTyIa B ONEPALMOHHYIO CPENY HAPYIIUTEND MOXKET BOCIIOJIb30BaThCS KaK CTaHAAPTHBIMU

(GYHKUIMSAMEU ONEPAMOHHON CHCTEMBI MIIM KaKOH-TTHO0 MPHUKIIAIHON MPOorpaMMbl OOILEro MOIb30BaHuUs

(HampuMep, CHCTEMBI yIpaBlieHHs 0a3aMH JaHHBIX ), TAK U CIICIUAIBFHO CO3IaHHBIMU JUISI BHITIOJTHEHUS

HECaHKIIMOHUPOBAHHOTO AOCTYIA IPOrpaMMaMH, HallpUMep:

— I[porpamMMmaMy IpOCMOTpa U MOIU(DUKAIIUH PEeCTpa;

— IporpaMMaMy IOWCKa TEKCTOB B TEKCTOBBIX (Daiiiax 1o KJIF0YEBBIM CIIOBAM U KOTIMPOBAHUS;

—  CIeLUaIbHBIMU NIPOrpaMMaMy IPOCMOTPA M KOIUPOBAHMS 3anuceil B 6a3ax JaHHBIX;

~ Iporpammamu ObICTPOro IpPOcMOTpa rpaduueckux (aiiio, UX pelaKTUPOBAHUS WIIH
KOIIMPOBAHUS;

— I[porpaMMaMy HOJJIEP>KKH BO3MOKHOCTEH peKOH(UTypallui MPOrpaMMHOM cpejibl (HacTpOHKU
NCTI/Ix B uHTEpEcax HapyLIMUTENSA) U JP.

Haxkownern, TpeTbs rpyrmia BKIIOYAET B ce€0s yrpo3bl, peau3alys KOTOPBIX ONpeAesseTcs TeM, Kakas u3

NPUKJIAJHBIX IPOTPAaMM 3aITyCKaeTCs MOIb30BaTeseM, Wi (haKTOM 3aIycKa JIF000i U3 IPUKIIaIHBIX

nporpaMM. bosbInas 4acTh TakKMX YIpo3 - 3TO YTPO3bl BHEIPEHUS BPEJOHOCHBIX IPOTrPAMM.

5.4. O0u1as xapaKTepUCTHKA YTPO3 6€30MaCHOCTH NEPCOHAIBHBIX TaHHbIX,

peaAIM3YEMBIX C HCIOJIb30BAHUEM IIPOTOKOJIOB MEKCETEBOI'0 B3aMMOJCHCTBUS

Ecnu UCII/IH peanu3oBana Ha 0a3e JIOKJIbHOW WK pacnpeeaeHHON HH(OpMallMOHHON CUCTEMBI, TO
B HEil MOTYT OBITh PEaJM30BaHbI YTPO3bl 0€30IMaCHOCTH HH()OPMAIUH ITyTEM HCITOIb30BAHHS
MIPOTOKOJIOB MEXKCETEBOTO B3anumoaencTus. [Ipu stom moxer obecnieunBathess HCJI k I1/In nnum
peaTM30BBIBATRLCS yIpo3a 0TKa3a B o0cyxuBaHus. OcoOeHHO oracHbl yrpo3sl, korna UCITIx
NpeCTaBIsieT COOOH pacnpeeeHHY0 HH(POPMAIMOHHYIO CUCTEMY, TOJKIIOYEHHYIO K CETSIM O0IIEeTo
HOJIb30BaHUA U (WJIN) CETAM MEXAYHApOHOr0 HH(POPMALMOHHOTO 0OMeHa. B ee 0CHOBY 10J105k€HO
CeMb CJIEYIOLMX NEePBUYHBIX IPU3HAKOB KJIACCU(PHUKALIHH.
1. Xapaxrep yrpo3sl. I1o 3ToMy npu3Haky yrpo3sl MOT'yT ObITh TACCUBHBIE M aKTHUBHBIE. [laccuBHas
yrpo3a - 3T0 yrpo3a, IpH peajan3aluu KOTOpoil He OKa3bIBaeTCsl HEIOCPECTBEHHOE BIMsHUE Ha
paboty UCII/IH, HO MOTyT ObITh HapylLlIE€Hbl YCTAaHOBJICHHbIE ITpaBUiia pa3rpaHuueHus gocrymna K 1
WM ceTeBbIM pecypcam. [Ipumepom Takux yrpos siBisercs yrposa "AHanus cereBoro tpaguka',
HaIpaBJIeHHAs Ha MPOCIYIIMBAaHUE KaHAJIOB CBSA3H U IIEpeXBaT MepeaBaeMoil HHpopMalyi.
AKTHBHas yrpo3a - 3TO yrpo3a, cBsi3aHHas ¢ Bo3zenctBueM Ha pecypcsl UCII/IH, npu peanuzanuu
KOTOPOM OKa3bIBAa€TCsl HEMOCPEICTBEHHOE BIUSHUE Ha pabOTy cucTeMbl (M3MEHEHUE KOHPUTypaluu,
HapyleHne paboTOCIIOCOOHOCTH U T.1.), U C HAPYIIEHUEM YCTAaHOBJIEHHBIX MPaBHJI pa3rpaHUUYEHUS
nocryna k [IJIn nnn cereBeiM pecypcam. IIpumepom Takux yrpos sasisercs yrposa "OTkas B
oOciyxuBanun", peanuzyemas kak "mropm TCP-3ampocos”.
2. llens peanuzanuu yrpossl. [1o aToMy npu3HaKy yrpo3bsl MOTYT ObITh HAallpaBJEHbI HA HAPYIIEHHE
KOH(UIEHIIMATBHOCTH, IIEIOCTHOCTH U JOCTYITHOCTH UHPOPMAIMH (B TOM YHCIIE HA HAPYLLIEHUE
paborocniocoonoctu UCIIJIH nnu ee 31eMeHTOB).
3. YciioBue Hauana OCyLIeCTBIECHHUS MIpoLiecca peanu3anuu yrpossl. [1o sTomy npusHaky MokeT
pean30BbIBAaTHCS yrpo3a:
~ 10 3alpocy OT 00bEKTa, OTHOCUTEIBHO KOTOPOTO peanusyeTcs yrpo3a. B aTom ciiydae
HapyIIUTEIh OKUAAET EPEIaun 3apoca OMPEIEIEHHOTO THIIAa, KOTOPBINA U Oy/eT ycIoBHEM
Hayajia OCYIECTBICHHS HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA;
~ TI0 HACTYIUICHHIO 0XKHIaeMOT0 COOBITUSI HA 00BEKTE, OTHOCUTEIBHO KOTOPOTO peain3yeTcst
yrpo3a. B 3ToMm citydae HapyImmTenb OCYIIECTBISIET IOCTOSHHOE HAOII0IEHUE 32 COCTOSTHUEM
onepaunonHoi cuctembl UCII/IH 1 py BO3HUKHOBEHHUH OTIPENIETIEHHOTO COOBITUS B 9TOW CHUCTEME
HAa4YMHAET HECAHKIIMOHUPOBAHHBIN JIOCTYII;



— 0e3ycioBHOE Bo3jelcTBUE. B 3TOM cityyae Hayasio OCyIECTBICHNUS HECAaHKIIMOHUPOBAHHOTO
JnocTyna 0e3yCIOBHO 10 OTHOILIEHUIO K LIETH JIOCTYIa, TO €CTh yrpo3a peaiu3yeTcsi HEMEJICHHO U
0€30THOCUTENFHO K COCTOSIHUIO CUCTEMBI.

4. Hanmmuue o6parHoii csizu ¢ UCIT/In. [To a3TOMy npu3HaKy npoiecc peaau3aiy yrpo3bl MOKET

OBITH ¢ 00paTHOM CBs3bI0 U 0e3 00paTHOM CBSA3U. YTpo3a, OCYIIECTBIsAeMAas IIPU HAJTMUYUU 0OpaTHOM

cBs3u ¢ UCIIJIH, xapakTepu3yeTcst TeM, UTO Ha HEKOTOpHbIE 3arpockl, nepeaannsie Ha UCITH,

HapyIIUTEI0 TpeOyeTcs monyduTh oTBeT. CenoBarensHo, Mmexxay Hapymmutenem u MCI/{x

CyIIECTBYeT oOpaTHas CBsI3b, KOTOPasl MO3BOJISET HAPYIIUTEIIO aJIeKBaTHO PearupoBarh Ha BCE

n3meHenus, npoucxoasmue B UCII/{x. B otninuune ot yrpos, peain3yeMbIX MPH HATMYWN 00paTHOM

cBs3u ¢ UCIIJIH, mpu peanuzamnuu yrpo3 06e3 o0paTHOU CBsI3U HE TpeOyeTCsl pearnpoBaTh Ha KaKue-

160 nzmeHenus, npoucxonsuue B UCIIJIH.

5. Pacnionoxxenne Hapymurens otHocutenbHo UCIT/IH. B cooTBEeTCTBUM € 3TUM MPU3HAKOM YIpo3a

peanu3yeTcsi Kak BHYTPUCETMEHTHO, TaK U MEKCerMeHTHO. CerMeHT ceTH - puznueckoe 00beTMHEHNE

xocToB (TexHuueckux cpeacts MCIIIH i KoMMyHUKAaLMOHHBIX 3JIEMEHTOB, UMEIOIINX CETEBOU

anpec). Hampumep, cerment UCIIIH oOpa3yeT COBOKYIMHOCTh XOCTOB, MOJKIIOUYEHHBIX K CEpBEPY MO
cxeme "obOmas muHa". B ciydae, Korjga iMeeT MeCTO BHYTPUCEIMEHTHAsl yTpo3a, HapylIUTelb UMEEeT
dbusnueckuit goctyn k annapatHbiM 3aemeHTam UCII/IH. Ecnu mmeeT MecTo MeKCerMeHTHas yrposa,

TO HapymuTenb pacnonaraercs BHe UCII/H, peanusys yrpo3y U3 Ipyroi Ce€Tu Uilv u3 Ipyroro

cermenta UCII/IH.

6. YPOBEHB 3TaJOHHON MOJAEIH B3aMMOACUCTBHS OTKPHITHIX cucteM <*> (ISO/OSI), Ha koTOpOM

peanmuzyercs yrpo3a. [1o sToMy mpu3HaKy yrpo3a MOXKET pean30BbIBATHCS Ha (PU3HUYECKOM,

KaHaJbHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, MPEJCTABUTEILHOM U MIPUKIIATHOM YPOBHE MOJIEIH

ISO/OSI.

<*> MexnyHapoanas Opranusanus no Crangaprusauuu (ISO) npunsuia crangapt ISO 7498, onuceiBaromuii B3aumoeicTBie oTKpbIThiX cucteM (OSI).

7. CooTHo1IEHNE KonuecTBa HapywmuTenen U anemeHToB CIIJIH, OTHOCUTENBHO KOTOPBIX
peanusyercs yrposa. I1o aTomy npusHaky yrpo3a MokeT ObITh OTHECEHA K KJlaccy yrpos,
pean3yeMBbIX OJJHUM HapyLIUTEIEM OTHOCUTENBHO 0HOro TexHuueckoro cpeacrsa MCIIn (yrpo3a
"ouH K 0THOMY"), Cpa3y OTHOCUTEIBHO HeCKoJbkuX TexHudeckux cpencts MCII/Iu (yrpo3a "oaun
KO MHOTUM") WJIM HECKOJIbKUMU HAPYLIUTENSIMHU C Pa3HbIX KOMIIBIOTEPOB OTHOCUTEIBHO OJIHOTO WU
Heckosbkux TexHnueckux cpeacts MCII/IH (pacnipeneneHnble WM KOMOMHUPOBAHHbBIE YTPO3bI).

C yueToMm npoBeIeHHOH Kilaccu(UKalMi MOXKHO BBIJIEIUTH CEMb HauOoJIee 4YacTo pealn3yeMbIX B
HACTOSAILEE BPEMS YTPO3.

Ota yrpo3a peaqusyeTcs ¢ MOMOIIBIO CIEIHAIBHOM MporpaMMbl-aHalIn3aTopa nakeros (sniffer),
NIEPEXBaThIBAIOIIEH BCE TAKETHI, IEPEIaBAEMBbIE 10 CETMEHTY CETH, U BBIAEIAIONIEH CPEN HUX T€, B
KOTOPBIX NepeAatoTcsl UASHTU(PUKATOP MOIB30BATEINS U €T0 Napoiib. B Xo/ie peanuzanum yrposbl
HapyIIUTEIh U3y4YaeT JIOTUKY pabOThI CETH - TO €CTh CTPEMUTCS MOITYYUTh OHO3HAYHOE COOTBETCTBHE
COOBITU, TPOUCXOSAIINX B CHCTEME, M KOMaH/I, IEPECHUIAEMBIX ITPH 3TOM XOCTaAMU, B MOMEHT
MOSIBJICHUS TJAHHBIX COOBITUI. B manpHelIeM 3To MO3BOSET 37TI0YMBIIINICHHUKY Ha OCHOBE 33JIaHUS
COOTBETCTBYIOIIMX KOMAaH/]I OJyYUTh, HAI[pUMeEp, IPUBUIIETMPOBaHHbIE MpaBa Ha IEUCTBUS B CUCTEME
WIM pacIIiPUTh CBOU IIOJTHOMOYHMS B HEM, IEPEXBATUTh ITOTOK I1€PEIABAEMBIX JaHHBIX, KOTOPBIMU
00OMEHMBAIOTCSI KOMIIOHEHTHI CETEBOI ONEpaIlMOHHON CUCTEMBI, TSl U3BJICUEeHUs] KOH(UACHIIUAIBHON
WIN UIEHTH(PUKAIIMOHHOM nH(popMauy (HarpuMep, CTAaTHYECKUX MMapojiel moabp3oBaTeneit s
JI0CTyIA K yaaneHHsIM xoctam 1o nporokosaM FTP u TELNET, e npenycmarpusaromumm
mudpoBaHue), ee MoIMEHbI, MOAUDUKALIUH U T.1I.

2. CkaHMpOBaHUE CETH.

CymHocCTh npoliecca peanu3alny yrpo3bl 3aKI04YaeTcs B Iepeiaye 3anpocoB CETEBBIM CITyK0am
xoctoB UCII/IH u aHanu3e oTBETOB OT HUX. L{enb - BIsBIIEHNE UCTIOIb3YEMBIX MPOTOKOJIOB,



JOCTYITHBIX TIOPTOB CETEBBIX CITYXO0, 3aKOHOB ()OPMHUPOBAHUS UICHTH(PUKATOPOB COCTUHEHUH,
OTIpeieIeHNE aKTUBHBIX CETEBBIX CEPBUCOB, MMOA00P UIECHTH(PHUKATOPOB U APOJICH MMOJIb30BATENEH.
3. Yrpo3a BbIABIECHUS NAPOJISL.

Lenp peanuzaruu yrpo3sl coctout B noaydennu HCJL myteM npeo1oieHus napoabHOM 3alIUThL.
3J1I0yMBILIJIEHHUK MOXKET PEaJIM30BbIBATH YIPO3Y € MOMOILBIO EJIOr0 Psiia METOI0B, TAKUX KaK
pocToii nepedop, nepedop ¢ UCIONIb30BAHUEM CIIEIUAIBHBIX CI0BApEll, yCTaHOBKA BPEJOHOCHOU
porpaMMBI JIsl IepexBarta naposis, mojaMeHa gosepeHHoro oowvekra cetu (IP-spoofing) u nepexsar
nakeroB (sniffing). B ocHOBHOM A1 peanu3anuu yrpo3bl HCTIONb3YIOTCS ClielHaIbHbIEe TPOTPaMMBb,
KOTOPBIE MBITAIOTCS MOJIYYUTh JOCTYII K XOCTY IIyTEM MOCeI0BaTeIbHOTO og00opa mapodeil. B
CIIydae ycrexa, 3JI0YMBIIUICHHUK MOKET CO3/1aTh i ce0st "mpoxon” uist Oy Iymiero J0CTyra,
KOTOPBII OyJeT IeiicTBOBATh, 1aXe €CJIM Ha XOCTE U3MEHUTH Mapojib JOCTYMA.

4. ITonmena 7OBEPEHHOT0 OOBEKTA CETH U Iepeaaya Mo KaHajaaM CBSI3U COOOLICHUH OT ero UMEHH C
IIPUCBOEHUEM €T0 MpaB AOCTYIIA .

Taxkast yrposa 3¢ (eKTUBHO peanu3yeTcs B CUCTeMaX, /i€ IPUMEHSIOTCS HECTOMKUE allTOPUTMbI
uAeHTU(DUKAIIMY U ayTeHTU(UKAIIMKU XOCTOB, Moyb3oBareneil u T.4. [loa noBepeHHBIM 00BEKTOM
MOHUMAETCs 00BEKT CETH (KOMIBIOTEP, MEKCETEBOU IKPaH, MapIIPYTU3ATOP U T.II.), JIETAIBHO
MOAKIIOYEHHBIN K CEpBEPY.

MoryT ObITH BBIJICIICHBI IBE PA3HOBUIHOCTH MPOIIECCa Pealiu3allii YKa3aHHOU YTPO3bI: C
YCTaHOBJIEHHEM U 0€3 YCTaHOBJIEHUS BUPTYaIbHOI'O COEIUHEHUSI.

[Tpouecc peanu3anuy ¢ yCTAaHOBJICHUEM BUPTYaJIbHOTO COEAMHEHNS COCTOUT B IPUCBOCHUH IIPaB
JIOBEPEHHOTO CyOBEKTa B3aMMO/ICHCTBHSI, YTO ITO3BOJISICT HAPYIIUTEIIO BECTH CEAHC PabOTHI €
00BEKTOM CETH OT UMEHU JIOBEPEHHOT0 CyObekTa. Peanuzaiius yrpo3bl JaHHOTO THIIa TpeOyeT
MPEOAOICHHS CUCTEMbI UASHTU(UKAIMY U ayTeHTU(PHUKAIIMKN cOOOIIeHH (HanpumMep, aTtaka rsh-
cyx0b1 UNIX-xocta).

[Tpouecc peanu3zanuu yrpo3bl 0€3 yCTaHOBJICHHS BUPTYaIbHOTO COSAMHEHUS MOXKET UMETh MECTO B
CeTAX, OCYIIECTBISIFOIINX UACHTU(DHUKAIMIO ITepeIaBaeMbIX COOOICHUH TOIBKO MO CETEBOMY aJIpecy
otnpaBuTes. CyIHOCTb 3aKII04YaeTcs B Iepeiadye ciay>KeOHbIX COOOIIEHUI OT UMEHU CETEBBIX
YIPaBISAIOUUX YCTPOMCTB (HapuMep, OT UMEHH MaplIpyTU3aTOpoB) 00 M3MEHEHUU MapIIPyTHO-
aZipecHbIX JaHHbIX. [Ipu 7TOM HE00X0IUMO UMETh B BUAY, UTO €AUHCTBEHHBIMU UACHTU(PUKATOPAMU
aboHeHTOB U coeauHenus (o mporokony TCP) seistores qBa 32-0uTHbIX mapamerpa Initial Sequence
Number - ISS (Homep mocnenoBarensHocTr) U Acknowledgment Number - ACK (Homep
noaTBepxeHus ). CienosarenbHo, A1 popMupoBanus J1okHoro TCP-nakera HapymuTesnto
HE00X0/IMMO 3HaTh TEKYyIUE UJIeHTU(UKATOPHI s JaHHOTO coeauHenus - ISSa u ISSb, rae:

ISSa - HekoTopoe unciIeHHOe 3HaUeHNe, XapaKTepu3yrollee MopsIKoBblid Homep otmpasisiemoro TCP-
nakera, ycraHaBnuaemoro TCP-coennHeHMs, HHUITAUPOBAHHOTO XOCTOM A

ISSb - HekoTOpOE UKCIIeHHOE 3HAYCHUE, XapaKTepU3YIOIIee MOPAAKOBbI HoMep oTmpasisiemoro TCP-
nakera, yctanaBnuBaemoro TCP-coenunenus, ”HHULIMHPOBAHHOTO XOCTOM B.

3nauenne ACK (Homepa noareepkaenus ycranoieHus: TCP-coennuenus ) onpenensercs Kak
3HaYeHHEe HOMEpa, MOJIyY€HHOI0 OT pecroH/ieHTa ISS (Homep nmocine10BaTebHOCTH) IITHOC €IUHHIIA
ACKb =1SSa + 1.

B pesynbrare peanuzanuu yrpo3bl HApyLIUTENb OJy4aeT MpaBa JOCTYIA, yCTAHOBJIEHHBIE €T0
MOJIb30BaTeNeM IS IOBEpEeHHOro aboHeHTa, K TexHnueckomy cpeacty MCII/IH - nenu yrpos.

5. HaBs3bpIBaHME JIO)KHOTO MaplIpyTa CETH.

JlanHast yrpo3a peaiu3yercs OJHUM U3 JBYX CIIOCOOOB: MyTeM BHYTPUCETMEHTHOTO WU
MEKCEerMEHTHOT'O HaBA3bIBaHUS. BO3MOXXHOCTH HaBsI3bIBAaHUS JIOXKHOT'O MapiIpyTa 00ycioBieHa
HEeJ0CTaTKaMU, MPUCYLTUMH aJITOPUTMaM MaplIpyTU3alUK (B YACTHOCTH, W3-3a MPOOIEMbI
UICHTU(UKAIIMY CETEBBIX YIPABISAIONUIMX YCTPOMCTB), B pe3yIbTaTe Yero MOXKHO MONACTh, HAIPUMED,
Ha XOCT WJIU B CETh 3JIOYMBIIIJIEHHHUKA, i€ MOKHO BOMTH B ONIEPALIMOHHYIO CPEly TEXHUYECKOIO



cpenctsa B coctaBe MCII/IH. Peanuzanus yrpo3sl OCHOBBIBAETCS HA HECAHKIIMOHUPOBAHHOM
UCII0JIb30BaHuU NpoTokonoB Mapupyruzauuu (RIP, OSPF, LSP) u ynpasnenus cersto (ICMP,
SNMP) nist BHECEHHSI U3MEHEHH B MapIIpyTHO-aApeCcHbIC TaOMuUIbL. [Ipy 3TOM HapyIIUTEIIO
HE00XO0IUMO I10CJIaTh OT UMEHU CETEBOI0 YIIPABIISIIOLIETO YCTPOICTBa (HallpuMep, MapLIpyTH3aTopa)
yIpaBJIAOLIEe COOOIIEHHE.

6. BHenpenue 10KHOTO 00BbEKTa CETH.

Ota yrpo3a OCHOBaHa Ha MCII0Jb30BaHUM HEIOCTATKOB AJTOPUTMOB yJaJIeHHOIO IIoucka. B ciyuae,
€clii 00BEKThI CeTH U3HAYaJIbHO HE UMEIOT aJpeCHON MHPOPMALIUU IPYT O JpYyTre, UCHOIb3YI0TCA
pasIuYHbIC MPOTOKOJIBI YaanieHHoro noucka (Hanpumep, SAP B cetsix Novell NetWare; ARP, DNS,
WINS B cetsix co crekom mpotokonoB TCP/IP), 3axirouaroruecs B mepeade mo CeTH CrelnaibHbIX
3arpocoB U MOJYYEHUHU Ha HUX OTBETOB C HCKOMOW nH(popmanueii. [Ipu aTom cymecTByer
BO3MOXKHOCTb I€pexBaTa HapyLIMTEIEM IIOMCKOBOT0 3alIpOca U BbIJaul HA HETO JIOKHOTO OTBETA,
MCII0JIb30BaHUE KOTOPOTO IPUBEAET K TPEOYEMOMY U3MEHEHUIO MapLIPYTHO-aAPECHBIX JaHHbIX. B
JlalbHeHeM Bech NOTOK HH(OPMAIMH, aCCOLIMUPOBAHHBIN C 00BEKTOM-KEPTBOM, OyIeT MPOXOAUTh
yepes JIOKHBIH 00BEKT CEeTH.

7. Otka3 B 00CIyKMBaHUU.

OTH yrpo3bl OCHOBAaHBI HA HEJJOCTAaTKaX CETEBOr0 MPOrpaMMHOI0 00eCeueHus, €ero ysa3BUMOCTSIX,
MO3BOJIAIOIIMX HAPYLIUTEINO CO3/1aBaTh YCIOBUS, KOI'/1a OIEpallMOHHAsl CUCTEMA OKa3bIBA€TCs HE B
COCTOSIHUM 00pabaThIBaTh MOCTYMAIOIINE TTAKETHI.

MoryT OBITH BbIIETIEHBI HECKOJIBKO PA3HOBUAHOCTEN TaKUX yrpo3:

a) CKpBITHIN OTKa3 B 00CIIy>)KMBaHUH, BbI3BAHHBIN NpuBiedueHueM yactu pecypcoB UCII/Ix Ha
00paboTKy MaKeTOB, NEPEAABAEMBIX 3710YMBIIUIEHHUKOM CO CHI)KEHUEM MIPOIYCKHOM cIOCOOHOCTH
KaHaJIOB CBSI3U, IPOU3BOIUTEILHOCTH CETEBBIX YCTPOUCTB, HApyIlIEHUEM TpeOOBaHUI KO BpeMEH!
00paboTku 3ampocoB. [Ipumepamu peanuzanuu yrpo3 noJfo0HOro poaa MOTYT CIYKUTh:
HAIpPAaBIEHHBIH MTOPM 3X0-3arpocoB 1o nporokony ICMP (Ping flooding), mrtopm 3anpocos Ha
ycranoBienne TCP-coenunenuii (SYN-flooding), mropwm 3ampocoB k FTP-cepsepy;

0) SIBHBIN OTKa3 B 0OCITy’)KHBaHHH, BBI3BaHHBIN ncdepranueM pecypco MCIIIn mpu o6padoTke
MAKETOB, ME€PEIaBAEMBbIX 3JI0YMBIIIJICHHUKOM (3aHATHE BCEH MOJIOCHI MPOIYCKaHUsl KaHAJIOB CBSI3H,
NEPETIOIHEHNE ouepeiel 3aIpocoB Ha 00CTyKUBaHUE), IPH KOTOPOM JIETaJIbHBIE 3alPOChl HE MOT'YT
OBITH NepeaHbl Uepe3 CeTh U3-3a HEAOCTYITHOCTH CPe/ibl Iiepeiayur 00 MoTyyaroT OTKa3 B
00CITy’)KUBaHUH BBU]y IEPENIOTHEHUS OUepeield 3alpoCcoB, AUCKOBOTO MIPOCTPAHCTBA NAMSTH U T. 1.
[Tpumepamu yrpo3 JaHHOIO THIIAa MOTYT CIIY’KUTh IITOPM MIMpoKoBemareabHblx ICMP-3x0-3anpocos
(Smurf), nanpaBnennsiii mropM (SYN-flooding), mTopm coobienuit mouroBoMy cepsepy (Spam);
B) SIBHBII OTKa3 B 00CITy>KUBAaHUH, BBI3BAaHHBIM HapyIIEHHEM JIOTHYECKON CBSI3HOCTH MEXKAY
texuudeckumu cpeactsamu UCTIIH npu nepegade HapymuTeaeM yIpaBiIsiiOIUX COOOIEHUH OT
MMEHH CETEBbIX YCTPOMCTB, MPUBOIALINX K H3MEHEHHUIO MAPIIPYTHO-aIPECHBIX JIaHHBIX (HarIpumep,
ICMP Redirect Host, DNS-flooding) nin uaeHTU(PUKAIMOHHON U ayTeHTH()UKAIOHHOM
uH(pOopMaLnu;

I') ABHBIN OTKa3 B 00CTY>KMBaHUH, BbI3BAHHBIH Mepeadeii 3710yMbIIUIEHHUKOM [TAaKEeTOB C
HecTaHJapTHBIMU aTpuOyTaMu (yrpo3sl Tuna "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb")
WIN UMEIOIIUX JUTMHY, IPEBBIIIAIONTYI0 MAKCUMAIIBHO JIOMYCTUMBIN pa3mep (yrposa tuna "Ping
Death"), uto Mo>keT npuBecTH K cOOI0 CETEBBIX YCTPOUCTB, YUACTBYIOLIUX B 00pabOTKE 3alpOCOB, NPH
YCIIOBUU HAJIMYMS OHIMOOK B IpOrpaMMax, peau3yroX NPOTOKOIbI CETEBOr0 OOMeHa.
Pe3ynbrarom peanusanuu 1aHHOW yrpo3bl MOKET CTaTh HapylIeHHe paboTOCIOCOOHOCTH
COOTBETCTBYIOIICH CITyKObI TIpeocTaBienus yaanennoro noctymna k [1J{a B UCII/x, nepenaya c
OJIHOTO aJipeca TaKOro KOJIMYECTBa 3aIIPOCOB Ha MOAKIIOUYEHUE K TEXHUYECKOMY CPEJICTBY B COCTABE
NCIIIH, kakoe MaKCUMaJIbHO MOKET "BMeCTUTh" TpaduK (HampaBieHHBIH "IITOPM 3apocoB"), 4TO
BJIEYET 332 COOOU MepenoIHEeHNE OUepein 3aPOCOB U OTKA3 OJJHON U3 CETEBBIX CITYKO HIIU MOIHYIO



OCTaHOBKY KOMITbIOTEPA U3-32 HEBO3MOXKHOCTU CHCTEMBI 3aHUMATHCSI HUYEM JPYTUM, KpOMeE

00paboTKH 3aIIpOCOB.

8. Y najeHHbIN 3a11yCcK MPUITOKEHHH.

VYrpo3a 3akitouaercs B ctpemiieHnu 3anyctuth Ha xocte UCIIIH pa3nuunbie npeiBapuTeabHO

BHE/IPEHHBIE BPEIOHOCHBIE MPOrPaMMBbl: IPOrPAMMBI-3aKJIaJKU, BUPYCHI, "CETEBbIE IITHOHBI",

OCHOBHas 11€JIb KOTOPBIX - HapyllleHHe KOH(UAESHINATIBbHOCTH, IEJIOCTHOCTH, 1OCTYITHOCTH

MH(pOPMALIUU U MTOJHBIA KOHTPOJIb 32 paboToi xocta. Kpome Toro, BO3MOXEeH HECAaHKIIMOHUPOBAHHBIN

3aIlyCK MPUKJIAAHBIX IPOrPaMM MOJIb30BaTENIEH 1151 HECAHKIIMOHUPOBAHHOT'O MTOJTyYSHUS

HEO0XOMMBIX HapYIIUTEIO JaHHBIX, U1 3allycKa yIpaB/IseMbIX MPUKIaJHONW IPOrpaMMoit

IIPOLIECCOB U Jp.

Brigenstor Tpu noakiacca JaHHbBIX Yrpo3:

1) pactipoctpanenue (haiaoB, colepKaniiuxX HECAaHKIIMOHUPOBAHHBIN UCTIOTHICMBIN KO,

2) yaaneHHbIH 3aIyCK MPUIIOKEHUS IyTeM NepenoaHeHus Oydepa npuiioKeHuii-cepBepoB;

3) yaaneHHbIH 3a1ycK NPUIIOKEHUS yTEM HCIIO0JIb30BaHUS BO3MOXHOCTEH YaIEHHOT'O YIIPABICHUS

CUCTEMOM, MPEAOCTABIAEMBIX CKPBITBIMU IIPOTPAMMHBIMU U allIapaTHBIMU 3aKJIaAKaMH J100

UCIOJIb3yEeMbIMU IITAaTHBIMU CPEACTBAMHU.

Tunosele yrpo3sl NEPBOro U3 yKa3aHHbBIX [TOJIKJIACCOB OCHOBBIBAIOTCS HA aKTUBU3ALIUU

pacripocTpaHsieMbIX (haiiIoB Ipu cirydaitHoOM oOpaimeHnu K HuM. [IpuMepamu Takux ¢ailioB MOTyT

CIY’KUTh: (paidJIbl, COIepIKaIINe UCTIONHAEMBIN KO/ B BHJIE MAKPOKOMaH/I (OKyMeHTH Microsoft

Word, Excel u T.11.); html-g0kyMeHTBI, COnEpIKaIIHe UCITOHIEMBIN KOJT B BUIE 2IEMEHTOB ActiveX,

Java-anmuieToB, HHTEPIIPETUPYEMBIX CKPUIITOB (HalIpuMep, TEKCTHI Ha JavaScript); ¢aiiisl,

coJiep Kallie UCIOIHsIeMble Kobl mporpamm. [l pacnpocTpaHeHus ¢ailyioB MOTyT UCIIOIb30BaThCS

CJIy’KOBI 3JIEKTPOHHOM MOYTHI, Iiepeiaun (ailnos, ceTeBoi ailioBoil cUCTEMBI.

[Tpu yrpo3ax BTOporo nojkiacca UCIOJIb3YIOTCS HEAOCTATKU [IPOrpaMM, PEATU3YIOIINX CETEBbIE

CEepBUCHI (B YACTHOCTH, OTCYTCTBHE KOHTPOJIA nepenosHeHus Oydepa). Hactpoiikoil cucteMHbIX

PETUCTPOB MHOTA YIAETCS MEPEKIIOYUTh IPOIIECCOP MOCIIE PEPhIBAHMUS, BBI3BAHHOTO

niepernoyHeHneM Oydepa, Ha UCTIOTHEHHE KOJIa, CoIep KaIerocs 3a rpanuiei oydepa. [Ipumepom

peanu3aiuy Tako! yrpo3bl MOXKET CIYXUTh BHEIPEHHUE IIUPOKO U3BECTHOTO "BUpyca Moppuca".

[Tpu yrpo3ax TpeThero Mojakiacca HapyImuTeIb HCIIOb3YeT BO3SMOXXHOCTH YIAJICHHOTO YIIPABJICHUS

CHCTEMOM, MPEOCTABIAEMbIE CKPBITBIMA KOMIIOHEHTaMH (Hanpumep, "TpOsTHCKUMH'"' IporpaMMamMu

tuna Back Orifice, Net Bus) nu6o mraTHeIMu CpecTBaMU YIPaBICHUS U aIMUHUCTPUPOBAHUS

kommnbroTepHbIX cetel (Landesk Management Suite, Managewise, Back Orifice u 1.11.). B pe3ynbrarte

UX UCMOJIb30BAaHUS YAAETCs TOOUTHCS yIaI€HHOTO KOHTPOJIS HaJl CTaHIMEN B CEeTH.

CxeMaTU4HO OCHOBHBIE 3TaIlbl PA0OTHI ITUX MPOTPAMM BBITJISASAT CIEIYIOUMM 00pa3oM:

~  HHCTAJUIALIUSA B aMATH;

—  OXKHJaHHE 3ampoca ¢ YAAJIEHHOTO X0CTa, Ha KOTOPOM 3aITyllieHa KITMeHT-IIporpaMma, 1 0OMeH ¢
HEH COOOIIEHUSIMU O TOTOBHOCTH;

— mepenada nepexBadyeHHON HH(GOpPMAIMH KIHUESHTY WIH IPEAOCTaBICHHE eMy KOHTPOJIS HaJ
aTaKyeMbIM KOMITBIOTEPOM.

Bo3MOKHBIE TTOCIIEACTBUS OT PEeaM3aldN YIPO3 Pa3IMYHBIX KJIACCOB IPUBEICHHI B TaOJIHIIE.

Tabnmuua: Bo3MoHBIE IOCIEACTBUS PEAIU3ALNN YTPO3 Pa3IMUHBIX KJIACCOB

N Tum aTaku Bo3MosxHBIE TIOCIIEACTBUS
/1
1 AHanu3 ceTeBoro Tpaduka HccnenoBanue xapakTEpUCTHK CETEBOTO Tpaduka, TepexBaT

repenaBaeMbIX JaHHBIX, B TOM YUCIIE UACHTU(DUKATOPOB U Mapoeit
MOJIL30BaTeICH




2 CKaHHPOBaHHE CETH

Omnpejnenenne MPOTOKOJIOB, JIOCTYIHBIX IIOPTOB CETEBBIX  CIIYXKO,
3aKOHOB (HOPMHUPOBAHWIS HICHTH()UKATOPOB COSTUHEHHH,
CEeTEeBBIX CEPBHUCOB, HICHTH()HUKATOPOB U Taposieil moib3oBaTesen

AKTHUBHBIX

B

pecypcoB

3 "TlaponbHas" aTaka BrmonHeHne mo00ro  AECTPYKTHBHOTO JACHCTBHA, CBS3aHHOTO C
MIOTy9EHUEM HECAHKIIMOHUPOBAHHOTO JIOCTYIa

4 [NogmeHa noBepeHHOTO OOBEKTA W3meneHne Tpacchl — MPOXOXKAEHHS COOOIICHHH, HECAHKIIMOHUPOBAH-

ceTH HOE U3MEHEHUE MapIIPYTHO-aIPEeCHbBIX JaHHBIX. HecaHKIMOHUPOBaHHBIN

JOCTYII K CETEBBIM pecypcaM, HaBSI3bIBAaHHME  JIOKHOM MHpOpMaIU

5 Hassi3piBaHue j05xHOTO Mapuipyta | HecaHkiponnpoBanHOe H3MEHEHHE MapIIpPyTHO-aJIPECHBIX TaHHBIX,
aHanu3 M MoAM(UKaUUs TepeJaBaeMbIX JIaHHBIX, HABSI3bIBAHUE JIOXKHBIX
cooO1ieHnit

6 Brenpenmne noxaOTO 00BeKTa ceTH | [lepexBar u mpocmotp Tpaduka. HecaHKIMOHUPOBAaHHBIH TOCTYII K
CETEBBIM pecypcaM, HaBA3bIBAHUE  JIOXKHOH MH(}

7 Otka3 |Yacruunoe ucuepranme | CHIDKEHHE MPOMYCKHOW CHOCOOHOCTH KaHAJIOB CBS3H,

MIPOU3BOAUTEIBHOCTH CETEBBIX  ycTpoiicTB.  CHIKeHHE

IlyreM wucnonb3oBaHUs
YAAJIEHHOTO YIPAaBICHUS
CHUCTEMOM, PeI0CTaBIIsAe
MBIX  CKPBITBIMH
MPOTPaMMHBIMHU
3aKIagKaMu 00

HITAaTHBIMU CPEACTBAMU

obciy MIPOU3BOAUTEIBHOCTH CEPBEPHBIX IPHIOKECHUH

KH- Ilonnoe wucuepnanue HeBo3MOXHOCTD IIepeiaud COOOMEHHH U3-3a OTCYTICTBUS JOCTyHa K

BaHUU | pecypcoB cpeze nepefadyd, OTKa3 B yCTaHOBJICHHHU coequHeHHsA. OTka3 B

MIPE0CTaBIICHUH cepBHCca (3JEKTPOHHOM 10UTHI, (hailioBoro u T.1.)
Hapymenue noru- HeBo3MoxHOCTB Nepeiaun, COOOIIEHUH 13-32 OTCYTCTBUSL KOPPEKTHBIX
YECKOM CBSI3HOCTH MapmipyTHO-aApE€CHbIX JaHHBIX. HeBO3MO)KHOCTI)HOJIy’-IeHI/I}I ycayr
MEXAy aTpuOyTamH, BBUJY HECAHKIIIOHWPOBAHHOH  MOIU(UKAIMN HICHTU(PHKATOPOB,
JaHHBIMH,00bEKTaM1 napoJeH u T.II.
Hcnons3oBanue omunbok | Hapymenne paboTOCIOCOOHOCTH CETEBBIX
B TIpOrpaMMax yCTpo#cTB
8 VYaane |Ilyrem PacChLIKU Hapymenue KOH(U/ICHIINATLHOCTH,

H- ¢aiino, coAepkamUX | LETOCTHOCTH, JOCTYMHOCTH HH(OPMAUH

HBII BUPYCHOE 3apakeHUE

3amyck |Ilyrem mnepenonHeHuA

npuino | G6ydepa cepBepHOTO

He- MPUIIOKECHUS

HUHI

CkprITOE yIIpaBiIeHHE CHCTEMON

[Tpouecc peanu3zanuu yrpo3bl B 00IEM Cllydae COCTOUT U3 UYEThIPEX ITAMOB:

— cOopa uHpopmanuu;

~ BTOp>KEHHMs (IPOHUKHOBEHUS B ONIEPALIMOHHYIO CPENY);

— OCyHICCTBJICHUS HCCAHKIIMOHHUPOBAHHOTO JOCTYIIA,

— JIMKBHJAIUU CJICAO0B HCCAHKIIUOHUPOBAHHOI'O JOCTYyIIA.

Ha stane c6opa nHboOpMaImy HapyIuTeNIsi MOTYT HHTepecoBaTh paznudHbie cBenenus 00 NCII/IH, B

TOM YHUCIJIC:

a) O TOTIOJIOTHH CE€TH, B KOTOPOU (PyHKITMOHHPYET cucTema. [Ipu 3TOM MOXKEeT ucciae0BaThCsi 001acTh

BOKPYT CEeTH (HalpuMep, HapyIIUTeNs: MOI'YyT HHTEPeCOBaTh aJipeca JJ0BEPEHHBIX, HO MEHee
3alIUIIEHHBIX XOCTOB). JIJIs ompeiesieHus TOCTYITHOCTH XOCTa MOT'YT MCIIOJIb30BaThCs MPOCTEeHIINe
KOMaH/[Ibl (HarpumMep, komana ping mia nocbuiku ICMP-3anpocos ECHO REQUEST ¢ oxkunanuem
Ha HUX ICMP-otBeTtoB ECHO REPLY). CymiecTBytOT yTHINTHI, OCYLIECTBIISIFOIINE ApAJIEIbHOE
oTpeieNIeHne JIOCTYITHOCTH XOCTOB (Takue Kak fping), KoTopbie ciocOOHBI MPOCKAaHUPOBATH OOJIBIIYIO

001aCTh aJPECHOr0 NIPOCTPAHCTBA HA MIPEIMET JOCTYITHOCTH XOCTOB 32 KOPOTKHM TPOMEKYTOK




BpeMeHU. Tomoaorust CETH YacTo OMpPEAeIIAeTCS Ha OCHOBAHUU ""CUETYMKA Y3JI0B" (IUCTAaHLIMKM MEX]Y

xoctaMmn). [Ipu 3TOM MOTYT IpUMEHATHCA TaKUe METOIbl, Kak "Moaymsauuu TTL" u 3anucu mapupyra.

Merton "momymnsiiuu TTL" peanuzoBan nporpammoii traceroute (ms Windows NT - tracert.exe) u

3akirouaercs B Moayisinuy nosist TTL IP-makeros. [{ns 3anucu Mappyra MOTYT UCIIOJIB30BAThCS

ICMP-makets1, co3iaBaeMbie KOMaHI0W ping.

COop unpopMaiuu MOKET ObITh TAK)K€ OCHOBAH Ha 3ampocax:

— & DNS-cepBepy o cnucke 3aperucTpupoBaHHbIX (M, BEPOSITHO, aKTUBHBIX ) XOCTOB;

— K MapuipyTu3aropy Ha ocHoBe mpoTokosna RIP 06 n3BecTHbIX MapuipyTax (nH(pOpMaIys o
TOTOJIOTHH CETH);

— K HEKOPPEKTHO CKOH(UTYPUPOBAHHBIM YCTPOUCTBAM, MOIICPKHUBAOIIUM PoTOKoT SNMP
(nHGOpPMAIIHSA O TONOJIOTHH CETH).

Ecnmu UCIT/In HaxonuTes 3a MexkceTeBbIM dkpanoM (MD), Bo3mMorxkeH coop nHbopmaiuu o

koHpurypamuu M3 u o tonosioruu UCIT/{n 32 MD, B TOM yuncie myTeM MOChUIKH MTAaKeTOB Ha BCE

MOPTHI BCEX MPEANOoIaraéMbIX XOCTOB BHYTpEeHHEH (3aIMIaeMOii) CeTH;

0) o Tune onepaunonHoi cucremsl (OC) B UCII/In. Camblii U3BECTHBIN CIOCOO ONpeaesieHUs TUIa

OC xocrta 0OCHOBaH Ha TOM, YTO pa3inuuHble TUIlbl OC Mo-pasHOMY peain3yroT TpeOOBaHUS

crangaptoB RFC k creky TCP/IP. D10 03BOJISIET HAPYIIUTENIO YAAJICHHO HACHTU(PUIINPOBATH TUTT

OC, ycranoBnenHoi Ha xocte MCII/IH myTeM NOChUTKH CTIeNUaIbHBIM 00pa3oM CPOPMHUPOBAHHBIX

3apOCOB U aHAJIN3a MOJIyYEHHBIX OTBETOB.

CyliecTBYIOT ClieUaIbHbIE CPECTBA, PEATU3YIOLIUE JaHHbIE METO/Ibl, B YacTHOCTH, Nmap u QueSO.

MO0>XHO OTMETUTh Takke Takor MeroA onpeaenenus tuna OC, Kak IpoCcTEeHIINI 3a1poc Ha

YCTaHOBJICHHE COEIMHEHUS M0 MPOTOKOIIY YAalleHHOTo focTyna telnet (telnet-coenunenus), B

pe3ynbTaTe KOTOPOro Mo "BHEIHEMY BUAY" 0TBeTa MOKHO onpenenuts Tun OC xocra. Hanmnuune

OIPEIEIIEHHBIX CEPBUCOB TaKKE MOXKET CIIYKHUTh JIONOJHUTEIbHBIM IPU3HAKOM JJISl OTIpEACICHUS

tuma OC xocTa;

B) 0 (YHKIIMOHUPYIOIIUX HAa XOCTax cepBucax. OnpeaeieHne CepBUCOB, UCIIOHIEMBIX Ha XOCTE,

OCHOBaHO Ha METO/I€ BBISIBJICHUS "OTKPBITHIX TOPTOB", HAPaBJIEHHOM Ha cO0p MH(OpMALIUU O

JOCTYNHOCTH XocTa. Hanpumep, ans onpenenenus nocrynioctu UDP-nopra HeoOX0MMO MONTy4UTh

OTKJIMK B OTBeT Ha noceliky UDP-nakeTa cooTBETCTBYIOLIEMY HIOPTY:

— ecnu B otBeT npunwio coobmenue [CMP PORT UNREACHEBLE, To cOOTBETCTBYIOIINI CEPBUC
HEIOCTYIIEH;

—  €CJIM IaHHO€ COOOIIEHUE HE TOCTYIUIIO, TO MOPT "OTKPHIT".

Ha srare BTopKeHMs HCCIENYETCSI HATMYHUE TUIIOBBIX YSI3BUMOCTEN B CHCTEMHBIX CEPBHCAX WIN

OLIMOOK B aIMUHUCTPUPOBAHUY CUCTEMBI. Y CIIEIIHBIM PE3yJIbTATOM HCIIOJIb30BaHMS YSI3BUMOCTEH

OOBIYHO SBJISIETCS MMOJIy4Y€HHUE MTPOLECCOM HapYIIUTENs MPUBUIETUPOBAHHOTO PEKMUMA BBITIOJTHEHUS

(TocTyna K IpUBUJIETMPOBAHHOMY PEXXHUMY BBINOJIHEHHS] KOMaHHOTO MTPOLIECCopa), BHECEHUE B

CUCTEMY yYETHOM 3aliCu HE3aKOHHOTO MOJIb30BaTels, nonydeHue aiina naposei win HapyleHnue

paboTOCTIOCOOHOCTH aTaKyeMOI'0 XOCTa.

OTOT 3Tan pa3BUTH YTPO3bl, Kak MpaBuilo, sBiseTcs MHorodasusiM. K ¢azam mpouecca peanuszanuu

YIpO3bl MOTYT OTHOCUTBCS, HAIIPUMED:

~ YCTaHOBJIEHHUE CBSI3U C XOCTOM, OTHOCUTEIIFHO KOTOPOTO pean3yercs yrposa;

~  BBISBIICHUE YA3BUMOCTH;

— BHEAPEHHUE BPEJOHOCHOW ITPOrpaMMBbl B UHTEPECAX PACLIIMPEHUS IPAB U Jp.

VYrpo3bl, peaiuzyemMble Ha 3Tare BTOPKEHHUs, MOAPA3IEISIOTCS 110 YPOBHIM CTE€Ka IPOTOKOJIOB

TCP/IP, nockoabKy GOpMUPYIOTCS HA CETEBOM, TPAHCIIOPTHOM WJIM MPHUKJIATHOM YPOBHE B

3aBUCUMOCTH OT UCIIOJIb3yEMOI0 MEXaHU3Ma BTOPKEHHUS.

K TunoBsIM yrpo3am, peaqn3yeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCATCS TAKNE KaK:



a) yrpo3a, HarpaBJICHHAs Ha TIOJIMEHY JJOBEPEHHOTO 0OBEKTa;

0) yrpo3a, HampaBlIeHHAs! HA CO3/IaHUE B CETU JIOKHOTO MapIIPYTa;

B) YIPO3bl, HaIIPaBJICHHbIE HA CO3/JaHUE JIOKHOTO 00BEKTA C UCIIOJIb30BAaHHMEM HEIOCTATKOB

ITOPUTMOB YAAJIEHHOTO ITOUCKA;

') yrpo3bl TUIA "0TKa3 B 00CIy)XKMBaHUU'", OCHOBaHHbIE Ha [P-nedparmentanun, Ha GopMUpOBaHUHT

HekoppekTHbIX ICMP-3anpocoB (Hanpumep, araka "Ping of Death" u "Smurf"), Ha popmupoBanuu

HekoppekTHbIX TCP-3anpocoB (ataka "Land"), Ha co3nanum "mropma' MakeToB ¢ 3apocamMu Ha

coenuaenue (araku "SYN Flood") u np.

K tunoBsiM yrpo3am, peaqn3yeMbIM Ha MPUKIATHOM YPOBHE, OTHOCATCS YTPO3bl, HAPABICHHBIC HA

HECaHKIMOHMPOBAHHBIN 3aI1yCK MPUIOKEHUM, YTPO3bl, pealn3anus KOTOPbIX CBsI3aHa C BHEJIPEHUEM

MIPOrpaMMHBIX 3aKJIaJ0K (TUIA "TPOSHCKUN KOHB'"), C BBISIBIICHUEM IApOJICH JIOCTYIA B CETh WU K

OIpEEIEHHOMY XOCTY U T.[.

Ecnu peanu3zanus yrpo3sl He IPUHECIIa HAPYIIUTEI0 HAaUBBICUINX IIPAaB IOCTYIA B CUCTEME,

BO3MO>KHBI TOMBITKU PAaCIIMPEHUS 3TUX MPaB JO MAaKCUMalIbHO BO3MOKHOTO ypoBHs. [yt 3TOr0 MOTyT

HCIIOJIb30BATHCS YA3BUMOCTHU HE TOJIBKO CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHUCTEMHOTO

nporpaMMHoro obecrneuenusi xoctoB UCIIan.

Ha sramne peanuzanuu HECAaHKIIMOHUPOBAHHOTO JOCTYIIA OCYIIECTBISETCS COOCTBEHHO JOCTUKEHHE

LEJIU peain3aliy yrpo3bl:

— HapylleHue KOHPHUACHINATHHOCTH (KOMMPOBaHKE, HEIIPABOMEPHOE PaCIPOCTPAHEHHUE);

~ HapylIeHUE IeTOCTHOCTH (YHUUYTOKEHUE, U3MEHEHHE);

— HapylIeHHUe JOCTYMHOCTH (OJIOKUpPOBAHHE).

Ha sTom 3xe aTame, mocine ykazaHHBIX JA€WCTBUMN, KaK MPaBUIIO, POPMUPYETCS TaK Ha3bIBAEMBIH

"qepHbIil BX0OA" B BUIE OJHOTO U3 CEPBHUCOB (JIEMOHOB), 00CITYKUBAIOIINX HEKOTOPHIH MOPT U

BBITNOJHAIOUINX KOMaHAbl HapymuTens. "UepHblil BXoa" ocTaBiseTcsl B cUCTEME B MHTEpecax

o0ecrnieuyeHus:

~  BO3MOKHOCTH IOJIYUUTh AOCTYII K XOCTY, JJaXKe €CIIH aIMUHUCTPATOP YCTPAHUT HUCIIOIb30BAHHYIO
JUISl YCTIEIIHOM pealin3aliy yrpo3bl ysI3BUMOCTb;

~  BO3MOKHOCTH MOJYYUTh TOCTYII K XOCTY KaK MOYKHO 00Jiee CKPBITHO;

~  BO3MOKHOCTH MOJIYYUTh JTOCTYII K XOCTY ObICTPO (HE MOBTOPSIsl 3aHOBO MPOLIECC peaTnu3aIiu
yTpO3bl).

"YepHblil BX0" MO3BOJISIET HAPYIIMTENIO BHEAPUTD B CETh MJIM Ha ONPEIEIICHHBIN XOCT BPEOHOCHYIO

nporpammy, Hanpumep, "ananuzatop naposueit” (password sniffer) - mporpamMmy, BBIIEISIONIYIO

M0JIb30BATEIbCKUE UIEHTU(UKATOPHI U MAPOJIN U3 CETEBOT0 Tpaduka npu paboTe mpoTOKOJIOB

BbICOKOTO ypoBHS (ftp, telnet, rlogin u T.4.). O6bekTaMu BHEAPEHUS BPEIOHOCHBIX IPOIPaMM MOTYT

OBITH IPOrPaMMBbI ayTEeHTU(DUKAIINH U UACHTU(DHUKAINH, CETEBBIE CEPBUCHI, SAPO ONMEPALUOHHON

CUCTeMBI, (aiinoBas cucrema, OuOIMOTEKH U T.1I.

Hakonen, Ha 3Tane TMKBUIALUU CIEA0B peaTnu3aliy YIPO3bl OCYHIECTBISETCS MONBITKA YHUUTOXKEHUS

cienoB feicTBui HapymuTens. [Ipu 3ToM ynansroTcsi COOTBETCTBYIOIIME 3aIIMCH U3 BCEX BO3MOXKHBIX

KYpHAJIOB ayJuTa, B TOM YHCIe 3amucu o ¢akTe cOopa MHPOpMAIIHH.

5.5. O6m1as xapaKTepUCTHKa YIrpO3 MPOrpaMMHO-MAaTeMaTHYEeCKUX BO3/IEHCTBUI

[TporpaMMHO-MaTeMaTH4YECKOE BO3JICHCTBHE - 3TO BO3/IEICTBHE C TOMOIIBIO BPEIOHOCHBIX MTPOrPaMM.

[TporpamMmMoii ¢ MOTEHIIMATBHO OMACHBIMH MTOCIEICTBUSAMH WIM BPEIOHOCHOH MPOrpaMMOl Ha3bIBAIOT

HEKOTOPYIO CaMOCTOATENIbHYIO porpaMmy (HaOOp MHCTPYKIHIL), KOTOpasi ClIOCOOHA BBINOIHATh

1r060€ HEeMmycToe MOJMHOKECTBO CIEAYIOUNX (YHKIMMI:

~  CKpBIBaTh IIPU3HAKU CBOETO IIPUCYTCTBUS B IPOTPAMMHOM Cpelie KOMITBIOTEPA;

— o0nagaTh cOCOOHOCTHIO K CaMOyOIMPOBAHHIO, ACCOIIMHUPOBAHUIO ce0sl ¢ APYTUMU IIpOrpaMMaMu
U (WIM) IEpEeHOCY CBOUX (pparMeHTOB B MHbIE 00JIaCTH ONEPAaTUBHON MU BHELITHEW NaMSITH;



— pa3pymath (MCKaKaTh MPOU3BOJILHBIM 00pPa30M) KO MPOTPaMM B ONIEPaTUBHOMN MaMSITH;

~  BBINOJHATH 0€3 MHUIIMMPOBAHUS CO CTOPOHBI IOJIb30BaTeNs (T10JIb30BAaTENILCKONM MTPOTPaMMBbI B
HITATHOM pPEXHME €€ BBIMOJIHEHUS) AeCTPYKTHUBHbIE (YHKIUU (KOTUPOBAHUE, YHUUTOXKEHHE,
OJIOKMPOBAHKE U T.I1.);

—  COXpaHATbH (hparMeHThl HH(OPMALIUY U3 ONEPATUBHOM MaMATH B HEKOTOPBIX 00JIACTAX BHEIIHEH
NaMSITH OPSAMOTO JA0CTYIA (JIOKATbHBIX WU YIAICHHBIX);

~  HMCKaXaTb MMPOU3BOJBHBIM 00pa3oM, OJIOKHPOBATh U (MJIM) OJMEHSTH BEIBOJUMBINA BO BHEIIHIOKO
naMmsTh WIK B KaHaJ CBSI3U MaccHB MH(OpMAIIK, 00pa30BaBLIMiiCs B pe3ynbTare paboThl
IPUKIIAIHBIX IPOTpaMM, WU YK€ HaXOIALIMECS] BO BHEIIHEW TaMATH MacCUBBI JaHHbIX.

BpenonocHsle mporpaMMbl MOTYT ObITh BHECEHBI (BHEAPEHBI) KaK MPEeIHAMEPEHHO, TaK U CIyYaiHO B

nporpamMMmHoe obecrnieueHue, ucrnonbzyemoe B MCI1/[H, B mporiecce ero pa3paboTKH, COIMPOBOKICHUS,

MoUHUKAIMK U HACTPOKU. KpoMe 3TOro0, BpeIoHOCHBIE TPOrpaMMBbl MOT'YT OBITH BHECEHBI B

nporecce skcruryatanuu UCIIIH ¢ BHEMTHUX HOCUTENEH HH(POPMAIIMK WK TTOCPEICTBOM CETEBOTO

B3auMojiecTBUs Kak B pesyibrare HC/I, Tak u cinyyaiino noas3oBarensimu UCITIH.

Hanuuue B UCII/IH BpeJOHOCHBIX MPOTpaMM MOXKET CIIOCOOCTBOBATh BOSHUKHOBEHHIO CKPBITHIX, B

TOM YHCJI€ HETPATUIIMOHHBIX KaHAJIOB IOCTyMa K HH(POPMAIUH, TO3BOJISIFOIINX BCKPHIBATh, 00XOIUTH

WIr OJIOKMPOBATH 3AIIUTHBIE MEXAaHU3MBI, IIPETyCMOTPEHHBIE B CUCTEME, B TOM YHCJIE MAPOJIbHYIO U

KPUNTOTpaQUUECKYIO 3aIIHTY.

OCHOBHBIMHU BUJJaMH BPEJOHOCHBIX MPOTPaMM SIBJISIFOTCSL:

— IpOorpamMMHbIE 3aKJIAJKH;

—  KJIaCCHYECKHE MPOrpaMMHBIE (KOMIIBIOTEPHbBIE) BUPYCHI;

~  BPEIOHOCHBIE MIPOTPAMMBI, PACHPOCTPAHSIOIIUECS IO CETH (CETEBBIE YEPBH);

— Jpyrue BpeIOHOCHBIE IPOrpaMMBbl, peHa3HauYeHHbIe 11 ocymiecTBienus HC/I.

K mporpaMMHBIM 3aKjIaikaM OTHOCSTCS MTPOrPaMMBbI, (PparMeHThl KoJa, MHCTPYKIHUH, (GOPMUPYIOIIIHE

HEJIeKJIapUPOBAaHHBIE BOZMOKHOCTH MPOTPAMMHOT0 o0ecriedeHns. BpejoHOCHbIe TpOrpaMMbl MOTYT

NEPEXO0IUTh U3 OJTHOTO BU/IA B APYToil, HaIIpUMep, IporpaMMHasi 3aKJiaika MOKET CTEHEpUPOBATh

IIPOrpaMMHBIN BUpPYC, KOTOPBIN, B CBOIO OYEPEb, 0B B YCIOBHSI CETH, MOXKET CPOPMHUPOBATH

CETEBOT0 YEPBsI UJIU APYTYIO BPEIOHOCHYIO MPOrpamMMy, IpeJHa3HaYeHHYIO Ul OCYIIECTBIICHUS

HC/.

KpaTkast xapakTepuCcTHKa OCHOBHBIX BPEJOHOCHBIX IIPOTPaMM CBOJUTCS K CIEAYIOLIEMY.

3arpy304yHble BUPYCHI 3alUCHIBAIOT ceOs1 100 B 3arpy304HbIil cekTop aucka (boot-cexrop), 1Moo B

CEKTOp, COJIEpIKaIINii CUCTEMHBIN 3arpy3unk BuH4yectepa (Master Boot Record), mu6o meHstor

yKazareib Ha aKTUBHBIN boot-cekTop. OHU BHEAPAIOTCA B aMATh KOMIBIOTEPA MIPU 3arpy3Ke C

MH(UIUPOBAHHOTO AucKa. [Ipu 3TOM cUCTEMHBIN 3arpy34MK CUUTHIBAET COAEPHKUMOE EPBOTO

CEKTOpa AMCKa, C KOTOPOro MPOU3BOAUTCS 3arpy3Ka, MOMEIIAeT CYUTAaHHYIO0 HH(OPMAIIHIO B TAMSTh U

nepesaeT Ha Hee (T.€. Ha BUpyc) ynpasieHnue. [locie 3Toro HaunHaroT BBITOIHATHCS UHCTPYKIIUH

BUpYCa, KOTOPBIH, KaK [IPaBUJIO, YMEHbIIAET 00BEM CBOOOIHOM MaMATH, KOMUPYET B OCBOOOAMBILICECS

MECTO CBOIl KOJ U CUUTBIBAET C JMCKA CBOE MPOAOIKEHHE (€CTIH OHO €CTh), IEPEXBAThIBAET

HeoOXxouMble BeKTopa mpepbiBanuil (00bryHO - INT 13H), cunTeiBaeT B maMsTh OpUrHHaIBHBIN boot-

CEKTOp U MepeaacT Ha HETO YIIPABIICHUE.

B nanpHeiimem 3arpy30uHblii BUPYC BeJleT ce0s Tak ke, Kak (aiyoBblil: mepexBaThIBaeT 00paleHHs

OTIEpAllMOHHOMN CHUCTEMBI K TUCKaM U HHOUIUPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX yCIOBHIA

COBepIIaeT JEeCTPYKTUBHBIE JEHCTBUS, BbI3bIBAET 3BYKOBbIE () (DEeKTHI MM BUAE0I(DPEKTHI.

OCHOBHBIMH I€CTPYKTUBHBIMU JAEUCTBUSIMH, BHITIOJIHSIEMBIMU 3TUMH BUPYCAMU, SIBIISIFOTCS:

~  YHMYTOXEHHE MH(POPMAIIUHU B CEKTOpaxX AUCKET U BUHYECTEPA;

~  HCKIIIOYEHHE BO3MOXKHOCTH 3arpy3KH ONepaliiOHHON CUCTEMBI (KOMIIbIOTEp "3aBucaeT");

— HCKa)XEHME KOJa 3arpy3urKa;



— (opmaTupoBaHHE AUCKET WU JIOTUYECKUX JUCKOB BUHYECTEPA;

— 3akpelitue gocryna k COM- u LPT-nopram;

~ 3aMeHa CUMBOJIOB IIPH I1€YaTH TEKCTOB;

~ IOJAEpTUBaHMS IKPaHA;

— H3MEHEHHE METKH JIMCKa WU TUCKETHI;

~  CO3/aHHue ICEeBJOCOONHBIX KJIACTEPOB;

—  CO3JaHWE 3BYKOBBIX M(WJIH) BU3YyaJIbHBIX 2P (HEeKTOB (HarmpuMmep, najeHue OyKB Ha SKpaHe);

— nop4a (aiyIoB 1aHHBIX;

— Iepe3arpy3ka KOMIbIOTEpa;

~  BBIBOJI HAa 9KPaH Pa3HOOOPa3HbIX COOOLICHNUH;

—  OTKJIIOUEHHE NepuepuiHbIX YCTPOUCTB (HapuMep, KIaBUaTyphl);

~ H3MEHEHHE MAIUTPbI SKPaHa;

—  3aroJIHeHHE YKpPaHa NOCTOPOHHUMH CUMBOJIAMH WA U300PAKECHUSIMU;

— IOTaIIeHHUE dKpaHa U MEPEBOJ] B PEKUM OXKHUJIAHHS BBOJA C KIIABUATYPHI;

— mMQpoBaHUE CEKTOPOB BUHUECTEPA;

—  BBIOOPOYHOE YHUUTO)KEHUE CUMBOJIOB, BEIBOJUMBIX Ha 3KpaH MPH HAOOPE C KJIaBUATYPHI;

~ yMEHblIeHHEe 00beMa ONePaTUBHON NaMSITH;

~  BBI30B [1€YaTU COAECPKUMOT0 SKPaHa;

—  OJIOKHpOBaHME 3aIIUCH HA JIUCK;

— yHHYTOXeHue Tabnuiel pazouenus (Disk Partition Table), mocie 3TOro KOMIBIOTEP MOKHO
3arpy3uTh TOJIBKO € (IIONIH-IHCKA;

— OJOKUpPOBaHUE 3aITycKa MCIIOTHICMBIX (aiiiioB;

— OJIOKMpOBaHHE JOCTYIA K BUHUECTEPY.

BobIIMHCTBO 3arpy304HBIX BUPYCOB M1E€PE3ANUCHIBAIOT ce0s1 Ha (DIONIU-IUCKH.

daiinoBble BUPYCHI IPU CBOEM PAa3MHOKEHHH TEM UM UHBIM CIIOCOOOM HCIOJIB3YIOT (aiIoByrO

cUCcTeMy KakoH-u6o onepanuoHHoi cucremsl. [1o criocoly 3apaxenus (aitoB BUPYChl JENATCS Ha

3amematonue ("overwriting'"), mapazutudeckue ("parasitic'), komnaHboH-BHpYCHI ('companion"),

"link"-BHpyCHI, BUPYCHI-UEPBU U BUPYCHI, 3apakaromine o0bekTHbIe Moayu (OBJ), 6ubnuoreku

komMnuisiTopos (LIB) u ucxoaHble TEKCTHI IpOrpamMm.

Merton 3apaxkenus "overwriting" siBisieTcs HauboJsee MPOCTHIM: BUPYC 3aIIUCHIBAET CBOM KOJI BMECTO

KO/1a 3apaXkaeMoro (aiina, yHH4TOXas ero copepxkumoe. EctecTBeHHO, UTO MpH 3TOM (ailn nepecraet

paboTaTh M HE BOCCTaHABIMBAETCs. Takue BUPYChl OU€Hb ObICTPO OOHAPYKHUBAIOT ce0sl, TaK Kak

OTepallMOHHAs CHCTeMa U MPUJIOKEHHUS JT0BOJIBLHO OBICTPO MepecTaroT padoTaTh.

K nmapa3zutindeckuM oTHOCATCS Bee (ailiioBble BUPYChI, KOTOPBIE IPH PaclpoOCTPaHEHUH CBOMX KOIUH

00513aTEIEHO U3MEHSIOT CO/IEP)KUMOe (hailsioB, OCTABIISISI caMU (PaliiIbl TIPU 3TOM MTOITHOCTHIO FITH

YaCTUYHO paboTOCTIOCOOHBIMU. OCHOBHBIMH THITAMHU TaKHX BUPYCOB SIBJISIOTCS BUPYCHI,

3aIMMCBIBAIOIINECS B HAYANIO, CEPEINHY HITH KoHel GaiiioB. OTIENbHO ClIeyeT OTMETUTH TIOBOJIBHO

HE3HAYUTENbHYIO TPYIITY MMapa3uTHYECKUX BUPYCOB, HE nMeronux "Touku Bxona" (EPO-Bupycsl -

Entry Point Obscuring viruses). K HuM OTHOCSITCSI BUPYCBI, HE 3aITMCHIBAIOIIUE KOMAHIY Mepeaadyn

ynpasiieHus B 3arojioBok COM-daiinos (JMP) 1 He n3MeHsIoMe aipec TOUYKU CTapTa B 3ar0JIOBKE

EXE-¢aiinos. Takue BUpycChI 3alHMChIBAIOT KOMaHy MEpeXojia Ha CBOM KOJI B KaKoe-1100 MeCTO B

cepeauHy (hailna U MonydaroT yIpaBieHHe He HEMOCPEICTBEHHO MPH 3aIlycKe 3apakeHHoro ¢aiina, a

IIpY BBI30BE MPOIIETYpPHI, COIeprKalllell KOl Iiepeiadun yrpaBiieHus Ha Teno Bupyca. [Ipuyem

BBITTOJTHSATHCS 9Ta MPOIEAypa MOXKET KpaifHe peaKo (HarpuMep, MPH BBIBOAE COOOMICHHS O KaKOH-

6o cneuuduueckoi ommnodke). B pesynpraTe BUpyC MOXKET JoJrue rojsl ""cnate" BHYTpH Qaiina u

MPOSIBUTH Ce0sI TOJIBKO MPH HEKOTOPHIX OTPAaHUYECHHBIX YCIOBHSX.



K kareropuu "KOMIaHbOH" OTHOCSTCSI BUPYCHI, HE U3MEHSIOIINE 3apaXkaeMble (Dailiibl. AITOpUTM
paboThI 3THUX BUPYCOB COCTOUT B TOM, UTO JUISI 3apaskaeMoro daiina cozgaercs ¢aiin-1BoitHUK,
IpUYeM IIPU 3aIyCKe 3apaKeHHOTo (aiiyia ynpaBieHue MOIy4aeT UMEHHO 3TOT JJBOWHUK, TO €CTh
Bupyc. Hanboiee pacrnpocTpaHeHbl KOMIIAaHBOH-BUPYCHI, UCIOJB3YIolue ocobeHHocTh DOS nepBeiM
BBITIOJIHATH (aiiibl ¢ pacimmpenueM .COM, eciii B 0JJHOM KaTajore IpucyTCTBYIOT JiBa (paitia ¢
OJHUM U TE€M K€ UMEHEM, HO pa3IMYHbIMU paciupeHussMu uMenn - .COM u .EXE. Takue Bupycsl
coznatot it EXE-daitnoB daitipl-ciyTHHKH, UMEIOIINE TO K€ caMoe uMs, HO ¢ paciuperrem .COM,
Harpumep, 11 daiina XCOPY.EXE co3naercs daiin XCOPY.COM. Bupyc 3anuceiBaetcsi B COM-
daiin u Hukak He n3menser EXE-daiin. [Tpu 3amycke takoro daitta DOS nepBbiM 00HAPYKUT U
BeInoIHUT COM-aiin, To ecTh BUpyC, KOTOPHIi 3aTteM 3amyctut U EXE-daiin. Bropyro rpynmy
COCTaBIISAIIOT BUPYCHI, KOTOPBIE TP 3apaKEHNUHU TIEPEUMEHOBBIBAIOT (haiisl B KaKoe-1100 APyroe ums,
3aIOMHMHAIOT €T (7S TTOCIIEAYIOIIETO 3amycKa (ailia-x03siMHa) U 3aMCHIBAIOT CBOI KOJ] Ha AUCK MO
uMeHeM 3apaxkaemoro (daiina. Hanpumep, daiin XCOPY.EXE nepenmenoBbiBaetcst B XCOPY.EXD, a
BuUpyc 3anuceiBaetcs nog umenem XCOPY.EXE. [lpu 3anmycke ynpaBieHue moiaydaet Koj BUpyca,
KOTOpBIH 3aTeM 3anyckaeT opuruHaibubli XCOPY, xpansuuiics noa umeneM XCOPY.EXD.
HuTepecen TOT GakT, 4TO NaHHBIM MeTO1 paboTaeT, HO-BUIMMOMY, BO BCEX OMEPAIIMOHHBIX CUCTEMAaX.
B Tpetbio rpynmy BXxoaaT Tak HazbiBaeMmble ""Path-companion" Bupychl. OHu 1100 3aMCHIBAIOT CBOM
KOJI TIOJT IMEHEM 3apakaeMoro (aitia, Ho "Beile" Ha OJIMH YPOBEHB B MpomnuchiBaeMbIX myTsax (DOS,
TaKuM 00pa3oM, IMEePBLIM OOHAPYKUT U 3aIyCTUT (ailiI-BUPYC), THOO NIEPEHOCAT (ailyi-»KepTBY Ha
OJIMH IOJIKATaJOr BBILIE U T.J.
Bo3MoxHO cyliecTBOBaHUE U JPYTUX TUIIOB KOMIAHBOH-BUPYCOB, UCIOIb3YIOIINX UHbIE
OpUTHHAJILHBIE UIEH UM OCOOEHHOCTH JPYTUX ONEPALMOHHBIX CHCTEM.
@aiinoBbie YepBU (WOrms) SIBJISIFOTCS, B HEKOTOPOM CMBICIIE, PA3HOBHIHOCTHIO KOMITAHBOH-BUPYCOB,
HO IIPU 3TOM HUKOUM 00pa30M HE CBSA3BIBAIOT CBOE MPHUCYTCTBUE C KAKUM-JINOO BHITIOTHSAEMBIM
daitnom. [Ipu pa3sMHOKEHUH OHU BCETO JIMIIH KOMUPYIOT CBOM KOJ B KaKUe-JINOO KaTajJoru IUCKOB B
HaJIeXK]Ie, YTO 3T HOBBIE KONUH OYAyT KOT/1a-1100 3aIyieHbl moyib3oBaTteneM. VHoraa 3Tu BUpyCh
JIAIOT CBOMM KOMMSIM "clieluaibHbIe" WMEeHa, 9TOOBI MMOATOIKHYTH TOJIh30BATEIS Ha 3aITyCK CBOCH
xonuu - Hanipumep, INSTALL.EXE win WINSTART.BAT. CymiecTBytoT BUpYChI-UEPBH,
UCIOJIb3YIOIINE JOBOJIBHO HEOObIUHbIE PUEMBI, HAIIPUMED, 3alMChIBAIOLINE CBOU KO B ApXHBBI
(ARJ, ZIP n npoune). HekoTopsle BUPYCHI 3alIMCHIBAIOT KOMaHy 3aIlycka 3apa)keHHOro (aiina B
BAT-daiinel. He cnenyer myrath ¢aiiioBsle BUpyChI-UepBHU C CETEBBIMU uepBsiMU. [lepBbie
UCTIOJIB3YIOT TOJIBKO (hailioBble PYHKIIUU KaKOW-THO0 ONEepallnOHHON CUCTEMBI, BTOPBIE K€ MPU
CBOEM Pa3MHOXKEHHH IOJIb3YIOTCSI CETEBBIMU ITPOTOKOJIAMH.
Link-Bupychl, Kak U KOMITaHBOH-BHPYCHI, HE H3MEHSIOT (PU3UUECKOTO COACPKUMOTo (HaiioB, OJHAKO
IIpU 3aIrycKe 3apakeHHoro ¢aiina "3actaBisioT" OC BBIIOIHUTE CBOM KOJ. DTOH 1€/ OHU JOCTUTAIOT
MoauduKaIeil HeoOOX0AUMBIX ToJieH (HaliJIOBOI CHCTEMBI.
Bupycsl, 3apaxatomiye OnOIMOTEKH KOMIMIATOPOB, 00bEKTHBIE MOJIYJIM U UCXO/IHbIE TEKCThI
Mporpamm, JO0CTaTOYHO IK30TUYHBI M MPAKTHYECKU HE paclpocTpaneHbl. Bupycel, 3apaxatome OBJ-
u LIB-daiinbl, 3an1chIBalOT B HUX CBOM KO/ B (hopMaTe 0OBEKTHOTO MOYJISL WIIK OUOJINOTEKH.
3apakeHHbIH (aiii, TakuM 00pa3oM, He SBISETCS BBINOJHAEMBIM U HE CIIOCOOEH Ha JaibHelIIee
pacnpocTpaHEHHE BUpyca B CBOEM TEKyIEM cocTostHMU. Hocurenem ke ">kuBoro" BUpyca CTaHOBUTCS
COM- unu EXE-aiin.
[TomyuuB ympasienue, (paityioBbIii BUPYC COBEPIACT CIASAYIOIINE OOIINE TeHUCTBHS:
~ IPOBEpsIET ONEPATUBHYIO MAMATh HA HAJIMUKE CBOCH KOMUHU U MHPHUIMPYET MaMATh KOMITBIOTEDA,
€CJIM KOIUsl BUpYyca He HalJieHa (B cilydae, eCJIi BUPYC SBISETCS PE3UIEHTHBIM), HILET
He3apa)keHHbIe (DaiiIpl B TEKyIIEM U (UJIM) KOPHEBOM KaTajiore IyTeM CKaHUPOBAaHUS JiepeBa
KaTaJoroB JJOTHYECKUX JMCKOB, a 3aTe€M 3apakaeT OOHapyKEHHbIE (ailiibl;



—  BBITIOJIHSIET IOMOJIHUTEIILHBIE (€CITH OHU €CTh) (PYHKITMHU: JECTPYKTUBHBIC IEHCTBHSI, rpaduuecKue
WJIH 3BYKOBBIC 3(DEKTHI U T.J. (IOTOJHUTEIbHBIC (PYHKIIUN PE3UIESHTHOTO BUPYCa MOTYT
BBI3BIBATHCS CITYCTSI HEKOTOPOE BPEMsI IIOCIIE aKTUBU3AIIUH B 3aBUCUMOCTH OT TEKYILETO BPEMEHH,
KOH(HUTypaluy CUCTEMbI, BHYTPEHHHX CUECTUYMKOB BHpYyCa WM APYTUX YCIOBHIL, B 3TOM Clydae
BUPYC IIPH aKTUBU3ALUHU 00pabaThIBAET COCTOSIHIE CUCTEMHBIX YaCOB, YCTAHABIIMBAET CBOU
CUYCTYHUKH U T.1.);

— BO3BpAlllaeT yIpaBJIEHHE OCHOBHOM Iporpamme (eciiv oHa ecth). [lapazutuueckue BUpyChl IpU
sTOM JTHOO J1edat (haiiy, BRIMIOJIHSIOT €0, a 3aTeM CHOBA 3apaXKaloT, JIN0O0 BOCCTAHABIUBAIOT
nporpammy (HoO He (haiii) B ucxogHom Buje (Hampumep, y COM-miporpaMMbl BOCCTaHABIMBACTCS
HECKOJIbKO TepBbIX 0aiT, y EXE-miporpamMmel BRIUKCISETCS HCTUHHBIN CTApTOBBIN aapec, y
IpaiiBepa BOCCTAHABIMBAIOTCS 3HAYCHHUSI aJ[pECOB IMIPOrPaMM CTPATErny U MPEPHIBAHMUS).

Heo0xoauMo 0TMETHTD, UTO YeM OBICTpEE PaCcIIPOCTPAHSIETCS BUPYC, TEM BEPOSTHEE BOSHUKHOBEHHE

SMHJIEMHUH 3TOTO BUPYCa, YeM MEUIEHHEE PacIpOCTPAHSIETCS BUPYC, TEM CI0KHEE €r0 0OHAPYKHUTh

(ecm, KOHEYHO K€, 3TOT BUPYC Heu3BecTeH). Hepe3uaenTHbIe BUPYCH YacTO SBIISIOTCS

"MeJIeHHBIME" - OOJIBIITMHCTBO U3 HUX IMPH 3aIyCKe 3apa)kacT OJHMH WM JBa-Tpu (aiina u He

yCIIEBAET 3aI0JIOHUTh KOMITBIOTEP JI0 3aITyCKa aHTUBUPYCHOW POTPaMMBbI (MIIH TIOSIBJICHUST HOBOM

BEPCUU aHTUBUPYCA, HACTPOSHHOW HA JaHHBINH BUpYC). CyIIeCTBYIOT, KOHEUHO XK€, Hepe3UICHTHBIC

"ObICTpBIE" BUPYCHI, KOTOPBIE MPH 3aMTyCKE UIYT U 3apakar0T BCE BHIOIHsAEMBIE (haiiiIbl, OJTHAKO

TaKle BUPYChl OYEHb 3aMETHBI: MPHU 3aITyCKE KAXKJI0T0 3apaskeHHOro (aiiyia KOMIBIOTEP HEKOTOPOE

(MHOT1a AOCTATOYHO JIOJTO€) BpeMsl aKTUBHO pabOTaeT C BUHYECTEPOM, YTO JEeMACKUPYET BUPYC.

CkopocTb pacnpoctpaHeHus (MH(OUIMPOBAHUSA) Y PE3UACHTHBIX BUPYCOB OOBIYHO BBIIIE, YEM Y

HEPE3UJICHTHBIX - OHU 3apa)aroT (hailiibl MpH KakuX-1m00 oOpalieHusx K HuM. B pesysibrare Ha Aucke

OKa3bIBAIOTCS 3aPAKCHHBIMU BCE MJIH MTOYTH BCE (haiIIbl, KOTOPHIE TOCTOSHHO HCIIOIB3YIOTCS B

pabote. CKOpOCTh pactipocTpaHeHus (MHPHUIMPOBAHKS ) PE3UICHTHBIX (DaliJIOBBIX BHPYCOB,

3apakaronux (aiiel TOIBKO MPU MX 3aIlyCKe Ha BHITIOJIHEHHUE, OyAeT HIKE, YEM Y BUPYCOB,

3apakaromux ¢Gaisibl ¥ IPU UX OTKPHITUU, IEPEUMEHOBAaHUH, U3MEHEHUU aTpuOyTOB daiina u T.1.

TakuMm 00pa3oM, OCHOBHBIE IECTPYKTUBHBIE IEHCTBUS, BBIIIOIHAEMbIE (PailIOBBIMU BUPYCaMH,

CBsI3aHBI C MOpakeHneM (aiiyioB (dare UCTIONIHAEMBIX W (PaiiiIoB JaHHBIX ), HECAHKLIMOHUPOBAHHBIM

3aIyCKOM Pa3IMYHbIX KOMaH/[ (B TOM YucCIie, KOMaHa (hOpMaTHPOBAHNUS, YHUUTOXKEHHS, KOITMPOBAHUS

U T.I1.), I3MEHEHHEM TaOIHUIIBl BEKTOPOB NIPEPHIBAHMM U JIp. BMecTe ¢ TeM, MOTYT BBITIOTHSITHCS U

MHOTHE JeCTPYKTUBHBIC IEHCTBHSI, CXOHBIE C TEMHU, KOTOPBIE YKa3bIBAIUCH JIJIS 3arPy30UHBIX

BUPYCOB.

MakpoBupycsl (macro viruses) siBJISIOTCS IPOrpaMMaMu Ha si3bIKax (Makpos3blKax), BETPOCHHBIX B

HEKOTOpbIe CUCTEMBI 00Pa0OTKH JAHHBIX (TEKCTOBbIE PEIaKTOPHI, JEKTPOHHbIE TAOIUIBI U T.1.). s

CBOET0 Pa3MHOKEHUS TaKH€ BUPYCHI HCIOIB3YIOT BO3MOKHOCTH MAaKPOS3bIKOB M ITPU UX TOMOILU

HEepeHoCAT ce0s U3 OHOTO 3apakeHHoro (aita (JokyMeHTa win Tabnuubl) B ipyrue. Hanbomnbiee

pacIpocTpaHeHHe OJIYYHIIN MaKpOBUPYCHI JJIs MaKeTa MpuKJIaaHbIX nporpamm Microsoft Office.

Jnist cyiiecTBOBaHUS BUPYCOB B KOHKPETHOH cucTeMe (peaakTope) He0OX0JMMO HalTnuue

BCTPOCHHOTO B CUCTEMY MaKpOSI3bIKa C BOZMOKHOCTSIMHU:

1) mpUBS3KH MTPOrpaMMBI Ha MaKpOSI3bIKE K KOHKPETHOMY (aiiiy;

2) KOonUpOBaHHUS MaKpPOIPOTrPaMM U3 OAHOTO (ailia B Jpyrou;

3) moydeHus ynpaBiIeHUs MaKpOIIPOTpaMMOii Oe3 BMeIaTeIhCTBa MOIh30BaTeNs (ABTOMAaTHUECKHUE

WIN CTaHJapTHBIE MAKPOCHI).

JlaHHBIM yCIIOBUSAM YJIOBJIETBOPSIOT NMpHKIaAHbIE Tporpammbl Microsoft Word, Excel u Microsoft

Access. Onu cogepxar B cebe makposizsiku: Word Basic, Visual Basic for Applications. ITpu sTowm:

1) MmakpornporpaMMbl PUBSI3aHbI K KOHKPETHOMY (ailily Wi HaXOAsATCsl BHYTpH (aiina;

2) MaKpOs3bIK IMO3BOJISIET KOMTUPOBATH (HaliIbl HITH MTepeMeIIaTh MaKpOIPOTPaMMBI B CITy>KEOHBIE

(alisibl CUCTEMBI U pelaKTHpyeMble (ailibl;



3) pu paboTe ¢ (aiioM mpu ONpPEEICHHBIX YCIOBUIX (OTKPBITHE, 3aKPHITHE U T.JI.) BBI3BIBAIOTCS

MaKpOIPOTPaMMBI (€CITH TAKOBBIE €CTh), KOTOPBIC OMPECIICHBI CIISIIUATBHBIM 00pa30M HUJIH UMEIOT

CTaHJapTHBIC UMEHA.

JlanHast 0cOOEHHOCTh MAaKpOSA3BIKOB MpEIHA3HAYEHA JIUIsI aBTOMAaTHYECKOH 00pabOTKH JaHHBIX B

OOJIBIINX OPraHU3ALMSIX WIN B TTI00ATBHBIX CETAX U MO3BOJISET OPraHU30BaTh TaK Ha3bIBAEMBbIil

"aBTOMAaTU3UPOBAHHBINA TOKYyMEHTO0000pOoT". C Ipyroit CTOPOHBI, BO3MOYKHOCTH MaKpPOSI3bIKOB TaKUX

CHUCTEM I03BOJISIIOT BUPYCY EPEHOCUTH CBOU KO B Ipyrue (haiiipl U TaKuM 00pa3oM 3apaxkarhb UX.

BoNbIIMHCTBO MaKPOBUPYCOB aKTUBHBI HE TOJIBKO B MOMEHT OTKPBITUSA (3aKpbITHs) (haiiia, HO 10 TeX

1op, MOKa akKTUBEH caM pegakTop. OHM cofepxaT Bce CBOM (PYHKIIMH B BUJIE CTAHIAPTHBIX MaKpOCOB

Word/Excel/Office. CymiecTByIOT, OJHAKO, BUPYCHI, HCIIOJIB3YIONINE IPUEMbI CKPBITHS CBOETO KOJa U

XpaHsIIre CBOM KOJI B BHJIE HE MaKpOCOB. MI3BECTHO TpH MOTOOHBIX MMPHUEMa, BCE OHU UCTIONB3YIOT

BO3MO>XHOCTh MaKpOCOB CO3/1aBaTh, PEAAKTUPOBATh U UCIIOJIHATH Apyrue Makpochl. Kak npasuio,

10I00HBIE BUPYCHI UMEIOT HEOOBINON (MHOTIA - TOTUMOP(HEIN ) MaKpOC-3arpy3urK BHpYCa,

KOTOPBIH BBI3BIBAET BCTPOCHHBIN pEeAaKkTOp MaKpOCOB, CO3/]a€T HOBBIIM MaKpOC, 3alOIHSET €ro

OCHOBHBIM KOJIOM BHPYCa, BBITIOJIHSET U 3aT€M, KaK MMPaBUIJIO, YHUUTOXKAET (UTOOBI CKPBITh CIIEbI

npucyTcTBHs BUpyca). OCHOBHON KOJ TaKMX BUPYCOB IMPUCYTCTBYET JMOO B CAMOM Makpoce BUpyca B

BU/JIE TEKCTOBBIX CTPOK (MHOT/A - 3alIM(POBAHHBIX ), THOO XPAHUTCS B 0OJIACTH MEPEMEHHBIX

JIOKYMEHTA.

K ceTeBbIM OTHOCATCS BUPYCHI, KOTOPBIE JIsl CBOET'O PACIIPOCTPAHEHMSI aKTUBHO MCIIOJIB3YIOT

IPOTOKOJIBI ¥ BO3MOKHOCTH JIOKJIBHBIX M III00aTbHBIX ceTeil. OCHOBHBIM MPHHIIUIIOM PaOOTHI

CETEBOTr'0 BUpYCa SABJISAETCS BO3MOKHOCTh CAMOCTOATEIBHO IIEPEIaTh CBOM KO HA y/laJ€HHbIN CEpBep

win pabouyto ctanmuio. "TlomHonieHHbIe" ceTeBbIe BUPYCHI PU 3TOM 00JIAIAI0T €Il1€ U BO3MOKHOCTHIO

3allyCTUTh Ha BHIMOJHEHHE CBOM KOJI HAa yJaJIEeHHOM KOMITbIOTEpE WM, IO KpaitHell mepe,

"MOATONIKHYTH" MOJI30BATENS K 3allyCKy 3apa)KeHHOro (haiiia.

BpenonocusimMu nporpammamu, odecreunBaroniumu ocyiectsienue HC/I, moryT ObITh:

— MOporpammbl o100pa U BCKPHITHUS MapoJieit;

~ NpOTrpamMMBbl, peaIU3yIOIINE YTPO3bL;

~ MpOrpamMmBbl, IEMOHCTPUPYIOLIUE UCIOIb30BaHNE HEJEKIAPUPOBAHHBIX BOZMOKHOCTEHN
MPOrPaMMHOTO U MporpaMMHo-anmapaTHoro obecneyenust UCI/1H;

— TpOorpamMMbI-T€HEPaTOPbl KOMIIBIOTEPHBIX BUPYCOB;

— TpOrpamMbl, TEMOHCTPHUPYIOIINE YSI3BUMOCTH CPEJCTB 3alUTH HHGOPMAIIIH | JIp.

5.6. O011as xapaKTepUCTHKa HETPAIUIIMOHHBIX WHGOPMAIITMOHHBIX KaHAIOB

Hetpamunmonsslii ”HPOpPMAIIMOHHBINM KaHAT - 3TO KaHAJl CKPBITHOM Mepenayn nHpopmaruu ¢

MCIIOJIb30BaHUEM TPAJUIIMOHHBIX KaHATIOB CBSA3H U CIIEIUANBHBIX TPE00pa30BaHUIl MTEepe1aBaeMoi

uH(pOpMaIIMU, HE OTHOCAIINXCS K KPUMITOTPAPUIECKHUM.

s popmupoBaHus HETPAAUIIMOHHBIX KAHAJIOB MOTYT UCIIOJIB30BaThCS METO/IbI:

~ KOMIIBIOTEpHOM cTeraHorpaduu;

— OCHOBaHHbBIC HA MAHMITYJISALMU pa3iandHbIX XapakrepucTuk MCII/IH, KoTopbie MOKHO MMOIy4aTh
CaHKIIMOHUPOBAHHO (HaNpuMep, BpEMEHU 00paOOTKU PAa3IUUHBIX 3alPOCOB, 00BEMOB JOCTYITHOM
NaMSATH WK JOCTYIHBIX Ui YTEHUS UACHTU(PUKATOPOB (PailyioB MIIM IPOLECCOB U T.I1.).

MeTo bl KOMIIBIOTEPHON CTeraHorpaguu npeaHa3HaueHbl IS CKPBITHS (akTa nepegadyn cooOIeHus

yTeM BCTpauBaHUs CKpbIBaeMoOW MH(OpMallUK BO BHEIIHE O€300uIHbIE JaHHbIE (TEKCTOBBIE,

rpadgudeckue, ayiuo- Wik BUACO(]aiIbl) 1 BKIIOYAIOT B ¢€0s IBE TPYIIIBI METO/I0B, OCHOBAHHBIX

~ Ha HUCIOJIb30BAHUHU CHEIHAIbHBIX CBOMCTB KOMITBIOTEPHBIX (HOPMATOB XpaHEHUSI U TIEpeIaun
JAHHBIX;

— Ha U30BITOYHOCTHU ayJHO0-, BU3YAJIbHOIN WM TEKCTOBOM MH(GOPMAIUH C MO3ULIUU
NCUX0(U3HOIOTHUECKUX 0COOEHHOCTEW BOCIPUSTHS YeJIOBEKa.



CpaBHHTENIbHAS XapaKTEPUCTUKA CTETAaHOTPaPUUECKUX METOIOB

npeoOpa3oBaHus HHPOPMAITIH

Creranorpagu- Kpatkas ~ xapakrepucTuka Henocratku IIpeumymiecTra
YeCKUH MEeTox MeToJa

Mertop! COKpBITHSI HH(POpMaLK B ayANOKOHTEITHEpax

MeTon COKpBITHS OCHOBaH Ha 3alACH  COOOIICHHUS B Hesbicokast CKPBITHOCTb HocrtaTouHo

B HAMMEHBIIUX
3HaYaInx OuTax

HAanMMCHBIINEC 3HAYAINC OHUTBI

HCXOIHOTO curHaia. B kagecTse

nepenayn coodmenus. Huskas

yCTOI\/‘I‘II/IBOCTB K HUCKaXXCHUAM.

BBICOKAs EMKOCTb
KOHTelHepa (1o

KOHTeWHepa UCTIONB3yeTcs, Kak | Mcrone3yercst TOMBKO st 25%)
MIPaBUJIO, HEC)KAThIH  ayAMOCUTHAI OTpezieIeHHBIX (hOPMATOB
ayaunodaition
MeTon coxphITUs OcHOBaH Ha reHeparyu ICceBIo Huzkuii ko3 punueHt CpaBHUTENBHO
Ha OCHOBE CIydalfHOTO  IIIyMa, SIBJISIOLIErocs UCTIONB30BaHUs BBICOKAst
pacnpeneneHus (yHKIMEH BHEIPSIEMOT0 COOOLIEeHHs, | KOHTEeHHepa. CKPBITHOCTb
TI0 CTIEKTPY u MOMEIINBaHUT 3HauNTEIbHBIC cooO0ImeHNs
MOJTYYEHHOTO IIyMa K OCHOBHOMY BBIYHCIINTEIIbHBIC
CHUTHATY- KOHTEHHEpY B KauecTBE 3aTpatsl
aJIaUTUBHOMI COCTAaBIISIOIIEH.
KonupoBanue moTokoB HHpOpMAINN
IIyTeM  pacCesHUs KOAUPOBaH
HBIX JJAaHHBIX II0 CTIEKTPY YacTOT
Merton cokpbITUs OcHoBaH Ha HCIIOJIb30BAHUU B Huskuit kosddurmeHt CpaBHUTENBHO
Ha OCHOBE KavyecTBe IIyMOIIOIOOHOTO WCTIONIb30BaHMS BBICOKAs
UCTIONIb30BAHUS CHUTHAJIACaMOT'0 ayJHOCHTHAIIA, KOHTEHHepa. CKPBITHOCTB
9X0-CHI'HaJIa 3a7Iep’)KaHHOTO HA  Pa3IMYHBIC 3HaunTEIbHBIC cooO0ImeHns
MepHOAbl  BPEMEHHU B 3aBUCHMOCTH BBIYHCIINTEIIbHBIC
OT BHEAPSIEMOTO coOO0IIeHNS 3aTpatsl
("mo3BoHOYHOTO HXa")
MeTox COKpBITUS OcHoBaH Ha pakTe  HEeyyBCTBHUTENb | Manblii KO3 PHUIUECHT Ob6nanaer
B (ha3ze curHaia HOCTH yXa 4eJIOBEeKa K HCTIONB30BaHUS 3HAYUTEIHHO
a0COJTIOTHOMY 3HAYCHUIO (pa3bl KOHTeiHepa 0omee BHICOKOM
TapMOHUK. Aynuocuraain CKPBITHOCTBIO,
pasOuBaeTcsi Ha  IOCJIEAOBATENb YeM METOIbI
HOCTh CETMEHTOB, COOOIICHHE cokpbiTus B H3b
BCTpaMBaeTCs MyTeM MOAN(DHUKALUH
¢da3sl  MepBOro cerMeHTa
MeTonabl COKPHITHA HHPOPMAIIUHN B TEKCTOBBIX KOHTEHHEpax
MeTox COKpHITHS OcHOBaH Ha BCTaBKE IPOOETIOB B Metoast YyBCTBUTENBHBI K | JlocTaTouHO
Ha OCHOBE KOHIIE  CTpOUYEK, IT0CJIe 3HAKOB MEepeHOCy TeKCTa U3 OJHOTO Gosnpias
poOernoB NIPENHUHAaHMs, MeXIY CJOBaMH Ipu | hopmara B JIpyrou. TIPOITyCKHAas
BBIPAaBHUBAHWH JUIMHBl CTPOK BozmoxHa motepss  cooOmIeHus. CIIOCOOHOCTB
Hesbicokas CKPBITHOCTb
MeTox COKpBITHS OcHOBaH Ha TOM, YTO IIpaBHIIA OdeHb HU3Kast ~ TPOITyCKHAs CymecTByeT
Ha OCHOBE ITyHKTYyallud JIOITyCKAaoT CHOCOOHOCTB. MOTEHIMATbHAS
CHHTAaKCHYECKHX HEOJHO3HAYHOCTH TIPH CH0XHOCTB JNETeKTUPOBAHHUA | BO3SMOXHOCTb
0COOEHHOCTEH paccTaHOBKE 3HAKOB coobmuieHns nogo0paTh
TEKCTa MIpETTMHAHNS TaKOHW METOI.
MeTtoz COKpBITHS OcHoBan Ha BcTaBke wuH(popMmarmu B | CrtoxxeH MpUMEHHUTENbHO K | OuH u3
Ha OCHOBE TEKCT TPHU TTOMOIIH PYCCKOMY SI3BIKY B CBSI3H C HanOonee
CHHOHMMOB YepeoBaHMA CIIOB U3 KaKoi-mnbo GonpmM  pa3zHOOOpa3meM NEPCIIEKTUBHBIX
IPYIIbl  CUHOHUMOB OTTEHKOB B PAa3HBIX CHHOHHMAaX METO/IOB.




Merton cokpbITUs
Ha OCHOBE
HCIIO0JIb30BaAHHS
OIIHOOK

OcHoBaH Ha MacCKHPOBKE
nH(OPMAMOHHBIX OUTOB IO
€CTECTBEHHbIE  OIIUOKH, ONEYaATKH,
HapyUICHHS [IPaBHJ  HAMUCAHUS

COYCTaHUN TJIACHBIX U COT'JIaCHBIX,

Hesricokas
MIPOITyCKHAS
CIIOCOOHOCTb.
BricTpo BckphIBaeTcs
MIPHU CTATUCTHUYECKOM

Becbma npoct B
TIPUMEHECHHH.
Bricokas
CKPBITHOCTD TIPH
aHanmuze

3aMeHe KUPWUIMLEI HA aHAJIOTUYHBIE | aHAIM3e YeJI0BEKOM
o BHEIIIHEMY BHUILY
JaTUHCKUE OYKBHI U JIp.
MeTo/ COKpPBITHS OcHOBaH Ha TeHEPAIH TEKCTOBOTO Hesbicokas CKpBITHOCTh
Ha OCHOBE KOHTEHHEepac NCIIOJIb30BaHNEM MPOITyCKHAas OTIPEIETSIETCS
TeHepanuu Habopa ImpaBuII TIOCTPOCHHUS CHOCOOHOCTD. MEeTOJaMHU
KBa3UTEKCTa MIPEAJIOKEHUH. Hcnone3yercs BbeccMbIcieHHOCTD mdpoBaHus U,
CHMMETpHYHAS KpunTorpadus CO3JJaHHOTO TEKCTa KaK IpaBHIIo,
BEChbMa BBICOKA
Meton coxpeITus OcHoBaH Ha BcTaBKe HH(popMaiuu 3a | Jlerko BeIsBIsIETCS Bericokuit
Ha OCHOBE CYeT M3MEHEHWs TMNMa  mpudTa ¥ | IpHU IpeoOpa3oBaHUN K03 dUINEeHT
HCTIONIb30BaHUSA pasmepa  OyKB, a TaK)Ke Ha MacmTaba TOKyMeHTa, HCTIONB30BaHUSA
ocoOeHHOCTEH BO3MOXKHOCTH BCTpaWBaHUSA MPU CTATUCTUIECKOM KOHTEiHepa
mpudra nH(popmManuy B 6JI0KM CHEM3BECTHBIMH | CTETOaHAIN3E
i Opay3epanIeHTUPUKATOPAMU
MeToz COKpBITHS OcHOBaH Ha pa3MeIleHIH Hu3skas CKpbITHOCTH IIpocr B
Ha OCHOBE nHdopmanuu B IIPU U3BECTHOM IpUMEHEHUN
UCIIONIb30BaHUS 3ape3epBUPOBAHHBIX U ¢dopmare ¢aitna
KOJa JOKyMEHTa HEHCIIOJIb3YEeMBIX MOJISIX
u daiina MIepEeMEHHO JJTHHBI
MeToz COKpBITHS OcHOBaH Ha U3MEHEHUU Huzkas nponyckHas IIpoct B
Ha OCHOBE 3HAUCHHH CIIOB CIOCOOHOCTB. Y3KO MIPUMEHEHUN
UCTIONIb30BAHUS CHELUATN3UPOBAH.
XKaproHa Hwuskast CKpbITHOCTD
MeTox COKpBITUS OcHOBaH Ha reHepaIy TeKCTa - CH0XHOCTb Jocratouno
Ha OCHOBE KOHTeiHepa ¢ pOopMHUpPOBaHHEM CIOB | (POPMUPOBAHUS BBICOKast
HCIIOIb30BaHU OIPEJEIICHHON UIMHBL KOHTEIHepa U CKPBITHOCTb TIPH
YepeoBaHUs 10 U3BECTHOMY co00IIeHNS aHanu3e
JUTUHBI CJIOB MIPaBUITYy KOJUPOBAHUS YEJIOBEKOM
MeTto1 COKpBITHS OcHoOBaH Ha BHEJPEHUU CI105KHOCTb Haer Gonbrryio
Ha OCHOBE co0OI1IeHNs B TIEPBbIE COCTaBJICHUS cB0OOy BEIOOpA
UCTIONIb30BAHUS OYKBBI CIIOB TEKCTa C cooOmennst. Huskas oreparopy,
MEPBbHIX OYKB 10100POM CJIOB CKPBITHOCTb HIPUAYMBIBAIOIIEMY
coO0OIIeH s cooO1eHne
Meto/pl COKpBITHS MH(pOpMALNK B TpadUuecKiX KOHTEHHepax
Meton cokphITUs OcHoBaH Ha 3anucu Hessicoxkas HocraTtouHo

B HAMMEHBIIUX
3HaYaImx Onurax

COOOIIEHNS B
HaMMEHBIIINE 3HAYaIIIe
OUTHI UCXOIHOIO

CKPBITHOCTB TIepeayunt
cooOmennst. Huskas
YCTOMYUBOCTD K

BBICOKAsl EMKOCTb
KOHTelHepa (10
25%)

n300paskeHNs HCKaKEHUSIM
Mertop cokpbITHS OcHOBaH Ha PeIyKIUU [Ipumensiercs CpaBHUTENBHO
Ha OCHOBE (3ameHe) IBETOBOI MPEUMYIIECTBEHHO K BBICOKasi EMKOCTb
MOIU(HUKAITAN MTAJITPBI A CKaTbIM HM300paKeHUSAM. KOHTelHepa
HHJIEKCHOTO YTIOPSIIOYMBAHUY [[BETOB Hesbicokas
¢dopmaTta B IIMKCEJISIX C CKPBITHOCTB TIepeaunt
TIPEACTaBICHNUS COCETHIMHU HOMEpPaMHU cooOrmeHus

MeTon cokphITus
Ha OCHOBE
HCIIOIb30BaHUS
ABTOKOPpEJISILIHU-
OHHOM (QyHKITHH

OCHOBaH Ha MOUCKE ¢ IPUMEHEHUEM
ABTOKOPPEIAIMOHHON (yHKINU
obnacTeit, cojepKalnux CXOIHbIE
JIaHHbIE

CI0XXHOCTh pac4ueToB

YceToitunBoCTb K
OOJBIINHCTBY
HEJIMHEHHBIX
npeoOpa3oBaHnit
KOHTelHepa




Merton cokpbITUs OcHOBaH Ha MOIYJISAIIAN Huzkas Tounocth HocraTouno
Ha OCHOBE TICEBIOCTYIafHOTO JIETEKTHPOBAHMUSL. BBICOKAs
HCTIOB30BaHUS CUTHAJIa CUTHAJIOM, Uckaxenus CKPBITHOCTB
HEJIMHEHHOMN COJIEPIKAIUM CKPBIBAEMYIO co0O0MEeHns
MOy ISIHH HHPOPMAIIUIO

COOO0IICHUS

MeTo]1 COKpPBITHS OcHOBaH Ha MOZYJISALIUU Huzkas TouHOCTB HocTtaTouHo
Ha OCHOBE MICEBJOCTyYaitHOTO JIETEKTUPOBAHUS. BBICOKast
HCTIONB30BaHUS CUTHaJIa OHUITOJISIPHBIM Uckaxenus CKPBITHOCTD
3HAKOBOM CHUTHAJIOM, COJePKALTAM COOOIIeHUS
MOy JISIITHH CKpBIBacMYIO HH(POPMAITIIO

COOOIIEHNS

MeTo]1 COKpPBITHS OcHoBaH Ha CoXHOCTh pacueToB Bricokas
Ha OCHOBE 0COOCHHOCTSIX CKPBITHOCTD
BEUBIIET- BEUBIIET-

npeoOpa3oBaHus npeoOpa3oBaHuit

MeTox COKpHITHS OcHoBaH Ha CI0XHOCTH pacyeToB Bricokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTD
HCTIONB30BaHUs TVICKPETHOTO

TVICKPETHOTO KOCHHYCHOTO

KOCHHYCHOTO peoOpa3oBaHus

npeoOpa3oBaHus

B HerpanunmoHHbIx HH(OOPMAIIMOHHBIX KaHAIaX, OCHOBAHHBIX HA MAaHUITYJISALIUU PAa3IUYHbIX
xapakrepucTtk pecypcoB MCII/IH, ncnonp3yroTes s mepeiayn JaHHBIX HEKOTOPBIE pa3zersieMble
pecypcebl. [Ipu 3TOM B KaHaIax, HCMOIB3YIOIIUX BPEMEHHBIC XapaKTEPUCTUKU, OCYIIECTBIISIETCS
MOTYJISIIHSE TTO BPEMEHH 3aHSATOCTH Pa3AeisieMoro pecypcea (HarpuMep, MOLyIUpYs BpeMsl 3aHATOCTH
npoiieccopa, MPUI0KEHHsI MOTYT OOMEHUBATHCS TAHHBIMU ).

B xanasax nmamsaTH pecypc HCIOJIb3yeTcsl Kak IPOMEKYTOUHBIN Oydep (HarpuMep, NpUI0KEeHUs
MOTYT OOMEHHBATHCS JaHHBIMH ITyTEM ITOMEILEHHUS UX B UMEHA CO3/1aBaeMbIX (ailjIoB U AUPEKTOPUIR).
B xananax 6a3 1aHHBIX U 3HAHUH HCHOJIB3YIOT 3aBUCUMOCTH MEXy JaHHBIMH, BO3HUKAIOIIUMU B
PENSMOHHBIX 0a3aX JaHHBIX U 3HaHUIL.

Hetpagnumonnsie nHGOpMaMOHHBIE KaHAIBI MOTYT OBITH C(OOPMUPOBAHBI HA PA3INYHBIX YPOBHSIX
¢yuknuonuposanust UCIH:

~ HAa anmnapaTtHOM YpOBHE;

— Ha ypOBHE MHUKPOKOJIOB U JIpailBEpOB yCTPOUCTB;

~ Ha ypOBHE ONEPAIMOHHON CHCTEMBI;

— Ha ypOBHE NMPHUKIATHOTO IPOTPAMMHOTO 00ECTICUCHHS,

— Ha ypoBHE ()YHKIIMOHHWPOBAHH KaHAJOB NepeIayy JaHHBIX U JIUHHUNA CBS3H.

OTHU KaHaJbl MOTYT MCIIOJIb30BAThCS KaK JUI CKPBITON Mepeiaud CKOMMPOBaHHOW HH(POPMALIUK, TaK U
JUIS CKPBITHOM Iepe/laun KOMaH/] Ha BBIITOJIHEHUE AECTPYKTUBHBIX JEHCTBUH, 3amycKka MPUIOKEHUN U
T.IL.

Jnis peanu3anuy KaHaJIoB, Kak MPaBHUII0, HEOOXOMMO BHEPUTH B aBTOMATU3HPOBAHHYIO CHCTEMY
IPOTPAMMHYIO HJIH ITPOTPAaMMHO-AIAPaTHYIO 3aKIIAIKy, 00eCIeunBaonyo ((OpMUpOBaHHE
HEeTPaJUIIMOHHOTO KaHaa.

HerpanuiimoHHbI HTHPOPMAITMOHHBIA KaHAI MOXET CYIIECTBOBATh B CUCTEME HETIPEPHIBHO HJTH
AKTUBU3UPOBATHCS OJTHOPA30BO MIIU 110 33/1aHHBIM YCIOBUAM. [IpH1 7TOM BO3MOXKHO CYILIECTBOBAHUE
oOpatHoii cBsizu ¢ cyobexkToM HCJL.

5.7. O0u1ast xapakTepUCTHKA Pe3yAbTaTOB HECAHKIIMOHUPOBAHHOIO MJIU CIYYalHOTO JIOCTYNa

Peanmuzanus yrpoz HCJ/I k nHbopmManuyu MokeT MIPUBOANTD K CISAYIOIINM BHIaM HapYIICHUS e
0€30I1aCHOCTH:



— HapyIEeHUI0 KOHPUIECHITNATHLHOCTH (KOMMPOBAHKE, HETPABOMEPHOE PACTIPOCTPAHEHHE);

~ HapyLIEHUIO LENOCTHOCTU (YHUUTOXKEHHUE, U3MEHEHNE);

—  HapyLIEHUIO IOCTYMHOCTHU (OJI0KHpOBaHUE).

Hapyenre KoHpHAEHIMATbHOCTH MOKET ObITh OCYLIECTBIEHO B Clydae yTeUKd MH(OpMaIum:

— KOIIMPOBAHM €€ Ha OTUYX/IaeMble HOCUTEIH UH(OPMALINH;

— Iepedauu ee 110 KaHajaM [epelayu JaHHBbIX;

—  IPH MPOCMOTPE WM KOIMPOBAHUH €€ B X0JI€ PEMOHTA, MOIU(PUKAINH U YTHIN3ALUT
pOTPaMMHO-aNapaTHBIX CPEJCTB;

— 1pu "cOopke Mmycopa" HapymmTenaeM B mporecce skcruryataru UCITH.

Hapymenue nenoctHocT MH(GOPMaIUKU OCYIIECTBIISETCS 3a cUeT BO3ACHCTBUS (MOIM(pUKAIIMK) HA

IPOTrpaMMbl U JaHHBIE MOJIb30BATEINS], @ TAKKE TEXHOJIOTUYECKYIO (CUCTEMHYIO) HH(POPMALIHIO,

BKJIIOYAOLIYIO:

~—  MHUKPOIIPOTrpaMMBbI, JaHHBIE U JIpaiiBepa yCTPOMCTB BEIYMCIUTEILHON CUCTEMBI,

— IpOrpaMMBbl, JaHHBIE U ApaiiBepa YCTPOUCTB, 00ECIIEUNBAIOIINX 3arPy3Ky OIEepPalMOHHOMN
CUCTEMBI;

— MPOrpaMMBbI M JaHHbIE (JIECKPUIITOPHI, OTIUCATEIH, CTPYKTYPHI, TAOIHUIIBI U T.JI.) ONEPAIIHOHHOK
CUCTEMBI;

— MPOrpaMMBbl M JaHHbIE MPUKIIAIHOTO IPOTPAMMHOT0 00ECTICYECHHUS;

— [POrpaMMBbI M JaHHbIE CIEIHAIBHOTO MPOTrPAMMHOT0 00ECTICYCHUS;

— NPOMEXKYTOYHBIE (OTIEpaTUBHBIC) 3HAUSHHSI TPOTPAaMM U JIaHHBIX B IpoIiecce X 00padoTKu
(uTeHus1/3anucy, mpueMa/nepe1adn) CpeACTBaMHU M YCTPOHCTBAMU BBIYUCIUTEILHON TEXHUKH.

Hapymenue nenoctaoctu nadopmanuu B UCII/IH MokeT Takke ObITh BBI3BAaHO BHEJIPEHUEM B HEe

BPEIOHOCHOI MpOorpaMMbl IPOrpaMMHO-ANNapaTHOM 3aKJIaKy UM BO3/IEHCTBUEM Ha CUCTEMY

3alIUThl HH(OPMALIUU WIN €€ JIEMEHTBI.

Kpowme 3toro, B UCIT/IH BO3MOXKHO BO3/IeHiCTBHE Ha TEXHOJIOTHYECKYIO CETEBYIO HH(POPMALIUIO,

KOTOpast MOXKET o0ecrieunBaTh (PyHKIIMOHUPOBAHHUE PA3ITUYHBIX CPEICTB YIIPABICHHS

BBIYMCIIATEIILHON CETBIO:

— KoH(wurypamuei cetu;

— ajJpecaMM U MaplIpyTH3alUel nepeaayu TaHHbIX B CETH;

~  (pyHKIIMOHAJIBHBIM KOHTPOJIEM CETH;

— 0e30MmacHOCThIO MH(POPMALIUU B CETH.

Hapymenue goctynHocTy nHGopMaiuu odecreunBaercs myTteM (GpopMupoBaHust (MOIUPHUKALIMN)

UCXOJIHBIX JIAHHBIX, KOTOpPbIE IPU 00pa0OTKE BBI3BIBAIOT HEMPABUIBHOE (PYHKIIMOHUPOBAHHE, OTKa3bl

anrmaparypbl WIH 3aXBaT (3arpy3Ky) BEIYHCIUTEIBHBIX PECYPCOB CUCTEMBI, KOTOPbIE HEOOXOAUMBI ISt

BBITTOJIHEHUS IPOTPAaMM U PaOOTHI anmapaTyphbl.

Yka3zaHHbIC IEHCTBHUS MOTYT IPUBECTH K HAPYIICHUIO MM OTKa3y (QYHKIIMOHUPOBAHHS PAKTUIECCKH

mo0bIx TexHuueckux cpeacts UCIx:

— cpeAcTB 00paboTKH UH(pOpMALINH;

~ CpeICTB BBOJa/BbIBO/Ia MH(POPMALINY;

~  CpEeICTB XpaHeHHs HH(OpMAIINH;

— amnmapaTypbl U KaHaJIOB Iepe1adH;

~  CpEICTB 3alUThl HH()OPMAIIH.

6. TunoBble MOJIETH YTPO3 OE30MaCHOCTH MEPCOHATbHBIX JaHHBIX, 00pabaThIBAEMbIX B

nHGOPMAIIMOHHEIX CHCTEMAX IIEPCOHAIBHBIX JTAHHBIX

B 3aBucumocTH ot 1eneit u coaepxanus oopadorku [1JH onepaTop MOXET OCyHIECTBIATh 00pabOTKY
[T 8 UCII[IH pa3IMuHbIX THUTIOB.



ITo cTpykType HHPOPMALIMOHHBIE CUCTEMBI ITOIPA3ACISIOTCS Ha aBTOMAaTU3UPOBAaHHBIE paboune

MecTa, JIOKaJbHbIe HH(POPMAaIIMOHHBIE CUCTEMBI U pacrpeie]IeHHbIe HH(POPMALMOHHbBIE CUCTEMBI.

[To HaTMYMIO MOAKITIOYEHUH K CETSAM CBSI3U OOIIETO MOJIb30BAHMS U (MJIH) CETSAM MEKIYyHApOIHOTO

UH(POPMALIMOHHOTO 0OMeHa HH(OPMAIIMOHHBIE CUCTEMBI IOIPA3ACISAIOTCS Ha CUCTEMBI, UMEIOIIHE

HOJKJIFOUYEHUS], U CUCTEMBI, HE UMEIOLIUE MTOAKIIIOYEHUH.

ITo pexumy 00pabOTKH MEPCOHANIBHBIX JaHHBIX B MHPOPMALIMOHHON cucTeMe HH(POpPMaIlMOHHbIE

CHCTEMBI OJPA3JIENIAI0TCS Ha OHONOIb30BaTEIIbCKUE U MHOTOII0JIb30BATEIbCKHE.

ITo pa3rpann4eHuo nmpas AOCTYyIA M10JIb30BaTeNCH HH(OPMALIMOHHBIE CUCTEMBI ITOIPA3AEISIOTCS Ha

CUCTeMBI O€3 pa3rpaHUUYEHUs MIPpaB JOCTYIA U CUCTEMBI C Pa3rPaHUYEHUEM IpaB JIOCTYTIA.

WHpopMalnoOHHbIE CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXO0XKJICHHUS X TEXHUYECKUX CPEICTB

NOJIPa3/EIIAI0TCS Ha CUCTEMBI, BCE TEXHUUECKHUE CPEJICTBA KOTOPBIX HAXOIATCS B IPEEIax

Poccniickoit denepanuu, ¥ CUCTEMBI, TEXHUYECKHUE CPEACTBA KOTOPBIX YACTUYHO WIIU LIEJTUKOM

HaxonATcs 3a npenenamu Poccuiickon @enepanuu.

B 3aBHCHMOCTH OT TEXHOJIOTHH, COCTAaBA U XapakTepUCTUK TexHuueckux cpeacts UCII/IH, a Takxke

onacHocTH peanuzauuu YBII/IH n HacTyIIeHns NOCiIeCTBUMA B pe3ysibTaTe HECAaHKIIMOHUPOBAHHOIO

WIN CIIy4ailHOTO 10CTyNa MOKHO BbLIenuT cieayromue Tunsl UCIT/In:

— aBTOMAaTU3MpPOBaHHBIE paboune MecTa, He MMEIONIHE MOIKIIOYCHUE K CETSIM CBSI3H 0OIIETO
N0JIb30BaHUA U (WJIM) CETAM MEXAYHApOIHOr0 HHPOPMALIMOHHOTO OOMEHa;

— aBTOMAaTU3MpPOBaHHBIE paboure MecTa, UMEIOIINE TIOJKITI0UYEHHIE K CETSIM CBSI3H 00IIEeTo
M0JIb30BaHUA U (WJIM) CETAM MEXAYHApOIHOTO HHPOPMALIMOHHOTO OOMEHa;

— nokanbHble UCII/IH, He uMerole NoAKII0UYEHNE K CETSIM CBSI3U OOLIET0 MOJIb30BaHUS U (WIIH)
CeTSM MEXYHApOJAHOTO MH()OPMAIIMOHHOTO OOMEHa;

— nokanbHble UCII/IH, nMeromye noIKII0UeHHE K CETSM CBSA3H 00ILEro MoJib30BaHus U (UJIU) CETAM
MEXyHApOJAHOTO UH()OPMAILIMOHHOI'O OOMEHA;

— pacnpenenenusie UCII/IH, He nMmeroiye MOAKIIOYECHUE K CETSAM CBSI3U 00IIETo MOJIb30BaHUS 1
(unu) ceTsM MeXIyHapOAHOTO HH(POPMAIIMOHHOTO 0OMEHa;

— pacupenenennbie CII/IH, nMerolue NogKI0YEHNE K CETSAM CBSI3U OOILIETo MOIb30BaHUs U (MIIH)
CeTSAM MEXYHapOJAHOT0 HH(OPMAIIIOHHOTO OOMEHa.

6.1. TunoBas Mozenb yrpo3 0€30MaCHOCTU NEePCOHAIBHBIX JTaHHBIX, 00pabaThIBAEMBIX B

ABTOMATHU3HUPOBAHHBIX pa6oq1/1x MECTaxX, HC UMCHOIMUX MOAKIIOYCHUA K CETAM CBA3HU O6HIGFO

[10JIb30BAaHUS U (MJIM) CETAM MEXJIYHAPOJIHOT0 HHGOPMAIIMOHHOTO oOMeHa
ITpu o6pabotke [1/IH Ha aBTOMAaTU3UPOBAaHHOM paboyeM MeCTe, HE UMEIOIIEM MOJKITIOUEHUS K CETSIM

CBSI3M 00ILIEr0 MOJIb30BaHUA U (UJTN) CETAM MEXIYHApOJAHOT0 MHPOPMAIIMOHHOTO 00MEHa, BO3MOYXKHA
peanu3sauus ciaenyromux Y bIIIH:

yrpo3 yTeuKkd HHPOPMAIMH 110 TEXHUIECKUM KaHaJlaM;
— yrpo3 HCJI k I1/In, o6pabGaTeiBaeMbIM B aBTOMaTU3UPOBAHHOM pabodyeM MecCTe.
—  Yrpo3sl yreuku nH(pOpMaIUU IO TEXHUUYECKUM KaHajJaM BKIIIOYAIOT B ceOs:
~ yrpo3bl YTEUKH aKyCTHUECKOi (peueBoit) nH(popMalmu;
— yrpo3bl YTEUKU BUI0BOW HH(POPMALINY;
— yrpo3sbl yTeuku uHpopmanuu no kanamy [IDMHUH.
Bo3HUKHOBEHUE yrpo3 yTEUKH aKyCTHUECKOH (pedeBoii) HHpopMaIuu, coaepxalieics
HEIMOCPEICTBEHHO B MPOU3HOCHMOU peun nonb3oBatesst UCIT/IH, Bo3MOXHO nipu Hamn4dueM (yHKITHA
rosocoBoro Beoja [1/1n B UCII/Ix nnu pynkuunii Bocnpoussenenus 11J{H akycTuueckuMu cpeacTBaMu
NUCTIn.
Peanuzanus yrpo3sl yreuky BUJI0BOM HH(OpMAIIMKM BO3MOKHA 3a CUET IPOCMOTpa MH(popMaIuu ¢
IIOMOUIBIO ONTUYECKUX (ONTUKOIIEKTPOHHBIX) CPEJCTB C SKPAHOB JUCIIIIEEB U JPYTUX CPEIACTB
0TOOpa)keHMsI CPEJICTB BHIYUCIUTEIBHON TEXHUKH, HH()OPMAIIMOHHO-BBIYUCIUTENBHBIX KOMIUIEKCOB,



TEXHUYECKUX CpelICTBa 00paboTKH rpaduyeckoi, Buaeo- 1 0ykBeHHO-IM(POBO HHPOpMaLuHy,

Bxomsanux B coctaB UCII/IH.

VYrpo3sl yreuku nHpopmanuu no kaHany [I9MUH Bo3MOKHBI N3-32 HAINYHS 3JIEKTPOMArHUTHBIX

U3JTy4EeHUH, B OCHOBHOM, MOHHTOPA M CUCTEMHOTO 0JI0OKa KOMITbI0Tepa. OCHOBHYIO OIIAaCHOCTh

MPEJICTABIISIIOT YIPO3bl YTEUKH M3-3a HAIWYHS 3JIEKTPOMAarHUTHBIX U3ITy4YE€HUN MOHUTOPA.

Yrpo3et HCJI B aBTOHOMHOM APM CBsi3aHbI C ACUCTBUAMU HApYIIUTENIEH, UMEIOLIUX JOCTYII K

NCIIH, Bxmrouas nonb3oBateneit UCIIH, peanusyromux yrpo3sl HenocpeactseHHo B UCII/IH.

Kpowme storo, ucrounukamu yrpoz HCJI k uandopmaruu 8 APM MoryT ObITh anmapaTHbIe 3aKJIaJIKK |

OTUY>KJaeMble HOCUTEIH BPEJOHOCHBIX MPOTPamMM.

B UCII/Jx na 6a3e aBTonoMHOoro APM Bo3moskHbI Bee Buibl ya3Bumoctend UCII/IH, 3a uckiouenuem

YSI3BUMOCTEM, CBA3aHHBIX C peaji3aliell IPOTOKOJIOB CETEBOT0 B3aUMOIEHCTBUS U KaHAJIOB IIepelaun

nanabiX. B Takux UCIT/IH BO3MOKHBI:

—  YIpO3bl, pealiu3yeMbl€ B X0JI¢ 3arpy3KH ONEPallMOHHON CHCTEMbI M HaIlpaBJICHHbIE HA MIEPeXBaT
napoJieil uiaM uaeHTu(UKaTOpoB, MoauduKauo 6a30Boii cuctemsl BBoAa/BeiBo1a (BIOS),
IIepexBaT yIpaBJICHUs 3arpy3Koii;

—  YIpO3bl, peajii3yeMbl€ [10CIIE 3arpy3KH ONEPALMOHHON CUCTEMbI U HAIIPaBJICHHbIE HA BBHIIIOJHEHUE
HECaHKIMOHUPOBAHHOIO JOCTYIA C IPUMEHEHUEM CTaHJIAPTHBIX (PYHKUUN (YHUUTOXKEHUE,
KOMUPOBaHUE, nepemelienue, GopMaTupoBaHue HOCUTENeH HH(OPMALIUH U T.I1.) ONEPALMOHHON
CUCTEMBbI WJIM KaKOW-1100 MPUKIAAHON MporpaMMbl (HampuMep, CUCTEMBI yIIpaBieHus 0azaMu
JAHHBIX ), C IPUMEHEHHUEM CIlelUaibHO co3AaHHbIX /uid BeinonHeHuss HCJI nporpamm (mporpamm
POCMOTpa ¥ MOAM(UKALIUU PEECTpa, OUCKA TEKCTOB B TEKCTOBBIX (ailyiax u T.11.);

~  YIpo3bl BHEJIPEHHS BPEJOHOCHBIX MPOTPaMM.

6.2. TunoBas Mozenb yrpo3 0e30MacHOCTH NEePCOHANBHBIX TaHHBIX, 00pabaThIBAEMBIX B

ABTOMAaTU3HUPOBAHHBIX pa6oq1/1x MECTaX, UMCIOIHNX TTOAKJIIOYCHUE K CETAM CBA3U O6HICFO

[OJb30BaHUA U (WIM) CEeTAM MEXAYHAPOIHOro HHGOOPMAIIMOHHOr0 00OMeHa

[Tpu o6pabotke I1/]H Ha aBTOMATH3UPOBAaHHOM paboueM MeCTe, UMEIOIIEM TOJKITIOUYEHHS K CeTsIM
CBSI3U OOIIETO MOJIH30BAHUS U (MIIN) CETSIM MEXIYHAPOJHOTO HHPOPMAIIMOHHOTO 00MEHa, BO3MOXKHA
peanusauus caenyromux Y bIIIH:
yrpo3bl yTeUKU HH(OPMALIUU IO TEXHUYECKUM KaHalaM;
— yrpo3sl HCJ] x I1/11, oOpabaTrpiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MecTe.
—  Yrpo3sl yreuku nH(pOpMaIUU IO TEXHUUECKUM KaHajJaM BKIIIOYAIOT B ceOs:
~ yrpo3bl YTEUKH aKyCTHUECKOi (peueBoit) nH(popMalmu;
— yrpo3bl YTEUKU BUI0BOW HHPOPMALINY;
— yrpo3sbl yTeuku uHpopmanuu no kanany [IDMHUH.
Bosuuknosenue YBII/In B paccmatpuBaeMbix UCII/IH mo TeXHUYECKUM KaHaIaM XapaKTepu3yeTcs
TEMHU K€ YCIOBUSAMU U (PaKTOpaMu, YTO U I aBTOMaTU3UPOBAHHOT0 pabovYero Mecra, He UMEIOIEro
MOJAKTIOYEHUS K CETSIM OOIIETO MOJIb30BaHUs U (MIIH) CETSAM MEXIYHAPOIHOTO HH(POPMAIIHOHHOTO
oOMeHa.
VYrpo3st HCJI B UCII/IH cBsA3aHbI C NeHCTBUAMU HapylmuTenel, umeronux gocryn k MCIIIH,
BKJtouas noaw3oBareneid MCII/H, peanusyromux yrpo3sl HenocpeactseHHo B MCII/H, a Takxke
Hapymurenei, He umeronux gocryna Kk UCIIJIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBA3U
00111ero NoJIb30BaHUs U (WIIN) CeTe MeXTyHapOAHOT0 MH()OPMAIIMOHHOTO OOMEHa.
VYrpo3st HCJI B UCII/IH, cBA3aHHBIE ¢ NeicTBUsIMU HapymuTenei, umeromux goctyn k MCI/H,
AQHAJIOTMYHBI TEM, KOTOPbIE UMEIOT MECTO ISl OTAeNbHOr0 APM, He NOAKITIIOYEHHOTO K CETSM CBSI3U
o01Iero nojab30BaHUs. YTPO3bl U3 BHEIIHUX CETEH BKIIOYAIOT B ce0s:
— yrpo3ssl "AHanu3a cereBoro Tpaduka" ¢ mepexBaTrom nepegaBaeMoil BO BHEIIHUE CETH U
MPUHUMAEMOI U3 BHEIIHUX ceTell HHpOopMaluy;



~  yYIpO3bl CKAHHUPOBAHUS, HAMPABJICHHBIC HA BBISIBJICHUE THIIA ONIEPAIMOHHOM cucteMbl APM,
OTKPBITBIX TIOPTOB U CITY>KO, OTKPBITBIX COETUHEHUI U Ip.;

—  YIpO3bl BBISBIICHUS TAPOJICHi;

— yrpossl nosydenust HCJI myTem moMeHsl 10BEpEHHOTO 00BEKTa;

— yrpossl Tuna "OTka3 B 00cmyuBaHuu",

—  YIpO3bl YAAJIEHHOIO 3allycKa PUII0KEHUI;

—  YIpO3bl BHEJIPEHMUSI [10 CETH BPEAOHOCHBIX IIPOTPAMM.

6.3. TunoBast Mozieb Yrpo3 6e30MacCHOCTH NMEPCOHATBHBIX TAHHBIX, 00pabaThIBAEMBIX B JIOKAJIbHBIX

HHGOPMAIMOHHEIX CUCTEMAX MEPCOHATLHBIX TAHHBIX, HE MMEIOIINX

MOJKIIOYEHHUS K CETAM CBI3HM O0OIIEr0 MOJIL30BAHMS U (MIIH) CETIM

MEKIYHAPOAHOr0 MHGOPMALMOHHOI0 0OM€EHa

[Tpu o6pabdotke [1/In B mokansubix MUCII/{H, HE nMeronue MOAKITFOYCHHS K CETSAM CBSI3U 00IIIEro

MOJIb30BaHUS U (WJIH) CETSAM MEXITYHAPOTHOTO HHPOPMALMOHHOTO 0OMEHa, BO3MOYKHA PeaTH3allHs
caenyromux YBII/IH:

—  Yrpo3bl YTE€UKH HHPOPMAIUH 110 TEXHUYECKUM KaHaJIaM;

— yrpo3bl HC/I k I1/TH, 06pabaThiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM paboyeM MecTe.

—  Yrpo3sl yredku HHGOPMAIUH 110 TEXHUYECKUM KaHaJlaM BKIIIOYAIOT B ceOsl:

—  YIpO3bl YTEUKH aKyCTHUYECKOU (peueBoil) nHpopManuu;

— yrpo3bl YTEUKU BUI0BOW HH(POPMALINH;

— yrpo3ssl yreuku nHpopmanuu mno kanamy [IDMIH.

Bosnuknosenne YBII/IH B paccmarpuBaembix UCII/IH no TexHUYECKUM KaHAJIaM XapaKTepU3yeTcs
TEMHU K€ YCIOBUSMU U akTopamu, uTo u i JokanbHbiXx UCII/IH, He MEIoIuUX MOAKIIOUEHUS K
CETSIM CBSI3U OOIIETO MOIb30BAHUS U (MIIH) CETSIM MEXKIYHAPOIHOTO HHPOPMAIIHIOHHOTO OOMEHa.
VYrpo3st HC/I B nokanbubix UCII/IH cBsi3aHbI ¢ A€HCTBUAMEU HapyLIUTENIEH, UMEIOIIUX JOCTYI K
NCTIdn, Brmrouas nonb3oBateneit UCII/IH, peanusyromux yrpo3sl Henocpeactsenno B UCITIH.
VYrpo3st HCJI B UCII/IH, cBsizaHHbIe ¢ AecTBUSIMH HapymuTenei, umeromux goctyn Kk UCIL/IH,
AQHAJIOTMYHBI TEM, KOTOPbIE UMEIOT MECTO JUIsl OTAENbHOro APM, He MOJKITIIOUYEHHOTO K CETSM CBS3H
oOmero nosib3oBanus. Kpome Toro, B Takoit UCII/IH MOryT nMeTh MecTO:

— yrpo3sl "AHanu3a cereBoro Tpaduka’ ¢ nepexBaToM rnepeaBaeMon 1Mo ceTu HHGOPMaIIH;

—  YIpO3bl BBISBIICHUS NApOJIEH;

~  YIpO3bl YAAJIEHHOTO 3allyCKa MPHIOKEHNN;

—  YIpO3bl BHEIPEHMS [10 CETH BPEAOHOCHBIX ITPOTPAMM.

6.4. Tunosas Mojesb Yyrpo3 0€300aCHOCTU NEPCOHANILHBIX JaHHBIX 00pa0aThIBa€MBIX B JIOKAJIbHBIX

I/IHd)ODMaHHOHHBIX CHUucCTeMax IEPCOHAJIIbHBIX JAaHHBIX, TMCIOINNX ITOAKIIIOYCHHUE K CETAM CBA3U

00I11Iero moJIL30BaHMs U (WIN) CETSIM MEXAVHAPOIHOTO MHGOPMAIIMOHHOTO0 00MeEHa

ITpu o6padotke I1/1H B nokaneHbix MCII/IH, nMErOmUX MOAKIIOYEHUE K CETSAM CBSI3M 0OLIEro
NOJIb30BaHUA U (WJIH) CETSAM MEXTYHApOTHOIO HHPOPMALIMOHHOTO 0OMEeHa, BO3MOYKHA peaTn3ariys
cnenyromux YbBII/IH:

—  Yrpo3bl YTE€UKH HHPOPMAIUH 110 TEXHUYECKUM KaHaJlaM;

— yrpo3st HCJ] x I1/11, oO6pabaTsiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MecTe.

—  Yrpo3sl yredku HHGOpMaIUH 110 TEXHUYECKUM KaHalaM BKIIIOYAIOT B ce0sl:

—  YIpo3bl YTEUKH aKyCTUUYeCcKoU (peueBoil) nHpopmManuu;

— yrpo3bl YTEUKU BUI0BOW HH(POPMALINY;

— yrpo3bl yTeuku uHpopmanuu no kanamy [IDMIH.

Bosnuknosenne YBII/In B paccmarpuBaembix UCIIIH mo TeXHUYECKUM KaHAJIaM XapaKTEePU3YEeTCs
TEMHU K€ YCIOBUSAMU U PakTopamu, uyTo u Ay npenpiaymux tunos UCI/Ix.



VYrpo3st HC/I cBs3ans! ¢ nelictBuaMu Hapymureneil, umeromux noctyn k MCII/IH, Bknroyas

nosib3oBareneit UCII/IH, peanusyromux yrpo3sl HenocpeactseHHo B MCIIJIH, a Taxke HapymuTenei,

He umeronmx nocryna Kk UCIT/IH, peanu3yromux yrpo3sl U3 BHEITHUX CETEH CBSI3U 0OIIETo

MOJIb30BaHUS U (MITN) CeTEH MEKTyHApOJHOTO HHPOPMAIITMOHHOTO OOMEHA.

VYrpo3et HC/I, cBsizanHbIe ¢ ACHCTBUSAMU HapymuTenen, umeromux noctyn k MCIT/IH, BkiroyaroT B

ce0s1 yrpo3bl, aHAJIOTHYHBIE TEM, KOTOpPbIE peaan3ytoTcs B oTaeabHOM APM, He nmeromem

HOJKJIFOUYEHUS K CETSAM CBSI3U OOLLEro MOJIb30BaHMS.

VYTpo3bl U3 BHELIHUX CETEH BKIIIOYAIOT B ceOs:

— yrpo3ssl "AHanu3a cereBoro Tpaduka" ¢ nepexBaTrom rnepeaaBacMoil BO BHEIIHUE CETH U
IPUHUMAEMOM 13 BHEIIHUX ceTel HHpopMaLuy;

—  YIpO3bl CKAHMPOBaHUs, HAIIPaBJICHHBIE HA BBIABICHKE TUIA onepanronHon cuctemsl UCII /I,
CETEBBIX a/IpECOB PabOUYMX CTAHIMM, OTKPBITHIX MIOPTOB U CIIY’KO, OTKPBITBIX COEAMHEHHH U J1p.;

—  YI'PO3BI BBIBIICHUS NIApOJICH;

— yrpossl nonyuenust HCJI myTem moMeHsl 10BEpeHHOT0 00BEKTa;

— yrpossl Tuna "OTka3 B 00cnyuBaHuu",

~  YIpO3bl YAAJIEHHOIO 3allyCKa MPHIOKEHUH;

—  YIpO3bl BHEIPEHHUS 110 CETH BPEAOHOCHBIX IPOTrPaMM.

6.5. Tunosas Mojesb yrpo3 0€301aCHOCTU NEPCOHAIBHBIX JTaHHbIX, 00pabaThIBAEMbBIX B

pacrnpezeneHHbIX HHHOPMAITMOHHBIX CUCTEMaX NEPCOHANBHBIX JAaHHbBIX, HE UMEIOIINX MOJIKII0YEHUS
K CeTSIM CBSI3M 0OIIEro NOJIb30BaHus U (UIH) CEeTAM MEXIYHAPOAHOTO MHGOPMAITMOHHOTO 00OMeHa
[Tpu o6padotke [1/1n B pacnpenenennbix UCIIJIH, UMEIOMUX MOJKIIOYSHHUE K CETSAM CBSI3H 00IEro
MOJIb30BAaHUSA U (MITH) CETSAM MEXTYHAPOJIHOTO MHPOPMAIITMOHHOTO OOMEHA, BOZMOKHA pealln3alius
cnenyromux YBII/H:

~  yrpo3bl YTeUKHd UHPOPMALUU 110 TEXHUUYECKUM KaHaIaM;

— yrpo3sl HCJ] x I1/1H, 06pabaThiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM pabo4yeM MecTe.

—  Yrpo3sl yreuku nH(POPMAIUU TI0 TEXHUYECKUM KaHajaM BKIIIOYAIOT B CeO:

—  YIpo3bl YTEUKH aKyCTHUYEeCKOM (peueBoil) nHpopmanuu;

~  YIpo3bl YTEUKH BHI0BOI MHQOpMAIINH;

~  yrpo3bl yTeuku uHpopmauu no kasary [IIDMUH.

Boznuknosenue YBII/IH B paccmatpuBaeMbix MCIIJIH o TeXHMYECKUM KaHajlaM XapaKTepU3yeTCs

TEMH e YCIOBUSIMHU U (paKTOpaMu, 4yTo U Juist npeasiaymux tunos UCII/IH.

Yrpo3et HCJI cBs3anb! ¢ nelicTBUAMHU Hapylmurenei, nMmeromux gocryn k MCIIH, Bkinroyas

nosp3oBarene UCIIJIH, peanusyromux yrpo3sl HenocpeactseHHo B CII/IH.

[Tpu 5TOM MOTYT OBITH YTPO3bI, AaHATIOTUYHbIE TEM, KOTOPbIE UMEIOT MECTO B 0TJeIbHOM APM, He

MOJIKJIFOUEHHOM K CETsIM OOLIEro MoJIb30BaHMs, a TAKXKE YIpO3bl, peau3yeMble BHYTpU

pacrpeneeHHON CEeTH C UCII0JIB30BAaHMUEM ITPOTOKOJIOB MEXKCETEBOI0 B3aMMOICHCTBH S, B TOM YHCIIE:

— yrpo3ssl "AHanu3za cereBoro Tpaduka" ¢ nepexBaTroM nepeaaBaeMoi 1o ceTy HHpopMaImH;

—  yrpo3bl CKAHWPOBAHUS, HAIIPABJICHHBIE Ha BBISIBIEHUE OTKPBITHIX TOPTOB U CIYXKO0, OTKPBITHIX
COEIMHEHUH U Jp.;

~  yrpo3bl BHEJPEHUS JIO)KHOTO OOBEKTA CETH;

—  yIpo3bl HaBA3BIBAHMS JIOKHOTO MapLIPyTa IIyTEM HECAHKIIUOHUPOBAHHOI'O U3MEHEHUS
MapIIpyTHO-3IPECHBIX JaHHBIX;

—  YIpO3bl BBIABJICHUS NIApOJIEH;

— yrpossl Tuna "OT1ka3 B 00CTyKHUBaHUH";

— Yrpo3bl YJAJICHHOTO 3aIlyCKa IPUIIOKEHUH;

— YIpO3bl BHEAPEHHUS O CETU BPEJOHOCHBIX MPOTPAMM.



6.6. TunoBas Moaelib YIpo3 0€30MACHOCTH IIEPCOHAIBLHBIX JAHHBIX, 00padaTEIBAEMBIX B

pacipCacICHHBIX I/IHd)ODMaLII/IOHHLIX CHUCTEMAX IICPCOHAJIbHBIX JAHHBIX, MMCIOIINWX TMOAKIIYCHHUEC K

CETAM CBA3HU O6IJ.I€I‘O MOJIb30BAHUS U (I/IJII/I) CETAM MEKIAYHAPOJAHOT'O I/IHd)ODMaI_II/IOHHOFO oOmeHa

[Tpu o6padotke I1/1x B pacnpenenennbix UCII/IH, UMEIOMMX MOAKIIIOYSHHUE K CETSM CBSI3U 00ILEro

MOJIb30BAHUSA U (UJTH) CETAM MEXTYHAPOJIHOTO MHPOPMAITMOHHOTO OOMEHA, BOZMOKHA pealln3alusl

caenyromux YBII/H:

—  yrpo3bl YTeUKd HHPOPMALIUH 110 TEXHUYECKHM KaHaIaM;

— yrpo3sl HCJI k I1/]H, 0OpabaThiBaeMbIM Ha aBTOMaTH3UPOBAHHOM pabOyeM MecCTe.

—  ¥Yrpo3sl yreuku nH(GOpMAIUU IO TEXHUYECKUM KaHajJaM BKIIIOYAIOT B ceO:

— yrpo3bl YT€UKU aKyCTUUYECKOU (peueBoii) nHdopmaIuu;

~  YIpo3bl YTEUKH BHI0BOI HHYOpMAIINH;

— yrpo3sl yreuku nadopmanuu mmo kanamy [I9MUH.

Bosuuknosenue YbBII/In B paccmarpuBaeMbix MCII/IH mo TeXHUUECKUM KaHajlaM XapaKTepU3yeTcs

TEMH e YCIOBHSAMHU U (PaKTOpaMu, 4yTo U JuIst npeasiaymux tunos UCIT/IH.

VYrpo3st HC/I cBs3anb! ¢ nelicTBUsAMU Hapymurenei, nmeronux gocryn k MCIIH, Bkitoyas

nosb3oBareneit UCITH, peanusyromux yrpo3sl HenocpeacTBenHo B UCII/IH, a Takke HapyIIHUTeNen,

He umeromux aoctyna Kk UCIT/{H, peanu3yomux yrpo3sl U3 BHEIIHUX CETEH CBS3U 0OIIEro

MOJIb30BaHUA U (WITK) ceTel MEeXITyHapOIHOTO HHPOPMAIIMOHHOTO OOMEHa.

VYrpo3sl HC/I, cBsi3aHHbIe ¢ neiicTBUAMU HapymuTenei, umeronux noctyn Kk MCIIJIH, ananornyssl

TeM, KOTOpble UMEIOT MecTO B pacnpeneneHHbix MCII/{H, He nmeroiel NoAKII0YeHUs K CeTAM

oOuiero nosib3zoBanus. Kpome toro, B Takoit UCIIJIH uMEIOT MECTO yrpo3bl, peajiu3yeMble ¢

HCIIOJIb30BAaHNUEM IIPOTOKOJIOB MEXCETEBOTO B3aUMOICUCTBUS U3 BHEIIHUX CETEH, B TOM YHUCJIE:

— yrpo3bl "AHanuza cereBoro Tpaduka" ¢ nepexsarom nepenaBaemoii u3 UCII/{H u npuHruMaemMoii B
WCII/IH 13 BHEMIHUX ceTeld HHPOpPMaLnH;

— yrpo3bl CKAHUPOBAHUsI, HAIIPABJICHHBIEC HA BBISBIICHUE TUIIA UM TUIIOB UCIIOJIb3yEMbIX

OTICPAITMOHHBIX CUCTEM, CETEBBIX aJipecoB pabounx cranmwii MCIIJIH, TOMOIOTHH CETH, OTKPBITHIX

MOPTOB U CIYX O, OTKPBITHIX COEAMHEHUN U Ap.;

—  yrpo3bl BHeJpeHus J10)kHOro 00bekTa kak B ICII/IH, Tak 1 BO BHELIIHUX CETHX;

~  yrpo3bl IOIMEHBI JOBEPEHHOT0 O0OBEKTA;

—  YIpO3bl HaBSI3bIBaHMsI JIOKHOTO MapUIpyTa IyTEM HECAHKIIMOHUPOBAHHOTO U3MEHEHMS
MapLIPYTHO-aJJPECHBIX JaHHBIX KaK BHYTPHU CETH, TaK U BO BHEIIHUX CETSX;

~  YIpO3bI BBISBIECHUS NIApOJIEH;

— yrpo3ssl Tuna "OTka3 B 00cayK1UBaHUU",

~ yrpo3bl YAAJIEHHOTO 3aIlyCKa IPUIOKEHUI];

~  YIpO3bl BHEJIPEHHUS 110 CETH BPEAOHOCHBIX TPOTPAMM.



