NndopmanmonHbie MaTepHaJIbl 00 AKTYAJIbHBIX HETATUBHBIX SIBJIEHUAX
B 1M (POBOM MPOCTPAHCTBE U CIOCO0AX MPOTUBOAEICTBUA TAKUM TE€HACHUMAM

1. He3akoHnHoe moTpedieHre 1 000POT HAPKOTHYECKHX CPEICTB
Brimyck onnaitn-mapadona JBmwkenus [lepsrix «IlepBeie. HaBbiku amst sKu3HN»
IIOCBSIIEH TOMY, KaK IPOTUBOCTOSITh PACIIPOCTPAHECHUIO 3ANPEIICHHBIX BEIIECTB YEpPe3

COIIMAJIBHBIC CCTH, MGCCE?HI[}KepBI nu OHHaﬁH-HFpBII
https://vk.com/wall-214524833 291092

2. MoleHHUY€eCTBO
[y BHEYpOYHBIX 3aHATUH MO BoIpocaM HHGOPMAIMOHHONW O€30MacHOCTH
U UGPOBON TUTHMEHBl IIKOJHHUKOB, PEKOMEHJOBaHHBIM Poccuiickoil akameMuei
00pa3oBaHuUsl, BKIIOYAET METOJANYECKUE PEKOMEHIAIMK JJIsl MPOBEICHUSI BHEYPOUYHBIX
3aHATUN IO Teme «MolmeHHnYecTBO» 11 2-6 1 7-11 Kiaccos.
https://cifrateka.ru/teachers/?sectionld=56

[{udgpoBoil cepBUC MO KUZHEHHON CUTyalluu «3aliuTa OT MOIIEHHUKOB B CETH»
Ha EnuHOM mopTrane TroCylIapCTBEHHBIX W MYHULIMNAIBHBIX YyCIayr (PpyHKIML)
(mopran I'ocycmyr).

https://www.gosuslugi.ru/scammer_protection

CepBucC MpeIOCTaBISET BHIOOP CIACAYIOMMX CUTYyaruii: « MOIEHHUKU TBITAIOTCS
noinyuuTh noctyn kK [ocycimyram» (3Ta cuTyauusi HampaBlIieHa Ha IOMOIb
B BOCCTAaHOBJICHMM KOHTPOJISi HaJ YYETHOM 3amuchio) U «S Xody 3alIUTHTHCS
OT MOILIIEHHUKOB B CE€TW» (B JAHHOM CUTyallMu pedb HUJIET O Mepax MpEeAOTBpaIlCHUs
NPECTYIHBIX IEUCTBUN).

B pamkax mepBoil cuTyaluu MpeAcTaBieHa MOAPOOHAs] MHCTPYKIMS, B KOTOPOH
coiep>KUTCs MH(MOpMAIIMS O TOM, UTO JeiaTh, €CIU TPAKIAHUH YK€ COOOIIMI Maposib
i ko n3 CMC MollIeHHHUKAM.

B pamkax BTOpOii CUTyalluu pacCMaTpPUBAIOTCS MEPHI, HAIIPABJICHHbIE HA 3AIUTY
OT KHOEpPHpecTYMHUKOB (3ampeT Ha odopMieHHe JOTOBOPOB CBS3HU, 3allper
Ha TMOJIyY€HUE KPEJIUTOB U 3aiiMOB, MpaBuiia 0€30MacHOCTH NpU Teae(OHHBIX 3BOHKAX,
CIocoObl 3alTUThI OT (PMHAHCOBOTO MOIIICHHUYECTBA), a TAKXKE MPEICTABICH YEK-JIUCT
1o ¢ POBOI TUTHEHE.

Perynsapuo oOHOBisgeMas 0a3a MOIIEHHHUYECKMX CXE€M Ha [JaHHBII MOMEHT
BKJIIOUYAET 86 CXeM C UX KPaTKUM ONKHCAaHUEM
https://www.qgosuslugi.ru/scammer protection/schemes?s=9&p=1

3. BepOoBka
Mertonnyeckue pEKOMEHAAINN ISt MeTarorMueCcKuX paboOTHUKOB
0011e00pazoBaTeIbHbIX OopraHu3auun «OuiaiiH-BepOOBKa MOJIPOCTKOB:

npoduakTrueckas paboTa B IIIKOJIE)»
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97uf0l.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPeHAbI B CONMATBHBIX CETAX
Nudopmammonnsie  kaptoukw, mnoaroroBieHHeie AHO  «Hauuonanbhbie
MIPUOPUTETHI COBMECTHO C AJIBSTHCOM (OCTYIHBI Ha pecypcax OObsicHsaeM.pd)

lMMpyvepbl pUCKOBAHHbLIX
TeM B couceTax:

4+

Urpbl C yAyLUbEM U 3a4€PXKOI AblIXaHNS

4+

MPbLIKKN C BbICOTbI, MAAEHNS], SKCTPeMa/lbHble
«MPOBEPKMN»

CamMoroBpexgeHne «paan Bnaeo»
ﬂpI/IéM TabneTok nan APYrnx sewecTB «Ha Ccnop»
arpeccrBHbI€ PO3bIrPbILLN

+ ¢+ 4+ <+

OnacHble flandxaku
T —————————..,
Ecnn Bbl yBUAENW, UTO pe6EHOK UHTEpecyeTCcs

NOCTaMW Ha 3T TeMbI, 06513aTe/IbHO
noroBopuTe C HUM.




Nouemy pe6eHKY
UHTEepPecCHO:

4+ XenaHue bbITh «Kak BCe»
4+ CTpax CTaTb N3roem
4+ NMOTPeBbHOCTb B NPU3HAHUK W Naiikax

4+ HejOCTaTOYHasi 3pPeN0CTb 30HbI MO3ra,
OTBeYaroLLen 3a NoCNeACTBUS

NHTepec peb€HKa ycunnBaloT U anropuTMbl
coLceTen: OHY aHANN3UPYIOT, YTO CMOTPUT

No/b30BaTe/ib, ¥ CHOBA M CHOBA MOKa3bIBAOT
MOXOXMe POSINKNA,



Ha yto o6paTuTh @
BHUMaHue

PebéHoK

BPSA4 N BaM pacckaxer,
UYTO XOYeT y4acTBOBATb
B OMAacHOM YenneHaxe.
CTOUT HACTOPOXKUTbLCH,
ecnun:

4+ pebéHOoK YacTo npsayeT TenedoH

4+ M3MEHWI0Cb NoBeAeHMe, MosiBUNACh
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKW AW Mopessbl,
PeBEHOK He MOXET 06 BACHUTb, OTKYAA OHU

+ eCTb AaB/ieHNe CO CTOPOHbI Apy3el

4+ roBOpUT BaM: «Tbl MPOCTO HE MOHVMAaEeLLb,
3TO TPEHA



Kak pearvnpoBaTthb

poguTenam

CTpax 3a pe6éHKa — 3TO HOPMaJ/bHO.
Ho pa3roBop nyylle Ha4yMHaTb, KOrja aMoLmm
YTUXHYT.

He cTonT. NoBbILWATL roN10C, KpU4aTb, CTbIAUTD,
yrpoxatb, 0OTonpaTb TeflePpoH 6e3 06 bACHEHWU.
Takas peakumsa MoOXeT NOATOSIKHYTb pebéHka

K TOMY, YTO OH ByAeT CKpbIBaTb OT BaC CBOE
yyactme B NOA0OHbLIX YeslIeHaKax.




Kak npaBubHO
pa3roBapuviBaThb

He o6BuHaANTE! CKaXxuTe:
BmecTo: «Thl BOObLLIE «$1 BOJIHYHOCb
AyMaellb ro0BOW?» 3a Te6a» N «/laBai
NN «5 3anpeLuaro — pasbepémcs

N BCE» BMeCTe».

NHorga pebéHky BaXHO He 06 bsACHEeHMe,
a BO3MOXHOCTb ObITb YC/bILLAHHbIM,
He nepebuBanTe ero.

B pasroBope onvpanTtecb Ha ¢paKThbl.
Hanpumep:

«Bnpgeo B nHTepHeTe «[pn yayube
OCTaEeTCA HaBceraa» KNeTKM Mo3ra

nornéaroT
33 HECKOJIbKO MUHYT»




NMpegnoXxure

albTepHaTUBbI

XXenaHwue puycKkoBaTb — YacCTb B3POC/I€HUSA

N rnoucka cebs. BaxHo He NoAaBUTb ero,

a HampaBWTb 3HEPIr1O0 B BEPHOM Hanpas/eHNN.
BO3MOXHble anbTepHaTUBbI:

4 CNOPT N aKTUBHOCTb, eC/in HY>XeH
adpeHasinH

4+ TBOpPYecCTBO, 6/10r 1 X066U, 4UTOOBLI NONyYaTb
60/ibLLUe BHUMAHUSA

4+ noajepxka 1 noxesana 4oMa, ecnu pebeHky
He XBaTaeT NpPU3HaHUS



UTo eLe MOXKHO
caenaThb:

4+ 0bcyaunTe, Kak NPaBW/IbHO NOIb30BATbLCS
coucetTamum

4+ HaCTpoKTe BO3PACTHbIE OrPaHNYEHMS

+ 0bcyxaanTe Cc pebEHKOM TO, UTO OH CMOTPUT
B UHTepHeTe

4+ HayuuTe NpoBepsTb NHGOPMALMIO

Balua 3apgaya — He 3anpeLlatb Uan nyratb,
a HayuuTb pebéHka BUAEeTb OMnacHble TpeHAbl

N oUueEHNNBATb X NOCneagcTBUA.

5. Tpasas (KubepOy/uiuHr)
[y BHEYpOYHBIX 3aHATUW MO BompocaM HHGOPMAIMOHHONW O€30MacCHOCTH
u 1udpOBOM TUTHEHBI IIKOJIBHUKOB, PEKOMEHAOBaHHBIA Poccuiickoil akameMueit
00pa3oBaHuUsl, BKIIOYAET METOJAMYECKUE PEKOMEHJIAMK JIsl MPOBEICHUS BHEYPOUYHBIX
3aHATUH 110 TeMme « TpaBns» as 2-6 u 7-11 knaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[Ipoekt B hopmare neHAMHTOBON CTpaHMIBI B ceTh VHTEpHET, peann30BaHHbIN
Munnudpst Poccun B pamkax BCEpOCCHICKOM MpOrpaMmbl KHOEPTUTUEHBI U MTOBBIILICHUS
rpaMoTHOCTH rpaxaaH Poccuiickon @Penepanmu. Ha caiite mnpoekta pasmenieHa
uHboOpMalusi JUIsI KaXIOTO U3 YYaCTHUKOB KHOepOyJIMHTa: >KEpTBBI, arpeccopa
7 HAOIrOmaTeNs

https://kubep-Oynunr.pd/

Uudopmarnmonnsle  kaptouku, mnoarororieHHsie AHO  «HaumonanbHbie
MIPUOPUTETHI COBMECTHO C AJIBSHCOM (JIOCTYIHBI Ha pecypcax OObsicHsieM.pd)

po)

Echv Bbl yBUAENU B YaTe KOHP/INKT, He CTOUT
pearnpoBaTb 3SMOLMOHANIBHO. DTO MOXeT
ycyrybunTtb CUTyaLmio.

He Hy)XHO: NyuJuwie:

* NMCaTb FHEBHbIe * cAaenatb
coobuieHus CKPVHLLOTHI
B 06LLMIA YaT rnepenmncku
BbIACHATb * 3aduKCcrpoBaTb
OTHOLLEeHUs KOHTEeKCT 1 AaTty
ny614HO * CMOKOWHO

* 06BUHATL obaymaTh
YYyXKUX geTen AanbHenLwmne

Larun



https://кибер-буллинг.рф/
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NMoapepixka,

a He aonpoc

CnoKouHO NoroBopuTe ¢ pe6EHKOM.
OH A0/1KEH NOHATb, YTO Bbl Ha €ro CTOPOHE.

Pa3rosop MO>XXHO HauaTb Tak: «f yBuaen(a)

COO6LLIEeHMS B YaTe N XO4Y NOHSATb, Kak Tbl Cebs
YyBCTBYeLlUb. Pacckaxu, YTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTN?»

Ba)xHo:

* ClywaTtb
6e3 ocyxaeHuns

* He obecueHMBaTb
npobsiemy

* He 06BUHATbL
pebéHka
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Ecnu Ball pe6€HOoOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl NOAAEPXNTE €ro

« O6bACHUTE, YTO TPaB/IA —
3TO OTBETCTBEHHOCTb 06VAYNKOB

« CoxpaHuTe aoKa3aTenbCcTBa 6ynnumHra
1N coobuimTe 06 3TOM MCUXONOrY, KNAaCcCHOMY
PYKOBOAUTENIO, @ NPV HEObXO4MMOCTU —
PYKOBOACTBY LLUKOJIbl
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Ecnu BaLl pe6eHOK —

o6naunk

He nbiTariTtecb cpa3y HakasblBaTb
NN oNpaBAblBaTb pebéHka — pasbepuTtecs
B CUTyauun. 3aganiTe Takme BONpochbl:

* «Kak, no-tBoemy, 4yBCTBYeT Q N

cebsa gpyrovi pebEHOK?»
E——
Ba>kHo:
* BbI3BaTb Yy peb&Hka cornepexuviBaHmne
* 06BACHUTbL NOCNEACTBUS

* NMOMOYb NCNpaBnTb CNTYaUNHO

v

A

«4YTO Tbl YyBCTBOBA,
Korja nucan ato?»

§ —
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Ecnun pe6eHoOK —

Ha6bnwaarens

O6cyauTe c pe6EHKOM:

* YTO MONYanuBble CBUAETENN YCUTUBAIOT
TpaBJIlo 1, NO CyTW, CTAHOBATCHA
eeé coyyacTHnKamu

* Kak noagep>KaTb XXepTBY 6yN/NHra

* K KOMY 13 B3POC/IbIX MOXKHO 06paTnUTbCS
N\
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Hy>XHO i nucaTthb

B o6 vaTt?

O6cyauTe cUTyaLUIo C KJIaCCHbIM
pyKkoBoaguTenem Vi BMecTe peLunTe, Kak ay4lue
AencTBoBaTh. Balwa 3agayva — cnpaBUTbCA

C NpobaemMow, a He A0Ka3aTb, YTO Bbl NPaBsbl.

NMy6nnyHbie KOHPNANKTbI
poauTenem MoryT:

*  yCyryoumuTb NonoXeHme
feten

* CNPOBOLMPOBATH
arpeccuio B knacce

* pasAenuTb B3POC/bIX
Ha BpaxaytoLyme
nareps
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Hy>XHO nu naTwm
B NOZINLLUIO

06paTI/ITbC$| BagMUWUHUCTPAUVNIKO LLUKOJIbI
Wi NpaBOOXpPaHNTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUANTE B YaTe:

* Yrpo3bl

* CUCTeMaTUYeCKy TPaBto

* pacnpocTpaHeHne NNYHbIX GOoTO
* BbIMOraTe/ibCTBO
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6. CepBucChbI M MaTepHaJbl MO HU(PPOBOI 0€30MACHOCTH
Karanor o0y4arouux KypcoB 10 1 poBoit
IPAMOTHOCTH — OT TPaBWJI PE3EPBHOIO KOMMPOBAHHSA JAHHBIX IO METOJOB
pacrno3HaBaHus TUNPEHKOB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo uM@poBoOit TPAMOTHOCTH, ONPEACISAIOIINN YPOBEHb OCBEAOMIICHHOCTH
B 3TOM chepe
https://www.gosuslugi.ru/scammer_protection/quiz

Pa3nen na noprane I'ocycinyr « Kubepoe3onacHocTb — 3T0 POCTO!», r71e coOpaHa
nosie3Has wuHpopMalnus O pa3sHOOOpa3HbIX KuOepyrposzax. B oTaenbHBIX OJi0Kax
pa3MeIleHbl PEKOMEHJAINH, CIEUUaIbHO pa3pabOoTaHHbIE B TOM YHUCIE MJs JIETEH.
[TomuMo 3TOr0 0CO00E BHUMAHMUE yAEJIEHO 3aIIUTE OT (PUIIHMHIA, CO3/IaHUI0 HAJEKHBIX
napoJiei ¥ npo(UIaKTUKE TeIePOHHOTO MOIIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprane T'ocycmyr «be3omacHocTts aereii B HHTepHeTe»,
/i€ MIPEACTABICHBI PEKOMEHIAIMN U UHCTPYKIIUU 110 HACTPOUKE CPEJICTB POAUTEIIHCKOTO
KOHTpoOJisA, WHpopManus O OECIUIaTHBIX CepBUCAaX U MaTepualiiax Mo UudpoBoi
0€30MacHOCTH M OIIMIX JIETCKOTO0 PEeXMMa B PA3THUYHBIX TMOIMYJSIPHBIX CEpBUCAX
U IIPHUITOKCHUAX

https://www.gosuslugi.ru/life/details/internet_safety children

Hpoekr «(IIU®POBOM JIMKBE3», peammsyemsiii Munmudpsr Poccun
coBMmectHo ¢ AHO «ludpoBas »sxoHOMHKa». B pamkax mpoekTa TOCTYIHbI
BUJICOPOJIMKUA OT BEAYIIMX TEXHOJOTMYECKUX KOMIAHUM, MOCBSIICHHBIE aKTyaJlbHbIM
yrpo3aMm HH(POPMALMOHHON 0€30MacHOCTH (CouuaibHasi WHXKEHEpHs, APONIEPCTBO,
MOIIEHHUYECTBO ¢ Aunderkamu, Kpaka aKKayHTOB, JOKCHHI W Jp.) M crocodam

MPOTUBOAECHUCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI1130807036

IMpoekr «YPOK HUDPBI», peanuzyembrii Munnudpsl Poccuu coBmecTHO
¢ AHO «lludpoBas 5>KOHOMHKA», TNPEIOCTABISIONIMNA BO3MOXKHOCTh TMOJYYUTh

CHCIIMATM3UPOBAHHBIC 3HAHUS M IO3HAKOMUTLCS C akTyaabHbIMU U T-ipodeccusimu
https://yvpoxumdpsl.pd/?ysclid=mmui90d6uv290511431

Beb-nopran Anbsinca « IUPPATexka. budinoreka npakTH4ecKuX 3HAHUI,
Ha KOTOPOM TpEeJICTaBlieHa Moje3Has MHpopMalus OT BEOyIIUX SKCHEepTOB B cdepe
6e3onacHocTH B MIHTEpHETE U MCUXOJIOTMH HE TOJBKO JJIsl IeTel U MOAPOCTKOB, HO U JUISI
poauTenel U yuuTeneu, cTaTbi, 00pa3oBaTeIbHbIe KBU3bI, @ TAKKE YEK-JIUCThI, KOTOPhIE
ITOMOTYT IPOTUBOCTOATH OMACHOCTSAM B MIHTEpHETE

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Metonuueckoe mnocobue «Puckm B uudpoBoOil cpede: AHATHOCTHKA,
NPOPUIAKTUKA, KOPPEKIUA», AAPECOBAHHOE I€1aroram, ICUX0JI0raM, BOCIIUTATEIAM

51 pOI[I/ITeJ'ISIM
https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoa5kktti.pdf

['0TOBBIM HMKJ BHEYPOYHBIX 3aHATHH IO BONMPOcaAM HH(MPOPMAUMOHHON
0ezomacHocTH M NHU(POBOH THIrMeHbl MKOJILHUKOB (2-6 u 7-11 KimaccoB),
pekoMeHaoBaHHbIN Poccuiickoil akamemueit oOpaszoBanusi (Iludpareka. Bapocnwie /
YUUTEISIM / MeToInueckre MaTepuaibl). OCHOBHBIMU (popMaTaMu MPOBEJCHUS 3aHATUN
ABJISIIOTCS Oecellbl C AJIEMEHTaMU HWIPOBOM JEATEIbHOCTH, a TaKKe NPAKTHUKYMBI,
OpUEHTHUPOBAHHBIE Ha CO3J]JaHUE COOCTBEHHBIX MPOEKTOB B chepe MHPOPMaIUMOHHOM
0€30MacHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudpopmanuoHHO-MeTOAUYECKHE MATEPUAJIBI JJIf poauTeseid (3aKOHHBIX
npencraButeneil) «bezonacHocts aereit B UHTepHeTe»
https://disk.yandex.ru/i/KDIIgrf1IL9XiA

Buaeoypok ot npeacenarens Anbsiaca bensakoBoii E.A. «Kak opueHTHPOBATHCHA
B OHJIAWH-NIPOCTPAHCTBE), MOATOTOBIICHHBIN GoHmOM «CTpaHa JJIs IETei» B paMKax
akuuu «be3onmacHocTh AercrBa» YmnosiHOMoueHHOro npu Ilpesumente Poccuiickon

®denepanuu 1o npaBam pedenka M.A. JIbBoBo#-benoBoii.
https://vkvideo.ru/video-207180658 456239300?t=1m42s

Ilnardpopma nudpoBoid rpaMOTHOCTH JJIS HE3PAYUX JeTed - COBMECTHAsS
naunmatuBa [TAO «Beimnenkom», Everland u Anbsinca, HampaBieHHasi Ha TMOMOIIb
MOAPOCTKAM C HapyIICHUSIMH 3pEHUS B OCBOCHUU ITU(PPOBHIX HABHIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

