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I. Omnpenesienus

B Hacrosmem JIOKyMEHTE WCIIOJIB3YIOTCS CICIYIOIIHEe TEPMHUHBI M HX
OIPEIICTICHHSI.

ABTOMATH3MPOBAHHAS 00pa0dO0TKa TMNEPCOHAJBHBIX JAHHBIX —
00paboTKa TEPCOHANBHBIX JAHHBIX C TOMOIIBIO CPEICTB BBIYUCIUTEIHLHOU
TEXHHUKHU.

be3onacHocTh NMEPCOHAJBHBIX JAHHBIX — COCTOSHHUE 3alUILIECHHOCTH
NEPCOHAIBHBIX JaHHBIX, XapaKTEpU3yeMO€ CIIOCOOHOCTBIO IOJIb30BaTEINEH,
TEXHUYECKUX CpPEACTB W  HMH(POPMALMOHHBIX TEXHOJOTUH  OOECHEeUHThH
KOH(HIEHIIMATTBHOCTD, HEJIO0CTHOCTh U JOCTYITHOCTh IEPCOHATIBHBIX TAHHBIX ITPH
ux 00paboTKe B MUHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHbIX.

BJ]OKI’IpOBaHI/Ie MNEPCOHAJIBbHBLIX JAHHBLIX — BPCMCHHOC IIPCKPAIICHUC
c60pa, CUCTCMATHU3allNH, HAKOIIJICHUA, MCIIOJIB30BAHUA, PACIIPOCTPAHCHUA,
IICPCOHAJIBHBIX JAHHbIX, B TOM YHUCJIC UX IICPCAaYN.

Joctyn k uHopManum — BO3MOXXHOCTb MOJYYEHHUS HH(POPMALMH U
€€ UCII0JIb30BAHUS.

3ammmaemasi uagopmanus — uHGOpPMAIHS, SBJISIONIASACS TPEIMETOM
COOCTBEHHOCTH W TIOJJICKAIas 3allUTe B COOTBETCTBUU C TPEOOBAHWSIMHU
NPaBOBBIX  JOKYMEHTOB  WJIM  TpeOOBaHHUSIMH,  YCTaHABIMBACMBIMHU
COOCTBEHHHKOM MH(MOPMAIIHH.

Nnentndukanus — mnpucBoeHue cyObeKTaM M OO0BEKTaM JOCTYyIa
uaeHTuuKaTopa U (WIM) CpaBHEHHE MPEABSIBISIEMOr0 HIECHTU(HUKATOpPA C
NEPEYHEM MPUCBOEHHBIX UIEHTU(UKATOPOB.

NudopmanuonHas cucreMa NMepcOHAJbHBIX JaHHBIX — COBOKYITHOCTb
CoJIepIKaIINXCS B 0azax  JaHHBIX  TEPCOHAIBHBIX  JIAHHBIX U
o0OecrieynBalIUNX WX  00pabOTKy  MHGOPMAIMOHHBIX  TEXHOJIOTHH W
TEXHUYECKUX CPEJICTB.

NudopmanuonHbie TEXHOJOTHU — TMPOIIECCHI, METOIBI TIOHUCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEAOCTABIICHUS, PACHPOCTPaHEHUS HHPOPMALUU U
CIIOCOOBI OCYIIIECTBIICHUS TAKUX MPOIIECCOB U METOOB.

HcTouyHuK yrpo3bl 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX — CyOBEKT
JOCTyNa, MaTepHabHBIM OOBEKT WM (U3HUECKOE SIBICHHE, SBIISIOLINECS
NPUYUHON BOZHUKHOBEHUS yTPO3bl O€30MaCHOCTH MEPCOHATBHBIX TAHHBIX.

KonTponupyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 3JaHUE, YACTb
3laHHs, TOMEIIEHHUE), B  KOTOPOM  MCKJIIOYEHO  HEKOHTPOJIHPYEMOE
npeObIBaHHE TOCTOPOHHUX JIUII, & TAK)KE TPAHCTIOPTHBIX, TEXHUYECKUX M HHBIX
MaTepHUaIbHBIX CPEJCTB.
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KOH(l)I/IHeHIII/Ia.]IbHOCTb MEPCOHAJIbHBIX JAHHBIX — 00s13aTeNIbHOE JJIA
C06J'IIOI[CHI/IH OoIIcpaTopomM HJIIM HHBIM IIOJYUYHBIOUM JOCTYII K IICPCOHAJIIBHBIM
JaHHBIM JIMITIOM Tp€60BaHI/Ie HC PpacCIIpOCTPaHATb HUX 0e3 cornacus CY6’B€KT8,
IMCPCOHAJIBHBIX NAHHbBIX WJINW HAJIMYNA NMHOI'O 3dKOHHOT'O OCHOBAHMU:.

Hapymurens 06e30MacHOCTH MEPCOHAJBHBIX JAHHBIX — (QHU3UYECKOE
JUIO, CIy4YailHO WJIM NPEIHAMEPEHHO COBEpLIAIONIEe JNEHCTBUA, CIEACTBUEM
KOTOPBIX SIBJIIETCSl HapyllleHHe Oe30MacHOCTH MEPCOHABHBIX JAHHBIX MPU UX
00paboTKe TEXHUYECKUMH CpEACTBAMHU B HH(DPOPMAIMOHHBIX CHUCTEMax
MEPCOHANIbHBIX JJAHHBIX.

HecaHKUMOHUPOBAHHDIN H0CTYN (HECAHKIIMOHUPOBAHHBIEC ICHCTBUA)
— IOCTYII K MH(POpMALINU I JeUCTBUS ¢ UHGOpMaIMeld, HapyIlIatolue IpaBuia
pasrpaHuyeHus  JOCTyna ¢ HICIOJIb30BAaHUEM IITaTHBIX CPEACTB,
MpeAoCTaBIsIeMbIX HH()OPMAIIMOHHBIMU CUCTEMAMM TIEPCOHATBHBIX JTAHHBIX.

Hocurenb ungopmannu — puzndeckoe JIUIO UK MaTepUaIbHbIN 00BEKT,
B TOM uyucjie (Qu3Myeckoe ToJjie, B KOTOPOM HHQOpPMAIUi HAXOJIUT CBOE
OTPaXEHHE B BHUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUN U
MPOIIECCOB, KOJUYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEIUUMH.

Oo0e3iMYuBaHUe NMEPCOHAJIBHBIX JAAHHBIX — JCHCTBHS, B PE3YyJIbTATE
KOTOPBIX HEBO3MOKHO ONPEACINUTH NPUHAMIECKHOCTh NEPCOHANBHBIX JAAHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATbHBIX JaHHBIX.

O0paboTKa MepcoOHANbHBIX JAHHBIX — JII000€ JIelicTBHE (OTIepalys) Uiu
COBOKYITHOCTD JICCTBUH (OTIEpallHii), COBEpIIIaEMbIX C UCTIOIb30BAHUEM CPE/ICTB
aBTOMATU3alMU WK O€3 HMCIOJIb30BaHUSI TAKUX CPEACTB C MEPCOHATBHBIMU
JAHHBIMH, BKJIIOYasi cOOp, 3aMuch, CUCTEMaTU3allUI0, HAKOIUUICHUE, XpaHEHUE,
yTouHeHue (OOHOBJIEHHE, U3MEHEHUE), W3BJICUYCHUE, MCIIOJIb30BaHUE, TIepeiavdy
pacipocTpaHeHue, MPeAoCTaBlIeHre, AOCTYM), 00e3TuYrBaHue, OJIOKUPOBAHUE,
yAaJIeHUue, YHUYTOKEHHUE MIEPCOHAIBHBIX JaHHBIX.

O0beKT BHIYUCIUTEIbHON TEXHUKH — CTAIlMOHAPHBIN WIJIM MOIBUKHBIN
00BEKT, KOTOPBIA MPEICTABISAECT COOOM KOMIUICKC CPEICTB BBIYMCIMTEIHHOM
TeXHUKH, TPETHA3HAUYCHHBIA [IJI1 BBIIOJHEHHUS OMNPENETICHHBIX (PYHKITUH
obpaboTku mHpopmaruu. K 0O0beKTaM BBIYHUCIUTEIBHON TEXHUKH OTHOCSTCS
aBTOMATU3WPOBAHHBIC CHUCTEMbI, aABTOMATH3UPOBAaHHbIC padoyue MecTa,
WH()OPMAITMOHHO-BBIUUCIUTEIIBHBIE IIEHTPHl M APYrU€ KOMIUJIEKCHI CPEJCTB
BBIYMCIIUTEIILHON TEXHUKH.

K 00beKTaM BEIYUCTUTEILHON TEXHUKH MOTYT OBITh OTHECEHBI TAK)KE OTACIIHHBIC
CpEACTBAa BBIYMCIUTEIBHON TEXHHUKH, BBIMNOJHSIONIME CAMOCTOSITEIbHbBIC
byHKIIUKM 00padOTKH HHGOPMAIIUH.

OmnepaTtop nNepCOHANBHBIX [aHHBIX — TOCYJApCTBEHHBIH OpraH,
MYHUIIUTIATBHBIA OpPTaH, IPpUINYECKOe WIH (U3UUECKOE JIUII0, CAMOCTOATEIBHO
WM COBMECTHO C JIPYTMMHU JIMI[AMU OpPTaHU3YIoUIUe U (WJIU) OCYIECTBIISIONINE
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00paboOTKy MEepCOHATBHBIX JAHHBIX, 4 TAKKE OMPEEIIIONre e 00paboTKu
NEPCOHANBHBIX JAaHHBIX, COCTAaB TIEPCOHAIBHBIX JAHHBIX, IOJICKAIINX
00paboTKe, NEHCTBUS (ONepaIu), COBEPIIAEMbIC ¢ IEPCOHATBHBIMH TAHHBIMH.

IlepconasbHbIe JaHHBIE — JIt00as UH(OPMALIHS, OTHOCSILAACS TPSIMO UK
KOCBEHHO K ONPE/ICIICHHOMY UJIU OTIpeiesiieMOMY (PU3NIECKOMY JHITY (CyOBEKTY
NEPCOHAIIBHBIX JAHHBIX).

IMosab30BaTes b HHPOPMANUOHHOM CHCTEMbI IEPCOHAJIBHBIX JaHHBIX —
JUI0, Yy4YacTByiollee B (YHKIIMOHUPOBAHUU HMH(OPMALMOHHONW CHUCTEMBI
MIEPCOHAIILHBIX TAHHBIX WJIU UCIIONB3YIOIIEE PE3yIbTaThl €€ (DYHKIIMOHUPOBAHUSI.

IIpaBuna pasrpaHuyveHuss JAOCTYya — COBOKYMHOCTb IpaBul,
periaMeHTUPYIONIUX MpaBa JOCTyIa CyObEKTOB JIOCTYIA K 00BEKTaM JIOCTYyIIA.

IIpenocTraBieHue NePCOHANBHBIX JAHHBIX — JICUCTBUS, HaIpaBJICHHBIC
Ha PpACKPBITHE TEPCOHAIBHBIX JAHHBIX  OMNPEACICHHOMY JIMIy  WJIH
OIPEJEICHHOMY KPYTY JIULI.

IIporpammHoe (mMporpaMMHO-MaTeMaTH4YeCKOe) BoO3JaelicTBUEe —
HECAHKI[MOHUPOBAHHOE BO3JCHCTBUE HA PECYpPChl aBTOMATU3UPOBAHHOMN
MH()OPMAITMOHHON CUCTEMBI, OCYIIIECTBISIEMOE C UCTI0JIb30BAHUEM BPEIOHOCHBIX
MIPOrPaMM.

PacnpocTpaHeHue nepCcOHANBbHBIX JAHHBIX — JCHCTBUS, HAPABJICHHbBIC
Ha PACKPBITUE MEPCOHAIBHBIX JAHHBIX HEOMPEICICHHOMY KPYTY JIMII.

Pecypc wuHpopmManMoHHOW CcHCTEeMbl — HMEHOBAHHBIA 3JIEMEHT
CUCTEMHOTO0, IPUKJIATHOTO WJIK arllapaTHOro o0ecreueHus: (PyHKIIMOHUPOBAHNUS
UH(OPMAITMOHHOW CUCTEMBI.

Cucrema 3alIMTHI MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh OPTaHOB U
(WJIM) MCTIOTHUTENCH, WCIONb3yeMOW HMH TEXHHKU 3aluThl WHOOpMAaIuH,
aTakke OOBEKTOB, OpPraHW30BaHHAA W (PYHKIIMOHHUPYIOMIAs IO TpaBUjaM H
HOpPMaM, YCTaHOBJIEHHBIM COOTBETCTBYIOIIMMH JJOKYMEHTaMH B 00JIACTH 3aIUATHI
MEPCOHAJIBHBIX JaHHBIX.

CpencrBo kpunrorpapuyeckoi 3amuTbl MHPOPMALUM — CPEICTBO
3alUThl  MHGMOpPMAIMK, pean3yIollee aJIrOPUTMbl  KPUNTOIpapUUecKoro
npeoOpa3zoBaHus HHPOPMALIUU.

Cy0bekT pgocryma — JIMIIO WM T[Opolecc, JEUCTBUS KOTOPOTO
periaMeHTUPYIOTCS MpaBUIaMU pa3rpaHUUuEHHUsI TOCTYTIA.

Cy0beKkThl NepCOHANbHBIX JAAHHBIX — pa0OTHUKH, OOydaromuecs,
YYaCTHHKM  €JUHOrO0 TOCYJAapCTBEHHOIO 3K3aMeHa (32  HCKJIIOYEHUEM
oOyuaromuxcs), TpaxkJaHe, NPUBJIEKaeMble K MPOBEACHUIO TOCYIapCTBEHHOMN
UTOTOBOM  aTTECTAllMM, WIEHbl MPEIMETHBIX KOMHUCCHW, OOLIECTBEHHBIE
HaOJII0JaTeNH, CIIyIIATENN U JPYTUE JIHLIA.
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TexHuyeckuil KaHa YTeYKH MH(OPMALUH — COBOKYITHOCTh HOCUTES
nHpopmaruu (cpeacTBa o0pabOTKH), (DU3UUECKOW Cpeabl paclpoCTpaHCHHUS
MH()OPMATUBHOTO CHUTHAja U CPEJCTB, KOTOPHIMH JOOBIBAETCS 3alluIlaeMast
uHdopmarus.

Texnnueckue cpeacrsa HH(POPMANMOHHOM CHCTEMBbI MEPCOHAJBHBIX
JAaHHBIX — CpPEICTBAa  BBIUMCIMTEIBHOW  TEXHHMKH, HH()OPMALMOHHO-
BBIUHCIIUTENIbHBIE KOMIUJIEKCHI U CETH, CPEICTBA U CUCTEMBI IIEpeaun, IpUueMa u
00paOOTKM MEpPCOHANbHBIX JAHHBIX (CPEACTBA M CHUCTEMBI 3BYKO3AIUCH,
3BYKOYCHUJICHUS, 3BYKOBOCIIPOM3BEJICHUS, IEPETOBOPHBIE U TEJIEBU3UOHHbBIE
yCTpPOMCTBA, CPEACTBA M3TOTOBIICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JApPYyrue
TEXHUUYECKUE CPEICTBA 00padOTKU peueBoid, rpauueckoi, Buaeo- U OyKBEHHO-
uuppoBoil mH(pOpMaIMK), TPOrpaMMHbIE CPEACTBA (ONEPALMOHHBIE CHUCTEMBI,
CUCTEMBI yIIpaBiieHUs 0a3aMu TaHHBIX U T.II.), CPEJICTBA 3alUThl UH(OPMAIIIH,
npUMeHsieMble B UH()OPMALIMOHHBIX CHCTEMAX.

Yrpo3bl 0€30IaCHOCTH MEPCOHAJIBHBLIX JAHHBIX — COBOKYIIHOCTH
yCIIOBHMA M (haKTOPOB, CO3JAIONINX OMACHOCTh HECAHKIMOHHUPOBAHHOTO, B TOM
YHUCJIe CIYy4alHOTO, TOCTYIAa K EPCOHATBHBIM JaHHBIM, PE3YIhTaTOM KOTOPOTO
MOXXET CTaThb YHUYTOXXEHHUE, W3MEHEHHue, OJIOKUpOBaHUE, KOIMUPOBAHUE,
pacmpocTpaHeHue MIEPCOHAIIbHBIX JTAHHBIX, a TaK¥Ke WHBIX
HECAaHKIIMOHUPOBAHHBIX JEUCTBUI TMpU UX 00paboTKe B HUHPOPMAIMOHHOM
CUCTEME TIEPCOHATBHBIX JaHHBIX.

YHUYTOKEHHE TEPCOHAJBHBIX JAAHHBIX — JCHCTBUS, B pE3yJbTaTe
KOTOPBIX HEBO3MOXXHO BOCCTAaHOBHUTBH COZACP)KAHUE IEPCOHAIBHBIX IAHHBIX B
UHPOPMAIIMOHHOM CHCTEME MEpPCOHANBHBIX JIaHHBIX WJIM B pe3yJbTare
KOTOPBIX YHUYTOKAKOTCA MaTEPUAIbHBIE HOCUTENIN IIEPCOHAIIBHBIX JaHHBIX.

Yreuka (3ammmaemoi) HHGOPMALMHU MO TEXHHYECKUM KaHAJIaM —
HEKOHTPOJINPYEMOE PACIPOCTpaHEHHE UHPOPMALMU OT HOCHUTEINS 3alUIIAEMOI
uHpopmanuu yepe3 (U3MUECKYI0 Cpeay JO0 TEXHHYECKOro CpeACTBa,
OCYILECTBIISIOUIETO NepexBaT HH(OpMaLIHU.

HesocTHOCTH HHGOPMALIMU — CTIOCOOHOCTH CPEACTBAa BBHIYUCIUTEILHON
TEXHUKH WJIM aBTOMATU3UPOBAHHOM CHUCTEMBbI OOECIeYnBaTh HEU3MEHHOCTh
uH(pOpMAIMU B YCIOBUAX CIYy4alHOrO W/WIM MNPEIHAMEPEHHOTO HCKaKEHMS
(pa3py1ienus).

II. BBeaenue

Hacrosimass  IlonuTuka ~ ©0€30MacHOCTM  MEPCOHANBHBIX — JTAHHBIX,
o0pabaTbiBaeMblX B HWH()OPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JIAHHBIX
I'BY Pecnybnuku Mapuit On «[H{UTOKO» (manee — IlonuTtuka), siBIseTcs
oguIMaTbHBIM JOKYMEHTOM U pa3paboTaHa B COOTBETCTBUU C LIEISIMU, 3aa4aMu
U TOpUHIUNaAMu  obecrieueHuss O€30MACHOCTHM  MEPCOHANBHBIX  JIaHHBIX
u3NokeHHbIx B KoHuenuuu  0€30MaCHOCTH  MEPCOHANbHBIX  JIAHHBIX,
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oOpabaTpiBaeMbIX B HWH(POPMAIMOHHBIX CHUCTEMax TMEPCOHAIBHBIX JTaHHBIX
I'BY Pecniyonuku Mapuii D11 « L IUTOKO» (nanee — YupexaeHue).

B TlonuTtuke ompeneneHsl TpeOOBaHHUA K paOOTHUKAM YUpexKICHUs,
CTENEHb OTBETCTBEHHOCTH PAO0OTHUKOB, CTPYKTypa M HEOOXOIUMBIN ypOBEHB
3alIUIIEHHOCTH, CTaTyC W  JOJDKHOCTHBIE  OOS3aHHOCTH  paOOTHUKOB,
OTBETCTBEHHBIX 3a oOecnedyeHne Oe30IaCHOCTU IE€PCOHAIbHBIX JAHHBIX B
MH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX Y UPEKICHMUSL.

Illl. O01ue MoJI0KeHNA

Lensro Hacrosmen IlomuTuku sBIsIeTCS oOecmeueHrue OC30IMacHOCTH
MEPCOHATBHBIX JAHHBIX YUpEeXKJCHUs OT BCEX BHJOB Yrpo3, BHEIIHUX H
BHYTPEHHMX, YMBIILICHHBIX U HEMpeIHAMEPCHHBIX, MUHUMH3ALKS yiiepoa oT
BO3MOXKHOM peann3aliuy yrpo3 0€301MacHOCTH IePCOHATbHBIX TAHHBIX.

be3zonacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTACTCS IMYTEM HCKIIOUECHUS
HECAHKI[IMOHUPOBAHHOI'0, B TOM YHCJIE CIIYYaWHOTO, JIOCTYIA K MEPCOHAIBHBIM
JTAaHHBIM, PE3yJbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHUE, W3MEHECHHE,
OJIOKMpOBaHHE, KOMUPOBAHUE, PACIPOCTPAHEHUE TEPCOHABHBIX JaHHBIX, a
TaKK€ MHBIX HECAHKIIMOHUPOBAHHBIX AehcTBU. MH(opMaius u CBsI3aHHbBIEC C
HEl pecypchl JIOJDKHBI OBITh JIOCTYNMHBI TOJBKO JIJII  aBTOPU30BAHHBIX
noJib3oBaTesie. B MHpOpMaIMOHHBIX CHCTEMax MEePCOHAIBHBIX JAaHHBIX JTOJIKHO
OCYIIECTBIISATBCS CBOEBPEMEHHOE OOHApY)KEHHE YIrpo3 W pearupoBaHHE Ha
yIrpo3bl 6€30MaCHOCTH TTEPCOHATIBHBIX TAHHBIX.

B uHdopmManmoHHBIX cHCTEMaX NEPCOHAIbHBIX JIAHHBIX HEOOXOAMMO
HCKJIFOYUTh BO3MOKHOCTh NPEIHAMEPEHHBIX WM CIIy4alHbIX, YACTUYHBIX WJIU
MOJIHBIX HECAHKIIMOHUPOBAHHBIX MOJU(DUKAIMN WM YHUUTOKEHUS TAHHBIX.

[lepeuens MEepCOHANBHBIX JAHHBIX, MOJJICKAIINUX 3aIIUTE, OMPEICICH B
[Tonoxenuu 06 o6paboTke nepcoHabHbIX AaHHBIX B I'BY PecnyOnuku Mapuit
21 «HUTOKO».

IV. CucteMa 321 ThI IEPCOHATBHBIX JAHHBIX

Cucrema 3alIUThl IEPCOHANTBHBIX TAHHBIX CTPOUTCS HA OCHOBAHUU:
— Ilepeuns nepcoHAIBHBIX JAHHBIX, MTOJICKAINX 3AIIUTE;
— Ilepeuns nHGOPMAITMOHHBIX CHCTEM IIEPCOHATBHBIX JTAHHBIX;

— AKxTa onpeziesieHus ypOBHS 3alUIIEHHOCTH IEPCOHATBHBIX JAHHbBIX MTPU
ux 00padoTke B UHPOPMAIIMOHHOM CHUCTEME MEPCOHAIBHBIX JaHHBIX;

— YacTtHoil Moenu yrpo3 ¥ Hapyumuress 0e30MacHOCTH NMEPCOHATBHBIX
JTAHHBIX;

— TlonoxkeHust 0 pa3rpaHWYEeHUH TMpaB JocTyna K oOpadaTbiBaeMbIM



NEPpCOHAJIbHBIM ITaAHHBIM,

— PykoBogsamux nokymeHToB @CTIK Poccun nu ®Cb Poccun.

Ha ocHoBaHuMM 3THX JOKYMEHTOB OMpEAEseTCs HEOOXOAUMBIM ypOBEHb
3alIUIIEHHOCTH MEPCOHATBHBIX JAaHHBIX B KaXJ10M MH(MOPMAIMOHHON CHCTEME
NEPCOHANBHBIX TAaHHBIX YupexaeHus. s kax ol nHPOPMAIIMOHHON CHCTEMBI
NEPCOHANBHBIX JAHHBIX JOJDKEH OBITh COCTaBIEH CIUCOK HCIOJIb3yEMbIX
TEXHUYECKUX CPEJCTB, a TAKKE MPOrPaMMHOI0 00ECIEYeHHs], YHaCTBYIOLIETO B
00pabOTKE NEPCOHATBHBIX JIAHHBIX, MOJUIEKAIINX 3aIUTE.

B 3aBucumMoctu OT YPOBHA 3allIMIICHHOCTH IICPCOHAJIBHBIX OJAHHBIX B
HH(bOpMEII.[HOHHOfI CUCTCMC IICPCOHAJIBHBIX HAHHBIX MW A4dKTYAJbHBIX YI'PO3,
CUCTCMa 3allrUTbl IICPCOHAIBHBIX JAHHBIX MOXCET BKIIOYATh CJICAYIOHIHC
TCXHUYCCKHUC U ITPOTrPpaMMHBIC CPCACTBA:

— AHTHUBHUPYCHBIC CPCACTBA JIA 00BEKTOB BBIUHMCIIUTEIHHON TCXHUKMH,
— CpCACTBA MCIKCCTCBOI'O OKPAHUPOBAHUS

— CpCacCTBa KpI/IHTOFpa(I)I/ILIeCKOf/'I 341U ThI I/IH(i)OpMaI_[I/II/I, IIpu Icpcaaydc
BaIHHHIaeMOﬁ I/IH(bOpMaIII/II/I I10 KaHaJlIaM CBs3H.

Tak ’xe B CHHCOK JOJDKHBI OBITh BKJIIOYEHBI (DYHKIIUU 3aIUTHI,
o0OecrieynBaeMble  ITAaTHBIMH  CPEACTBaMU  HH(POPMAIIMOHHONW  CHUCTEMBI
IIEPCOHAIBHBIX JTAHHBIX U ONEPALMOHHBIX CUCTEM, ITPUKIAIHBIM ITPOTPAMMHBIM
o0OecrieyeHUEeM U CIENUAIbHBIMU KOMIUIEKCAMH, PEATU3YIOIIUMU CPEICTBa
3amuThl. CucoK (hYHKIIMIA 3aIIUTHI MOKET BKJIIOYATH:

— yHOpaBJICHUE JOCTYIIOM U pa3rpaHUYCHUE JOCTYIIA M10JIb30BATENEH;

— PETUCTpAIMIO U YyUYeT ASUCTBUM ¢ HHGOpMAIIHEH;

oOecreyeHue eNOCTHOCTH JJaHHBIX

oOHapy>KEHUE BTOPYKCHHM.

CHucoK MCIMOJIb3yeMbIX CPEJICTB JODKEH MOMIEPKUBATHCS B aKTyallbHOM
cocTtosiHuU. Bce m3MeHeHns cocTaBa CMCTEMBI 3alTUThI IEPCOHABHBIX JTAHHBIX
WM DJIEMEHTOB MH(POPMAIMOHHBIX CHUCTEM TMEPCOHAIBHBIX JAHHBIX OJDKHBI
OBITH COTTIACOBAHBI ¢ A IMUHUCTPATOPOM MHGOPMAIIMOHHON 6€30TTaCHOCTH.

V. TpCﬁOBaHI/Iﬂ K IIoJACUCTEMAM CUCTEMBI 3AIIIMTHI IEPCOHAJIbHBIX TAHHBIX

Cucrema 3alIUTBI IICPCOHAJIBHBIX JAHHBIX BKIIIOYACT B cebs CJICaAyromue
HOACHUCTCMBI.

— YIpaBJIEHUS JOCTYIIOM, PETUCTPALIN U YUETa;

— o0OecreueHust HEJIOCTHOCTU U JOCTYITHOCTH,



— AHTUBUPYCHOM 3aILUTHI;
— MEXCETEeBOr0 YKpaHUPOBAHUS;

— dHaJIn3a 3allIUIICHHOCTH,

oOHapy>KeHHUs BTOPKEHUMH;

— Kpunrorpapuueckoi 3auThl.

[loncucreMpl  CUCTEMBI  3alllUThl  NEPCOHAIBHBIX JAHHBIX  HMEIOT
paznuyHbldA  (PYHKOMOHAJI B 3aBUCUMOCTHM OT YPOBHS 3allMIIEHHOCTH
NEPCOHANIBHBIX JAHHBIX MpU HUX 00paboTKe B HMHPOPMALMOHHON CHCTEME
NEPCOHANIBHBIX JAaHHBIX, OIPEACIIEHHOIO B AKTE OINpEAeICHHUs] YpPOBHS
3aIMIIEHHOCTH NEPCOHAJIBHBIX JAHHBIX MPU UX 00pabOTKEe B MHPOPMALIMOHHOM
CUCTEME NIEPCOHAIBHBIX JaHHBIX.

5.1. Iloacucrembl ynpaBjieHHs J0CTYIIOM, PeriCTPALMHU U y4eTa

[Toncucrema  ympaBiieHMST  JOCTYIIOM,  PErUCTpallid W y4deTa
IpeIHa3HaYeHa JJisl peaii3aliu CIeIyonX QyHKIUI:

— uACHTU(PUKAIUKA ¥ TIPOBEPKH MOMJIMHHOCTH CyOBEKTOB JOCTyIa IMpHU
BX0JI€ B UH(POPMAIIMOHHYIO CUCTEMY MEPCOHAIBHBIX JIAHHBIX;

— UACHTU(HUKAIIMK TEPMHUHAJIOB, Y3JIOB CETH, KaHAJIOB CBSI3M, BHEITHUX
YCTPOMCTB IO JIOTUUYECKUM UMEHAM;

— uAeHTU(UKAIMK TporpaMM, TOMOB, KaTajoros, (aiijoB, 3amucew,
MOJIeH 3alucel 1o UMEHaM;

— peructpauuu Bxoja (BbIX0/a) CYOBEKTOB JOCTyla B cUCTeMY (U3
CUCTEMBI), JIMOO pEerucTpauuy 3arpy3kd U HWHULUAIU3ALMU ONEepalMOHHOU
CUCTEMBI U €€ OCTaHOBA;

— PEruCTpalMK TMOMBITOK JOCTyINa MPOTrPaMMHBIX CPEACTB (IpOrpamm,
MPOLIECCOB, 3aJ1ay, 3aJaHuil) K 3aluiiaeMbIM Qaitnam;

— PErucTpanmu MOMbITOK JOCTYNA MPOrPaMMHBIX CPEACTB K TEPMHUHAJIAM,
KaHajaM CBsI3U, MpoOrpaMmaM, TOMam, KaTajoram, Qaiaam, 3amucsiM, MOJIsIM
3aUCEN.

[logcucrema ympaBieHUs JOCTYIIOM MOXET OBITh peaau30BaHa C
MOMOIIBI0O  INTaTHBIX  CPEICTB  OOpaOOTKM  TMEpPCOHAIBHBIX  JaHHBIX
(omepanMoOHHBIX CHCTEM, MpUIOkKeHuM). Tak ke MOXKeT ObITb BHEIPEHO
CHEIUATbHOE TEXHUYECKOE CPEJICTBO WM HMX KOMIUIEKC, OCYILECTBIISIOINE
JOTIOJTHUTENbHBIE MEpbl M0 ayTeHTHUKauuu W KoHTposdto. Hampuwmep,
NPUMEHEHUE €IMHbIX XPAHWJWI] YYETHBIX 3alucedl MoJjb30BaTeNed u
pEeruCTpallMOHHOW  WH(OpPMAIMK,  WCIOJIb30BAHME  OMOMETPUYECKHX U
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TEXHUYECKUX (C TIOMOIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTU(UKALUU U
IPYrux.

5.2. HOI{CI/ICTeMa o0ecreueHus HEJOCTHOCTH U TO0CTYITHOCTH

[Toacuctema obecrneueHus 1EIOCTHOCTH M JIOCTYIMTHOCTH MpeTHA3HAUYCHA
JUIsi  O00ecCreueHHs] UETOCTHOCTH U JIOCTYNMHOCTH TIEPCOHAIBHBIX JIAHHBIX,
NpOTpaMMHBIX M alllapaTHBIX  CPEJICTB  HMH(POPMAIIMOHHBIX  CHUCTEM
MePCOHATIBHBIX JJAHHBIX YUPEXKICHHUS, a TAKXKE CPEJICTB 3aIUTHI, IIPHU CIydaiHOM
WM HaMEPEHHOU MoIu(pUKaIIy.

HOI[CI/ICTeMa peain3yCcTCda C TIIOMOIIBIO OpraHvu3alMu PE3CPBHOTO
KOITMPOBAHUA O6pa6aTBIBa€MBIX JAaHHBIX, a TAKKC PE3CPBUPOBAHUCM KIIHOUCBLIX
DJICMCHTOB I/IH(I)OpMaL[I/IOHHBIX CHUCTCEM IICPCOHAJIBHBIX JTaHHBIX.

5.3. IloacucreMa aHTUBHPYCHOM 3ALUTHI

HOI[CI/ICTCMEI aHTI/IBI/IPYCHOP'I 3dlIUTHI IIPCAHA3HAYCHA IJIA oOecreyeHus
aHTHBI/IPYCHOﬁ 3alIUThI 00BEKTOB BBEIUHMCIATSIFHON TEXHUKH y‘IpG)KI[@HI/IH.

CpenctBa aHTUBUPYCHOM 3alUThl MpPEIHA3HAYEHBI JUIS  pean3aliu
CIEAYIOMMX (yHKIIHIA:

PE3UICHTHBI aHTUBUPYCHBI MOHUTOPUHT
— AQHTUBHUPYCHOE CKAaHUPOBAHUE;
— CKpUNT-OJIOKUPOBAHUE;

— ICHTPAJM30BaHHAs  YCTAHOBKA / ICMHCTAUISIIUAS ~ AHTHBHPYCHOTO
NPOJYKTa, HACTpPOMKAa, aIMUHUCTPUPOBAHHME, MPOCMOTP  OTYETOB H
CTaTUCTUYECKON MH(POpMaLIUU 110 padoTe MPOAYKTA;

— aBTOMATH3WPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

— OI'PaHHUYCHUC IIPaB ITOJB30BATCIIAI HA OCTAHOBKY HCIOJHACMBIX 3d/1a1 U
HN3MCHCHUA HACTPOCK AHTHUBUPYCHOT'O IIPOIrPpaMMHOT O 06ecnequI/m;

— AaBTOMATUYECKMM 3alyCK cpa3y I[OCJe 3arpy3Kd ONEepalyvOHHOU
CUCTEMBI.

[Toncucrema  peanmusyercss  MyTeM  BHEAPEHUS  CHEHHUAIBHOTO
QHTUBUPYCHOTO  MPOrPAMMHOTIO  OOecreyeHuss BO  BCE  DJIEMEHTHI
WH(POPMAITMOHHBIX CUCTEM NIEPCOHATBHBIX JIAHHBIX.

5.4. Tloacucrema MexKCeTeBOro IKPAHUPOBAHMS

[TomcucTemMa  MEXKCETEBOTO  DKpaHUPOBAHUS  MpeAHA3HAueHa IS
peanuzanuu CJICTYIOTIINX (YHKITHIA: bunbpTpanuu OTKPBITOTO
u 3amudpoBaHHOrO (3akpbiToro) IP-tpaduka;
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— (¢uKcalMy BO BHYTPEHHUX >KypHaiax MHGOPMALMU O MPOXOISIIEM
OTKpPBITOM U 3aKpbIToM [P-Tpaduke;

— uaeHTuduKanum u ayTeHTU(UKALUN AMUHHCTpaTOpa
uH(OpPMAIMOHHOW ©0€30MacHOCTH WM AJMUHUCTpaTOpa HH(POPMAIIMOHHOM
CUCTEMBI [IEPCOHAIBHBIX JIAHHBIX IIPU €r0 JOKAJIBHBIX 3aIpOCcax Ha JOCTYII,

— peructpanuu Bxoja (BbIXoAa) AJAMHHHUCTpaTopa WH(OPMAaLMOHHON
Oe3omacHocTM WA AJMHHHUCTpatopa  HHQOPMAIIMOHHOM  CHCTEMBI
NEepCOHAJBHBIX JAaHHBIX B CHUCTeMy (U3 CHCTEMBI) IJIMOO 3arpy3ku u
MHHIIAATU3AIUN CHCTEMBI U €€ IPOTPaMMHOTO OCTaHOBA;

— KOHTPOJISI 1IEJIOCTHOCTH CBOEH MPOrpaMMHON W HUH(POPMAIMOHHOMN
4acTu;

— (uupTpallMu MAKETOB CIIY’)KEOHBIX IMPOTOKOJIOB, CIYKAIUX JJIst
JMAarHOCTUKH U YIIpaBJiIeHUs! pa0OTOM CETEBBIX YCTPOMCTB;

- (bHJIBTpaI_[I/IH C YUCTOM BXOJHOI'O M BBIXOAHOI'O CCTCBOI'O HHTep(I)eﬁca
KaK CpCACTBO IIPOBCPKHU ITOJJIMHHOCTH CCTCBLIX aAPCCOB,

— PpCTUCTPpaAllU U YUCTAa 3allpalliliBACMbIX CCPBUCOB IIPUKIIAIHOTO YPOBHI,

— OJIOKMpOBaHMUS JOCTyNa HEUJACHTUPUIIMPOBAHHOIO OOBEKTAa WJIU
CyObeKTa, MOJJIMHHOCTh KOTOPOTO IMpH ayTeHTU(UKALMU HE MOJITBEPAUIIACH,
METO/IaMH, YCTOMYNBBIMHU K I1€PEXBATY;

— KOHTpOJSI 3a CETEBOM AKTUBHOCTBIO MPUIOKEHUH U OOHApYXKEHUs
CETEBBIX aTakK.

[Toncucrema  peanusyercss  BHEAPEHUEM  IPOTrPaMMHO-ANMapaTHBIX
KOMILUIEKCOB MEXXCETEBOI'0 SKPAaHUPOBAHUS HA TPAHUILIE CETH.

5.5. Iloacucrema aHajau3a 3alllMIIIEHHOCTH

[ToacucTema ananm3a 3anIUIIIEHHOCTH, JOJDKHA 00CCIICYNBATh BBISBIICHUE
ySI3BUMOCTEH, CBSI3aHHBIX C OMMMOKaMU B KOH(UTYpaluu TPOrpaMMHOTO
oOecrieueHuss MHGOPMAIIMOHHONW CHUCTEMBI TEPCOHAIBHBIX JaHHBIX, KOTOPBIC
MOTYT OBITh WCIIOJIH30BAaHbI HAPYIIUTENIEM JJIsl peau3alii aTakKu Ha CUCTEMY.
OYHKIIMOHAI TIOJICUCTEMBl MOXET OBITh peaqn30BaH MPOTPAMMHBIMU |
MIPOTrPaMMHO-ANNaPaTHBIMU CPEJACTBAMH.

5.6. Iloacucrema o0OHApy:KeHHUs BTOPKEHUM

[logcucrema  oOHapy>KeHUsS  BTOpPXKEHMH, JIODKHA  oOecreyrBaTh
BBISIBJICHME CETEBBIX aTaKk Ha JJIEMEHTbl HMH(POPMALMUOHHON CHUCTEMBI
NEPCOHANIbHBIX JAHHBIX, TOJKIIOYEHHbIE K CETSAM OOIIEro MojJb30BaHUs U (MIIH)
MEXIYHapOIHOr0 OOMEHa.
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CDYHKHI/IOHEUI NOACUCTEMBI MOXKET OBITH pc€ain30BaH IMPOIrpaMMHBIMH M
IMporpaMMHO-aIllapaTHbIMU CPCACTBAMMU.

5.7. Tloacucrema KpUunrorpagpu4ecKou 3aUThbI

[logcucrema  kpunrtorpauyeckod  3alllUThl  NpeIHAa3HAaYeHa Ui
UCKJIIOYEHMs] HECAHKIIMOHUPOBAHHOTO JIOCTyIa K 3allUIaeMoil uHpopmaluu B
MH(POPMAILIMOHHBIX CHUCTEMAX IEPCOHAIbHBIX JAHHBIX YUpPEXKACHUS, NpU €e
nepefaye IO KaHalaM CBsA3M  ceTed oOmero ImoJjib30BaHus U (WIN)
MEX1yHapOJAHOI0 0OMEHa.

[Toncucrema peanuzyercs BHEJIPEHUEM KpUITorpadguueckux
IPOrpPaMMHO-AIIAPATHBIX KOMILIEKCOB.

VI. IToan30BaTen I/IH(l)OpMaIII/IOHHI)IX CUCTEM NMEPCOHAIBHBIX TaHHBIX

B KOHI_[CHLII/II/I 0e3011acHOCTH IICPCOHATIbHBIX HOAHHBIX OIIPCACICHBI
OCHOBHBIC KaTCTOPHUHU noab3oBarenei. Ha ocHoBaHuu »tux KaTeFOpI/Iﬁ JOJIDKHaA
OBITH IMPOU3BCACHA THUIIN3AllNA M0JIb30BaTeIICH HH(bOpMaHI/IOHHLIX CHUCTCM
IMCPCOHAJIBHBIX NAHHbIX, OIIPCACIICH UX YPOBCHb JOCTYIIa U BO3MOKHOCTH.

B wHbOpMaNMOHHBIX CHCTEMaX IEPCOHANBHBIX JaHHBIX YUPEKICHUS
MO>XHO BBIJICIHTH CIICAYIOIIME TPYMIbl IOJIH30BATEICH, YJYaCTBYIOIIUX B
00paboTKe MEPCOHAILHBIX JaHHBIX:

— AJIMUHHCTPATOP HH(POPMAITMOHHOW CUCTEMBI TTIEPCOHAIBHBIX JTAHHBIX;
— Omneparop uHGOPMAIMOHHON CHUCTEMBI IIEPCOHAIIBHBIX JaHHBIX.

JlanHple O Trpynmax —IOJb30BAaTENEH, YpPOBHE HX JOCTylla U
MH()OPMUPOBAHHOCTH JAOJKHBI OBITH OTpaXkeHbI B [1oN103keHnn 0 pa3rpaHuYeHUN
paB J0CTyna K 00pabaThiBa€MbIM MTEPCOHAIBHBIM JaHHBIM.

6.1. AaMuHHCTpaTOp MHGPOPMAUMOHHON CHCTEMBI
MePCOHAJIBHBIX IaHHBIX

AnmunucTpaTop HMH(DOPMAITMOHHOW CHUCTEMBI TIEPCOHATBHBIX JAHHBIX,
paboTHUK YUpeKIeHWs, OTBETCTBEHHBIM 3a HACTPOWKY, BHEAPCHHUE U
COMPOBOXKJICHUE WH(DOPMAITMOHHOW  CHUCTEMBbl  TEPCOHATBHBIX  JIAHHBIX.
ObGecrieunBaeT (GYHKIIMOHUPOBAHUE TIOJACUCTEMBI  YMPABJICHUS JOCTYIIOM
WH(QOPMAITMOHHOW  CHUCTEMbI TEPCOHAIBHBIX JAHHBIX U  YIOJHOMOYEH
OCYUIECTBJISTh NPENOCTaBICHUE M pa3rpaHUYEHUE JOCTyna KOHEYHOIO
nosb3oBates (OnepaTopa UHGOPMAITMOHHON CUCTEMBI ITEPCOHATBHBIX JIAHHBIX )
K 3JIEMEHTaM, XpaHAIUM [EPCOHAIIbHBIE TaHHbIE.

AnMuHucTpaTOp HH(MOPMAIMOHHOW CHUCTEMbl MEPCOHAJIBHBIX JaHHBIX
o0aaeT CIeAYIONMM YPOBHEM JIOCTYIA ¥ 3HAHHIA:

— oOnamaer monHOW wWHQOpMANUE O CUCTEMHOM U TPHUKIATHOM
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IpOrpaMMHOM  OO€CHe4YeHUHn HWH(OPMALMOHHOW CHUCTEMBI TEPCOHATBHBIX
JAHHBIX;

— oOmamaer monHOW wWH(MOpManMe O TEXHUYECKUX CPEIACTBAX U
KOH(UTYpaui HHOOPMAIIMOHHON CUCTEMBI TICPCOHATBHBIX JaHHBIX;

— MMEeT JIOCTYIl KO BCEM TEXHHYECKUM cpeacTBaM 00paboTKu
uHGOpMaIlMU U TaHHBIM B HH()OPMALIMOHHON CUCTEME MEPCOHATBHBIX TaHHBIX;

— o0namaer BO3MOXHOCTSIMH BHECEHUS! HM3MEHEHUH B MPOrpaMMHOE
oOecrieyeHre HHHOPMAIITMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX HA CTaJUH €€
pa3pabOTKH, BHEPEHUS U COMTPOBOXKICHUS;

— obnamaer mpaBaMHM  KOH(MUIypUpPOBaHUS W aJIMHHHCTPATUBHOMU
HAaCTPOWKH TEXHUYECKUX CPEACTB MH(POPMALMOHHON CHCTEMBI IEPCOHATBHBIX
JTAHHBIX.

6.2. Omneparop uHGOPMALMOHHOI CHCTEMbI IEPCOHATBHBIX TAHHBIX

Onepatop nH(GOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX, PA0OTHUK
VYupexxaenusi, OCYIIECTBISIIOMMIA  00pabOTKy  MEpPCOHAIbHBIX  JaHHBIX.
OOpaboTka mNEepCOHANbHBIX JAHHBIX BKJIKOYAET: BO3MOXKHOCTH MPOCMOTpA
NEPCOHANBHBIX  JIAHHBIX, PYYHOM BBOJ  IEPCOHAIBHBIX  JAaHHBIX B
MH(POPMAILIMOHHYIO CUCTEMY MEPCOHATIBHBIX TaHHBIX, (POPMUPOBAHHUE CIIPABOK U
OTYETOB MO MH(OpPMAIMM, MOJYYEHHONM M3 HMHPOPMAIMOHHON CHCTEMBI
NIEPCOHAIIBHBIX JaHHBIX.

Oneparop MH(GOPMALMOHHONW CUCTEMBI MEPCOHAIBHBIX JaHHBIX OOJaaaeT
CJIEAYIOIIUM YPOBHEM JOCTYIIA U 3HAHUM:

— oOnamaer BceMu HEOOXOIMMBIMU aTpuOyTaMH (HampuMmep, Maposem),
00eCneunBaOIIUMU JOCTYI K HEKOTOPOMY IOJMHOKECTBY MEPCOHATBHBIX
JAHHBIX;

— pacnojaract KOH(l)I/I,Z[GHL[I/IaHBHBIMI/I JaHHBIMH, K KOTOPbBIM HMCCT

JOCTYIL.
VIl. AMUHHMCTPATOP HHPOPMALMOHHOI 0€30NACHOCTH

AJIMHUHUCTpATOP MH(OPMAITMOHHOU 0e30MacHOCTH, pabOTHUK

Yupexaenus, Ha3Ha4YaeMbli [IPUKA30M IAPEKTOpaA YupexaeHnus,

OTBETCTBEHHBIN 3a (DYHKIIMOHUPOBAHUE CHUCTEMbl 3alUTHI TEPCOHATBHBIX
JIAHHBIX, BKJIFOYasl OOCTY>KMBAaHUE U HACTPOUKY aIMUHUCTPATUBHOM, CEPBEPHOI
Y KIIMEHTCKOM KOMIIOHEHT.

AnamuHuCcTpaTOp MHGOPMAITMOHHON 6€30MacCHOCTH 00JIaJaeT CIEAYIOUUM
YPOBHEM JIOCTYIIA ¥ 3HAHUM:

— obnagaer monHOM wuHpopManuenn 00 HHOOPMALMOHHBIX CHCTEMax
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NEPCOHAJIbHBIX TAHHBIX,

— HMMEET JIOCTYI K CPe/ICTBaM 3aIIUThl HH(OPMALIUU U TPOTOKOJIMPOBAHUS
U K YaCTH KJIIOYEBBIX DJIEMEHTOB MH()OPMAIIMOHHOW CHCTEMBI MEPCOHATBHBIX
JAHHBIX;

— HE UMEET MpaB JOCTyIa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEIICTB
CETH 3a UCKIIFOUEHUEM KOHTPOIbHBIX (MHCIEKIIMOHHBIX ).

AJIMUHHCTpATOP UHPOPMALIMOHHOM O€30ITaCHOCTH YITOJTHOMOYEH:

— peanu30BbIBATh MOJIUTUKH O€30MIaCHOCTH B YACTU HACTPOUKH CPEJCTB
3alUThl  MHPOpPMAIMU, MEXKCETEBBIX H3KPaHOB M CHUCTEM OOHapyXEeHHS
BTOP)KEHHMI, B COOTBETCTBUM C KOTOpPBIMH ToJib30BaTenb (Omneparop
MH(OPMAIMOHHOW CHCTEMbI NMEPCOHAIBHBIX JAAHHBIX) MOJy4aeT BO3MOXKHOCTb
paboTath ¢ ANEeMEHTaMH HHPOPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX TAHHBIX;

— OCYILIECTBJISITH ayAUT CPEICTB 3aIIUTHI UHPOpPMAITUY;

— OCYLIECTBJISITh ~ KOHTPOJb  3a  JEUCTBHAMH  IIOJB30BaTENEH
MH()OPMAIMOHHOW CHUCTEMBl NEPCOHANBHBIX JaHHBIX MpU HUX padoTe
C IEPCOHANBHBIMU JaHHBIMU;

— YCTAaHaBJIMBaTh JOBEPUTEIIbHBIE OTHOLIEHUS CBOEH 3aIUIIEHHON CETH
C CETSAIMH IPYTUX OPTaHU3ALMN U YUPEKICHUU.

JIOMKHOCTHBIE ~ 00SI3aHHOCTH ~ AJMUHHUCTpaTOopa  HUH(POPMAIMOHHOM
0e3onacHocTH onucaHbl B MHCTpykuum AaMuHucTpaTopa MH(DOPMAMOHHOU
0€30IMMaCHOCTH.

VIll. TpeGoBanus kK pabOTHUKAM 10 00eCTIEYEeHHUIO 3aIIIUThI
NMEePCOHATBbHBIX TaHHBIX

Bce  paGotHukm ~ YUpexaeHUs,  SBISIONIMECS  IMOJIH30BATEISIMU
WH()OPMAITMOHHBIX CUCTEM IEPCOHANIBHBIX JaHHBIX, JO/DKHBI YETKO 3HATh M
CTPOTO BBITIOJHATh YCTAHOBJICHHBIC IpaBUja W OOS3aHHOCTH IO JOCTYIy K
3alUIAeMbIM  O0BEKTaM W COOJIIOJICHUIO  YCTAHOBJIEHHOTO  PEXHMa
0€301acCHOCTH MEPCOHATBHBIX JIAHHBIX.

[Ipu BcTymaeHUM B JOJKHOCTH HOBOTO PaOOTHHMKA HENOCPEICTBEHHBIH
PYKOBOAMTENb CTPYKTYPHOIO TOJpAa3ieieHUs] 00s3aH OpraHu30BaTh €ro
O3HAKOMJICHUE C JOJDKHOCTHOW MHCTPYKIMEH U HEOOXOAUMBIMU JOKYMEHTaMH,
periaMeHTUPYIOUUMHU TPEOOBAHMS IO 3alIUTE MEPCOHATBHBIX IAHHBIX, a TAKKE
oOydyeHHe  HaBbIKaM  BBIMIOJIHEHHMS  NPOUEAYp,  HEOOXOAMMBIX  JJis
CaHKLIMOHUPOBAHHOT'O VICIIOJIb30BAHUS MH(OPMAIMOHHBIX CUCTEM
[IEPCOHAIBHBIX TAHHBIX.

PabGoTHuk pookeH OBITH O3HAKOMJIEH C Hactosimer IloauTukoid,
YCTaHOBJICHHBIMU TIPOTIeAypaMu PabOTBI € dJIeMEHTaMU HWH(POPMAITMOHHOM
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CHUCTCMBI IICPCOHAJIbHBIX NAHHBIX U CUCTEMOM 3aIIUThI IICPCOHAIbHBIX JJTAHHBIX.

PaGoTHukn VYupexaeHus, HUCHONb3YIOUIME TEXHUYECKHE CPEJICTBA
ayTeHTU(UKALMK, JOJDKHBI 00ecleyuBaTh COXPAHHOCTH IEPCOHAJIBHBIX
UACHTU(DUKATOPOB (271EKTPOHHBIX KITFOUEi) u HE JOITyCKaTh
HECAHKLIMOHUPOBAHHBIA JOCTYHI K HUM, & TAKXE€ BO3MOKHOCTb MX YTEPH WU
WCIIOJB30BaHUsl TPETbUMM JiMLaMmu. llomb3oBarenu HECYT IEPCOHAIBHYIO
OTBETCTBEHHOCTb 32 COXPAHHOCThH UICHTU(UKATOPOB.

PabotHukn  YupexnaeHuss  AOKHBI  CJIEJOBaTh  YCTaHOBJICHHBIM
poLeIypaM MOAJEpKaHUs pexuMa 0€30MMaCHOCTH NMEPCOHANIBHBIX JTAHHBIX IIPH
BBIOOpPE M HCIIOJIB30BAHMM MApOJIEHl (€Cau HE MCMOIb3YIOTCS TEXHHYECKUE
CpelicTBa UJICHTU(DHUKALIMU U ayTEHTH(PUKALINHN).

PaGoTHukK YupexaeHus: TOJDKHBI 00ecrieunBaTh HAJISKAIIYIO 3alIUTY
000py10BaHUsI, OCTABIIEMOTO 0€3 MPUCMOTpPa, OCOOEHHO B TE€X cllydasix, Korja
B TIOMEIICHWE WMEIOT JIOCTYNl TIOCTOPOHHHE JuIila. Bce moip3oBarenu
WH()OPMAITMOHHOW CHCTEMBI TIEPCOHATBHBIX JAHHBIX JOJKHBI 3HATH TPEOOBAHUS
10 0€30ITaCHOCTH MEPCOHATBHBIX JAHHBIX M MPOIIEAYPHI 3aIIUTH 000PYT0BAHHS,
OCTaBJICHHOTO 0€3 MPHUCMOTpa, a TaKKe CBOM OOSI3aHHOCTH MO 00ECIEYEHUIO
TAKOW 3aIUTHI.

PaboTHukaMm 3ampelaercs yCTaHABIMBATh MOCTOPOHHEE MPOrPaMMHOE
oOecrieyeHue, MOAKIIYATh JIMYHbIE MOOWIIbHBIE YCTPOMCTBA W HOCUTEIH
uH(pOpMaIUK, a TAKKE 3aIIMChIBATh HA HUX 3alllMIAaeMyI0 HH(pOpMAIIHIO.

PaGoTHukaMm 3ampemiaercs pasriamarh 3alyiEaeMyro  uHOOpMaIUIo,
KOTOpasi CTaja UM HM3BECTHA B CHJIy BBITTOJIHCHHS MMM CBOWX JOJKHOCTHBIX
00s13aHHOCTEH.

[Ipu paboTe ¢ mepcoHaIbHBIMHU JTaHHBIMU B WH(GOPMAIIMOHHOW CHUCTEME
MEPCOHANBHBIX ~ JAaHHBIX PAOOTHUKUA YUpPEKICHUS OO0sA3aHBl HCKIIOYUTH
BO3MOYKHOCTb MPOCMOTPA NEPCOHAIBHBIX JAHHBIX TPETBUMHU JMUAMH C
MOHHUTOPOB OOBEKTOB BHIYUCIIUTEILHON TEXHUKH.

[Ipu 3aBepiieHnn paboThl ¢ UHPOPMAITMOHHON CUCTEMOMN MEePCOHATBHBIX
JIAHHBIX PAOOTHUKU OOsI3aHBI 3alTUTUTh OOBEKTHI BHIYUCIUTEILHON TEXHUKHU C
MOMOII[LI0 OJIOKUPOBKH KJIIOUOM HJIM SKBUBAJICHTHOTO CpEJCTBA KOHTPOJI,
HaAIMpuMep, JOCTYIOM IO IMApOJII0, €CIIM HE HCIOJB3YIOTCS 0oJiee CHUIIbHBIC
CpeICTBA 3aIUTHI.

PabGoTHuku Yupexnenusi J0KHBI ObITH TPOUH(POPMUPOBAHBI 00 yrpo3ax
HapYIIEHUs peKUMa O€30MaCHOCTH TIEPCOHATBLHBIX JAHHBIX U OTBETCTBEHHOCTH
3a ero HapymeHue. OHU JOJDKHBI OBITh O3HAKOMJICHBI C YTBEPIKICHHOM
dbopMabHON TPONEAYPOH HAJOKEHUS JUCIUIUIMHAPHBIX B3BICKAHUW Ha
pabOTHUKOB, HAPYIIAFOIINX MPUHATHIE TOJUTUKY U TPOIEAYPhl 0€30MMaCHOCTH
MEePCOHAIBHBIX JIAHHBIX.
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PaboTHuKYM 00s13aHBI 6€3 MpOMEICHHS COO0ITaTh 000 BCEX HAOIIOaeMbIX
WIA  TOJO3PUTEIBHBIX  CIOy4asx paboThl  HMHGOPMAIIMOHHOH  CHCTEMbI
TICPCOHAJIBHBIX JJAHHBIX, & TAKXKE O BBIIBJICHHBIX MU COOBITHSIX, 3aTParkBarOIINX
0€301acHOCTh MEPCOHATBHBIX JaHHBIX, PYKOBOJCTBY U JIMILY, OTBEYAIOIIEMY 3a
HEME]IJICHHOE PearupoBaHKE Ha yrpo3bl 0€30MaCHOCTH TIEPCOHAIBHBIX JTAHHBIX.

IX. Jo/kHOCTHBIE 00SI3AHHOCTH 0JIb30BaTes1eii HHPOPMAMOHHOM
CHCTEMbI IEPCOHAIBHBIX JAHHBIX

JIoIKHOCTHBIE  O0SI3aHHOCTH  TOJIb30BaTeNnell  MH(GOPMAIMOHHON
CUCTEMBbI IEPCOHANIBHBIX JAHHBIX OMHICAHBI B CIEAYIONUX TOKYMEHTAX:

— HucTtpykums AMUHHUCTpaTOpa uH(OPMAIIMIOHHON CHUCTEMBI
IIEPCOHAJIBHBIX TAHHBIX;

— Huctpykuus Oneparopa MHPOPMALMOHHON CUCTEMBI MEPCOHAIBHBIX
JTAHHBIX.

X. OTBeTCTBEHHOCTH M0JIb30BaTeIeid HH(POPMAIMOHHON CUCTEMbI
MEePCOHAJIBbHBIX JAHHBIX

B cootBercTBHM cO cTaThen 24 DenepanbHOro 3akoHa ot 27 urons 2006 r.
Neo 152-®3 «O mnepcoHalmbHBIX JAHHBIX» JIMIA, BUHOBHBIE B HapYyIICHUH
TpeboBanuii DenepasbHOrO0 3aKOHA, HECYT TPaXIaHCKYI0, YTOJOBHYIO,
aAMUHUCTPATUBHYI0,  JUCUUIUIMHAPHYID U  HMHYI0  IPEIyCMOTPEHHYIO
3aKOHOJIATENBCTBOM Poccuiickoit denepann OTBETCTBEHHOCTb.

JelicTByromee 3akoHoaaTenbCcTBO Poccuiickonn depepauuu MO3BOISET
NPEABABISTH TPEOOBAHUS MO 0OECIIEYEHUI0 O€30I1aCHOM pabOoThI € 3aAIMIIAEMOM
uHpopmanmen W OpeaycMaTpuBaeT OTBETCTBEHHOCTh 33  HApYILIECHHE
YCTaHOBJICHHBIX IPaBWJI AKCIuTyatanuu OBM u cucrem, HermpaBOMEPHBIN JOCTYII
K UH(pOpMAaIK, €CIIU ITH JEHUCTBUS NPUBEIH K YHUUYTOKEHHIO, OJIOKUPOBAHUIO,

Moaudukanmu HHGOPMAINK WK HapylieHuto padbotsl DBM wnu cereit (ctathu
272,273 u 274 YK PO).

[Tonp3oBaTenn MHGOPMAIIMOHHON CUCTEMBI IEPCOHABHBIX TAHHBIX HECYT
OTBETCTBEHHOCTbH 3a BCE JCUCTBHUSI, COBEPILIECHHBIE OT UMEHU UX YUYETHBIX 3aIIUCEN
WIM  CHUCTEMHBIX  Yy4YeTHBIX  3alHMCe, eciu He  JoKa3aH  (aKT
HECAHKIIMOHUPOBAHHOI'O UCITOJIb30BAHUS YUETHBIX 3aIIUCEH.

[Ipu HapymeHusx paboTHukamu YupexaeHus — Ilomb3oBarensmu
MH()OPMAIMOHHOW CHCTEMbI TEPCOHAJIBHBIX JAaHHBIX MPABUJI, CBSI3aHHBIX C
0€30MacCHOCTbI0 NEPCOHAIBHBIX JIAaHHBIX, OHU HECYT OTBETCTBEHHOCT,
YCTAaHOBJICHHYIO IEMCTBYIOIUM 3aKOHOATENbCTBOM Poccuiickon denepannu.

[IpuBeneHHbIC BBINIE TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB I10 3aIlUTE
nH(pOpMAaIU TOKHBI OBITH OTPAXKEHBI B JIOKATBLHBIX HOPMAaTUBHBIX U ITPABOBBIX
aKTax YUpeKICHHUS.
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Xl. CiMcoK HCI0JIb30BAHHBIX HCTOYHUKOB
Konctutynus Poccutickon denepanumy;
Koncturynus Pecriyoinku Mapuii O
Tpynosou konekc Poccuiickoit @enepannu;
Cewmeiinbiil koseke Poccutiickoi denepanuu;

denepanbHbIi 3aKk0H 0T 27 utosst 2006 roga Ne 152-D3 «O nepcoHaIbHBIX
JIAHHBIX ),

[TocranoBnenue IlpaBurennbctBa Poccuiickoit denepamnmu ot 15 ceHTIOps
2008 roma Ne 687 «OO0 yrBepxknaenun Ilomoxxkenuss o0 0COOEHHOCTSX
00pabOTKM MEePCOHANBHBIX JAHHBIX, OCYIIECTBISIEMOM 0€3 MCIOIb30BaHUS
CPEACTB aBTOMAaTH3ALIUNY;

[ToctanoBnenne IlpaBurensctBa Poccuiickoit ®denepanuu ot 1 HOAOPs
2012toma Ne 1119 «OO6 yTBepkaeHUM TpeOOBaHMI K 3aIIUTE
NEPCOHANIBHBIX JAHHBIX MPU UX 00pabOTKE B MHPOPMALIMOHHBIX CUCTEMAX
NEPCOHAIIBHBIX JAHHBIX»;

[Ipuka3z @enepanbHO CIy>)KOBI TI0O TEXHUYECKOMY M SKCHOPTHOMY
koHTpouto oT 11 anpens 2025 roga Ne 117 «O6 ytBepxaenun TpeGoBaHwmit
0 3amuTe UH(OpManuu, coAep)Kauleics B TOCYAapCTBEHHBIX
MH()OPMAIIMOHHBIX  CUCTEMAaX, HWHBIX HMHPOPMALMUOHHBIX  CHUCTEMAX
rOCyIapCTBEHHBIX OPraHOB, TOCYAAPCTBEHHBIX YHUTAPHBIX MPEINPUSTUH,
rOCYJapCTBEHHBIX YUPEKICHUI;

[Ipuka3z @enepanbHO CIyKObl 1O TEXHUYECKOMY M DKCHOPTHOMY
koHTpoJito oT 18 despana 2013 1. Ne 21 «O6 yrBepxknenun CocraBa U
COJIEp’KaHUSl OPTraHM3ALMOHHBIX U TEXHUYECKUX Mep IO 00ecreyeHUuro
0e30MacHOCTH  MEpPCOHANBHBIX  JaHHBIX  HpU WX  00paboTke
B UH(OPMAIIMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHBIX);

bazoBass monmens yrpo3 0€30MacCHOCTH TEPCOHATBHBIX JaHHBIX TPH HX
o0paboTtke B WHGOPMAIMOHHBIX CHUCTEMaxX TEPCOHAIBHBIX JIAHHBIX,
yrBepkaenHas 3amectuteneMm aupektopa OCTIK Poccum 15 derpans
2008 rona;

MeTonuka onpeaeneHns aKTyallbHbIX YIpo3 0€30MaCHOCTH MEePCOHATBHBIX
JAHHBIX TIPH UX 00paboTKe B MH(GOPMAIIMOHHBIX CHCTeMaX MEPCOHAIBHBIX
JAHHBIX, yTBepxkAeHHass 3amectutenem aupekropa DPCTIK Poccun
14 despamns 2008 rona.



